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contactSync version 8.5
As of version 8.5, contactSync supports Microsoft Graph to access mailboxes in
Exchange Online.

contactSync requires .NET Framework 4.8, Windows PowerShell 5.1 and the
ExchangeOnlineManagement PowerShell module version 3.6 or later for
Exchange Online PowerShell V3.

As of version 8.4, for all contactSync policy types it is possible to select the mailboxes in
both on-premises and Exchange Online in a hybrid Exchange environment on the mailbox
tab. Provided that the Exchange Online mailboxes have not been selected by Recipient
Type in existing policies.

contactSync synchronizes contacts directly from a public folder to user mailboxes in your
Exchange environment, whether it is in Exchange on-premises or Exchange Online. In
Hybrid Exchange environments contactSync can access public folders and mailboxes in
both locations.

As of version 8.3, contactSync can now also synchronize contacts from a Shared Mailbox
into users’ mailboxes located in the same Exchange environment.

As of contactSync version 8.1, the certificate-based authentication method to establish a
connection to Exchange Online is available in the Environment Configuration. Exchange
Online connections using the certificate-based authentication method, Azure AD App
Permissions of a registered application are used for access.

contactSync also synchronize contacts from a modern Public Folder into users’ mailboxes
located in the same Exchange environment.

contactSync also synchronize the Global Address List (GAL) into users’ mailboxes located
in the same environment.

As of contactSync version 8.0, the Environment Configuration describes the Exchange
environment and its settings by which contactSync connects to Exchange, which
eliminates the requirement to configure authentication separately for each policy.
Instead, contactSync now uses the credentials assigned to each configured environment.

Download

Download the most recent version from our website:

https://www.netsec.de/en/products/contactsync/download.html

* Microsoft stopped supporting Exchange 2013 on the 11th April 2023.
As much as we would like to keep up compatibility for all versions, we cannot
support an environment, which is no longer supported by the manufacturer.


https://www.netsec.de/en/products/contactsync/download.html

Upgrade Instructions

For updates from contactSync version 8.x to contactSync version
8.x

To install a new contactSync version, perform a backup of your contactSync data and
install the new version.

1. Backup (or copy) your contactSync program folder and the common application
data folder.

Select Action -> Export Configuration to zip your Environment Configuration and
Policy configuration.

Select Action -> Export Status to zip your log files.

ACTION  CPTIONS HELF
@ Create Environment

&d Create contactSync Policy
|:§ Export Configuration

L-ﬁ Impart Configuration

|:§ Export Status

$ Import Status

Configure Service

2. Install the new contactSync version.
ﬁ METsec contactSync Setup & *

Welcome to the NETsec
contactSync Setup Wizard

2]

The Setup Wizard will install METsec contactSync on your
computer. Click Next to continue or Cancel to exit the Setup
contactsyne Wizard.

< Back Cancel

contactSync 8.5 Upgrade Instructions

Important: Depending on the version gap, it may be necessary to reconfigure some
options in your policies.
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For updates from contactSync version 7.x to contactSync version
8.x

To install a new contactSync version, perform a backup of your contactSync data and
install the new version.

1. Backup (or copy) your contactSync program folder and the common application
data folder.

Select Action -> Export Configuration to zip your Policy configuration.
Select Action -> Export Status to zip your log files.

ACTION  OPTIOMS  HELP
Zd Create Palicy

._-& Export Configuration

._-g Irmport Configuration

._-§ Export Status

._-g Irmport Status

@} Configure Service

2. Install the new contactSync version.

ﬁ METsec contactSync Setup 8 X

Welcome to the NETsec
contactSync Setup Wizard

2]

The Setup Wizard will install NETsec contactSync an your

) computer, Click Mext to continue or Cancel to exit the Setup
gontactsyns Wizard.

= Back Cancel

As of contactSync version 8, an Environment Configuration is necessary and must be
configured. After that, existing policies can be migrated and new policies can be created
and configured. Please see the Incompatibility chapter.

Important: Depending on the version gap, it may be necessary to reconfigure some
options in your policies.



Where is the common application data folder?

The common application data folder can be retrieved in the Windows Explorer with the

command

$ProgramData%\NETsec GmbH & Co. KG\contactSync

or

$systemdrive%\ProgramData\NETsec GmbH & Co. KG\contactSync

| = | contactSync

Home Share View

&

< v » ThisPC » Local Disk (C) » ProgramData » METsec GmbH & Co. KG » contactSync
v & Local Disk (C:) ~ MName Date modified
» SWinREAgent cache 4/14/2022 12:58 AM
Perflogs certificate files 3/10/2022 7:40 AM
> L Program Files config 4/12/2022 3:50 AM
Program Files (x86) data files 1/11/2022 7:15 AM
w ProgramData environments 471472022 2:19 AM
key fil 1/11/2022 7:15 AM
> Microsoft By Tiles S A
log files 4/14/2022 T:25 AM
hd METsec GmbH & Co. KG s o o
policies 4/19/2022 1:30 AM
v contactSync
cache

certificate files
config

data files
environments
key files

log files

pelicies

Type

File folder
File folder
File folder
File folder
File folder
File folder
File folder

File folder

Note: The folder ProgramData is usually hidden. You may activate the option Hidden

items of the File Explorer.

i | = | Local Disk (C:)

Home Share View

.] [TH Preview pane [ Extra large icons [&] Large icons Medium icons I ['] Group by * [ item check boxes l?

" ; EEE) smallicons BB List == Details =%+ [Ti] Add columns ~ File name extensions e Ict .
avigation = = - ide selecte
pane - [Hpetailspane &7 1y [E content T by- B sizeall columns to fit Hidden items tems

Panes Layout Current view Show/hide

« ~ 4 ‘s » ThisPC » Local Disk (C2) » v D O Search Local Disk (C:)

~

v i, LocalDisk (C) "~ Name Date modified Type Size

? SWinREAgent SWinREAgent File folder

Perflogs Perflogs File folder
> Program Files Program Files File folder
3 Program Files | Program Files (x86) X 21 2:42 AM File folder
- ProgramData ProgramData 1/11/2022 3:53 AM File folder

Options
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Incompatibility

contactSync version 8.5.6 or later compared with contactSync
8.5.5 and earlier

1. As of version 8.5.6, user-based authentication for applications no longer works.

For this reason, the option to create a new user-based credential account has been
deactivated. Please note, Microsoft requires multifactor authentication for user-based
accounts and restricts access via Exchange Web Services for Exchange Online.

It is still possible to modify existing user-based accounts, but the switch to certificate-
based authentication for access to Exchange Online mailboxes via Microsoft Graph will be
required.

If you still have user-based accounts, you will find information on switching to certificate-
based authentication in the chapter How to switch from user-based authentication
to certificate-based authentication in the contactSync manual.
https://www.netsec.de/en/products/galsync/documentation.html

On the Exchange Online tab in the Environment Configuration, there is now only one
available method to establish a connection to Exchange Online. Please use the certificate-
based authentication via App registrations in Microsoft Entra ID.

3] - 0O X
General Exchange Scenario | Exchange Online E§
~
Exchange Online
Manage the settings for the Exchange Online tenant.
Flease use the certificate-based authentication via App registrations in the Microsoft Entra [D.
Credentials
ad | & @ | A Modity | @ | H Remove | @
Usemame Mazx. Connection
Crganization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud =
of Ok €3 Cancel = 2pply



https://www.netsec.de/en/products/galsync/documentation.html

2. Synchronizing contacts from Public Folder, which is located in Exchange Online, is
deprecated.

No access to Public Folders in Exchange Online from 1. October 2026 any longer, because
Microsoft will start blocking Exchange Web Services (EWS) requests to Exchange Online
on 1. October 2026.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440

contactSync 8.5 Upgrade Instructions
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contactSync version 8.5 compared with contactSync 8.4.6 and
earlier
1. As of version 8.5, contactSync requires .NET Framework 4.8, Windows

PowerShell 5.1 and the ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3.

The ExchangeOnlineManagement PowerShell module needs to be installed or
updated on the contactSync Server, so contactSync can directly communicate with a
Microsoft 365 Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EN Administrator: Windows PowerShell — [m| X
11

) Microsoft Corporation. All rights r
Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

32> Install-Module ExchangeOnlineMan

ed repositories. The NuGet

11

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter in the Microsoft Docs: About the Exchange Online PowerShell module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter in the Microsoft Docs: About the Exchange Online PowerShell module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module



https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module

2. As of version 8.5, contactSync supports Microsoft Graph to access mailboxes in
Exchange Online.

The following changes in the assigned API permissions of the App Registration in the
Microsoft Entra ID are necessary to use Microsoft Graph to access mailboxes in
Exchange Online.

The registered Application in App registrations
In the Microsoft Entra admin center menu, go to Identity, expand Applications and
select App registrations.

Micrasoft Entra admin center [ " _

Home >
& Home i .
App registrations & X
*  Favorites v
 New registration @ endpoints ¢ Troubleshooting () Refresh & Download [ Preview features A7 Got feedback?
i ~
S Identity All applications  Owned applications  Deleted applications
@ overview
J Start typing a display name or application (client) ID to filter these r... +v Add filters
K users ~
1 applications found
¥ Groups ~
Display name * Application (client) ID Createdon Ty Certificates & secrets
B Devices ~ contactsync Enterprise App 26535083-4b3e-4ad4-a59f-2504bf2basz  8/18/2023 @ current
[E) Applications o~

Enterprise applications

| I App registrations

S Roles & admins ~
Roles & admins

Admin units

]

Learn & support ras

Select the registered Application to see the API permissions.

Microsoft ETMER S cerrier e L _

e pp registrat contactSync Enterp
= contactSync Enterprise App | APl permissions = X
%  Favorites V
S Identity ~ B owndew be custoenized per
his app il be used, Laam
@  overview & Cuicston
5 # Integraticn assistant
R users v . -
Configured permissions
Manage
¥ Groups W Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
B eranding & properties configured permissions sheuld include all the permissions the application need:
& Devices ~ D suthenticatio
Authenhieation  Adda permission " Grant admin consent for NETsec Demo
& Applications N Certificates & secrets

AP| f Permissions na... Type Description Admin consent req...  Status

Enterprise applications Il Token configuration

I & AP permissions I
I App registrations e application Manage Exchange As application Wes

& Expose an AP —
€s Roles & admins v fu application  Use Exchange Web Services with full .. ves © Granted for NETsec Demo =+

i

B Approles
B silling N & Owners
£33 Settings N & Roles and administrators

H nanifest
8 Protection v

¥ Support + Troubleshooting

B Learn & support A & Troubleshooting

& New support request To view and manage consented permissions for individual apps, as well a3 your tenant's consent settings, try £

contactSync 8.5 Upgrade Instructions
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The Exchange.ManageAsApp permission is also required to access Exchange Online
mailboxes via Microsoft Graph.

API / Permissions name Type Description Admin consent requ... 5tatus
~ Cffice 365 Exchange Cnline (2) wes
ExchangeManagefsApp Application  Manzage Exchange As Application Yes @ Granted for NETsec Demo =+»

full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes @ Granted for NETsec Demo e

The full_access_as_app permission allows to access Exchange Online mailboxes via
Exchange Web Services and is not needed to access Exchange Online mailboxes via
Microsoft Graph.

Remove API permission for Exchange Web Services, if applicable

The full_access_as_app permission can be removed, except you use contactSync
policies, which are synchronizing contacts from a Public Folder, that are located in
Exchange Online, which at the moment need the full_access_as_app permission for
Exchange Web Services.

If the full_access_as_app permission is not be needed anymore, it is necessary to
Revoke admin consent first and then to Remove permission at the context menu of
the permission entry.

APl / Permissions name Type Description Admin consent requ... Status

~ Office 363 Exchange Online (2)

Exchange.ManageAsApp Application  Manage Exchange As Application Yes @ Granted for NETsec Demo «+»
full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes ATt o T e -
Remove permission

Revoke admin consent
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,



API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

o bl SIS el it G _

Home > App registrations > contactSync Enterprise App

= contactSync Enterprise App | APl permissions = X
% Favorites v
D Identity ~ Overview =
& Quickstart
@ overview @ The “Admin consent required" column shows the default value for an erganization. However, user consent can be customized per *
# Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
A Users v ) more
Manage
= Groups v

B Eranding & properties Configured permissions

52 Devices v N Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
D Authentication F i jssi applicati m about 5
configured permissions should include all the permissions the application needs. Learn more about permissions and consent

B8 applications ~ Certificates & secrets
" Add a permission | ~ Grant admin consent for NETsec Dema
Enterprise applications [Il' Token configuration
X API / Permissions na.. Type Description Admin consent req...  Status
9 AP permissions
I App registrations

@ Expose an API

S. Roles & admins ~
hd App roles
2 Learn & support A & Owners

N To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
k. Roles and administrators ° °

B ndonifact

Select the Microsoft APIs and click on Microsoft Graph

osof E 2dmin cent ) _
a .
4 i ~ terprise App | AP fech
L IR nerprise A |47 Request API permissions X
® oveniew % contactSync Enterp
Select an API -
8 users v =
« -
s Microsoft APIs  APIs my organization uses My APls
Avd - ——
H Groups B overview _
Commonly used Microsoft APIs
L) Devices v & Quickstart
B applications A #' Integration assistant \ Microsoft Graph
‘ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobilty + Security, and Windows 10.
Di d solve probl 9 P
X Diagnose and solve problems " Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
Enterprise applications ’
X through  single endpoint
Manage
I App registrations
= Branding & properties
a4
o Roles & admins 3 Authentication
Azure Communication () Azure Rights Management i

& Protection v Certificates & secrets L Services L& Services ', Azure Service Management

0 ok ; Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
F2) Identity Governance v 1li" Token configuration the same secure CPaa$ platform used protected content functionality available through

] by Microsoft Teams the Azure portal

- - AP permissions
HB  External Identities ~

@ Expose an API

Select Application permissions

osoft Entra adrmin cent & SN e R TS _
Identity ~ " -+ > contactSync Enterprise App | AP Request API permissions %
® oveniew % contactSync Enterp
CAll APIz -
W .
R users r) & , Microsoft Graph '
E" https://graph.microsoft.com/ Docs (! %))
' Groups 4 B Overview S
- Ve ‘What type of permissions does your application require? 9
& Devices v & Quickstart s
Delegated permissions Application permissions S
) fpmmies A # Integration assistant Your application needs to access the AP as the signed-in user, ‘:‘c;\:‘rezpﬁ\hig:m runs as a background service or daemon without a b
X Diagnose and solve problems 2
Enterprise applications =
Manage Select permissions expand all (]
I App registrations ©
. = Branding & properties [ start typing a permission to filter these results ©
Roles & admins Y
D Authentication Permission Admin consent required %_0
& Pprotection A Certificates & secrets y )
AccessReview
{I! Token configuration LO.
)] Identity Governance N 0
. 9 API permissions > Acronym (&)
EF  External Identities v c
@ Expose an API =
i
(]
©
—
c
o
[&]
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Search for contact and expand the Contacts in the result list.

Select
Contacts.ReadWrite

P Search resources, services, and docs (G+/)

> OrgContact

Search for mail and expand the Mail in the result list.
Select

Mail.ReadWrite

and

Mail.Send

- - —
@ Identity ~ > contactSync Enterprise App | AP Request API permissions %
® oveniew - contactSync Enterp
< All APIs
R users ~ .
« gy Mirosoft Graph
https://graph.micresoft.com/ Docs ¢!
G B oveniew ) )
- ‘What type of permissions does your application require?
& Devices v & Quickstart
Delegated permissions Application permissions
BB applications A 5 Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
K Diagnose and solve problems
Enterprise applications
; Manage Select permissions expand all
I App registrations
B Branding & properties 5 contact ”
S
& Roles & admins v
D Authentication Permission Admin consent required
& Protection Y Certificates & secrets
v/ Contacts (1)
"
(3] Identity Governance N ifi Token configuration
o Contacts.Read (
& API permissions D Yes
EE  External Identities v Read contacts in all mailboxes
@ Expose an API - -
P . Contacts.ReadWrite @O v
v s
ShenEes App roles Read and write contacts in all mailboxes
£ Owners

osort & center —— _
D Identity ~ " > contactSync Enterprise App | AP Request API permissions %
® ovenview - contactSync Enterp
<Al 4PIs
8 users Y i
D search . Microsoft Graph
https://graph.micresoft.comy Docs
G M B Oveniew .
> What type of permissions does your application require?
£ Devices v £ Quickstart
Delegated permissions Application permissions
BB} applications 2 # Integration assistant Your application needs to access the APl as the signed-in user. Your application runs a5 a background service or daemon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties S ol -
& Roles & admins Y .
D Authentication Permission Admin consent required
B Pprotaction ™ Certificates & secrets
> MailboxFalder
754 ! Token configuration
Identity Governance v
. < AP permissions > Mailboxitem
BB  External Identities ~
& Expose an API
T e > MailboxSettings
App roles
A2 Owners N Mail (2)
ik Roles and administrators
Mail.Read ©
[l N Yes
M Manifest Read mail in all mailboxes
Support + Troubleshooting O Mail ReadBzsic Yes
Read basic mail in all mailbaxes
& New support request Mail.ReadBasic.All
Ves
- D Read basic mail in all mailboxes
Mail.Readwrite @
. B Yes
Read and write mail in all mailboxes
Mailsend ©
Yes
Send mail as any user
> User-Mail
2 Learn & support ~
«

Click Add permissions




Click Grant admin consent for your tenant.

=

rosoft Entra admin center £ Search resources, services, and docs (G+/)

& Identity ~ =+ > comtactS rprise App | API permi
@ overview - contactSync Enterprise App | APl permissions & - X
9\ Users e R o]
F ) Refresh A Got feedback?
' Groups N .
B Overview A You e editing permissionts] ko your sgplication, users will have b consent even i they've already done 50 previoushy.
& Devices e & Quickstart
A" Integration assistant
B applications ~ - e e
¥ Diagnose and solve problems @ The “Admin consent required” cohamn shaws the default value for an organizstion. Hawever, user consent can b customized per -
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage s
I App registrations
B Branding & properties . .
i Configured permissions
%o Roles & sdmins > D Authentication
. ) Applications are authorized 1o call APIs when they are granted permissions by users/adming a5 pant of the consent process. The list of
8  protection v Certificates & secrets configured permissions should inchude all the permissions the application needs. Leam mare about permissions and consent
m
Identity Govemance N Il Token configuraticn = Add a permission " Grant admin consent for NETsex Demo
9 AP permissions AP/ Permissis it i
- $510NS namie Type Description Admin consent required  Status
BB External identities v / P il b
& Expose an AP
=== Show more |
R App roles Application  Read and write contacts in al.. Yes A Mot granted for NETsee | +es
& owners application  Read and write mail in all ma... Yes A Not granted for NETsee | »on
& Rolesand administrators Send Application  Send mail as any user Vs A Mot granted for NETsec
M nanifest o 2
Onfine {2)
Support + Troubleshooting anted for NETsec Demo ==

ange ManageAsip;

Application  Manage Exchange As Applic_.  Yes [}

& MNew support request

& Learn & suppert ey To view and manage consented permissions for ndrvidual apps, a5 well 35 your tenant's consent settings, b

Click Yes to confirm the consent.

et e SO S o el _

Microsoft Entra admin

D Identity ~ == » contactSync Enterprise App | APl permissions contactSyr contactSync Enterpri
@ overview - contactSync Enterprise App | APl permissions & - X
9\ Users e R o]
F ) Refresh A Got feedback?
' Groups g m
Cvenview . . .
Grant admin consent confirmation,
B Devices v & Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any
’ existing admin consent records this application already has to match what is listed below.
# Integration assistant
Bl Applications s
. X
X Diagnose and solve problems
Enterprise applications R
Manage e
I App registrations
B Branding & properties . .
i Configured permissions
%o Roles & sdmins > D Authentication
. ) Applications are authorized 1o call APIs when they are granted permissions by users/adming a5 pant of the consent process. The list of
8  protection v Certificates & secrets configured permissions should inchude all the permissions the application needs. Leam mare about permissions and consent
m
Identity Govemance N Il Token configuraticn = Add a permission " Grant admin consent for NETsex Demo
9 AP permissions AP/ Permissis it i
- $510NS namie Type Description Admin consent required  Status
BB External identities v / P il b
& Expose an AP
Show more |
BL App roles Application  Read and write contacts in al.. Yes A Mot granted for NETsec | +or
& owners application  Read and write mail in all ma... Yes A Not granted for NETsee | »on
& Roles and administrators Application  Send mail as any user s A Not granted for NETsee | ven
M nanifest 2
Support + Troubleshooting ange.Managedsd Apphcation  Manage Exchange As Apphc..  Yes @ Granted for NETsec Deme
& New support request
& Learn & suppert Fat Te view and manage consented permissions for mdnvidual apps, a5 well a5 your tenant's consent settings, b
«
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API permissions are assigned to the registered Application.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need these API permissions.

Microsoft Entra admin center [T P, _

Identity ~ +++ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App

Sz - contactSync Enterprise App | APl permissions = X

£ 3
0]
U hve
L
o
i}

Groups v -
% COverview © Successiully granted sdmin consent for the requestad parmissions.
Devices v & Quickstart
e 2 # Integration assistant
X Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be custamized per =
Enterprise 2pplications permission, user, o app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage e
I App registrations
&2 Branding & properties X L.
Configured permissions
% Roles & admins e D Authentication
Aapplications are authorized to call APIs when they are granted permissions by Users/admins as part of the cansent pracess. The list of
& erotection ~ Cortificates & secrats configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
[ G v 1! Token configuration t add a permission  ~ Grant admin consent for NETsec Demo
- AP permissions ;. o
~ N API / Permissions na... Type Description Admin consent req...  Status
&9 External Identities ~ ! P P a
[~
Expose an API v Microsoft Graph (3
Show more S App roles
T App Contacts.ReadW Application  Read and write contacts in all mailboxes  Yes @ Granted for NETsec Demo ++»
& Ouners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo +e
[ Manifest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application s @ Granted for NETsec Demo ==+
& New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
2 Learn & support ~

Update the Environment Configuration in contactSync

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog and uncheck the Exchange Web
Services, if you have removed the full_access_as_app permission.

Assigned AF| permissions

| Microsoft Graph LL'

Exchange \web Services '-._!,J




General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchan

| Credentials |
| G | @ G | @ | Phodty | @ | KRemove| @
|zemame Max. Connection
Primary Mailbox Account
.currtac:tS'_.'nc Enterprise App 2
Ll] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly fzure
ADY App registrations that enables access to BExchange Online.

Organization / Tenant @

|na¢secdemntenarrt.unmimsuﬁ.cum |

Application Display Name @

|currtad5'_mc Enterprise App |

Application ID @
14026243-2793-4430 bad 143052 1184f0 |
[ Certificate |

Friedly Mame NETsecDemao from contactSyncl3
Mot After 2026-04-25
Subject CHN=NETsecDemoFromContactSyncl3
Thumbprint 3216130EDBIAR176F T24BE5038B2A428E8FB2202
Has Privatekey True
User NETSECDEMO \svc_contactsyne
Choose Certicate | | Crete Certficate @

| Assigned APl permissions |

Microsoft Graph @

[ | Exchange \web Services @
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Policies synchronizing contacts from a Public Folder, which are located in Exchange
Online, which at the moment need the permission for Exchange Web Services.

Microsoft Entra admin center e _

& Identity A * .. > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations » contactSync Enterprise App
@ oveniew - contactSync Enterprise App | APl permissions % X
K users ~
« O Refresh | A& Got feedback?
2 Groups v ™
& Ovenview @ Successfully granted admin consent for the requested permissians.
& Devices v £ Quickstart
BB} applications 2 # Integration assistant
¥ Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage —
I App registrations
&= Branding & properties ) .
Configured permissions
& Roles & admins Y .
D Authentication .
Applications are authorized to call APIs when they are granted permiszions by users/admins 23 part of the consent process, The list of
&  protection v Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
{2] Identity Governance v 1! Token configuration = Add a permission /" Grant admin consent for NETsec Dema
- AP permissions ;. o
~ N API / Permissions na... Type Description Admin consent req...  Status
@ External Identities ~ / P 4 a
@
Expose an API \v Microsoft Graph (3)
Show more S App roles
= App Contacts Read\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
48 Owners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
M Manifest N
Support + Troubleshooting Application  Manage Exchange As Application Yes @ Granted for NETsec Demo s
& New support request a Application Use Exchange Web Services with full a... Yes @ Granted for NETsec Demo =+«
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support N

Update the Environment Configuration in contactSync

Accordingly, select Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box in the Exchange Online App Registration
dialog.

Assigned AF| permissions

| Microsoft Graph LL'

| Exchange Web Services '-._!,J




General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchan

| Credentials |
| G | @ G | @ | Phodty | @ | KRemove| @
|zemame Max. Connection
Primary Mailbox Account
.currtac:tS'_.'nc Enterprise App 2
Ll] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly fzure
ADY App registrations that enables access to BExchange Online.

Organization / Tenant @

|na¢secdemntenarrt.unmimsuﬁ.cum |

Application Display Name @

|currtad5'_mc Enterprise App |

Application ID @
14026243-2793-4430 bad 143052 1184f0 |
[ Certificate |

Friedly Mame NETsecDemao from contactSyncl3
Mot After 2026-04-25
Subject CHN=NETsecDemoFromContactSyncl3
Thumbprint 3216130EDBIAR176F T24BE5038B2A428E8FB2202
Has Privatekey True
User NETSECDEMO \svc_contactsyne
Choose Certicate | | Crete Certficate @

| Assigned APl permissions |

Microsoft Graph @

[#] Exchange \web Services @
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3. The behavior when synchronizing members of a selected group for policies, that
synchronize from Exchange Online, has been adapted to the behavior when
synchronizing from on-premises.

The members of a group selected in the policy are resolved, even if a
RecipientTypeDetails for exporting the group is missing from the Exportable
RecipientTypeDetails list of the selected group.

Access toMailboxes @ Mailboxes % Cirectory @ Contact Folder @ Status notifis

Search and choose the Bxchange Online objects, which should synchronize into the users

3 Choose | | g Search | | Properties| | {i Settings

MName Digplay Mame Mail Group Option
Office365Group
employee employee SMTF.employe_. Only Membership
Li;'] METsec contactSync x
ﬁl employes
Group Option | Exportable RecipientTypeDetails | Add value for export
Exportable Recipient Type Details of group members
Ilzer Mailbox
Mail Contact
kail Uzer

Remate User Mailbox




contactSync version 8.4.3 and later compared with contactSync
8.4.2 and earlier
Please note, during the first policy run after upgrading contactSync from an earlier

version than 8.4.0, contactSync may update all previously synchronized contacts in the
mailboxes.

1. Please backup the contactSync configuration of the earlier version than 8.4.3, before
you install the latest one. The selection of mailboxes in contactSync policies will be
automatically migrated to better support a hybrid Exchange environment.

Select Action -> Export Configuration to compress your Environment Configuration
and Policy configuration to a zip file.

Select Action -> Export Status to compress your log files to a zip file.

ACTION  CPTIONS HELF
Create Environment

Create contactSync Policy
ExportConfiguration

Impart Configuration

Export Status

Import Status

PhGE:® LD

Configure Service
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2. As of version 8.4.2, user account objects that are disabled are no longer synchronized
as contacts from on-premises Active Directory into users” mailboxes by default.

Enable the Synchronize disabled user accounts option on the General tab of the
contactSync Settings to also synchronize disabled user objects as contacts from on-
premises.

In the event of an upgrade from a contactSync version 8.4.1 or earlier versions to the
current contactSync version, the Synchronize disabled user accounts option is
enabled in the existing policies, which synchronize objects from on-premises into users’
mailboxes.

£ General ﬁ Synchronization mode && Access to Mailboxes q;,d Mailboxes % Directony @ Contact
Direciory (i)
Choose the mail-enabled objects, which should synchronize into the users ™ mailboxes as contacts.

i Choose | | g Search | [ Properties| | {3 Settings s iR

Li}-] contactSync Settings X
General Chject Filter
Maximum errors to transfer data file. I\,!,:.al

Minimum objects to transfer data file. '\L'

Synchronize objects hidden from address lists '\L

Synchronize Picture '\L‘
Mark synchronized contacts as private '\.!;a'
Modify or delete existing contacts s
with source domain =
| Synchronize disabled user accounts '\E,','

It iz recommended to read the manual for detailed information

« Apply '@' Cancel




3. As of version 8.4.3, it is possible to assign the Exchange Recipient Administrator
role for Exchange Online instead of the Exchange Administrator role to the App
Registration.

Please also take a look at the Exchange Online certificate-based authentication via
App Registration chapter in the contactSync manual for the complete description of
how to configure an App Registration. In the following, only the part Exchange
Administrator role for the registered Application is replaced in order to be able to
use the Exchange Recipient Administrator role for Exchange Online.

Exchange Administrator role or Exchange Recipient Administrator role for the
registered Application (App Registration)

The Exchange Recipient Administrator role or the Exchange Administrator role for
Exchange Online is necessary because contactSync communicates via the Exchange
Online PowerShell with the Microsoft 365 tenant.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

The application requires Exchange Recipient Administrator role or the Exchange
Administrator role in the Microsoft 365 tenant, otherwise contactSync will not have
access to the complete set of Exchange Online PowerShell cmdlets which are needed to
function properly.

Microsoft Entra admin center R Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

- -

Home » App registrations » GALsync Home >
S Identity A - contactSync Enterp| @ identity a » Roles and administ
Al
NETsec Demo - Azure AD for workforce
® oveniew @  ovenview
|ij Search ‘ « ¢
R users hd A Users hd &. All roles
2 Overview
]
L N 4o Protected actions
' Groups & Quickstart  Groups
_ . i # Diagnose and solve problems
I3 Devices N #  Integration assistant B Devices e
Activity
& Applications s Manage i) Applications A
_ ) ) Access reviews
Enterprise applications & Branding & properties Enterprise applications .
E Auditlogs
. 3 Authentication .
I App registrations App registrations % Bulk operation results
Certificates & secrets
B Protection ~ "1 Token configuration S Roles & admins ~ Troubleshooting + Support
f2) Identity governance ~ - API permissions I Roles & admins & New support request
:E External Identities 0 @ Expose an APl
o0 @i PP roles 2 leam& support N
A Owners

Expand Roles & admins. If you do not see Roles & admins in the Identity menu, click
Show more ... .
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Go to Roles & admins in the expanded Roles & admins menu and search for
Exchange.

Microsoft Entra admin center A search resources, services, and docs (G+/) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments >

D Identity ~
4, Roles and administrators | All roles X
@ oveniew * NeTsec Demo
3 s ~ < t Newcustemrole 5] Delete customrole & Download assignments () Refresh | [l Preview features | & Got feedback?
&, Allroles
M Groups e N @ Getjustein-time access to a role when you need it using PIM. Learn more about PIM =
& Protected actions
& Devices N K Diagnose and solve problems (@ Your Role: Global Administrator
& Applications ~ Activity Administrative roles
Administrative reles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for Gelegating access to manage
Enterprise applications = Access reviews broad application configuration permissions without granting access to manage other parts of Microsoft Entra ID not related to application configuration. Learn more.
& Auditiogs Learn more about Microsoft Entra ID role-based access control
App registrations
% Bulk operation results
e Roles & admins ~ [~ Exchange <] e add fiiters
Troublesho; port Rols . D ti Privileged T Ass..T. T T
I . - ole L Description rivileg L Ass.TL Type 4
& New support request
[ exchange Administrator Can manage all aspects of the Exchange product. ) Built-in
Admin units G ts date Exch Onli its within th
[J exchange Recipient Administrator 2n create or upaate bxchange Gniine recipients within the 1 Built-in
Exchange Online organization.
Delegated admin partners

The result is Exchange Administrator and Exchange Recipient Administrator.
Decide which of the two roles should be assigned to the App Registration.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

For example, the Exchange Recipient Administrator for Exchange Online.

Click on the Exchange Recipient Administrator in the result list to open the Exchange
Recipient Administrator role.

Microsoft Entra admin center 0 Seatc resource,senices, and docs (G+1) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator

Identity ~

>
ga Exchange Recipient Administrator | Assignments X
@ overview Allroles
Q users ~ < >< Remove a e L Download assignments ) Refresh (' Manage in PIM & Got feedback?
X Diagnose and solve problems
= Groups o
Manage *
B pevices o . @ You can also assign buiit-in roles to groups now. Learn More '
& Assignments
& Applications a 2 Descriptian search
[ search by name |
Enterprise applications Activity e
App registrations 2 syiperstion results [an V]
Name UserName Type Scope
|3- Roles & admins ~ foubleshooting + Support
I TS I/ & New support request
Admin units

Click Add assignments, then search for the registered application.



Microsoft Entra admin center ([T ey _

-
B identity . Add assignments %
@ overview -
8 Users ~ (D Try changing or adding filters if you don't see what you're looking for. Selected (1)

9 Reset
AR Grouns o Only graups eligible for rale assignment are displayed.
F Learn more (2
Il
i @ M@ contactsync Enterprise App

S Devices > Sexch © WY 14026243-3793-4430-bad1-f905fa1184f0 @

£ contactSync % ‘

Fa Applications P

e s Al Users Groups  Enterprise applications

- -
App registrations
R Name Type Details
i ~

I@- RS contactsync Enterprise App Enterprise ap... 14026243-3793-4430-bad 1-fe0sfa118df0

Roles & admins

Admin units

Delegated admin partners

-

a ~ 4 »
8 Learn & support

Select the registered application and click Add.

The application has been assigned the Exchange Recipient Administrator role.

Microsoft Entra admin center ([T, _

-
-+« > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments > Roles and administrators
D Identity 2y @ Successfully added assignment x
s Exchange Rec|p|ent Administrator | Ass\gnments = Successfully added assignment contactSync Enterprise
@  overview All roles e
8 users v « t+ Add assignments X R ents & Download assignments O Refresh CF Manage in PIM
¥ Diagnose and solve problems
' Groups N
Manage x
. o < @ ou can also assign built-in roles to groups now. Leam More '
& Assignments
B3 Applications ~ Description Search
. ‘ Search by name ‘
Enterprise applications Activity Toe
App registrations % Bulk operation results ‘ All ~ ‘
Name UserName Type Scope
Iél- Roles & admins ~ Troubleshooting + Ssupport
_ |:| contactsync Enterprise App 14026243-3793-4430-bad1-fo05fa118... ServicePrincipal Directory
Roles & admins & New support request
Admin units
Delegated admin partners
-
2 Learn & support ~
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contactSync version 8.4 compared with contactSync 8.3.x

Please note, during the first policy run after upgrading contactSync from an older version
than 8.4.0, contactSync may update all previously synchronized contacts in the
mailboxes.

1. As of version 8.4, contactSync requires .NET Framework 4.8, Windows
PowerShell 5.1 and the ExchangeOnlineManagement PowerShell module version
3.4 or later for Exchange Online PowerShell V3.

The ExchangeOnlineManagement PowerShell module needs to be installed or
updated on the contactSync Server, so contactSync can directly communicate with a
Microsoft 365 Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EX Administrator: Windows PowerShell - O X

1

hell for new features and improvements! https:

Install-Module ExchangeOnlineManagement

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter in the Microsoft Docs: About the Exchange Online PowerShell module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter in the Microsoft Docs: About the Exchange Online PowerShell module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module



https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module

2. As of version 8.4, the handling of hybrid Exchange environments has been extended
for contactSync policies. In hybrid Exchange environments, mailboxes can be selected
from Exchange on-premises and Exchange Online within the same policy if no Recipient
Type has been selected in Mailboxes tab.

g General ﬁ Synchronization mode & Access to Mailboxes |l Mailboxes % Directony @ Contact Folder €

Mailboxes (i)

Search and choose either Exchanage Online or on-premises mailbox users which will receive mail-enabled objects as
contacts.

'-:_"_ZE Choose ﬁ Search ﬁ‘ \r',.. x Remaove
Digplay Mame Primany SMTP Address Recipient Type Group Option Export Value Rule ]
£ >

Click Choose to select mailboxes by OU where they reside in Active Directory.

£ General ﬁ Synchronization mode & Access to Mailboxes !;J Mailboxes % Directony @ :
Mailboxes (i)

Search and choose either Exchange Online or an-premises mailbox users which will receive mail-enable
contacts.

¥ Choose ‘;Q Search ﬁ

Ll.-‘l METsec contactSync - 0 %

Select erganatonal unit

An active directory tree with all organizational units of every domain inthe forestand is listed. All
mailbox users included in a selected QLU (and all nested O LUs) will be recognized for import
contacts to their mailbox. Mote: You don't need to tick the nested Olls.

.'_::_. Computers -
.'_::_. Domain Controllers
= .'_::_. Employes
.'_::_. Development
-E:_. Human Resource
._f:_. Management
.'_::_. Marketing
.'_::_. Production
----- w8 Sales
.'_::_. FareignSecuntyPrincipals -

« Apply ﬁ' Cancel
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Click Search to open a search dialog window from which you can select where to search
for the desired objects in a hybrid Exchange environment.

When searching Active Directory, mailboxes can be selected individually, by group
membership, by container, or by OU. It is recommended to select mailboxes by group
membership.

&g General @ Synchronization mod

Mailboxes (i)

Search and choose either Exchange Online or on-premises mailbox users which will receive mail-enabled objects as contacts.

g Choose | | &g Search
& - D

® | Search Active Directory Search Exchange Online
‘You can search an object by inserting an expression. Uncheck all object types which you do not want to have 2= a result. The scope of the guery is the complete

farest your exchange organization belongs to. The result list contains all objects found. Select certain or all objects to be gathered for resclve mailbox users and press
apply.

(,O Search

| User < 0U + | DynamicDistributionGroup
| Container +| Group maximum Results
EDOES
Show log
Display Name Primary Smtp Address Recipient Type Distinguished Mame:
Select all o Apply &3 Cancel
L‘Z-‘] METsec contactSync - 0
Search Active Directory Search Exchange Online

fou can search an object by inserting 2n expression. Uncheck all object types which you do notwant to have as a result. The scope of the guery is the complete
forest vour exchange organization belongs to. The result list containe all objects found. Select certain or all objects to be gathered for rezolve mailbox users and press
apply.

all employees (,O Search

| Uszer ~|0U | DynamicDistributionGroup

«| Container | Group maxamum Results

EDDES
Message: Search for objects in the domain LDAP://NETsecDemo. Local ~
Active Dwectory search is finished. w Show log
Digplay Name Primary Smtp Address Recipient Type DistinguighedMame

DynamicDistributionGroup

| Al Employees AllEmployees @netsecdemo.com MsExchDynamicDistributionlist  CN=4ll Employess, OlU=Resources,DC

£ >
Selectall of Spply 3 Cancel




When searching in Exchange Online, mailboxes can be selected individually or by group
membership. It is recommended to select mailboxes by group membership.

5 Qﬂ Mailboxes H_'_:; Direc

&4 General ﬁi—;-r:l'l:ri t Folder jS—- notification
Search and choose either Exchange Online or on-premises mailbox users which will receive mail-enabled objects as contacts.
TE@ Choose ﬁ Search
L{-‘] MNETsec contactSync - M

Search Active Direclory ' Search Exchange Online |

You can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result. The scope of the query is the complete
forest your exchange organization belongs to. The result list contains all objects found. Select certain or all objects to be gathered for resolve mailbox users and press
apply.

,9 Search

| UserMailbax | MailUniversalSecurityGroup || Office365Group )
| MailUniversal DistributionGroup |« | DynamicDistributionGroup maximum Results
EDDES
Show log
Digplay Name Primary Smitp Address Recipient Type Distinguished Mame
Select all of tpply 3 Cancel
m METsec contactSync - M
Search Active Directory Search Exchange Online

You can search an object by inserting an expression. Uncheck all object types which you do not want to have as 3 result. The scope of the guery is the complete
forest your exchange organization belongs to. The result list contains all objects found. Select certain or all objects to be gathered for resolve mailbox users and press
apply.

all employess }) Search

+ | UserMailbax + | MailUniversalSecurityGroup || Office365Group )

| MailUniversal DistributionGroup |+ | DynamicDistributionGroup maximum Results
500 =

The Connectioninfo methe

Information Finishing...

‘Warning | No res available anymore. v Show log
Display Name Primary Smtp Address Recipient Type DistinguishedMame
DynamicDistributionGroup
{181 Employess AllEmployees@netsecDemo.com DynamicDistributionGro.. CN=All Employees, .
Select all «ﬁDDW 9 Cancel
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3. As of version 8.4, the option to select new mailboxes by Recipient Type for Exchange
Online is no longer available. The selection by Recipient Type has been deprecated and
will not be supported for new policies any longer.

&g General ﬁ Synchronization mode & Access to Mailboxes | B Mailboxes % Directony @ Contact Folder €
Mailboxes (i)

Search and choose the Exchange Online mailbox users, which should get the mail-enabled objects as contacts.

'-:_"_ZE Choose é@ Search # Migrate ﬁ‘ \r',.. x Remove
Mame Dizplay Mame | Mail Recipient T... | Group Option | Espo... | Expo... | Disl
Recipient Type
zerMailbox zerMailbac B22770..
£ >

The mailbox selections, which will receive the contacts, can be selected on-premises and
Exchange Online for hybrid Exchange environments within the same policy, if no
Recipient Type on the Mailboxes tab is selected.

In the Mailboxes tab of an existing policy, if a Recipient Type has already been
selected, it is recommended to migrate the selected Recipient Type to a dynamic
distribution group.

g General ﬁ Synchronization mode & Access to Mailboxes |l Mailboxes % Directony @ Contact Folder €
Mailboxes (i)

Search and choose the Exchange Online mailbox users, which should get the mail-enabled objects as contacts.

'-:_"_ZE Choose é@ Search # Migrate ﬁ‘ \r',.. x Remove
Mame Dizplay Mame | Mail Recipient T... | Group Option | Espo... | Expo... | Disl
Recipient Type
zerMailbox LzerMailbax 622770...
£ >

Select the Recipient Type entry, e.g. UserMailbox, in the list and click Migrate.



The Migrate RecipientType selection to Dynamic Distribution Groups dialog will
open.

L‘.-‘l Migrate RecipientType selection to Dynamic Distribution Groups x

Migrate the RecipientType Selection to Dynamic Distribution Group.

Objects of each selected RecipientType will be migrated to a Dynamic Distribution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Mate: By default. all objects, whether they are hidden or not, are included when selecting 2 recipient type to be
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.

serMailba: s
Migrate RecipientType UserMailbox to Dynamic Distribution Group
Dynamic Distribution Group Mame contact Sync-Addressbook-MailboxesWhichGetContacts

Include object which are hidden from address lists

| Show log f Migrate to Dynamic Distribution Groups ﬁ Cancel

For each Recipient Type a dynamic distribution group will be created in Exchange
Online.

The name of each dynamic distribution group must be unique in Exchange Online. The
proposed name of the dynamic distribution group can be changed accordingly in the
dialog before it is created in Exchange Online.

Click on Migrate to Dynamic Distribution Groups.

Migrate RecipientTypes to Dynamic Distribution Groups

Do you want to migrate the Recipient Types to Dynamic
Distribution Groups?
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[E.l Migrate RecipientType selection to Dynamic Distribution Groups x
Migrate the RecipientType Selection to Dynamic Distribution Group.
Obyjects of each selected RecipientType will be migrated to a Dynamic Distnibution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.
Mote: By default. all objects, whether they are hidden or not, are included when selecting a recipient type tobe
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.

~

contact Sync-Addresshook-MailboxesWhichGetContacts

W
ProcessData | b39956d-75c2-43b89-bd 38-468f512ae81 | Local PowerShell Instanceld: b3f3956d-75c2-4368- A,
bd38-468fc512ae81
ProcessData | b3f9956d-75c2-43b9-bd 38-268fc51 2281 | Connect-Exchangelnline command will take a few
SeConds. F e3se want
ProcessData | Excepton message: Invoke starts at 2024-03-18 11:34:41 W

| Show log | 4 X

To create the dynamic distribution groups in Exchange Online, the Exchange Online
PowerShell is used along with the settings from the Environment Configuration.

If the creation was successful, the dialog closes automatically.

If an error occurs, the dialog remains open and the log file can be viewed by clicking on

Show log in order to understand what did not work.



Once the dynamic distribution groups have been successfully created, the Recipient
Type entries and the dynamic distribution group entries are displayed together until the
policy is saved.

£  Addressbook E Save ’a Cancel
Emriru:unment &Delete @Clune @Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access to Mailboxes |l Mailboxes % Directony @ Contact Folder €

Search and choose the Exchange Online mailbox users, which should get the mail-enabled objects as contacts.

'-:_';E Chooseé ﬁ Search ﬁ‘ \H,.. x Remove

Mame Display Mame = Mail Recipiert T... = Group Option Expo... | Bxpo.. ~

DynamicDistributionGroup
contactSync-Addressh..  contactSync-&. SMTP.contact. DynamicDism.. Only Members.. C

Recipient Type

|IserMailbome |serMailbme 622770,

Please save the policy.

When the policy is saved, the migrated Recipient Type entries are removed from the
list.

£  Addressbook
Emriru:unment &Delete @Clune @Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access to Mailboxes |l Mailboxes % Directony @ Contact Folder €

Search and choose either Exchanage Online or on-premises mailbox users which will receive mail-enabled objects as
contacts.

'-:_"_ZE Choose ﬁ Search ﬁ‘ \H,.. x Remaove
Digplay Mame Primany SMTP Address Recipient Type Group Option Export Value Rule ]
EXO DynamicDistributionGroup
contactSync-Add..  contactSyne-Addressbook-Mai.. DynamicDistribution.. Cnly Membersh.. CH
£ >
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4. As of version 8.4, the access method Full Access to on-premises Exchange mailboxes
has been deprecated and will not be supported for new policies any longer.

Old design of version 8.3
General ﬁ Synchronization mode | &§ Access to Mailboxes ﬁ' Mailboxes Eg oid b

Access to Mailboxes
—| Access Method for on-premises Exchange mailboxes | ———————————
|_Jseimpersonation for access to mailboxes @

(@ Usefull access for access tomailboxes || with disabled EWS Throttling @

tting th cts @

cont;

=]
[11]
(=]
(1:]
L

=]

Only 1 count of concurrent mailboox

T

WUMTEN

—| Accountfor access of on-premises Exchangemailboxes -

| ® Credentials of the on-premises service account

|| Credentials of a dedicated mailbox user

D060 6 6

Lzer Name | |
Password: | |

E-Mail Address: | |
4| Exchange Web Services URL of on-premises Exchange |7

®| | Ise Autodiscover to find Exchange Web Services URL

Manual setting e.g. hitps://casserver.domain.local/EwWS/Exchange.asmx

| Fl e

Synchronize the contacts additionally into BExchange Online mailboxes @

| Accountfor access of Exchange Online mailboxes |

count of concurrent mailboxes getting the contacts @

e.g. b mailbowes concurrently

(@) |Use the Environment Configuration settings @

(| Credentials of a dedicated mailbox user hosted by Microsoft Azure public cloud @

User Name: | | @
E-Mail Address: | | @
Modern authentication OAuth 2.0 for Exchange Online Login | @

My Azure Cloud Instance is hosted by:

|f'a1i:r:-3:-f't.-l-.2|,r5 public cloud - | |I‘¢tps:fﬂugin.micmsnﬂnnline.cu:um | @
Exchange \Web Services URL of Exchange Online
|htt|:us - foutlook office 365 .com/EW S /Exchange asmx | @




It is recommended to switch the access method to Exchange Application
Impersonation for on-premises Exchange mailboxes. To access the mailboxes on your
on-premises Exchange server, the contactSync service account needs to be a member of
the Exchange Application Impersonation role to get access to the mailboxes to which
the contacts are to be synchronized. Afterwards choose Use impersonation for access
to mailboxes on the Access to Mailboxes tab to switch to Exchange Application
Impersonation in the contactSync policy.

Please take a look at the chapter in the contactSync manual
How to configure Exchange Application Impersonation

New design of version 8.4
General ﬁ Synchronization mode | &§ Access to Mailboxes ‘_:i Mailboxes % oid b

Access to Mailboxes

— | Accountfor access of on-premises Exchange mailboxes
DDIJI'I‘t of concurrent mailbowes getting the contacts

e.9. b mailboxes concurrently

® Credentials of the on-premises service account

_Credentials of 3 dedicated mailbox user

ser Name |

eeeee O

L]
T
I
1
T
[=1
m
ol
T
T
T
T
T
L

—| Accountfor access of Exchange Online mailboxes | ———————
count of concurrent mailboxes getting the contacts @

e.g. b mailbowes concurrently

®| |se the Emvironment Configuration settings @
) Credentials of a dedicated mailbax user @ 2
8
(&)
e dime: | | -g
1)
E_Mail Address | | £
. [N
©
odern authentication OAuth 2.0 for Exchange Online Log o
&
) )
Azure Cloud Instance osted b 0
00
|I-.’i:r:5:f'..;z,r5 public cloud - | |I'rrtps:fﬂugin.micmsnﬂnnline.u:u:um | Q
Evnhanne Lnfeh Se = | |R - — e o +2
= 22z FAERE S el = 2lle,=e = 8
|https:ff-:n.rt|u:u:uk.u:|ﬁiceBEE-J:Dme‘-"a'SfExchange.asm:n: | §
(&)
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5. As of version 8.4, it is possible to migrate a selected Recipient Type on the
Directory tab of a contactSync policy to a dynamic distribution group.

The selection by Recipient Type will be deprecated and is not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are synchronized as contacts with the group option Only
Membership. This allows you to specify much more precisely which objects will actually
be synchronized as contacts into the mailboxes.

g General ﬁi—;-r:l'r:rizz:i:r mode &§ Access toMailboxes B Mailboxes %Eire:t:-r*,- @ Contact Folder €

Directory (i)

Searchand choose the Exchange Online objects, which should synchronize into the users” mailboxes as contacts.

'-:_"_ZE Choose é@ Search # Migrate ’;:9.-1:,! Settings ﬁ‘ \r',.. x Remove
Mame Digplay Mame Mail Recipient Type Group Option
Recipient Type
UserMailbax UserMailba
Mailllzer Mailllzer
MailContact MailContact
£ >

Select one or multiple Recipient Type entries in the list and click Migrate.

g General ﬁi—;-r:l'r:rizz:i:r mode &§ Access toMailboxes B Mailboxes %Eire:t:-r*,- @ Contact Folder €

Directory (i)
Search and choose the Exchange Online objects, which should synchronize into the users " mailboxes as contacts.

'-:_"_ZE Choose é@ Search # Migrate ’;:9.-1:,! Settings ﬁ‘ \r',.. x Remove

Mame Digplay Mame Mail Recipient Type Group Option
Recipient Type

|IserMailbome |IserMailbme

MaillJser Mailllser
Mail Contact Mail Contact




The Migrate RecipientType selection to Dynamic Distribution Groups dialog will
open.

L‘.-‘l Migrate RecipientType selection to Dynamic Distribution Groups x

Migrate the RecipientType Selection to Dynamic Distribution Group.
Objects of each selected RecipientType will be migrated to a Dynamic Distribution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Mate: By default. all objects, whether they are hidden or not, are included when selecting 2 recipient type to be
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.

UserMailba: s

Migrate RecipientType UserMailbox to Dynamic Distribution Group
Dynamic Distribution Group Mame contact Sync-Addressbook-UserMailbox

Include object which are hidden from address lists

MailUser

Migrate RecipientType Mailllser to Dynamic Distribution Group
Dynamic Distribution Group Name contact Sync-Addressbook-Mail User

Include object which are hidden from address lists

MailContact b

| Show log f Migrate to Dynamic Distribution Groups ﬁ Cancel

For each Recipient Type a dynamic distribution group will be created in Exchange
Online.

The name of each dynamic distribution group must be unique in Exchange Online. The
proposed name of the dynamic distribution group can be changed accordingly in the
dialog before it is created in Exchange Online.

Click on Migrate to Dynamic Distribution Groups.

Migrate RecipientTypes to Dynamic Distribution Groups

Do you want to migrate the Recipient Types to Dynamic
Distribution Groups?
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L'.-.l Migrate RecipientType selection to Dynamic Distribution Groups X

Migrate the RecipientType Selection to Dynamic Distribution Group.
Cibjects of each selected RecipientType will be migrated to a Dynamic Distribution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Maote: By default. all objects, whether they are hidden or not, are included when selecting & recipient type to be
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.
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ProcessData | e2353d3-He5-408d-bd15-beeb5204 101 | Local PowerShell Instanceld: e2353d 3-He5-408d- ﬁ
bd15-boeb5204101f

ProcessData | e2353d 3-fe5-2408d-bd 1 5-boeb5204 1011 | Connect-Exchangelnline command will take a few
seconds. Please wait...

ProcessData | Exception message: Invoke starts at 2024-03-18 12:05:43 W

Q;? ligrate to Dynamic Distnbution Groups £ Cance

| Show log |

To create the dynamic distribution groups in Exchange Online, the Exchange Online
PowerShell is used along with the settings from the Environment Configuration.

If the creation was successful, the dialog closes automatically.

If an error occurs, the dialog remains open and the log file can be viewed by clicking on
Show log in order to understand what did not work.




Once the dynamic distribution groups have been successfully created, the Recipient
Type entries and the dynamic distribution group entries are displayed together until the
policy is saved.

£  Addressbook E Save ’a Cancel
Emriru:unment &Delete @Clune @Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Directony @ Contact Folder €

:

Searchand choose the BExchange Online objects, which should synchronize into the users” mailboxes as contacts.

'-:_"_ZE Choose ﬁ Search ﬁ Properties . @ Settings ﬁ‘ \H,.. x Remove

Mame Display Mame Mail Recipient Type Group Option
DynamicDistributionGroup

contactSync-Addressbook-User.. contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

Recipient Type

|IserMailboe |serMailbme
Mailllser Mailllser
Mail Contact Mail Contact

Please save the policy.

When the policy is saved, the migrated Recipient Type entries are removed from the
list.

&  Addressbook
[@] Environment T Delete & Clone £F Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Directony @ Contact Folder €

Directory (L)

Search and choose the Exchange Online objects, which should synchronize into the users " mailboxes as contacts.

'-:_"_ZE Choose ﬁ Search ﬁ Properties @ Settings ﬁ‘ \H,.. x Remove
Mame Digplay Mame Mail Recipient Type Group Option

DynamicDistributionGroup
contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh
contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh
contactSync-Addressbook-User.. contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh
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6. As of version 8.4, the contactSync policy to synchronize contacts from a Public Folder
to mailboxes has been consolidated to one policy type.

The selection of the Public Folder, that contains the contacts, can be selected on-
premises or Exchange Online for hybrid Exchange environments within the same policy.

£ General @ Synchronization mode & Access to Mailboxes !p' Mailboxes % Public Folder @ Contact Folde

Choose the Public Folder with the contacts, which will be synchronize into the users " mailbaox.

@ Choose

Digplay N

[E.l METsec contactsync - A X

# Select public folder on-premises Select public folder Exchange Online

Fleaze select a Public Falder with the contacts, which you like to synchronize into the mailboxes.

Flease note, that vou can only select 2 Public Folder, which is for contacts.

& &) Management
D"\E__.‘T‘ Production
> ¥ External Contacts GALsync

- '-I."E Internal Contacts

g All Employees
- [] 1 EXO Contacts from Shared Mailbox
T Sales

f Apply ﬁ Cancel

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.




After clicking Apply the Public Folder Settings dialog will open. This will help to
determine the primary SMTP address of the public folder. The determination procedure
differs between a public folder that is located on-premises and a public folder that is
located in Exchange Online.

Determine the primary SMTP address of the public folder located on-premises

Determine the primary SMTP address of the public folder located Exchange
Online

Please do not confuse the Public Folder Settings dialog with the contactSync
Settings dialog, which opens by clicking on the Settings button.
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Determine the primary SMTP address of the public folder located on-premises
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name:  All Employees

Path (Identity): ‘Productioniinternal Contacts\All Employees

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the BExchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox - PublicFolder { Get-PublicFolder -ldentity "Production’internal Contacts'All Employees”).ContentMailboxMName). Primary SmipAddress. Address;

b

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder"s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

& x
Selected Public Folder

Display Name: All Employees

Path (Identity): Pr Internal Ci Il Employ

Public Folder Mailbox
Itis recommended to insert the primary SMTP address of the selected public folder's content mailbax for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder-Identity "\F ! Il Empl: ).C i . Primary SmtpAddress Address;

| Untitled - Motepad - O 'Y

File Edit Format View Help
H# NETsec contactSync - 2024-83-12 @9:85:39

# Selected public folder: All Employees
# Public folder identity: \Production\Internal Contacts\All Employees

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity "\Production\Internal Contacts\All Employees").ContentMailboxName).PrimarySmtpAddress.Address;

Ln1, Col 1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in the Exchange Management Shell on the on-premises
Exchange Server to retrieve the primary SMTP address of the selected public folder”s
content mailbox.



B Machine: DemoEx2019.NETsecDemo.Local - [m] x

ecDemo. Local .
cDemo. Local.

(Get-PublicFolder ).ContentMailboxName) . PrimarySmtpAddr

The result will be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder“s content mailbox.

[ Public Folder Settings ®
Selected Public Folder

Display Name:  All Employees

Path (Identity): ‘Productioniinternal Contacts\All Employees

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the BExchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Production'internal Contacts\All Employees™) . ContentMailboxMName). Primary SmipAddress. Address;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | NETsecDemo@netsecdemo.com

Cancel
Click Ok.
&g Genera '@ Synchronization mode && Access toMailboxes Bg) Mailbe —m@ Contact Folde
Public Folder (i)
Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailboo.
’l_.g. Choose | |y Properties _Ez} Settings ‘|j C', x Remove
Display Mame Path {ldentity) Primary SMTP {Car
AD Public Folder
i 1Al Employees \ProductiontInternal Contacts\All Employees NETsecDemo@nel

Verify the selected public folder is displayed.
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Determine the primary SMTP address of the public folder located Exchange
Online
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox -PublicFolder (Get-PublicFolder -ldentity "\ Partner Demo Public Folder\Demo Contacts'Contacts™). ContentMailboxName). Primany SmipAddress;

&

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder"s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

@ x
| Selected Public Folder

Display Name: Contacts

Path (ldentity): ‘\Partner Demo Public Folder'\Demo Contacts\Contacts

Public Folder Mailbax
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbox for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected publicfolder’s content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity “\Partner Demo Public Folder\Demo Contacts'Contacts™).C Name).Primary SmtpAdd

") Untitled - Notepad — O X

File Edit Format View Help
|# NETsec contactSync - 2024-03-12 18:56:15

# Selected public folder: Contacts
# Public folder identity: \Partner Demo Public Folder\Demo Contacts\Contacts

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

|(Gethai1box -PublicFolder (Get-PublicFolder -Identity "\Partner Demo Public Folder\Demo Contacts\Contacts").ContentMailboxName).PrimarySmtpAddress;

Ln1, Col1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in Exchange Online PowerShell for Microsoft 365
Exchange Online to retrieve the primary SMTP address of the selected public folder’s
content mailbox.



¥ Windows PowerShell - [m]

Unlike the EXO* prefixed cmdlets, the cmdlets in this
V3 cmdlets in the downloaded module are r ient to transient failui
REST backed EOP and SCC cmdlets are also available in the V3 module.

For more information chec

tentMailboxName) .PrimarySmtpAddr

The result will be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder's content mailbox.

[ Public Folder Settings
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Partner Demo Public Folder\Dema Contacts\Contacts™) ContentMailboxMName). Primary SmitpAddress;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | PartnerDemo_7077e%6c @partnerdematenant onmicrosaft.com|

@ Ok xCanceI

Click OK

Verify the selected public folder is displayed.
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7. The contactSync Settings option Include hidden objects was renamed to
Synchronize objects hidden from address lists. This will synchronize hidden objects
from the address lists in an on-premises Exchange as contacts into mailboxes.

Old design of version 8.3

Li}-] contactSync Settings x

General Chbject Filter

Maximum errors to transfer data file. '-..L'
Minimum chjects to transfer data file. k,!,.a'
Include hidden objects @
Synchronize Ficture LL.'
New design of version 8.4
] contactSync Settings X
General | Object Filter
Maximum errors to transfer data file. @
Minimum objects to transfer data file. k_!,,-'
Synchronize objects idden from address lists L!,J
Synchronize Ficture @




8. As of version 8.4, by default objects that are hidden from address lists are no longer
synchronized from Exchange Online as contacts into mailboxes.

A new option has been added to the contactSync Settings Synchronize objects hidden
from address lists. This will synchronize hidden objects from the address lists in
Exchange Online as contacts into mailboxes.

Old design of version 8.3

m contactSync Settings x

General Chject Filter

Maximum errors to transfer data file. '\L'
Minimum cbjects to transfer data file. (€ 4]
# | Export "MasteredOnPremise’ objects n\L-

New design of version 8.4

] contactSync Settings X

General Chject Filter

Maximum errors to transfer data file. '-.L'
Minimum cbjects to transfer data file. (€ 4]
Synchronize objects hidden from address lists IML-

| Export "MasteredOnPremise’ objects @
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9. As of version 8.4.2, user account objects that are disabled are no longer synchronized
as contacts from on-premises Active Directory into users” mailboxes by default.

Enable the Synchronize disabled user accounts option on the General tab of the
contactSync Settings to also synchronize disabled user objects as contacts from on-
premises.

In the event of an upgrade from a contactSync version 8.4.1 or earlier versions to the
current contactSync version, the Synchronize disabled user accounts option is
enabled in the existing policies, which synchronize objects from on-premises into users’
mailboxes.

£ General ﬁ Synchronization mode && Access to Mailboxes q;,d Mailboxes % Directony @ Contact
Direciory (i)
Choose the mail-enabled objects, which should synchronize into the users ™ mailboxes as contacts.

i Choose | | g Search | [ Properties| | {3 Settings s iR

Li}-] contactSync Settings X
General Chject Filter
Maximum errors to transfer data file. I\,!,:.al

Minimum objects to transfer data file. '\L'

Synchronize objects hidden from address lists '\L

Synchronize Picture '\L‘
Mark synchronized contacts as private '\.!;a'
Modify or delete existing contacts s
with source domain =
| Synchronize disabled user accounts '\E,','

It iz recommended to read the manual for detailed information

« Apply '@' Cancel




contactSync version 8.3 compared with contactSync 8.2.x

1. As of version 8.3, contactSync does not use Autodiscover to detect the Exchange Web
Services URL for Exchange Online anymore, instead it uses the default Exchange Web
Services URL for Exchange Online world-wide:

https://outlook.office365.com/EWS/Exchange.asmx

Otherwise please use the manual setting for the Exchange Web Services URL for
Exchange Online.

2. As of version 8.3, contactSync does not support Exchange 2010 any longer.

3. A policy to synchronize Public Folder contacts into mailboxes has an additional Public
Folder Setting to insert the primary SMTP address of the content mailbox of the selected
public folder, to gain optimal synchronization performance.

Public Folder tab of the public folder policy for on-premises Exchange.
g General ﬁ Synchronization mode & Access toMailboxes @ Mailboxes % Public Folder @ Contact Folde
Public Folder (i)

Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailbosc.

'-:_"_ZE Choose ﬁ Properties ’;:9.-1:,! Settings ﬁ‘ \r',.. x Remove
Digplay Mame Path (Identity) Primary SMTP (Content Mailbeo)
Public Folder
External Contacts \Production'\External Contacts
£ >

Double-click on the public folder entry to open the Public Folder Settings dialog.

Please do not confuse the Public Folder Settings dialog with the contactSync
Settings dialog, which opens by clicking on the Settings button.
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[ Public Folder Settings ®
Selected Public Folder

Display Name: External Contacts

Fath (Identity): ‘Production\External Contacts

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Motepad:

Get-Mailbox -PublicFolder (Get-PublicFol der -ldentity ™ Production\External Contacts™) ContentMailboxMame). Primary SmtpAddress Address; {E’)

Primary SMTP Address of the Content Mailbox

xCanoel

Click on the generated PowerShell command to copy it to Notepad.

[ x
Selected Public Folder

Display Name: External Contacts

Path (|dentity): \Production'External Contacts

Public Folder Mailbox
Itis recommended ta insert the primary SMTP address of the selected public folder’s content mailbox for optimal synchronization performance.

Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command fo copy it to Notepad:

(Get-Mailbox -PublicFolder (Get-PublicF older -Identity "\Production| External Contacts™) Ci Name) Primary SmipAddress Address,

File Edit Format View Help
# NETsec contactSync - 2023-89-19 00:45:19

# Selected public folder: External Contacts
# Public folder identity: \Production\External Contacts

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of
the selected public folder's content mailbox.

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity "\Production\External Contacts").ContentMailboxName).PrimarySmtpAddress.Address;

Ln1, Col1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in the Exchange Management Shell on the on-premises
Exchange Server to retrieve the primary SMTP address of the selected public folder’s
content mailbox.

B8 Machine DemoEx2019.NETsecDemo.Local - [m] x

-2

(Get-PublicFolder ) -ContentMailboxName) . PrimarySmtpAddr

The result should be the primary SMTP address of the Public Folder mailbox.




Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the content mailbox and insert the
detected primary SMTP address of the selected public folder "s content mailbox.

Selected Public Folder

Display Name: External Contacts

Fath (Identity): ‘Production\External Contacts

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbaox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Production’External Contacts™). ContentMailboxMame). Primary SmitpAddress Address;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | NETsecDemo@netzecdemo .com

[ Public Folder Settings ®

Next click Ok.

Verify the selected public folder is displayed.

g General ﬁ Synchronization mode & Access toMailboxes @ Mailboxes % Public Folder @ Contact Folde
Public Folder (i)

Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailbosc.

'-:_"_ZE Choose Eﬁ Properties ’;;@ Settings ﬁ‘ \r',.. x Remove
Display Mame Path {ldentity) Primary SMTP {Content Mailbox)
Public Folder
External Contacts \Production'\External Contacts MNETsecDemo@netsecdemo.com
£ >
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Public Folder tab of the public folder policy for Exchange Online.
g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Public Folder @ Contact Folde 4 ¥

Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailboo.

'-:_"_ZE Choose Eﬁ Properties @ Settings ﬁ \Hy x Remove
Digplay Mame Path (Identity) Primary SMTP (Content Mailbeo)
Public Folder

External Contacts \Production'\External Contacts

Double-click on the public folder entry to open the Public Folder Settings dialog.

Please do not confuse the Public Folder Settings dialog with the contactSync
Settings dialog, which opens by clicking on the Settings button.

[ Public Folder Settings
Selected Public Folder

Display Name: External Contacts

Fath (Identity): ‘Production\External Contacts

Public Felder Mailbox
It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbaox.

Click on the PowerShell command to copy it to Motepad:

Get-Mailbox -PublicFolder (Get-PublicFol der -ldentity " Production\External Contacts™). ContentMailboxMame]. Primary Smip dm{b

Primary SMTP Address of the Content Mailbox

Click on the generated PowerShell command to copy it to Notepad.



63 x
Selected Public Folder

Dizplay Name: External Contacts

Path (Identity): ‘Production\External Contacts

Public Folder Mailbox
It is recommended toinzert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content maill

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox -PublicFolder {Get-PublicFolder -ldentity "\Production'External Contacis™).C MailboxName). Primary SmipAddress;

Nj Untitled - Notepad — m} X

File Edit Format View Help
H NETsec contactSync - 2823-89-19 @@:54:31

# Selected public folder: External Contacts
# Public folder identity: \Production\External Contacts

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal

synchronization performance.
# Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary
SMTP address of the selected public folder's content mailbox.

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity "\Production‘\External Contacts").ContentMailboxName).PrimarySmtpAddress;

Ln1, Cell 100%  Windows (CRLF) UTF-8

Run the PowerShell command in the Exchange Online PowerShell for the Microsoft
365 Exchange Online to retrieve the primary SMTP address of the selected public
folder “s content mailbox.

N Windows PowerShell — | X

communi

pport full functi

handli

).ContentMailb

The result should be the primary SMTP address of the Public Folder mailbox.

Copy the primary SMTP address to insert it in the Public Folder Settings dialog.
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Enable the option Primary SMTP Address of the content mailbox and insert the
detected primary SMTP address of the selected public folder"s content mailbox.

[ Public Folder Settings ®
Selected Public Folder

Display Name: External Contacts

Fath (Identity): ‘Production\External Contacts

Public Felder Mailbox
It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbaox.

Click on the PowerShell command to copy it to Motepad:

(Get-Mailbox - PublicFolder (Get-PublicFol der -ldentity "\Production’External Contacts™). ContentMailboxMName). Primary SmtpAddress;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: |NETsecDemoContacts_4756e535@netsecdemotenant onmicrosoft. com

xCanoeI

Next click Ok.

Verify the selected public folder is displayed.

g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Public Folder @ Contact Folde
Public Folder (i)

Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailbosc.

'-:_"_ZE Choose Eﬁ Properties @ Settings ﬁ‘ @. x Remove
Digplay Mame Path (Identity) Primary SMTP (Content Mailbeo)
Public Folder
External Contacts 'Production\External Contacts METsecOemoContacts_4756=085
£ >



contactSync version 8.2 compared with contactSync 8.1.x

1. As of version 8.2, contactSync requires Windows PowerShell 5.1 and
ExchangeOnlineManagement PowerShell module version 3.1 or later for
Exchange Online PowerShell V3.

The ExchangeOnlineManagement PowerShell module needs to be installed or
updated on the contactSync Server, so contactSync can directly communicate with an
Office 365 Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EX Administrator: Windows PowerShell - [m| X
1

improvements!
Install-Module xchangeOnlineMa

equired to continue

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module
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2. As of version 8.2, the Modify or delete existing contacts with source domain

option in the contactSync Settings is redesigned.

Old design of version 8.1

I_-E-] contactSync Settings

General Cbject Filter

[ | Maximum errors to transfer data file.

[ Minimum ohjects to transfer data file.

s

[ include hidden objects @
] Synchronize Picture kTJ
[ IMark synchronized contacts as private 'kTJ
it sureadomain oo ®@ |

It is recommended to read the manual for detailed information

o fpply

ﬁ Cancel

Example of configuration with an old source domain:

Maodify or delete existing contacts o
with source domain &) |DE=ﬂ::restE.DC=com




New design of version 8.2

[_'Tl contactSync Settings x

General Object Filter

Maximum errors to transfer data file. k,!,.a'
Minimum ohjects to transfer data file. k!,..-'
Include hidden objects @
Synchronize Ficture q,;
Mark synchronized contacts as private @
Maodify or delete existing contacts s
with source domain LS

It is recommended to read the manual for detailed information

vﬁpply ﬁ Cancel
Example of configuration with an old source domain:
Maodify or delete existing contacts = ) -
/| with source damain eY] Mo source domain Source Domain

Enable the Modify or delete existing contacts with source domain option and click
the Source Domain button to open the dialog to manage the old source domains.
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The Old Source Domain dialog to manage the old source domain values.

contactSync - Old Source Domains o

After migrating objects. the source domain may change.

For example. objects were exported from an on-premises Exchange, migrated to
Exchangs Online and are now to be synchronized from Exchange Online to the
mailboxes without their email address having changed.

This option addiionally allows to modify and delete the corresponding
synchronized contacts in the mailbox, which are still marked with the old source
domain.

Flease use the notation of the on-premises Active Directory domain (e.g.
dec=company,dc=local) or the notation of the domain name of the Microsoft 365
Exchange Online tenant (&.g. company.onmicrosoft.com)

ar the notation 'foldenid=<Folder Id=' or *folder id: <Folder Id>" for the folder id of

the old Public Folder or Shared Mailbax (e.g.
folderid=A0 FutAADGKRzkKpmEc2bygAC EWgMAduzr2hy GegEDm 2y fl4 AAAM)

Source Domain

|
o Add &7 Modify 9 Remove

Old Source Domain

f Apply 6 Cancel

Insert the old source domain value and add it to the Old Source Domain list.

Source Domain

'.DE =forestB,DC= com
feadd & Modify 9 Remove

Qld Source Domain




Source Domain

| |
e Add & Modify 9 Remove

DC=forestB, DC=com

Please note, the source domain syntax company.onmicrosoft.com Will be added as
DC=company, DC=onmicrosoft,DC=com t0 the Old Source Domain List.

Source Domain

|cnmpan}r.nnmimsuﬁ.cnm |
o Add & Modify 98 Remove

Old Source Domain |

Source Domain

| |
o Add & Modify 98 Remove

DC=company, DC=onmicrosoft, DC=com
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After clicking Apply to close the Old Source Domain dialog, the count of old source
domain values is shown at the Modify or delete existing contacts with source
domain option in the contactSync Settings dialog.

E'-:] contactSync Settings x

General Chbject Filter

o=
Maximum errors to transfer data file. 4]
Minimum chjects to transfer data file. L4
Include hidden objects L& 5]
. . 'A\'
Synchronize Picture 5]
Mark synchronized contacts as private L4
Modify or delete existing contacts e e —
4| with source domain € ¥ 1 source domain i Source Domain ;

It is recommended to read the manual for detailed information

( Apply & Cancel




contactSync version 8.1 compared with contactSync 8.0.x

1. As of version 8.1, contactSync requires Windows PowerShell 5.1 and the
ExchangeOnlineManagement PowerShell module for Exchange Online
PowerShell V3.

The ExchangeOnlineManagement PowerShell module needs to be installed on the
contactSync Server, so contactSync can directly communicate with an Office 365
Exchange Online tenant.

On the contactSync Server, open Windows PowerShell as Administrator,
then run the following:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EX Administrator: Windows PowerShell - [m| X

soft Corporation. All ri

the latest PowerShell for new features and impr ents! F/ /PSWindows

Window Install-Module

ed repositories. The NuGet

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#prerequisites-for-the-exchange-online-powershell-module
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Remote PowerShell in Exchange Online is heeded - Re-enabling or Extending RPS
support

Microsoft announced the deprecation of Remote PowerShell (RPS) in Exchange Online,
but offers the possibility of re-enabling or extending the RPS support in the Exchange
Team Blog article:

Deprecation of Remote PowerShell in Exchange Online - Re-enabling or Extending RPS

support

Using the Self-Service Tool
You can go to the Microsoft 365 admin center or the Exchange admin center and click on
the green Need help? button in the lower right-hand corner of the screen.

Exchange admin center O Search (Preview)

= Home > Mailboxes J) Dark mode
it Home
, Manage mailboxes
,Q Recipients ~
I Mailboxes Create and manage settings for shared mailboxes. You can also manage settings for
user mailboxes, but to add or delete them you must go to the

ElaEs Microsoft 365 admin center and do this on the active users page.

Resources Learn more about mailboxes

Contacts ‘
= i s - 7

Ealiron 1~ Add a shared mailbox 7 Mailflow setting 0 izl e h
P'g, Roles W
E‘E Migration Display name | Email address Recipient type Archive st
i Mahile v b

When you click the button, you enter our self-service help system. Here you can enter
the magic phrase Diag: Enable RPS in EXO

X
Click Run Tests to check your tenant settings

9 ¢ 9 to see if we have disabled RPS, and then review
the results. If we have not disabled RPS for your

tenant, and you are running the diagnostic, we

will offer you the option to temporarily opt out

How can we help?

Tell us your problem so we can get you the right help and support.

. of RPS disablement or re-enable RPS.
| M Diag: Enable RPS in EXO > | ) }
Click the checkbox and then click Update.
Run diagnostics X
® ¢ D

We understand you would like to initiate a request —
to update the Exchange Online PowerShell RPS

protocol setting. How can we hEIp?

Let us help by running some tests.

Tell us your problem so we can get you the right help and support.

‘ 0 Diag: Enable RPS in EXO bt ‘
View insights Run diagnostics
Diagnostic to enable Exchange Online PowerShell Exchange Online PowerShell RPS will not be

RPS protocol disabled until a later date.

By using this diagnostic. you can enable or temporarily opt- Your request to modify the Exchange Online PowerShell RPS
out of changes to Exchange Online PowerShell RPS protocol protocol disablement has been recorded. PowerShell RPS
that Microsoft is disabling for Exchange Online tenants. - protocol will be disabled at the end of September 2023


https://techcommunity.microsoft.com/t5/exchange-team-blog/deprecation-of-remote-powershell-in-exchange-online-re-enabling/ba-p/3779692
https://techcommunity.microsoft.com/t5/exchange-team-blog/deprecation-of-remote-powershell-in-exchange-online-re-enabling/ba-p/3779692

2. As of contactSync version 8.1, the certificate-based authentication method to
establish a connection to Exchange Online is available on the Exchange Online tab of the
Environment Configuration.

E"J Environment Configuration - [

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Office 365 tenant have Exchangs Administrator role permission for Exchange Online.

| Credentials |
C Gad | @ Gad | @ | Aoty | @ | BRemove | @
|lsemame Max. Connection
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud hd
o Ok € Cancel = foply

Please take a look at the contactSync 8.1 manual for further information

https://www.netsec.de/en/products/contactsync/documentation.html
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The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

zeneral Ewxchange Scenario | Exchange Online
Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Office 365 tenant have Exchangs Administrator role permission for BExchange Onli

| Credentials |
| Bad @ Gad | @ Arodty | @ | BRemove | @
El.-] Exchange Online App Registration x

Corresponding setiings for the Enterprise Application in the Ofhice 365 Azure AD that enables
access to Exchange Online.

Organization ! Tenant @
Application Display Name EI)
Application ID @
| Certificate |

Friedly Name FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User User

Choose Certicate | | Creste Certificate | @

g::g;rir;n @ Set 3= primary account @

Email Address EI:I

o Lpply &9 Cancel

Please take a look at the Exchange Online certificate-based authentication via App
Registration chapter in the contactSync 8.1 manual for further information

https://www.netsec.de/en/products/contactsync/documentation.html



https://www.netsec.de/en/products/contactsync/documentation.html

The Add button on the right, will open a dialog window in which to configure user-based
authentication via Service Account for the Exchange Online tenant.

General Exchange Scenario  Exchange Online

Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Office 365 tenant have Exchange Administrator role permission for Exchange Onli

| Credentials |
(G |® [& | ® [ i | @ [Wrero] ®
[ Exchange Online Credential x
User-1D: | @
Password: | @
E-mail: | @

g{:a:li'br:cu'trir;n @ Set as primary account (L)

—| The authentication method for Exchange \Web Services of the Office 365 tenant |——

Please login for the Modern Authentication OAuth 2.0

® Modern Authentication Oduth 2.0 | Login @

o Spply &9 Cancel

Please take a look at the Exchange Online authentication via Service Account
chapter in the contactSync 8.1 manual for further information

https://www.netsec.de/en/products/contactsync/documentation.html
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contactSync version 8.0 compared with contactSync 7.6.x

1. As of contactSync version 8.0, new policies can only be created for an Environment
Configuration. You must create and configure an Environment Configuration before s
policy can be created.

contactSync

NETzec Demo
@ @Environmenh @Create Environment &4 Create Policy

@,ﬁ Settings I.—_ﬂ Exchange @ Environments | &5 Policies [I'I—_I Status a' Help

['!'.l MNETsec contactSync - NETsec Demo - New Policy x

Environment Configuration

[ Environment Configuration

Environment Configuration
B Synchronization mode
B Access to Mailboxes Please choose the Environment Configuration for the new policy
B Mailboxes =
NETsec Demo -
B Unknown Source —
B Contact Folder Hybrid Exchange environment and the contactSync Server is

member of the on-premises Active Directory.
E Notification emails

B Scheduler service
B General

B Summary

Next = Cancel




2. As of version 8.0, contactSync requires Windows PowerShell 5.1 and the
ExchangeOnlineManagement PowerShell module for Exchange Online
PowerShell V2 (ExchangeOnlineManagement module version 2.0.3 - 2.0.5).

The ExchangeOnlineManagement PowerShell module needs to be installed on the
contactSync Server, so contactSync can directly communicate with an Office 365
Exchange Online tenant.

On the contactSync Server, open Windows PowerShell as Administrator,
then run the following:

Install-Module -Name ExchangeOnlineManagement -RequiredVersion 2.0.5 -Force

When prompted, enter Y for Yes then Return

EN Administrator: Windows PowerShell - [m| X

Windows

[N] Mo
ndow

Please take look at the Prerequisites for the EXO V2 module chapter of the Microsoft
Docs: About the Exchange Online PowerShell V2 module

https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#prerequisites-for-the-exo-v2-module
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3. As of contactSync version 8.0, newly created policies for Exchange Online have the
Export ‘MasteredOnPremise’ objects option of the contactSync Settings enabled by
default.

5 General ﬁ Synchronisation mode && Access to Mailboxes ﬁ Mailboxes % Directony ﬁ Contact Fc
Searchand choose the Exchange Cnline objects, which should synchronize into the users” mailboxes as contacts.

G Choose | | g Search @Prﬂperties| {3 Seftings | @ E

[_i;-] contactSync Settings X

General Cbject Filter

@

[ | Maximum errars to transfer data file.

@

[ | Minimum ohjects to transfer data file.

J | Bxport "Master nFremise chjects i
/| Export MasteredOnPremise’ obj @
ark synchromzed contacts as private i
|| Mark synchronized i @
Maodify or delete existing contacts P

[ with source domain D |

[tis recommended to read the manual for detailed information

{ Apply ﬁ Cancel




Migrate an existing policy

Policies created by contactSync Version 7 or earlier versions have no associated
Environment Configuration.

DE‘E] contactSync £  Contact List =] I X I

O @ Policies -

- X @Environmenk QDelete @CIone @Test Engnter DHun EI—J Status

: e

@ METsec Demo g General @ Synchronisation mode & Credentials & Access to Mailboxes Qﬂ Mailboxes ﬁ Diirectory ﬁ {
General
Policy Name \y
Contact List

, Description I\fj

Environment Configuration kb'

You can migrate such a policy to a corresponding Environment Configuration.
Please note that a policy can only migrate once.

Select the corresponding Environment Configuration on the General tab of the policy
and click Migrate to Environment Configuration.

Environment Configuration I\y

METsec Demal -

Migrate to Environment Configuration

If you are sure, you have selected the correct Environment Configuration for the
policy migration, click Yes to migrate the policy to the selected Environment
Configuration.

Please note that a policy can only migrate once.
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g General @ Synchronisation mode & Credentials & Access to Mailboxes B Mailboxes % Directory @ (4

General
Policy Name I\y
Migrate Policy to Environment Configuration
®
Do you want to migrate the "Contact List’ policy to the "METsec
Demo’ environment configuration?
Yes Mo

Envirgnment Configuration @
METsec Demo -

Migrate to Environment Configuration

After that, please save the policy.

The policy now belongs to the corresponding Environment Configuration and uses the
settings of the Environment Configuration for the Exchange environment.

D" contactSync £  (Contact List = I o

O €3 NETsec D -
@ e @Environmenh & Delete & Clone LG Test ngnter bHun EI—J Status

g General ﬁ Synchronisation mede & Access toMailboxes B Mailboxes % Directory ﬁ Contact Folder €4 »
General
Policy Name @
Contact List
| Description @
Environment Configuration \y
METsec Demo -



contactSync version 7.6 compared with contactSync 7.5.x

As of contactSync version 7.6, the default access method to the mailboxes has changed
to Exchange Impersonation on the Access to mailboxes Credentials tab of the policy.

The service account must be member of an Admin Role in the Exchange Admin
Center, which has the ApplicationImpersonation role assigned.

Do : [ i econsec < [0 n G

{5 Eﬂ Exchange Admin Center

[J Enterprise  Office 365 Administrator = P~

Exchange admin center

recipients admin roles user roles Outlook Web App policies
permissions
. m s
compliance management +/7s0BR AL
o NAME -
organization
Compliance Management
) ? B Impersanation Role ~
protection Delegated Setup
) Discovery Management
mail flow Help Desk Assigned Roles
mabile Hygiene Management ApplicationImpersonation
Impersonation Role
public folders Organization Management Members
Public Folder Management contactsync
unified messaging Recipient Management
Records Management Managed By
SEMVErs Server Management forestA.com/Microsoft Exchange Security Groups/Ory
forestA.com/Users/Administrator
. UM Management L
hybrid ) .
View-Only Organization Management
Write scope v
fools Nefalt

1 selected of 13 total
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On-premises Exchange:
General ﬁ Synchronisation mode | &F Credentials ﬁ Mailboxes Eg Directony E

Access to Mailboxes

| Access Method |
® | lUse imperscnation for access tomailboxes

_'Usefull access for access to mailboxes jith dizable

count of concurrent mailboxes getting the contacts

&.g. 5 mailboxes concurrently

| Account for Access |

CNC G

® ) Credentials of the contactSync service account @

_Credentials of a dedicated mailbox user

Mail Address |n::n:nntau:ts'_mc:@fn:|resta.c:-:nm | @

| P | @

If Exchange Application Impersonation is configured, maximum 5 mailboxes
concurrently are recommended.

If Full Access is configured in an on-premises Exchange environment and the server-
side EWS Throttling is disabled, maximum 5 mailboxes concurrently are recommended.

Note: It depends on the Exchange environment how many mailboxes getting the
contacts to be synchronized at the same time.



Exchange Online:
General ﬁS}-rcl'r:-risati:-r mode & Credentizls &F Credentials ﬁMEiII:-:-:f.ss ]

Access to Mailboxes

| Access Method |
®) Useimpersonation for access to mailboxes

@
[ JUsefull access for access to mailboxes {D
@

count of concurrent mailboxes getting the contacts

e.g. 5 mailbowes concurrently

| Account for Access |

(®) Credentials ofthe primary Exchange Online account

|_Credentials of a dedicated mailbox user

User Name: | | @
Password: | | @
E-Mail Address: | | @

| | 41'.5 @,

—| The authentication method for Exchange Web Sennices of the Office 365 tenar |—
Exchange Online provides the following authentication options for you to choose from:
®)Basic

OAuth 2.0 Login

If Exchange Application Impersonation is configured (recommended), contactSync
can connect to up to 5 mailboxes concurrently.

If Full Access is configured, contactSync can only connect to one mailbox at a time.

Note: It depends on the Exchange environment how many mailboxes getting the
contacts to be synchronized at the same time.
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contactSync version 7.5 compared with contactSync 7.4.x

1. The shortcut on the desktop and the start menu entry are renamed to NETsec
contactSync.

Ui | NETsec contactSync

5ol

2. The contactSync service account of an Office 365 Tenant needs access to its own
mailbox. Therefore, Modern Authentication OAuth 2.0 for Exchange Web Services (EWS)
can be configured.

Please note, that Microsoft will stop supporting and fully decommission the Basic
Authentication for Exchange Web Services (EWS) to access Exchange Online on 13th
October 2020.

Please check first, that the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the token later.

You can check this on the information bar at the bottom of the contactSync GUI.

% FABRIKAM\contactsync @ x64 & contactSyncServiceisRunning % fabrikam\contactsync

Enter the credentials of the contactSync service, and click the Login button.

[:] Exchange Online Credential x
User-I0: support@netsectest . onmicrosoft.com (e
Password: SRR EREREEEE RS @
E-mail: support @netsectest onmicrosoft.com e V)
Maximum 2 @ -f Set as primary aooounté e8]

Connection =

The authentication method for Excchange \Web Services of the Office 365 tenant
Please login for the Modern Authentication OAuth 2.0

® Modern Authentication OAuth 2.0 Login £4 ]

4 Apply '@' Cancel

Please note, that the User-ID and the E-mail address can be different for an
Exchange Online mailbox user. This depends on your Office 365 Exchange Online
tenant.



NETsec contactSync needs the requested permissions.

BS Microsoft

support@netsectest.onmicrosoft.com

Permissions requested

P NETsec contactSync
»4  contactsync.netsec.de

This application is not published by Microsoft or your
organization.

This app would like to:
\v Access your mailboxes
v Maintain access to data you have given it access to

\v/ View your basic profile

|:| Consent on behalf of your organization

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

s N

Terms of use  Privacy & cookies
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NETsec contactSync has an entry in Enterprise Applications of your Office 365 Azure
Active Directory Admin Center, where you can also check and manage the
permissions.

222 Enterprise applications - All applications

L L netzectest - Azure Active Directo y

« = MNew application Columns
Overview
0 Try out the new Enterprise Apps search preview! Click to enable the preview, —
O oOverview
X Diagnose and sclve problems Application Type Applications status Application v
| Enterprize Applications V | | Any V | | Any
Manage

£ All applications

i Application proxy |

€8 User settings Homepage URL Object ID

. Azure DevOps http:/fazure.com/devops 890966fd-Tca7-4i
Security
& Conditional Access

Microsoft Intune http://www.microsoft.com/en-us/se.. &fddibdd-Tcdh-4

Name
Graph explorer b74f7867-abbf-4i

Activity
Microsoft Intune Enr efbaf2ca-5f1c-44
3 sign-ins
L.I';!-] MNETsec contactsync  https:/fwww.netsec.de/en/products... bdobf3e1-1e51-4
il Usage & insights (Preview)

[ | Office 365 Exchanae kit iinffira micracnft caminitlnnlk/  a2n083f20-hdes0-4

contactSync version 7.4 compared with contactSync 7.3.x

1. The old config.xml and old policy files may sometimes be incompatible.



contactSync version 7.3 compared with contactSync 7.2.x

1. contactSync needs .NET Framework 4.7.1 or later.
Otherwise, you will receive the following errors and contactSync does not work.

’ 1 NET Framework Version 4.7 is detected.

Please install .MET Framework 4.7.1 or later

Cancel |

.

e [Error: Couldinot load fle or assembly netstandand Versionsd {0 0, Culturesneviral. Public Ky Tokensc Th1 ModidddS 1 or ore of its dependencies. The sywiem cannct findl e e specifad

Error message:

Could not load file or assembly 'netstandard, Version=2.0.0.0, Culture=neutral,
PublicKeyToken=cc7bl3ffcd2ddd51' or one of its dependencies. The system cannot find
the file specified.

You can download the Microsoft .NET Framework 4.7.1 here:

https://www.microsoft.com/en-us/download/details.aspx?id=56116

2. Please check all credentials for the Office 365 accounts, because on some occasions,
credentials are unable to be upgraded to the new version.

Note: If you downgrade to an old version, you have to insert all credentials again.
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3. contactSync has the option to create and synchronize the contacts into the well-known
contact folder of the mailboxes. Please be careful with this option because it allows you
to directly change and delete contacts that your employees have created. This could also
confuse some of your employees.

[# MNETsec contactSync - O %
Flease select 3 folder for contact synchronization. (& 4]
‘we recommend to create a new folder for the contact synchronization.

Al folders displayed by this control can be selected.
Adding and deleting folders inside this dialog will not result
in phyzically removing or adding this folder inside a mailbox.
Selected Path: Mailbox\Contacts ¢ ¥
g Contacts
Allow synchronization into the well-known contact folder of the mailboxes i
Do not touch untagged contacts, these contacts will not be synchronized a1
Synchronize untagged contacts with contactSync LE )
® ) Synchronize an additional contact for each untagged contact i
-’Eﬁ.‘ Create folder | ()| T i ( Ok x Cancel

The default behavior has changed since contactSync 7.2.10 for existing contacts which
were not created by contactSync, but in the selected contact folder and below it.

The default is now, that an additional contact for each existing contact, which was not
created by contactSync, will be created and synchronized in the selected contact folder
inside the mailboxes.



contactSync version 7.2 compared with contactSync 7.2.9

1. contactSync has the option to create and synchronize the contacts into the well-known
contact folder of the mailboxes. Please be careful with this option because it allows you
to directly change and delete contacts that your employees have created. This could also
confuse some of your employees.

Lﬂ METsec contactSync - 0 =
Flease select a folder for contact synchronization. @
‘we recommend to create a new folder for the contact synchronization.

Al folders displayed by this control can be selected.
Adding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbosx.
Selected Path: Mailboo\Contacts i
g=¢ Contacts
Allow synchronization into the well-known contact folder of the mailboxes i
Do not touch untagged contacts, these contacts will not be synchronized e 3]
Synchronize untagged contacts with contactSync a1
® ) Synchronize an additional contact for each untagged contact 1
"\E.i,l Create folder | (1) T 1) ( Ok x Cancel

The default behavior has changed since contactSync 7.2.10 for existing contacts which
were not created by contactSync, but in the selected contact folder and below it.

The default is now, that an additional contact for each existing contact, which was not
created by contactSync, will be created and synchronized in the selected contact folder
inside the mailboxes.
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contactSync version 7.2 compared with contactSync 7.1.x

1. contactSync 7.2 has a redesignhed remote PowerShell management for Office 365
tenants. contactSync will now try to reconnect broken remote PowerShell sessions to the
Office 365 tenant during a policy run.

Note: If a PowerShell connection to the Office 365 tenant is broken, then
contactSync will try to reconnect to the Office 365 tenant, but it may happen, that
some data are not completely synchronized due to the broken connection.

In this case contactSync will try to complete it in the next synchronization run.

In the worst case it can happened, that some existing contacts in the mailboxes of
the synchronization will be deleted and that after they are re-created NDR issues in
the target environment can occur.

2. contactSync needs PowerShell 3.0 and later to connect to Office 365 tenants.

3. contactSync needs the credentials for its Office 365 Exchange Online mailbox, and
uses the User-ID as the email address in existing policies.

Please check your policies in the Office 365 tenant, to see whether there are any
differences between the User-ID and email address.

L'Tl Exchange Online Credential x
User-10: support @netsectest onmicrosoft. com @
Passwaord: T .J;.
E-mail: support @netsec.de| @
gg:;n;;?;n 212 Set as primary account

¢ Apply 'a Cancel

4. contactSync will try to reconnect broken remote PowerShell sessions to the Office 365
tenant during a policy run.

Note: If a PowerShell connection to the Office 365 tenant is broken, contactSync will
try to reconnect to the Office 365 tenant, but it may happen, that some data are not
completely synchronized.

contactSync will try to complete it in the next synchronization run.



5. contactSync version 7.2 supports the local security option System cryptography:
Use FIPS compliant algorithms for encryption, hashing, and signing.

If the local security option System cryptography: Use FIPS compliant algorithms
for encryption, hashing, and signing is enabled,

contactSync 7.2 cannot communicate encrypted with older versions.

6. contactSync has a defined scope of RecipientTypeDetails, of which mail-enabled
objects will be synchronized into the mailbox as contact.

For example: This enables to synchronize only mailbox users in a selected organizational
unit (OU).

contactSync uses a default scope of RecipientTypeDetails for existing policies.
Please check your existing policies, that all RecipientTypeDetails are in the scope.

Note: If the msExchRecipientTypeDetails / RecipientTypeDetails property is not set,
the object will be synchronized.
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7. contactSync supports different Office 365 locations, particularly Office 365 Germany.

Select the Office 365 location in the Settings dialog on the Exchange Online Credentials
tab.

General ﬁ Synchronisation mode | &4 Credentials| &§ Credentials ﬁ Mailboxes % Directony E
Exchange Online

Manage all accounts of the same Office 365 tenant, which has Exchange Administrator role
PErMISSion.

(i @ [&ven | ® [&rewn] ®

Usem 1] Credential Settings - 0 x
Prir]
s | Office 365 Exchange Online |
My Office 365 organization is hosted by: @
|Office 365 Worldwide -

T
|: Office 365 PowerShell Connection Uri
Shod |I‘rl't|:us:f'x’|:u.rt||:n:uk.-:lﬁi|:e 365 com/powershellHiveid/ |

|| Renew remote PowerShell sessions after |:| hours. @

~|Exchange Web Services URL ofthe Office 365 tenant |
@) Use Autodiscover tofind Exchange Web Services URL of the Office 365 tenant |

_'Manual seting e.g. hitps:Voutlook. office 365 com/EWS/Exchange. asmx
iy

|| 4

@

¢ Apply ﬁ Cancel

Note: contactSync uses the "Office 365 Worldwide” by default.



Downgrading

Should you want to perform a downgrade to your previous version of contactSync, the
changes you make in your new installation will not be reflected in the previous, older
version. For downgrading, uninstall the new version, restore the backup of the
contactSync program folder and commend data folder and run your previous installation
file.

Licensing

For our customers with valid support the new version will be free of charge.

If you do not have valid support, you can keep using your contactSync version. If you
install a newer version of contactSync, you have to buy a new license.

If you run contactSync version 8.5 without a license you will be able to synchronize
contacts into maximum 20 mailboxes for up to 21 days!

Please note: Upgrading from contactSync to GALsync is possible without installing
GALsync. Only the license needs to be updated.

If you have any licensing questions or queries, please feel free to contact our
contactSync Sales Team

by phone +49 2421 998 78 20

or via e-mail sales@netsec.de

If you have any technical questions or queries, please feel free to contact our
contactSync Support Team

by phone +49 2421 998 78 16

or via e-mail support@netsec.de
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