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5  

Introduction  

contactSync  

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public 

Folder into usersô mailboxes in the same Exchange environment.  

It  also synchronizes the Global Address List (GAL) into usersô mailboxes, which  are in the 

same environment. Mail -enabled objects in an on -premises Active Directory can be 

synchronized into Exchange mailboxes in the same Exchange environment and mail -

enabled objects in a Microsoft 365  tenant can be synchronized into Exchange mailboxes 

in the same Exchange environment . 

contactSync  synchronizes the contacts into a subfolder within the userôs mailbox 

contacts.  

 

This Quick Start Guide  describes with examples how to create an Environment 

Configuration  for an  Exchange environment and how to configure the polic y to 

synchronize contacts into Exchange mailboxes . 

For more information about different synchronization scenarios and the configuration 

settings, please look  at  the  contactSync manual . 

contactSync Documentation  

https://www.netsec.de/en/products/contactsync/documentation.html  

 

GALsync  

GALsync synchronizes the Global Address List (GAL) between different Exchange 

environments, which can be on -premises Exchange environments or Exchange Online of 

Microsoft 365  tenants.  

For each Exchange environment, you can configure which mail -enabled objects will be 

synchronized as mail -enabled contacts to the other Exchange environments. Also , you 

can configure how the mail -enabled objects received  from the other Exchange 

environments will be synchronized as mail -enabled contacts to your own Exchange 

environment.  

This will make the mail -enabled objects from the other Exchange environments visible as 

contacts in the Global Address List (GAL) . 

Please take  a look at  the GALsync documentation  for additional  information.  

GALsync Documentation  

https://www.netsec.de/en/products/galsync/documentation.html  

 

  

https://www.netsec.de/en/products/contactsync/documentation.html
https://www.netsec.de/en/products/galsync/documentation.html
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6  

Prerequisites  
 

System Requirements  

 

* Microsoft will be stopping support for E xchange 20 16 and Exchange 2019 on the 

14th of  October 202 5.  

Microsoft stopped supporting Exchange 2013 on the 11th of  April 2023 .  

Microsoft stopped supporting  Windows Server 2012 and  

Windows Server 2012 R2 on the 10th of  October 2023.  

As much as we would like to keep up compatibility for all versions, we cannot 

support an Environment, which is no longer supported by the manufacturer.  

Microsoft will start blocking EWS requests to Exchange Online on 1 st  October 2026.  

https://techcommunity.microsoft.com/blog/exchange/retirement - of - exchange - web -

services - in - exchange - online/3924440  

  

Components  Required  

OS (64Bit)  Windows  Server  2016  

Windows  Server  2019  

Windows  Server 2022  

Windows Server 202 5 

Hardware  Processor: minimum dual core  

RAM: minimum 4GB  

Software  .NET Framework 4. 8.0 and later  

Windows PowerShell 5.1  and  ExchangeOnlineManagement  PowerShell module  version 

3.6 or later for Exchange Online PowerShell V 3 

Recommendations  Exchange On - Premises : We recommend installing  contactSync  on a member server 

within the domain (e.g., dedicated contactSync  server  or  file server). The machine 

should be uncritical (e.g., may be restarted without complications). The contactSync  

server must have a high bandwidth connection to the DC/GC.  

Exchange Online : See recommendations for on-premises; but you can also use  a 

standalone computer.  

Supported 

Exchange 

Versions*  

Exchange 2013 *  SP1 and later  

Exchange 2016 *  and later  

Exchange 2019 *  and later  

Exchange Server SE  

Microsoft 365  Exchange Online  

https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
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7  

Overview  

contactSync requires a service account. The contactSync service account is only a 

domain user in the Active Directory and has an Exchange mailbox. The mailbox of the 

contactSync service account can be located at the on -premises Exchange or in Exchange 

Onli ne.  

On your contactSync server, the service account should be a local administrator,  and it 

should be possible to log on to the server as this account. Remote desktop connectivity 

may also be required.  

Furthermore, the service account on the contactSync server needs the right to run as a 

service.  

It is recommended to run the contactSync GUI always with the credentials of the local 

contactSync service account.  

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

 

Exchange on - premises :  

To access the mailboxes on your on -premises Exchange server, the contactSync service 

account needs to be member of the Exchange Application Impersonation  role  to gain 

access to the mailboxes to which the contacts are to be synchronized.  

Please look  at the chapter  

How  to configure Exchange Application Impersonation  

 

Exchange Online:  

To access the mailboxes in Exchange Online, you must configure an App registration in 

the Microsoft Entra Id with Microsoft Graph permissions for the certificate -based 

authentication . Certificate -based authentication for Exchange Online is recommended so 

the contactSync service account will not require any additional authorization s. 

The certificate -based authentication for Exchange Online is described in the chapter  

Exchange Online certificate - based authentication via App Registration  
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8  

Service Account (on - premises)  

The on -premises contactSync service account is a domain user of the on -premises Active 

Directory.  

The on -premises service account is  a member of the Local Administrators  group  on the 

Windows Server, where contactSync is installed.  

The on -premises service account needs the local right to run as a service  on the 

Windows Server, where contactSync is installed. This permission is added to the service 

account during the installation.  

Make sure you can logon as the on -premises  service account  to the Windows Server, 

where contactSync is installed.  It is likely that the  on -premises  service account  requires 

membership in the  local  Remote Desktop Users  group.  

Note: We strongly recommend logging on as the service account to run the 

contactSync  GUI.  

The contactSync Service must run in the credentials of the on -premises  service  account.  

In order to install contactSync  you need administrative permission.  Setup will also install 

the contactSync  Service on the Windows Server  you install contactSync  on . 

Important: If you configure the logon information for the  Active Directory  domain 

service account in the contactSync  GUI using on - premises Exchange, it will be 

necessary use the format domain \ username.  

 

Exchange mailbox for the contactSync Service Account  

The contactSync service account needs a licensed Exchange mailbox in the environment.  

¶ contactSync must have direct access to the user mailbox of the service account via 

Exchange Web Services (EWS)  for Exchange on -premises . 

¶ Ensure that the mailbox is accessible (e.g., by Outlook Web Access).  

¶ Ensure that the mailbox can send and receive email.  

 

On-premises mailbox  

For an on -premises Exchange scenario, the on -premises contactSync service account 

needs a mailbox located on the on -premises Exchange Server.  

Exchange Online mailbox  

An Exchange Online mailbox for the  contactSync  service account needs to be licensed 

with an Exchange Online  license  in the Microsoft 365  tenant .  

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft 

365  E1 license will work for the service account.  
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9  

Local service account on a standalone server  

If you run contactSync on a standalone Windows server, please create a local account for 

contactSync. This is only valid in Exchange Online cloud -only scenarios.  

Please use the local account to configure and run the contactSync Service and the 

contactSync GUI in the credentials of this local account.  

The local account needs the same local permissions as the domain  user described above.  

The local account will be required to use Modern Authentication for Microsoft  365 

Exchange Online. The contactSync Service Account of the Microsoft 365 Exchange Online 

tenant is independent of this local account.  

For example: contactSync  is a local account of the standalone Windows server .  

Please also run  the contactSync GUI in the credentials of this local account.  

Important: If you configure the logon information for the local service account in the 

contactSync  GUI, it will be necessary use the format computername \ username.  

 

Execution Policy ( Microsoft  365 Exchange Online)  

If you configure a policy for Microsoft 365 Exchange Online, contactSync needs the 

parameter ExecutionPolicy  to be set to RemoteSigned  for the Windows PowerShell to 

connect to Exchange Online.  

The reason for this is a security setting built into Windows PowerShell  called execution 

policy. Execution policy determines how (or if) PowerShell runs scripts. By default, 

PowerShellôs execution policy is set to Restricted; this means that scripts will not run. 

contactSync requires that scripts can be run.  

Get - ExecutionPolicy  

http://technet.microsoft.com/en -us/library/hh849821.aspx  

Set - ExecutionPolicy RemoteSigned  

https://technet.microsoft.com/en -us/library/hh849812.aspx  

 

  

http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx


 

 

 

c
o

n
ta

c
tS

y
n

c
 8

.6
 Q

u
ic

k
 S

ta
rt

 G
u

id
e 

10  

ExchangeOnlineManagement PowerShell module  

contactSync requires Windows PowerShell 5.1  and ExchangeOnlineManagement 

PowerShell module  version 3. 6  or later  for Exchange Online PowerShell V3.  

On the  contactSync S erver you need to install the ExchangeOnlineManagement 

PowerShell module  so that contactSync direct can communicate with a Microsoft 365 

Exchange Online tenant.  

Install ExchangeOnlineManagement PowerShell module  

On the contactSync Server, open Windows PowerShell  as Administrator ,  

then run the following to install:  

Install - Module - Name ExchangeOnlineManagement - Force  

 

When prompted, enter Y for Yes then Return

 

Please have look at the Prerequisites for the Exchange Online PowerShell module  

chapter of the  Microsoft Docs: About the Exchange Online PowerShell module  

https://learn.microsoft.com/en -us/powershell/exchange/exchange -online -powershell -

v2?view=exchange -ps#install - the -exchange -online -powershell -module  

Update ExchangeOnlineManagement PowerShell module  

On the contactSync Server, open Windows PowerShell  as Administrator ,  

then run the following to update:  

Update - Module - Name ExchangeOnlineManagement - Force  

 

Please have look at the Prerequisites for the Exchange Online PowerShell module  

chapter of the  Microsoft Docs: About the Exchange Online PowerShell module  

https://learn.microsoft.com/en -us/powershell/exchange/exchange -online -powershell -

v2?view=exchange -ps#update - the -exchange -online -powershell -module  

  

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
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11  

Installation  

Install contactSync  

Open the contactSync Setup .msi  file and click Next  

 

Accept the End -User License Agreement, then click Next  
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12  

Accept third party license agreement to use the libraries and tools, then click Next  

 

Select the install path for the contactSync binaries, then click Next  
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13  

Click Install  

 

 

Click Yes , if prompted  
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14  

Click Finish  
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15  

Configure contactSync Service  

To launch contactSync , click the NETsec contactSync  shortcut on the desktop . 

  

When  opened for the first time, the contactSync Service Wizard will open, prompting the 

user to enter the contactSync Service account credentials.  

Click Next  
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16  

Enter the account credentials in Domain \ Username  format, then click Next .  

 

If authentication is successful, the user is prompted to confirm the is the correct account 

to use.  Click Yes , then click Next .  
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17  

Click Finish .  

 

The contactSync  user interface opens upon completion of this wizard.  

The bottom of the interface displays the current logged on user (on the left) and the 

contactSync user account (on the right).  
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18  

 Apply contactSync License  

Click the Help menu, then About  

Click Add license , then browse to the location where the contactSync  license was saved 

on the server, then select it and click Open .  

 

Click OK  to apply the license . 
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19  

Create an Environment Configuration  

Create an Environment Configuration for on - premises Exchange 

environment  

First, please verify the contactSync  GUI is running in the credentials of the local 

contactSync  service account, otherwise contactSync  cannot  access its mailbox.  

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

 

From the Action  menu select Create Environment .  
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20  

In the General  tab, enter a name for the environment and optional description.  
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21  

Click the Exchange Scenario  tab and  select the On - premises Exchange 

environment .  

When an óOn- premises Exchange environment ô is selected, contactSync  will 

authenticate to the mailbox of the account that runs the contactSync  service.  

 

 

 

Select the Exchange Server on - premises  tab.  

To verify connectivity to the mailbox, enter a recipient email then click Send test email .  

Autodiscover is used by default to locate the Exchange Web Services URL and 

connect to its mailbox . If an error is returned which indicates  the EWS URL cannot be 

resolved , a manual setting has been provided to enter a valid E xchange Web 

Services  URL, such as the one shown below, which resolves the issue in most 

situations.  

If the connection to the mailbox is successful, a test email will be sent to the specified 

recipient, and a popup message similar to the one below will be returned.  
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22  

 

Apply the changes, then click OK .  
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23  

Account for access to  the on -premises Exchange mailboxes  

contactSync uses the  local  contactSync service account to access the on -premises 

Exchange mailboxes by default.  

Please verify  the contactSync GUI  and the contactSyncService  is always  running in the 

credentials of the local contactSync service account . 

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

In this case  contactSync requires  the Exchange Application Impersonation  role in on -

premises Exchange  for this service account to access the on -premises Exchange 

mailboxes.  

contactSync can also use a dedicated on -premises Exchange mailbox user, which has the 

Exchange Application Impersonation  role in the on -premises Exchange to access the 

on -premises Exchange mailboxes.  

Please take a look at the chapter:  

How  to configure Exchange Application Impersonation  
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24  

Create an Environment Configuration for Hybrid Exchange 

environment  

First, please verify the contactSync  GUI is running in the credentials of the local 

contactSync  service account, otherwise contactSync  cannot  access its mailbox and 

cannot  communicate with Exchange Online.  

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

 

Important: When creating an environment, it is necessary  that you logon to the 

contactSync  server as the contactSync  Service account. contactSync  uses Windows 

authentication when accessing its mailbox (when on - prem ises ). When creating an 

Exchange Online environment  with certificate - based authentication the certificate will 

be stored in the certificate store of the current logged on user. The contactSync 

account will not be able to find and read the certificate  when logged on as a different 

user.  

 

If your Exchange Environment is a hybrid, you have the option to establish your 

synchronization focal point to either  on -premises Exchange ( Active Directory ) , or 

Exchange Online. A connection to on-premises Exchange and Exchange Online is 

configured in a hybrid  environment.  Since on-premises Active Directory hosts the master 

copy of all objects synchronized  through Azure AD Connect, it is recommended  an on -

premises connection is used . 

From the Action  menu select Create Environment .  
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25  

In the General  tab, enter a name for the environment and optional description.  
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26  

Click the Exchange Scenario  tab, then select Hybrid Exchange environment . The 

Exchange Online  tab will be displayed. After checking the checkbox: The contactSync  

Server is a member of the on - premises Active Directory , the Exchange Server 

on - premises  tab will be displayed. Select this tab.  
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27  

Select the Exchange Server on - premises  tab.  

contactSync connects to the on -premises mailbox of the contactSync service account. To 

test this connection, enter a recipient email address and click Send test email .  

Autodiscover is used by default to locate the Exchange Web Services URL and 

connect to its mailbox . If an error is returned which indicates  the EWS URL cannot be 

resolved , a manual setting has been provided to enter a valid E xchange Web 

Services  URL, such as the one shown below, which resolves the issue in most 

situations.  

Please note: If the mailbox of the contactSync on -premises service account is located in 

Exchange Online, it will be necessary to enter the Exchange Web Services URL for the 

on -premises Exchange Server.  

A popup will be returned similar to the one below upon a successful connection to the 

contactSync mailbox, indicating the email was successfully sent to the target mailbox.  
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28  

Account for access to the on -premises Exchange mailboxes  

contactSync uses the local  contactSync service account to access the on -premises 

Exchange mailboxes by default.  

Please verify  the contactSync GUI  and the contactSyncService  is always  running in the 

credentials of the local contactSync service account . 

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

In this case  contactSync requires  the Exchange Application Impersonation  role in on -

premises Exchange  for this service account to access the on -premises Exchange 

mailboxes.  

contactSync can also use a dedicated on -premises Exchange mailbox user, which has the 

Exchange Application Impersonation  role in the on -premises Exchange to access the 

on -premises Exchange mailboxes.  

Please take a look at the chapter:  

How  to configure Exchange Application Impersonation  
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App registration for access to the Exchange Online mailboxes  

Select the Exchange Online  tab.  

 

The Add  button will open a dialog window in which to configure certificate - based 

authentication  via App registration  for the Exchange Online tenant.  
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A detailed description is in chapter  

Exchange Online certificate - based authentication via App Registration  
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Create Environment Configuration for Exchange Online 

environment  

First, please verify the contactSync  GUI is running in the credentials of the local 

contactSync  service account, otherwise contactSync  cannot  communicate with Exchange 

Online.  

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

 

Important: When creating an environment, it is necessary  that you logon to the 

contactSync  server as the contactSync  Service account. contactSync  uses Windows 

authentication when accessing its mailbox (when on - prem ises ). When creating an 

Exchange Online environment  with certificate - based authentication the certificate will 

be stored in the certificate store of the current logged on user. The contactSync 

account will not be able to find and read the certificate  when logged on as a different 

user.  

 

From the Action  menu select Create Environment .  
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In the General  tab, enter a name for the environment and an optional description.  
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Select the Exchange Scenario  tab, then select Exchange Online environment .  

Check The contactSync  server is a member of the on - premises Active Directory , 

if applicable.  
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Select the Exchange Online  tab.   
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The Add  button  will open a dialog window in which to configure certificate - based 

authentication  via App registration  for the Exchange Online tenant.  

 

A detailed description is in chapter  

Exchange Online certificate - based authentication via App Registration  
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Exchange Online certificate - based authentication via App 

Registration  

First, please verify the contactSync GUI is running in the credentials of the local 

contactSync service account, otherwise contactSync cannot decrypt the Application Id 

and cannot find the certificate  later .  

This can be confirmed on the information bar at the bottom of the contactSync GUI.  

 

Register an Enterprise Application in the Microsoft Entra  admin center   

( formerly known as Azure Active Directory admin center ) and enter the 

corresponding values in the Exchange Online App Registration  dialog . 
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The following description is based on the Microsoft Documentation  article :  

App - only authentication for unattended scripts in Exchange Online PowerShell 

and Security & Compliance PowerShell  

https://learn.microsoft.com/en -us/powershell/exchange/app -only -auth -powershell -

v2?view=exchange -ps 

 

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps
https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps
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Register an Enterprise Application in Microsoft Entra ID  

Logon to the Microsoft Entra  admin center  https://entra.microsoft.com   

as a global administrator and expand Entra ID  / Identity  ( formerly Azure A ctive 

Directory).  

 

 

 

The current view of the Microsoft Entra admin center  menu on the left shows the App 

registrations  menu item directly, without having to expand Applications .  

Go to App registrations  and select New registration .  

 

https://entra.microsoft.com/


 

 

 

c
o

n
ta

c
tS

y
n

c
 8

.6
 Q

u
ic

k
 S

ta
rt

 G
u

id
e 

39  

 

Enter a name for the Application .  

In this example, it has been named contactSync  Enterprise App .  

Select the Accounts in this organizational directory only  ( <YourOrganizationName>  

only -  Single tenant)  radio button and click Register .  

 

Transfer the information of the registered Application to the Exchange Online App 

Registration  dialog.  
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Organization / Tenant  needs the .onmicrosoft .com  domain name of the Microsoft 

365 tenant. Otherwise, you m ay  encounter cryptic permission issues when you run a 

policy  in the app context.  The next chapter will describe where to find the domain name 

of the Microsoft 365 tenant.  

Application Display Name  must have the value of the Display name  of the registered 

Application.  

Application ID  must have the value  of the Application (Client) ID  of the registered 

Application.  

 

Where to find the domain name of the Microsoft 365 tenant  

In the left -hand menu of the Microsoft Entra admin center , scroll down to  Domain 

names .  The Domain names menu item will appear immediately .  

In the legacy view  on the right, click  Show more  to see Settings  and expand Settings  

to see the Domain names menu item . 
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Go to Domain names  and use the .onmicrosoft .com  domain name.  

 

Please do not confuse the Microsoft 365 tenant domain name s with the Exchange 

Online accepted  domain s.  
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Certificate for the registered Application  

For app -only authentication in Microsoft Entra ID  ( formerly known as Azure A ctive 

Directory ) , you typically use a certificate to request access. Anyone who has the 

certificate and its private key can use the app lication , and the permissions granted to the 

app lication . 

 

Choose Certificate  

Choose an existing certificate and its private key from the user certificate store of the 

current user, which runs the contactSync GUI.  

The corresponding public key file of this selected certificate must be uploaded to the 

registered Application.  
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Create Certificate  

Create a self - signed certificate , which will be saved in the current user certificate store  

and will be used to authenticate your Application against Identity  ( formerly Azure A ctive 

Directory) , while requesting the app -only access token.  

 

Enter the Subject , and Friendly Name  of the certificate.  

In the example  above , the forest name ( NETsecDemo ) and the name of the server 

(contactSync Server ) from which the connection is established will be incorporated in 

both.  

Click Create  to  generate a new certificate.  
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The public key file is created in the default path  

C: \ ProgramData \ NETsec GmbH & Co. KG \ contactSync \ certificate files \  

 

Click on the Certificate Directory  button to open the folder in File  Explorer  
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45  

 

 

Then click Apply  to close the Create Certificate dialog . 
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Upload certificate file for the registered Application  

Go to Certificates & secrets  of the registered Application in Microsoft Entry  I D  (Azure 

AD), and select the Certificates  tab . 

 

Select Upload certificate , then browse to the location where the certificate was saved. 

Select, and open it. The default path is:  

C: \ ProgramData \ NETsec GmbH & Co. KG \ contactSync \ certificate files  
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Add  the selected certificate.  
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Assign API permissions to the  registered  Application  

API permissions for Microsoft Graph  

Go to API permissions , then select Add a permission  

 

Select the Microsoft APIs  and click on Microsoft Graph  

 

Select Application permissions  
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Search for contact  and expand the Cont acts  in the result list.  

Select  

Contacts.ReadWrite  

 

Search for mail  and expand the Mail  in the result list.  

Select  

Mail.ReadWrite  

and  

Mail.Send  

 

Click Add p ermission s   
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Select Add a permission  again . 

 

 

Select the APIs my organization uses  tab on the Request API permissions  dialog 

and search for Office .  

 

Click on Office 365  Exchange Online  in the result list to open it.  

  



 

 

 

c
o

n
ta

c
tS

y
n

c
 8

.6
 Q

u
ic

k
 S

ta
rt

 G
u

id
e 

51  

Select Application permissions  

 

 

Policies synchronizing contacts from  Exchange Online and from Shared Mailboxes, which 

are  located in Exchange Online, need only Microsoft Graph permissions.  

Select  

Exchange.ManageAsApp  

Manage Exchange As Application  

 

Click Add p ermission s   
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Policies synchronizing contacts from Public Folder, which are  located in Exchange Online, 

additionally need  the permission for Exchange Web Services at the moment.  

Select  

full_access_as_app  

Use Exchange Web Services with full access to all mailboxes  

and  

Exchange.ManageAsApp  

Manage Exchange As Application  

 

Click Add p ermission s   
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Click Grant admin consent for  your tenant.  

 

Click Yes  to confirm the consent.  
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API permissions  are assigned  to the registered A pplication . 

Policies synchronizing contacts from  Exchange Online and from Shared Mailboxes, which 

are  located in Exchange Online, need these API permissions.  

 

 

Accordingly, select Microsoft Graph  at the Assigned API permissions  group box in  

the Exchange Online App Registration dialog.  
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Policies synchronizing contacts from Public Folder, which are  located in Exchange Online, 

additionally need  the permission for Exchange Web Services at the moment.  

 

 

Accordingly, select Microsoft Graph  and Exchange Web Services  at the  

Assigned API permissions  group box in  the Exchange Online App Registration dialog.  
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API permissions for Exchange Web Services (deprecated)  

Please note, Microsoft has announc ed that on 1. October 2026  blocking Exchange Web 

Services (EWS) requests from non -Microsoft apps to Exchange Online . 

Retirement of Exchange Web Services in Exchange Online  

https://techcommunity.microsoft.com/t5/exchange - team - blog/retirement - of - exchange - web - services - in -

exchange - online/ba - p/3924440  

Go to API permissions , then select Add a permission  

 

Select the APIs my organization uses  tab on the Request API permissions  dialog 

and search for Office .  

 

Click on Office 365  Exchange Online  in the result list to open it.  
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Select Application permissions  

 

 

Select  

full_access_as_app  

Use Exchange Web Services with full access to all mailboxes  

and  

Exchange.ManageAsApp  

Manage Exchange As Application  

 

Click Add p ermission s  

  



 

 

 

c
o

n
ta

c
tS

y
n

c
 8

.6
 Q

u
ic

k
 S

ta
rt

 G
u

id
e 

58  

Click Grant admin consent for  your tenant.  

 

Click Yes  to confirm the consent.  
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API permissions  are assigned  to the registered A pplication . 

 

 

Accordingly, select Exchange Web Services  at the Assigned API permissions  group 

box in  the Exchange Online App Registration dialog.  
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Exchange Administrator role or Exchange Recipient Administrator role  for the 

registered Application  (App Registration)  

The Exchange Recipient Administrator role  or the Exchange Administrator role  for 

Exchange Online is necessary because contactSync communicates via the Exchange 

Online PowerShell  with the Microsoft 365 tenant.  

Please note that the Exchange Recipient Administrator role  for Exchange Online  has 

restrictions, e.g., it is not possible to check whether application access policies exist 

for the registered application (App Registration).  

It may be that the Exchange Administrator role must be assigned to the registered 

application (App Registration) in the event of problems.  

The application requires Exchange Recipient Administrator role  or the Exchange 

Administrator role  in the Microsoft 365 tenant, otherwise contactSync will not have 

access to the complete set of Exchange Online PowerShell cmdlets which are needed to 

function properly.  

 

In the legacy view on the right, expand Roles & admins . If you do not see Roles & 

admins  in the Identity  menu, click Show more é .  
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Go to Roles & admins  and  search for Exchange .  

 

The result is Exchange Administrator  and Exchange Recipient Administrator .  

Decide which of the two roles should be assigned to the App  Registration . 

Please note that the Exchange Recipient Administrator role for Exchange Online  has 

restrictions, e.g., it is not possible to check whether application access policies exist 

for the registered application (App Registration).  

It may be that the Exchange Administrator role must be assigned to the registered 

application (App Registration) in the event of problems.  

 

For example, the Exchange Recipient Administrator  for Exchange Online . 

Click on the Exchange Recipient Administrator  in the result list to open the Exchange 

Recipient Administrator role.  

 

Click Add assignments , then search for the newly registered application . 
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Select the newly registered application and click Add .  

The application has been assigned the Exchange  Recipient  Administrator r ole .  
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Overview of the registered Application in App registrations  

Go t o Identity  in the Microsoft Entra admin center  menu, expand Applications  and 

select  App registrations .  

 

 

Select the registered Application to see the overview.  
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Please check whether the values of the registered Application  correspond  with the values 

in the Exchange Online App Registration  dialog.  

 

 

Organization / Tenant  needs the .onmicrosoft .com  domain name of the Microsoft 

365 tenant. Otherwise, you might encounter cryptic permission issues when you run a 

policy  in the app context.  

 

Application Display Name  must have the value of the Display name  of the registered 

Application.  

 

Application ID  must have the value  of the Application (Client) ID  of the registered 

Application.  
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A Certificate  is created and selected from Current User Personal Certificates store  

 

and the corresponding certificate file is attached to the Entra ID  application .

 

 






















































































































































































































