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Introduction

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public
Folder into users’ mailboxes in the same Exchange environment.

It also synchronizes the Global Address List (GAL) into users’ mailboxes, that are in the
same environment. Mail-enabled objects in an on-premises Active Directory can be
synchronized into Exchange mailboxes in the same Exchange environment and mail-
enabled objects in a Microsoft 365 tenant can be synchronized into Exchange mailboxes
in the same Exchange environment.

contactSync synchronizes the contacts into a subfolder within the user’s mailbox
contacts.

This Quick Start Guide describes with examples how to create an Environment
Configuration for an Exchange environment and how to configure the policy to
synchronize contacts into Exchange mailboxes.

For more information about different synchronization scenarios and the configuration
settings, please take a look at the contactSync manual.

contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange
environments, which can be on-premises Exchange environments or Exchange Online of
Microsoft 365 tenants.

For each Exchange environment, you can configure which mail-enabled objects will be
synchronized as mail-enabled contacts to the other Exchange environments. Also, you
can configure how the received mail-enabled objects from the other Exchange
environments will be synchronized as mail-enabled contacts to your own Exchange
environment.

This will make the mail-enabled objects from the other Exchange environments visible as
contacts in the Global Address List (GAL).

Please take a look at the GALsync documentation for additional information.
GALsync Documentation

https://www.netsec.de/en/products/galsync/documentation.html
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Prerequisites

System Requirements
Components Required

0OS (64Bit) Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Hardware Processor: minimum dual core
RAM: minimum 4GB

Software .NET Framework 4.8.0 and later

Windows PowerShell 5.1 and ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3

Recommendations Exchange On-Premises: We recommend to install contactSync on a member server
within the domain (e.g., dedicated contactSync server or file server). The machine
should be uncritical (e.g., may be restarted without complications). The contactSync
server must have a high bandwidth connection to the DC/GC.

Exchange Online: See recommendations for on-premises; but you can use also a
standalone computer.

Supported Exchange 2013* SP1 and later
Exchange Exchange 2016* and later
Versions*

Exchange 2019* and later
Microsoft 365 Exchange Online

* Microsoft will be stopping support for Exchange 2026 and Exchange 2019 on the
14th October 2025.

Microsoft stopped supporting Exchange 2013 on the 11th April 2023.

Microsoft stopped supporting for Windows Server 2012 and

Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot
support an Environment, which is no longer supported by the manufacturer.

Microsoft will start blocking EWS requests to Exchange Online on 1st October 2026.
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440
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Overview

contactSync requires a service account. The contactSync service account is only a
domain user in the Active Directory and has an Exchange mailbox. The mailbox of the
contactSync service account can be located at the on-premises Exchange or in Exchange
Online.

On your contactSync server, the service account should be a local administrator and it
should be possible to log on to the server as this account. Remote desktop connectivity
may also be required.

Furthermore, the service account on the contactSync server needs the right to run as a
service.

It is recommended to run the contactSync GUI always with the credentials of the local
contactSync service account.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync = & x64 ‘!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Exchange on-premises:

To access the mailboxes on your on-premises Exchange server, the contactSync service
account needs to be member of the Exchange Application Impersonation role to gain
access to the mailboxes to which the contacts are to be synchronized.

Please take a look at the chapter
How to configure Exchange Application Impersonation

Exchange Online:

To access the mailboxes in Exchange Online, you have the option of user-based
authentication or certificate-based authentication. Certificate-based authentication for
Exchange Online is recommended so the contactSync service account will not require any
additional authorizations.

The certificate-based authentication for Exchange Online is described in the chapter
Exchange Online certificate-based authentication via App Registration

contactSync 8.5 Quick Start Guide
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Service Account (on-premises)

The on-premises contactSync service account is a domain user of the on-premises Active
Directory.

The on-premises service account is a member of the Local Administrators group on the
Windows Server, where contactSync is installed.

The on-premises service account needs the local right to run as a service on the
Windows Server, where contactSync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where contactSync is installed. It is likely that the on-premises service account requires
membership in the local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the
contactSync GUI.

The contactSync Service must run in the credentials of the on-premises service account.

In order to install contactSync you need administrative permission. Setup will also install
the contactSync Service on the Windows Server you install contactSync on.

Important: If you configure the logon information for the Active Directory domain
service account in the contactSync GUI using on-premises Exchange, it will be
necessary use the format domain\username.

Exchange mailbox for the contactSync Service Account

The contactSync service account needs a licensed Exchange mailbox in the environment.

e contactSync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS) for Exchange on-premises.

e Ensure that the mailbox is accessible (e.g., by Outlook Web Access).

e Ensure that the mailbox can send and receive email.

On-premises mailbox
For an on-premises Exchange scenario, the on-premises contactSync service account
needs a mailbox located on the on-premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the contactSync service account needs to be licensed
with an Exchange Online license in the Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.



Local service account on a standalone server

If you run contactSync on a standalone Windows server, please create a local account for
contactSync. This is only valid in Exchange Online cloud-only scenarios.

Please use the local account to configure and run the contactSync Service and the
contactSync GUI in the credentials of this local account.

The local account needs the same local permissions as a domain user described above.

The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The contactSync Service Account of the Microsoft 365 Exchange Online
tenant is independent of this local account.

For example: contactSync is a local account of the standalone Windows server.
Please run also the contactSync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
contactSync GUI, it will be necessary use the format computername\username.

Execution Policy (Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, contactSync needs the
parameter ExecutionPolicy to be set to RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,
PowerShell’s execution policy is set to Restricted; this means that scripts will not run.
contactSync requires that scripts can be run.

Get-ExecutionPolicy

http://technet.microsoft.com/en-us/library/hh849821.aspx

Set-ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en-us/library/hh849812.aspx
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ExchangeOnlineManagement PowerShell module

contactSync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3.6 or later for Exchange Online PowerShell V3.

On the contactSync Server you need to install the ExchangeOnlineManagement
PowerShell module so that contactSync direct can communicate with a Microsoft 365
Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EN Administrator: Windows PowerShell - [m| X
1

rosoft Corporation. All ri

t PowerShell for new features and
Install-Module

equired to

es. The NuGet

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-

v2?view=exchange-ps#update-the-exchange-online-powershell-module
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Installation

Install contactSync

Open the contactSyncSetup.msi file and click Next

15 METsec contactSync Setup 8.0 ¥

Welcome to the NETsec
contactSync Setup Wizard

2]

The Setup Wizard will install NETsec contactSync on your
computer, Click Next to continue or Cancel to exit the Setup
e contactsyne Wizard.

Accept the End-User License Agreement, then click Next

ﬂ METsec contactSync License Agreement ¥

End-User License Agreement

License agreement A

BEFORE YOU CLICK OM THE "l AGREE" BUTTON AT “LICENSE
AGREEMEMNT" STEP AMD INSTALL THE SOFTWARE, CAREFULLY
READ THE TERMS AMD CONDITIONS OF THIS LICEMSE. BY

CLICKING ON THE "I AGREE" BUTTOM AND BY INSTALLING THE
SOFTWARE YOU ARE CONSENTING TO BE BOUND BY AND ARE
BECOMING THE LICENSEE TO THIS LICENSE. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS LICENSE, CLICK THE "DO
MOT ACCEFPT" RUITTOR ARKMD DOy NOT INSTAIT OR 1ISF THFE ~

(®1 accept the terms in the License Agreement!

{1 do not accept the terms in the License Agreement

contactSync 8.5 Quick Start Guide
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Accept third party license agreement to use the libraries and tools, then click Next

ﬂ METsec contactSync Third Party License Agreement ¥

Third-Party License Agreement

1. Software Licenses that apply to the DotNetZip library and A
tools

As DotMNetZip includes work derived from other projects, you are
required to comply with the terms and conditions for each of them.
These licenses include BSD, Apache, and zlib.

To use the software, you must accept the licenses. If you do not accept
the licenses, do not use the software.

(®1 accept the terms in the License Agreement!

{1 do not accept the terms in the License Agreement

| < Back || Mext = I | Cancel |

Select the install path for the contactSync binaries, then click Next

ﬁ METsec contactSync Setup >

Select Installation Folder

it iy
——

The installer will install NETsec contactSync to the following folder.

To install in this folder, did: Mext”. To install to a different folder, enter it ...

Folder:

C:\Program Files\NETsec contactsS Browse

Create a shortout for this program on the desktop.

Create a start menu entry for this program.

< Badk |I Mext = I | Cancel




Click Install

ﬂ METsec contactSync Setup

Ready to Install

Clidk Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

<Back [ Instal | | cancel

Click Yes, if prompted

m contactSync

Verified publisher: NETsec GmbH & Co. KG
File origin: Hard drive on this computer

Show more details
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Click Finish

ﬂ METsec contactSync Setup

2]

©
- contactSyn

Completing the NETsec
contactSync Setup Wizard

Click the Finish button to exit the Setup Wizard.

< Back Cancel




Configure contactSync Service

To launch contactSync, click the NETsec contactSync shortcut on the desktop.

When opened for the first time, the contactSync Service Wizard will open, prompting the
user to enter the contactSync Service account credentials.

Click Next

Li;-l contactSync Service Wizard x

Li:.] Welcome

Welcome to the contactSync
Service Wizard

This wizard will guide you through the contact Sync Service configuration.

To continue, click Next.

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

Enter the account credentials in Domain\Username format, then click Next.

[ﬂ contactSync Service Wizard x

LI_':.] Logon Information

Logon Information

Specify a user account to be used by the application and for running the service.
Choose a mailbox-enabled user account fram your Active Directory.

The contactSync Service runs in context of this user.

The user should be & member of domain user group and must have the permission
to log on as a service on the local machine.

The user should also be a local administrator of the machine where contactSync
runs.

After the configuration, the service will be installed if necessary.

Account Mame (Domain\Username):

:comparrydemo‘es\tc_corrtactsmc

Password:

< Back Mext = Cancel

If authentication is successful, the user is prompted to confirm the is the correct account
to use. Click Yes, then click Next.

(i x

qu Logon Information

Logon Information

Specify a user account to be used by the application and for running the service.

Choosel
The oo contactSync

The us4 rmission
tolog of
The usd Are you sure you want to run the service as EtSync
runs. companydemo’sve_contactsync?

After the

Accoun Yes No

| companydemo sve_contactsync

Password:

< Back Next > Cancel




Click Finish.

[ contactSync Service Wizard x

qu Service Control

Service Control

The contactSync Serviceis running.

The Service Account is companydemo\sve_contactsync

Click the Finish button to exit the contactSync Service configuration wizard.

Stop service (el Change Credentials . Uninstall Service .

< Back

The contactSync user interface opens upon completion of this wizard.

The bottom of the interface displays the current logged on user (on the left) and the
contactSync user account (on the right).

L-!-‘] NETsec contactSync - [ %
FILE ACTION  OPTIONS HELP
D"E‘]DDW'BC*SV“" o2 contactSync v I 6y I
@Environmenh @Delete =
@,i Settings [__ﬂ Exchange @ Environments | && Policies EI—J Status ﬁ Help
Policy Name Description

& x54 A

% com panydemo\svc_contactsync

¥ contacts ice is Running
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Apply contactSync License
Click the Help menu, then About

Click Add license, then browse to the location where the contactSync license was saved
on the server, then select it and click Open.

Ll?] METsec contactSync X

&) METsec col contactSync Version 8.0

METsec GmbH & Co. KG 2008-2022.
FILE ACTION  OPTIONS HELP

E--Es]mmswn

Al rights reserved.

Contact: sales @netsec.de

Please contact us for a license: sales@netsec.de

\ s

\

¥ COMPANYDEMOlsvc contactsync I Ci = ce is Running b CompanyDemo

Click OK to apply the license.

[ METsec contactSync X

contactSync Version 8.0

METsec GmbH & Co. KG 2008-2022.
All rights reserved.

Contact: sales@netsec.de

Company Name : NETsec GmbH & Co. EG
Company Rddress: Schillingsstr. 117, 52355
Diiren
Contact Name: Dennis Bodden
Contact Email: salesf@netsec.de
. contactSync
contactSync Mailboxes: 5000
contactSync Servers: 1

There are 72 days left of your support.
The license is still 72 days walid for this
product .

Add License 0K




Create an Environment Configuration

Create an Environment Configuration for on-premises Exchange
environment

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot access its mailbox.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync E ynec | e NETsecDemo\Svc_contactSync

From the Action menu select Create Environment.

EILE ACTION  OPTIONS  HELP

Ll?] MNETsec contactSync - A

Dm@ Create Environment b_ ! contactSync Q I %

) Environments

I§ Export Configuration )

& importConfiguration ¥ Settings (i Exchange @) Environments | & Policies | (] Status @) Help
|§ Export Status olicy Name Do

|§ Import Status

@ Configure Service

¥ NETSECDEMO\svc_contactSync @ x64 & contactSyncService is Running %e NETsecDemo\Sve_contactSync

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

In the General tab, enter a name for the environment and optional description.

]

General Exchange Scenario

General

Mame

Environment Configuration

|Cumpan}r Demo

Description

€3 Cancel

= 2oty




Click the Exchange Scenario tab, and select the On-premises Exchange
environment.

When an '‘On-premises Exchange environment’ is selected, contactSync will
authenticate to the mailbox of the account that runs the contactSync service.

L-'}-l Environment Configuration - [ %

General | Exchange Scenano| Exchange Server on-premises m
Exchange Scenaro

Flease choose the Exchangs scenario

#® On-premises Exchange environment
The contactSync Server must be member of the on-premises Active Directary.

Hybrid Exchange environment

Exchange Online environment

o Ok €3 Cancel = 2pply

Select the Exchange Server on-premises tab.
To verify connectivity to the mailbox, enter a recipient email then click Send test email.

Autodiscover is used by default to locate the Exchange Web Services URL and
connect to its mailbox. If an error is returned which indicates the EWS URL cannot be
resolved, a manual setting has been provided to enter a valid Exchange Web
Services URL, such as the one shown below, which resolves the issue in most
situations.

If the connection to the mailbox is successful, a test email will be sent to the specified
recipient, and a popup message similar to the one below will be returned.

contactSync 8.5 Quick Start Guide
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[_'Tl Environment Configuration - 0

senerzl Exchange Scenzrio | Exchange Server on-premises
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

® lse Autodiscover tofind the Exchange \Web Services URL 'x!.:-'

Manual setting

e.g. hitps /lcasserver.domain.local/ EwWS/Exchange.asme

Cnly for GALsync
Mote: This setting is only for GAL=ync in a special sychronization scenano with a hub-spoke topology.
Mo Exchange Server available. Only Active Directory Preparation. '\,!,.a'

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email Id_)

o Ok €3 Cancel (=

Apply the changes, then click OK.



Account for access to the on-premises Exchange mailboxes
contactSync uses the local contactSync service account to access the on-premises
Exchange mailboxes by default.

Please verify the contactSync GUI and the contactSyncService is always running in the
credentials of the local contactSync service account.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync | &' x64 # contactSyncService is Running e NETsecDemo\Svc_contactSync

In this case contactSync requires the Exchange Application Impersonation role in on-
premises Exchange for this service account to access the on-premises Exchange
mailboxes.

contactSync can also use a dedicated on-premises Exchange mailbox user, which has the
Exchange Application Impersonation role in the on-premises Exchange to access the
on-premises Exchange mailboxes.

Please take a look at the chapter:

How to configure Exchange Application Impersonation

contactSync 8.5 Quick Start Guide
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Create an Environment Configuration for Hybrid Exchange
environment

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot access its mailbox and
cannot communicate with Exchange Online.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync '!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Important: When creating an environment, it is necessary that you logon to the
contactSync server as the contactSync Service account. contactSync uses Windows
authentication when accessing its mailbox (when on-premises). When creating an
Exchange Online environment with certificate-based authentication the certificate will
be stored in the certificate store of the current logged on user. The contactSync
account will not be able to find and read the certificate when logged on as a different
user.

If your Exchange Environment is a hybrid, you have the option to establish your
synchronization focal point to either on-premises Exchange (Active Directory), or
Exchange Online. A connection to on-premises Exchange and Exchange Online is
configured in a hybrid environment. Since on-premises Active Directory hosts the master
copy of all objects synced through Azure AD Connect, it is recommended an on-premises
connection is used.

From the Action menu select Create Environment.

@] NETsec contactSync - M %

EILE ACTION  OPTIONE  HELP

oBO e 1]

) Enviranments

u§ ExportConfiguration . —

4 ImportConfiguration ¥ Setiings [j Exchange @ Environments | && Policies EI—J Status @ Help
@ Export Status olicy Name Description

& Import Status

Configure Service

% NETSECDEMO\sv c_contactSync & x64 "’1& contactSyncService is Running b METsecDe




In the General tab, enter a name for the environment and optional description.

Ej Environment Configuration - 0O X
General Exchange Scenar ¥
General
Name @
NETsec Demo
Description @

o Ok € Cancel = 2oply
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Click the Exchange Scenario tab, then select Hybrid Exchange environment. The
Exchange Online tab will be displayed. After checking the checkbox: The contactSync
Server is a member of the on-premises Active Directory, the Exchange Server
on-premises tab will be displayed. Select this tab.

[#] Environment Configuration - [

Generzl | Exchange Scemano | Exchange Server on-premises  Exchange Online E i
Exchange Scenaro

Fleaze choose the Exchangs scenario

Cn-premizes Exchange environment

® Hybrid Exchange environment

|| The contactSyne Serveris member of the on-premises Active Directory, |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Exchange Online environment

of Ok €3 Cancel = 2pply




Select the Exchange Server on-premises tab.

contactSync connects to the on-premises mailbox of the contactSync service account. To
test this connection, enter a recipient email address and click Send test email.

Autodiscover is used by default to locate the Exchange Web Services URL and
connect to its mailbox. If an error is returned which indicates the EWS URL cannot be
resolved, a manual setting has been provided to enter a valid Exchange Web
Services URL, such as the one shown below, which resolves the issue in most
situations.

Please note: If the mailbox of the contactSync on-premises service account is located in
Exchange Online, it will be necessary to enter the Exchange Web Services URL for the
on-premises Exchange Server.

A popup will be returned similar to the one below upon a successful connection to the
contactSync mailbox, indicating the email was successfully sent to the target mailbox.

m Environment Configuration - [
aeneral Exchange Scenario | Exchange Server on-premises  Exchangs Onlines m
Exchange Server on-premses

Manage the settings for the on-premises Exchange environment.

® ) se Autodiscover tofind the Exchange \Web Services URL '\L'

Manual setting

e.g. https:/icasserser. domain.local/EWS/Exchange asmx

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email Y]

o Ok €3 Cancel = 2pply
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Account for access to the on-premises Exchange mailboxes
contactSync uses the local contactSync service account to access the on-premises
Exchange mailboxes by default.

Please verify the contactSync GUI and the contactSyncService is always running in the
credentials of the local contactSync service account.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync | &' x64 # contactSyncService is Running e NETsecDemo\Svc_contactSync

In this case contactSync requires the Exchange Application Impersonation role in on-
premises Exchange for this service account to access the on-premises Exchange
mailboxes.

contactSync can also use a dedicated on-premises Exchange mailbox user, which has the
Exchange Application Impersonation role in the on-premises Exchange to access the
on-premises Exchange mailboxes.

Please take a look at the chapter:

How to configure Exchange Application Impersonation



App registration for access to the Exchange Online mailboxes
Select the Exchange Online tab.

E’.‘] Environment Configuration - [ X
General Exchange Scenario Exchange Serveron-premises Exchange Online [{[
Exchange Online
Manage the settings for the Exchange Online tenant.

Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.
' Credentizls
rd | @ & / @ | P modfy | @ | #Remove | @
Usemame Max. Connection
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
of Ok €3 Cancel (= 2eply

The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.
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General Exchange Scenarioc  Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

-_Credentials -
Gad | @ &G @ Pwodiy | @ | ¥Remove| @

EI Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
[
Application Display Name @
Application ID @
| Certificate |

Friedly Name FriedlyName

Not After Not After

Subject Subject

Thumbprint Thumbprint

Has PrivateKey Has PrivateKey

User User

Choose Certificate | | Create Certificate @
1 Assigned AP| permissions |

A detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Create Environment Configuration for Exchange Online
environment

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot communicate with Exchange
Online.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync = & x64 # contactSyncService is Running e NETsecDemo\Svc_contactSync

Important: When creating an environment, it is necessary that you logon to the
contactSync server as the contactSync Service account. contactSync uses Windows
authentication when accessing its mailbox (when on-premises). When creating an
Exchange Online environment with certificate-based authentication the certificate will
be stored in the certificate store of the current logged on user. The contactSync
account will not be able to find and read the certificate when logged on as a different
user.

From the Action menu select Create Environment.

[l?] NETsec contactSync - [ %
FILE ACTION  OPTIONS HELP
e @ Create Environment [ -;. contactSync =l Save I &3 Cance I

' ) Enviranments
ExportConfiguration

=
I§ - —

,§ Import Configuration B Settings E‘:‘j Exchange @ Environments | & Policies ET_l Status g Help
|§ Export Status olicy Name | Description

|§ Import Status

@

Configure Service

% NETSECDEM Oleve_contactSync € x64 ﬂ" contact iice is Running ’e METsecDem

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

In the General tab, enter a name for the environment and an optional description.

B

General Exchange !

Name

Partner Demo
Descnpton

Environment Configuration

G Cancel

(=

(=

(= 200y

X




Select the Exchange Scenario tab, then select Exchange Online environment.

Check The contactSync server is a member of the on-premises Active Directory,
if applicable.

El Environment Configuration - [ X

Please choose the Exchange scenano

On-premises Exchange environment

Hybrid Exchange environment

® Exchange Online environment
+| The contactSync Server is member of the on-premises Active Directory.

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchange Online wath
Microsoft Azure Active Directory Connect.

o Ok € Cancel ke 2oply
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Select the Exchange Online tab.

[

Environment Configuration - N
General Exchange Scenario Exchange Online
Exchange Online
Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.
' Credentials |
(% Add @ & Add @_/Modify.@).xﬁeme.@
Usemame Max. Connection
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud ,
of Ok €3 Cancel = Aeply




The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenarioc  Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

| Credentials |
Gad | @ &G @ | AMadiy | @ | BRemove @

[ Exchange Online App Registration b4
Corresponding settings for the Enterprise Application in the Microsoft Entra D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
|
Application Display Name @
Application ID @
| Certificate

Friedly Name FriedlyName

Not After Not After

Subject Subject

Thumbprint Thumbprint

Has PrivateKey Has PrivateKey

User User

Choose Certificate | | Create Certificate | ®
| Assigned APl permissions |

A detailed description is in chapter
Exchange Online certificate-based authentication via App Registration
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Exchange Online certificate-based authentication via App
Registration

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the Application Id
and cannot find the certificate later.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync = & x64 # contactSyncService is Running e NETsecDemo\Svc_contactSync

Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center) and enter the
corresponding values in the Exchange Online App Registration dialog.

General Exchange Scenario  Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant. . ]
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

‘ Credentials
Grd | @ & @ | Pmodiy | @ | HRemove| @

El Exchange Online App Registration A
Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
I
Application Display Name @
Application ID @
| Certificate |

Friedly Name FriedlyName

Not After Not After

Subject Subject

Thumbgprint Thumbprint

Has PrivateKey Has PrivateKey

User User

Choose Certificate Create Certificate e V)
| Assigned APl permissions |




The following description is based on the Microsoft Documentation article:

App-only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-
v2?view=exchange-ps

E] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
ADY) App registrations that enables access to Exchange Cnline.

Organization / Tenant @
| |
Application Display Mame EI}
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange \web Services @

Maxi
Cna:ll'nr:cutrirclm @ Set &s primary account @

Email Address @

o Lpply €3 Cancel
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Register an Enterprise Application in Microsoft Entra ID
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity (formerly Azure Active Directory).

Microsoft Entra admin center B search resources, services, and docs (G+/) _

Home >
Iﬁ Home
s

% Favorites e
@ Identity ~ ‘
o Microsoft Entra admin center
R Users ~

Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v

Learn more &3
£ Devices ~
@ Applications N } &
E| Protection ~

Microsoft Entra ID (Azure AD) ID Protection
i ~
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
ER External Identities ~
*  Show more
Go to Microsoft Entra ID Go to 1D Protection

& Protection g

Expand Applications and go to App registrations. Then select New registration.

Microsoft Entra admin center S Sl _

Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
i ~
> Identity All applications Owned applications  Deleted applications
@ overview
P start typing a display name or application (client) ID to filter these r... T add filters
R Users '
A Groups A This account isn't listed as an owner of any applications in this directory.
= v View all applications in the directory
evices
B Applications N

Enterprise applications
I App registrations

3. Roles & admins Voo

be

Learn & support N



https://entra.microsoft.com/

Microsoft E admin center P Search resources, services, and docs (G+/)

ﬁ Home

% Favorites ~
% Identity o~
@ overview

,Q\ Users N
2 Groups '
& Devices v
i) Applications o~

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

‘ contactSync Enterprise App

Supported account types

Who can use this application or access this API1Z

Accounts in this organizational directory only (METsec Deme only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Enterprise applications

I App registrations

E| Protection St
£ Identity governance N
{8 Extemal Identities N
8 lLeana support s

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies =

Enter a name for the

Application.

In this example, it has been named contactSync Enterprise App.

Select the Accounts in this organizational directory only (<YourOrganizationName>

only - Single tenant) radio button and click Register.

Transfer the information of the registered Application to the Exchange Online App

Registration dialog.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

@ Got = second? We would love your feedback on Microsoft identity platform (previously Azure AD for

Client credentials
Add a certificate or secret

Redirect
Add 5 Re

URI

Application ID URI
Add an Application 10 URS

lication in loca
nterprise App

@ Welcome to the new and improved App registrations. Looking to lear how it's changed from App

Build your application with the Microsoft identity
platform

Home » App registrations >
ﬁ Home
g3 contactSync Enterprise App &
iy
* Favd (3] Exchange Online App Registration x|
] pelete & Endpoints [ Preview features
Corresponding seftings for the Entarprise Application in the Microsoft Entra D (farmerly Azure
@ Iden| AD) App registrations that enables access to Exchange Orline.
developer).
(D) Over] Organization/ Tenant @
netsecdemotenart. onmicrosoft com
R Uszer) A Essentials
Application Display Name @
Display name
2 Groy  |contactSync Enterprise App < P rterprise App
[ Devi{ Application D @ Application (client) ID
36535982 4b 30 Aadd-a5F X 5040 a2 - 2653598a-4b3le-4ad4-a59f-2f504bf2bas2
& appl Certificate Object ID
. 17f216c5-236e-4962-878b-T1daTc114724
Friedly Name FriedlyName
Entel Nt After Not After Directory (tenant] ID .
I . Subject Subject e9148e42-2027-4845-8c11-8c056e5achac
PP | Thumbprint Thumbprint Supported account types
rote] | Has Privatekey Has FrivateKey ——
User User
B eilin - ® :
Certifics Create Certificate @ registrations (Legacy)? Learn more
Setti W X
c::'ﬂg;:’;n He 7| Set as primary account &)
e Get Started Documentation
rey
Email Address @
Do
Mob)
o Spply 3 Cancel
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Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you may encounter cryptic permission issues when you run a
policy in the app context. The next chapter will describe where to find the domain name
of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity LA > Identity P
|© ovenview |© ovenvien

,_,[_ Users o ;-'-. Users

o Groups A Groups

I Devices h I Devices W

En Applications e £2 Applications g

1 Protection h'd 8. Roles & admins R

@ Identity governance W B Billing e

lih External Identities o £23 Settings

Show mare & Protection




Expand Settings, go to Domain names and use the .onmicrosoft.com domain name.

Microsoft Entra admin center e e _

> Identity ~ Home >
® overview Custom domain names =
Azure AD for workforce
R Users ' .
- Add custom domain () Refresh & Troubleshoot Columns ,Oj Got feedback?
£ Groups ~
i N
E [z ® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
B Applications N
0 Search domai +
& Roles & admins v |/ Search domains 7 Add filters
Name Status Federated Primary
55} Billing ~
netsecDemo.com @ Verified
i‘é:i Settings ~
netsecdemotenant.onmicrosoft.com @ Available
Preview hub
I Domain names
Mability
E] Protection '

Please do not confuse the Microsoft 365 tenant domain names with the Exchange
Online accepted domains.
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Certificate for the registered Application

For app-only authentication in Microsoft Entra ID (formerly known as Azure Active
Directory), you typically use a certificate to request access. Anyone who has the
certificate and its private key can use the application, and the permissions granted to the
application.

[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
netsecdemotenant.onmicrosoft.com

Application Display Name @

contactSync Enterprise App

Application ID @
| 2653598a-4b3e-4ad4-a5%-2A504bf 2ba52
Certificate

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719A99A5BA61FDIF72E3CDSD51783D7SDCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate Create Certificate @

Assigned APl permissions

7| Microsoft Graph @

Exchange Web Services Q;
g:ﬁg?m 2 %_ @) /| Set as primary account @
Email Address @

i of Poply | | € Cancel

Choose Certificate
Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the contactSync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.



Create Certificate

Create a self-signed certificate, which will be saved in the current user certificate store
and will be used to authenticate your Application against Identity (formerly Azure Active
Directory), while requesting the app-only access token.

NETsec contactSync - ¥
Create certiicates m cument user stome
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: NETsecDemoFromContact SyncServer (€ 4]
Friendly Name: | NETsecDemo from contactSync Server D
Notidter: 3/18/2025 -] D
KeylLength: 4096 | \L 1 keySpec: |KeyExchange [ \L 1
FilePath: C:\ProgramData"METzec GmbH & Co. KiG\contact Sync (€ 4]
woertificate files\NETsecDemoFromContact SyncServer 2025~
(8-13.cer
Creating self-signed cerificate is only
possible starting with Windows Server 2016 + Create
4 Certificate Directory ﬂ}v’.{’\ €3 Close

Enter the Subject, and Friendly Name of the certificate.

In the example above, the forest name (NETsecDemo) and the name of the server
(contactSync Server) from which the connection is established will be incorporated in
both.

Click Create to generate a new certificate.
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NETsec contactSync -

b 4

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: | NETsecDemoFromContact SyncServer

[]
®@6e 6606

Friendly Mame: |NI:—I'secDernn from contactSync Server

NotAfter: 18/18/2025
KeyLength: @ keySpec: |KeyExchange |
FilePath: C:\ProgramData*NETsec GmbH & Co. K&G\contact Sync
wcertificate files \NETsecDemoFromContact SyncServer 2025~
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7719A9A5BAGTFDSF7ZE3CDA0517E307I0CE254F is
exported to the file C:\ProgramData'METsec GmbH & Co. KiG\contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W

'{Eﬂ Certificate Directory ¢ Apply ﬁ Close

The public key file is created in the default path

C:\ProgramData\NETsec GmbH & Co. KG\contactSync\certificate files\

Click on the Certificate Directory button to open the folder in File Explorer



I
x

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: | MNETsecDemoFromContact SyncServer

[]
®6e 666

Friendly Mame: |NI:—I'secDernn from contactSync Server

NotAfter: 18/18/2025
KeyLength: @ keySpec: |KeyExchange |
FilePath: C:\Program Data*NETsec GmbH & Co. KG\contact Sync
wcerificate files \NETsecDemoFromContact SyncServer 2025~
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7/19A9A5BAGTFDSF7ZEICDA0517E307I0DCE254F is
exported to the file C:\ProgramData'METsec GmbH & Cao. KG'contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W

'{Eﬂﬂertiﬁ{:ate Directory ‘ «;‘-‘-.pply ‘ ‘ ﬁCInse

hare View

< Local Disk (C:) » ProgramData » METsec GmbH & Co. KG ¢ contactSync » certificate files

Py

Mame Date modified Type

5] METsecDemoFromContactSyncServer_2025-08-18  2/18/2023 2:33 AM Security Ce

Then click Apply to close the Create Certificate dialog.
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Upload certificate file for the registered Application
Go to Certificates & secrets of the registered Application in Microsoft Entry ID (Azure
AD), and select the Certificates tab.

il SOt it itk a _

Home > App registrations > contactSync Enterprise App
ﬁ Home . .
contactSync Enterprise App | Certificates & secrets = X
* Favorites N
P Search ‘ < A7 Got feedback?
S Identity ~ B overview ~
. & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving
©  overview tokens at a web addressable location {using an HTTPS scheme). For a higher level of assurance, we recommend
# Integration assistant using a certificate (instead of a client secret) as a credential.
R Users N
Manage
& Groups ~ %
B Branding & properties @ 2pplication registration certificates, secrets and federated credentials can be found in the tabs below.
&1 Devices g .
D Authentication
@ Applications ~ Certificates & secrets Certificates (0) | Client secrets (0) Federated credentials (0)
Enterprise applications ill Token configuration Certificates gan be used as secrets to prove the application's identity when requesting a token. Also can be
referred to 35 public keys,
- AP| permissions )
I App registrations —
@ Expose an API T Upload certificate
i s
8. R AT i App roles Thumbprint Description Start date Expires
® & Owners No certificates have been added for this application.
4 Learn & support N .
dbs Roles and administrators
“ M Manifest o

Select Upload certificate, then browse to the location where the certificate was saved.
Select, and open it. The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\contactSync\certificate files

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

* Home Home > App registrations > contactSync Enterprise App Upload certlflcate e
contactSync Enterprise App | C¢
% Favorites N Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt *
P Searc ‘ € A7 Got feedback ‘ Select 3 file |E
@ Identity o~ i overview = Description
i Credentials enable ‘ Enter a description for this certificate |
. &
® Overview Quickstart I tokenc at 3 wah ad
# Integration assistant e Open x
,Q Users Y
Manage + <« contactSync » certificate files v O L Search certificate files
* Groups ~ B
53 Branding & properties Organize ¥ New folder E- O @
2 Devices v D Authentication =] Pictures A Name - Date modified Type Size
B videos 5 NETsecDemoFromContactSyncServer_20...  £/12/2023 2:33 AM Security Certificats
Applications A yncServer_20...  §/18/2023 2:33 Al ecurity Certificate
& app Certificates & secrets . Local Disk ()
m
Enterprise applications 'l Token configuration QNetwurk
2 API permissions o= >
I App registrations
@ Expose an API File name: | NETsecDemoFromContactSyncServer_2025-08-18 v‘ Custom files ~
Sa Roles & admins hd Cancel
Ei Approles
® 48 Ouners No certificates hat
& Learn & support ) -
il Roles and administrators -
33 Bl manifest =




Microsoft & 2dmin center e _

ﬁ o Home > App registrations > contactSync Enterprise App Upload Certlflcate *
contactSync Enterprise App | C¢
*  Favorites N Upload a certificate (public key) with ane of the following file types: .cer, .pem, .crt *
P Search ‘ « £ Got feedback ‘“NETsecDemDFromComactSyncServer_EOES-DB-18‘cer" |E
& Identity ~ B overview = Description
9 . Credentials enable ‘ Enter a description for this certificate |
. & Quickstart
@ oveniew tokens at a web adh
#  Integration assistant using a certificate (
R Users N
Manage
* Groups ~
B Branding & properties © Applicationn
&1 Devi v
Sfiees 3 Authentication
# Applications G Certificates & secrets Certificates (0)

Token configuration Certificates can be

Enterprise applications
referred to as pub

- AP permissions
I App registrations =
& Expose an API Uplozd cert
i N
\.2. Roles & admins 5 App roles Thumbprint
5 A Qwners No certificates hat
& Learn & support N

dbs Roles and administrators

M Manifest o

Add the selected certificate.

AcrosnitE i el sk bt () _

2 Home > App registrations > contactSync Enterprise App
ﬁ Home
contactSync Enterprise App | Certificates & secrets = - X
* Favorites v
@ Identity ~ Qverview = o .
Credentizls enable confidential applications to identify themselves to the authentication service when receiving tokens at a web -
& Quickstart addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret)
@ overview
as a credentiall
” Integration assistant
L users v
Manage x
A Groups £ @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B2 Branding & preperties
&1 Devices ~ .
3 Authentication i
Certificates (1) Client secrets (0)  Federated credentials (C)
@ Applications ~ Certificates & secrets E—
. Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
Enterprise applications {Ii" Token configuration
. %~ AP| permissions T Upload certificate
I App registrations
@ Expose an API Thumbprint Description Start date Expires Certificate ID
Sa  Roles & admins v : ~
App roles 7719A90ASBA61FDOF..,  CN=NETsecDemaFro... 8/18/2023 8/18/2025 a78e1f63-e17f-49 C|
A Lean& support ey & Owners
L. Roles and administrators v
«
Bl ntomignce i
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Assign API permissions to the registered Application

API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

MerosnitE Bl Pl e _

Home > App registrations > contactSync Enterprise App
ﬁ Home
- contactSync Enterprise App | APl permissions & - X
* Favorites v
@ Identity ~ B overview =
& Quickstart
@ overview @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per X
# Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
K users 2 more
Manage
¥ Groups ~ i g .
B eranding & properties Configured permissions
& Devices v D aun § Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of
Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent
#8  applications ~ Certificates & secrets
~/ Grant admin consent for NETsec Dema
Enterprise applications Token configuration
API / Permissions na... Type Description Admin consent req...  Status
. S AP permissions
I App registrations
@ Expose an API
& Roles & admins g
hd App roles
2 Lean& support ey & Owners

~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications
& Roles and administrators 9 P PP ¥ gs, try prise app

B nsemifacs

Select the Microsoft APIs and click on Microsoft Graph

osoft & 2dmin center sl bl el ol _
i A > contactSync Enterprise App | AP ieci
S identity contactsyne Enterprise 40 |47 Request API permissions x
® ovenview - contactSync Enterp
Selectan API -
8 users Y
« )
Microsoft APls  APls my organization uses My APls
A " -
B Groups B Overview i
Commonly used Microsoft APls
& Devices v £ Quickstart
B applications ~ # Integration assistant \ Microsoft Graph
‘ Take advantage of the tremendaus amount of data in Office 365, Enterprise Mobility = Security, and Windaws 10.
Di d sol bl < P
R M- K Diagnose and solve problems ’ Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
R " through a single endpaint
Manage - @
| app registrations
&2 Branding & properties
Avd .
% Roles & admins D Authentication
Azure Communication ) Azure Rights Management .
& erotection v Certificates & secrets BR covees i Services £\ Raure Service Management
S, ; Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
Identity Governance ~ Token configuration the same secure CPaa5 platform used protected content functionality available through
by Microsoft Teams the Azure portal

N <=~ API permissions
g8 External Identities v

& Expose an API

Select Application permissions

& S e A (EY) _
S Identity A > contactSync Enterprise App | AP Request API permissions %
® ovenview - contactSync Enterp
CAll APIs -
u: N i
R users . , Microsoft Graph '
E https;//graph.microsoft.com/ Docs '
" EENE e I Overview 3
. What type of permissions does your application require?
& Devices v £ Quickstart
Delegated permissions Application permissions
) i A # Integration assistant Your application needs to access the AP a5 the signed-in user, Your application runs s a background service or dagmon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties O start typing a permission 1o filter these results
& Roles & admins Y .
D Authentication Permission Admin consent required
B protaction N Certificates & secrets
> AccessReview
e ! Token configuration
Identity Governance v © g
. - AP| permissions > Acronym
EF  External dentities A
@ Expose an API




Search for contact and expand the Contacts in the result list.

Select

Contacts.ReadWrite

Identity

Querview

>

0]

B users

2 Groups

& Devices

B Applications
Enterprise applications

I App registrations

Roles & admins

Protection

& > &

Identity Governance

)

External |dentities

Show more

P Search resources, services, and docs (G+/)

~ " - > contactSync Enterprise App | AP

- contactSync Enterp

4 -
-<
Y
B Overview
Y & Quickstart
A # Integration assistant
K Diagnose and solve problems
Manage
B Branding & properties
v
3 Authentication
N Certificates & secrets
o 1l Token configuration
- AP permissions
v
@ Expose an API
App roles
£ Owners

Request API permissions

< All APIs

, Microsoft Graph
‘g' https://graph.microsoft.com/ Docs (!

‘What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand all

P contact

X

Permission

v/ Contacts (1)

0 Contacts.Read
Read contacts in all mailboxes

Contacts.ReadWrite @O
Read and write contacts in all mailboxes

> OrgContact

Search for mail and expand the Mail in the result list.

Select

Mail.ReadWrite

and
Mail.Send

Identity

Overview

>

O]

8 users
2 Groups
£ Devices
@  Applications

Enterprise applications

I App registrations

& Roles & admins

& Protection

{2 Identity Governance
BB External Identities

Show more

2 Learn & support

Admin consent required

Microsoft Entra admin center P Search resources, services, and docs (G#/)

~ = > contactSync Enterprise App | AP
- contactSync Enterp
~
Search <
™ B overview
N & Quickstart
~ # Integration assistant
# Diagnose and solve problems
Manage
B2 Branding & properties
~ D Authentication
™ Certificates & secrets
~ {I! Token configuration
= API permissions
v
& Expose an API
% Approles
42 Owners
ik Roles and administrators
B Manifest
Support + Troubleshoating
& New support request
~

Request APl permissions

<Al &PIs
Microsoft Graph
https://graph.micresoft.comy Docs

What type of permissions dees your applicaticn require?

Delegated permissions

Your application needs to access the AP a5 the signed-in user.

Application permissions

Your application runs as a background service or dazmen without a
signed-in user.

Select permissions expand all
£ mail X
Permission Admin consent required

> MailboxFalder
> Mailboxitem
> MailboxSettings

v Mail (2)

0 MailRead @
Read mail in all mailboxes

0 Mail.ReadBasic
Read basic mail in all mailbaxes

0 Mail.ReadBasic.All &
Read basic mail in all mailboxes

Mail.Readwrite @
Read and write mail in all mailboxes

Mailsend ©
Send mail as any user

> User-Mail

i o

Yes

Click Add permissions
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Select Add a permission again.

Identity

Overview

>

O]

8 users
2 Groups
£ Devices
8  Applications

Enterprise applications

I App registrations

€ Roles & admins

B Protaction

Identity Governance
g8 External identities

Show more

2 Learn & support

osoft Ei admin center P Search resources, services, and docs (G#/)

~

> contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | AP permission

- contactSync Enterprise App | APl permissions

A search

H overview

& Quickstart

# Integration assistant

# Diagnose and solve problems
Manage

B2 Branding & properties

D Authentication

Certificates & secrets

! Token configuration

- APl permissions

@ Expose an API

App roles

& Owners

£, Roles and administrators
M Manifest

Suppert + Troubleshooting

& New support request

O Refresh | & Got feedback?

@ Updating permissions X

Successfully saved permissions for contactSync
Enterprise App.

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This celumn may not reflect the value in your organization, ar in organizations where this app will be used. Lesrn

more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent pracess. The list of
configured permissions should include all the permissions the application needs. Learn more about permissicns and consent

Add a permission  ~ Grant admin consent for NETsec Demo

APl / Permissions na... Type

v Microsoft Graph (3)
Contacts ReadW  Application
Mail ReadWrite  Application

Mail.Send Application

Description

Read and write contacts in all mailboxes Yes

Read and write mail in all mailboxes Yes

send mail as any user

Admin consent req...  Status

A Notgranted for NETsec _ +en
A Not granted for NETsec _ +en

Yes A\ Not granted for NETsec || ===

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Select the APIs my organization uses tab on the Request API permissions dialog
and search for Office.

A Home

4

Favorites

4

Identity
Overview
Users
Groups

Devices

g » < o ©

Applications
Enterprise applications
I App registrations

& Roles & admins

2 Learn & support

P Search resources, services, and docs (G+/)

Home > App registrations > contactS Request Apl permissions

- contactSync Enterg

7 Se

B overview
& Quickstart

5" Integration assistant

Manage

B 8randing & praperties

2 Authentication
Certificates & secrets

1l Token configuration

9 API permissions

& Expose 2n API

App roles

&s Owners

il Roles and administrators

B ndonifact

Select an API

Microsoft APls

APIs my organization uses My APls

Apps in your directory that expose APIs are shown below

S Office 365

Name

Office 365 Enterprise Insights
Office 365 Exchange Online
Office 365 Informatian Protection
Office 365 Management APIs
Office 365 Mover

Office 365 Search Service

Office 365 SharePoint Online

Application (client) ID
f9d02341-e733-456d-926d-430ca599fbee
00000002-0000-0ff1-¢e00-000000000000
2f3f02¢9-5679-4a5¢-3605-0de55b07d135
£5393580-f805-4401-95e8-94b7a6ef2fc2
d62121f3-e023-4972-b6b0-794190c0fd98
66a88757-258¢-4c72-803¢-3e8bed4d6809

00000003-0000-0ff1-¢e00-000000000000

Click on Office 365 Exchange

Online in the result list to open it.



Select Application permissions

Micra=oft Entra admin center e _

ﬁ e Home > App registrations > contactS Request Apl perm|55|on5 x
- contactSync Enterg
< All APIs
* Favorites v . .
o [ e 2% teange onine
£
https;//outlock office. com
4 i ~ B o W = |
S Identity & Overview What type of permissions does your application require?
& Quickstart
® overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
R users N signed-in
Manage
2 Groups v
B2 granding & properties
& Devices ~
D Authentication
f8  applications ~ Certificates & secrets

m
Enterprise applications Il Token configuration

9 AP permissions
I App registrations

@ Expose an API

S Roles & admins v
v Hi Approles

& Owners

]

Learn & support ~

k. Roles and administrators

B ndonifact

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need only Microsoft Graph permissions.

Select
Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin center [ _
a - nc Enter App ..
S identity ~ cEnterprise Aop [ AP Request APl permissions x
® ovenview - contactSync Enterp
CAll APIs -
i - ‘ Orfice 369 Bxchange Gniine
https://outlook.office.com
' Groups Y H Gueniew .
. e What type of permissions does your application require?
& Devices v £ Quickstart
Delegated permissions Application permissions
# Integration assistant four application neds 1o ac signed-in use i r -
B applications S g Your application needs to access the APl a5 the signed-in user Your application runs s a background service or dazmon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties 0 Start typing a permission ta filter these results
& Roles & 2dmins N
D Auvthentication Permission Admin consent required
5 Protection v Certificates & secrets
> Other permissions
o3 Il Token configuration
Identity Governance v L 9
. < AP permissions > Calendars
EP  External Identities v
& Expose an API
Show more . > Contacts
i Approles
48 Owners v/ Exchange (1)
£, Roles and administrators -
Exchange ManageAsApp (@
. Ves
H Manifest Manage Exchange As Application
Suppert + Troubleshooting > IMAP
& New support request
> Mailbox
<
-
2  Learn & support ~
s emisirs
«

Click Add permissions

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

Select

full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp

Manage Exchange As Application

Microsoft Entra admin center £ e e e T _

@ Identity ~ * -~ > contactSync Enterprise App | AP Request API permissions x

® oveniew - contactSync Enterp
CAllAPIS
R users e o Office 365 Exchange Online
https://outlook office.com
B EEmE M B ovenew ) )
N What type of permissions does your application require?
Pt 2 ¥ PP q
& Devices v & Quickstart
Delegated permissions Application permissions
B3  Applications ~ 5 Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
K Diagnose and solve problems
Enterprise applications
. Manage Select permissions expand all
I App registrations
= Branding & properties 2 Start typing a permission to filter these results
& Roles & admins v
D Authentication Permission Admin consent required
& Protection Y Certificates & secrets
~/ Other permissions (1)
. il
(3] Identity Governance N Ili Token configuration
o full_access_as_ app @
& API permissions - -3s.3pp O . Yes
EE  External Identities v Use Exchange Web Services with full access to all mailboxes
@ Expose an API
g > Calendars
App roles
£ Owners > Comtacts
b Roles and administrators
~
M Manitest Exchange (1)
Suppert + Troubleshooting Erg A EE R (O Yes
Manage Exchange As Application
& New support request
> IMap
-
£ Leamn& support N

Add permissions
«

Click Add permissions



Click Grant admin consent for your tenant.

rasaft Entra admin center | _
& Identity ~ > contactSync Enterprise App | API permissions > App registrations » contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions e
8 users ~
< O Refrash & cot feedback?
2 Groups v
Guenview A\ Vou are editing permission(s) to your application, users will have to consent even if they've already done so previsusly.
& Devices v £ Quickstart
# Integration assistant
F3  Applications ~ 9
Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
ol P! 5 ! P
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app wil be used, Learn
Manage e
I App registrations
Brancing & properties .
. Configured permissions
%5 mmEaTE v D Authentication
Applications are authorized to call APls when they are granted permissions by users/admins 2s part of the consent process. The list of
B Protaction N Cortificates & secrats configured permissians should include all the permissions the application needs. Learn more about permissions and consent
"
{2 Identity Governance v Il Token configuration Add a permission  ~ Grant admin consent for NETsec Demo
- APl permissions - . . )
s § APl / Permissions name Type Deseription Admin consent required  Status
BB  External Identities N / P P 4
& Expose an API v Microsoft Gray .
Show more Lop roles
% Aep Contacts ReadWrite Application  Read and write contacts in al... Ves A Not granted for NETsee
& Owners Mail ReadWrite Application  Read and write mail in all ma... Yes A Notgranted for NETsec .+
& Roles and administrators MailSend Application  Send mail as any user Vs & Not granted for NETsec
[ Manifest \ Office 365 Exchange Online (2) .
Support + Troubleshooting ExchangeManagefsApp  Application  Manage Exchange As Applic...  Yes 4 Notgranted for NETsec |+
& New support request
2 Learn & support A~ To view and manage consented permissions for dual apps, as well as your tenant's consent settings, try Enterprise applications,
«

Click Yes to confirm the consent.

rosoft Entra agmin center ([ ) _
S Identity ~ " > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | API permissions > App registrations > contactSync Enterprise App
® ovenview - contactSync Enterprise App | APl permissions = X
8 users Y
rch O Refrash Q\j Got feedback?
2 Groups ~
o . . .
enen Grant admin consent confirmation.
& Devices v % Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Dema? This will update any
4 ntearation assistant existing admin consent records this application already has to match what is listed below.
#8  Applications ~ - 9
] %
X Diagnose and solve problems
Enterprise applications =m
Manage e
I App registrations
EE Branding & properties. . L.
Configured permissions
% Roles & admins e D Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
B protaction W Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
[5) Identity Governance v 1! Token configuration Add a permission  ~ Grant admin consent for NETsec Demo
R — o = API permissions API / Permissions name Type Description Admin consent required  Status
{8 External Identities
@ Bxposean A7l \/ Microsoft Grap
Show more Lop roles
PP Contacts ReadWrite Application  Read and write contacts in al... Ves A Nt granted for NETsee
& Ouners Mail ReadWrite Application  Read and write mail in all ma... Yes & Not granted for NETsec .
& Roles and administrators MailSend Application  Send mail as any user Yes A Notgranted for NETsec
H Manifest \v Office 365 Exchange Online (2)
Support + Troubleshooting ExchangeManageAsApp  Application  Manage Exchange As Applic...  Yes A Not granted for NETsec
& New support request
£ Learn & support ~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
«
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API permissions are assigned to the registered Application.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need these API permissions.

Microsoft Entra admin center [T P, _

S Identity ~ -+« > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions = X
K users A N
e @eis Y B overview ) _
& @ Successfully granted admin consent for the requested permissions.
& Devices v £ Quickstart
B Applications A # Integration assistant
K Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per -
Enterprise applications permission, user, or app. This column may not reflect the value in your erganization, or in organizations where this app will be used. Leam
Manage e
I App registrations
EE Branding & properties . L.
& Rol ’ o Configured permissions
Roles & admins )
3 .
D authentication Applications are authorized to call 4PIs when they are granted permissions by users/admins 25 part of the consent process. The list of
8 protection W Cortificates & secrats configured permissions should include all the permissions the application needs. Learn more about permissions and consent
"
Identity Governance v 1! Token configuration = Add a permission /" Grant admin consent for NETsec Dema
T B i — > APl permissions API / Permissions na... Type Description Admin consent req...  Status
P External Identities
@ a
Expose an API v Microsoft Graph (3
Show more S App roles
= App Contacts.ReadW Application  Read and write contacts in all mailboxes  Yes @ Granted for NETsec Demo ++»
48 Owners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
&, Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
Ml Maniest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo =+«
& New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
2 Learn & support ~

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

Assigned APl permissions

+| Micresoft Graph 2

=0

Exchangs \Web Services 1)




Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

Microsoft Entra acimin center e e e e S ) _
Identi ~ -+ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
ity - tactSync Enterprise App | AP App registrat tSy P pp | APl p pp registrat t Enterpi P
@ oveniew - contactSync Enterprise App | APl permissions % X
K users A N
2 Groups v ™
& Ovenview @ Successfully granted admin consent for the requested permissians.
& Devices v £ Quickstart
B Applications A #' Integration assistant
Diagnose and solve problems & "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
K Diags d solve probl The "Ad quired” column shows the default value f g H b d p =
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage —
I App registrations
&= Branding & properties ) .
Configured permissions
& Roles & admins Y .
D Authentication .
Applications are authorized to call APIs when they are granted permiszions by users/admins 23 part of the consent process, The list of
&  protection v Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
Identity Governance v 1! Token configuration = Add a permission /" Grant admin consent for NETsec Dema
- AP permissions ;. o
~ N API / Permissions na... Type Description Admin consent req...  Status
@ External Identities ~ / P 4 a
@
Expose an API \v Microsoft Graph (3)
Show more S App roles
= App Contacts Read\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
48 Owners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
M Manifest .
Support + Troubleshooting Application  Manage Exchange As Application Yes @ Granted for NETsec Demo s
& New support request a Application Use Exchange Web Services with full a... Yes @ Granted for NETsec Demo =+«
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2  Learn & support N
«

Accordingly, select Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box in the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph '...,L'

| Exchange Web Services kLl
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API permissions for Exchange Web Services (deprecated)
Please note, Microsoft has announced that on 1. October 2026 blocking Exchange Web
Services (EWS) requests from non-Microsoft apps to Exchange Online.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/t5/exchange-team-blog/retirement-of-exchange-web-services-in-
exchange-online/ba-p/3924440

Go to API permissions, then select Add a permission

Microsoft Entra admin center P search resources, services, and docs (G+/)

Home > App registrations > contactSync Enterprise App

ﬁ Home
- contactSync Enterprise App | APl permissions 2 - X
* Favorites v
@ Identity ~ B overview =
& Quickstart
@ overview @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
A Integration assistant permission, user, or app. This column may nat reflect the value in your organization, or in organizations whers this app will be used. Leam
R users 7 more
Manage
2 Groups N . J .
B Branding & properties Configured permissions
B Devices v 2 auh . Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
Authentication configured permissions should include all the permissions the application needs. Learn more zbout permissions and consent
& applications (oS Certificates & secrets
o ~/ Grant admin consent for NETsec Cema
Enterprise applications Il Token configuration
API / Permissions na... Type Description Admin consent req...  Status
= APl permissions
| App registrations
& Expose an API
Sa  Roles & admins ~
¥ L Approles
2 Leamn& support e & Owners

2. Roles and administrators To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

B Rdenifact

Select the APIs my organization uses tab on the Request API permissions dialog
and search for Office.

contactSync 8.5 Quick Start Guide

Microsoft En —— _
o Home » App registrations > contactS S
At Request APl permissions X
- contactSync Enterg
& Flvorites v Select an API
© MicrosoftAPls  APls my organizationuses My APls
D Identi ~ B overview q
v Apps in your directory that expose APIs are shown below
@ overview & Quickstart
. S Office 365
# Integration assistant
8 users v Name Application (client) ID
Manage
 Groups vz o Office 365 Enterprise Insights 9d0234 1-e72a-456d-026d-4a0ca590fbee
B3 Branding & properties
) 9 s prep Office 365 Exchange Online 00000002-0000-0ff1-¢e00-000000000000
E DR e 2 Authentication
Office 365 Informatian Protection 2f3f02¢9-5679-435¢-3605-0de55b07d 135
i) Applications ~ Certificates & secrets

m
Enterprise applications Il Token configuration
9 API permissions
| App registrations
@ Expose an API

& Roles & admins ~
fL Approles

& Learn & support s & Owners

il Roles and administrators

B ndonifact

Office 365 Management APIs
Office 365 Mover
Office 365 Search Service

Office 365 SharePoint Online

€5393580-1805-4401-95e8-94b7a6ef2fc2

d62121f3-e023-4972-b6b0-794190c0fd98

66a88757-258¢-4c72-803¢-3e8bed4d6809

00000003-0000-0ff1-¢e00-000000000000

Click on Office 365 Exchange Online in the result list to open it.




Select Application permissions

M sl el _
A Lo Home > App registrations > contact§ Request Apl perm|55|on5 )
= contactSync Enterg.
< All APIs
% Favorites v ) .
Fswn ] price 265 Bxchenge Cnine
‘|
https://outlock.office.com
4 i ~ [ -
S Identity 8 Overview What type of permissions does your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the APl as the signed-in user. Yaur application runs as a background service ar daemon without a
A Users ~ signed-in user.
Manage
2 Groups %
B2 sranding & properties
& Devices ~
D Authentication
f8  applications ~ Certificates & secrets
m
Enterprise applications Il Token configuration
9 AP permissions
I App registrations
& Expose an API
S. Roles & admins ~
M pp roles
2 Learn & support A & Owners

k. Roles and administrators

B ndonifact

Select
full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp
Manage Exchange As Application

M il e S (R _
2 Home > App registrations > contacts Request APl permissions %
ﬁ Home q p
- contactSync Enterp
CAll APIs -
* Favorites v ) .
¢ Office 365 Exchange Online
https://outleck.office.com
4 i ~ s
@ Identity B overview What type of permissions daes your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application nesds ta access the API as the signed-in user, Your application runs as a background service or daemon without a
R users ™ signez-in user.
Manage
2 Groups N
B2 Branding & preperties Select permissions expand all
& Devices v D auth -
Authentication O Start typing a permission to filter these results
@ Applications ~ Certificates & secrets Permission Admin consent required
m
Enterprise applications Il Token configuration \ Other permissions ()
I - APl permissions
App registrations ~
@ Expose an API 1””’3“:‘“’35’“1 < —— T Yas
S Roles & admins ) Use Exchange Web Services with full access to all mailboxes
App roles
. Calendars
B siling v & Owners ?
& Settings v 4. Roles and administrators > Contacts
& H Manifest
v
Protection  Exchange (1)
@ Support + Troubleshooting
Identity governance N -
Exchange.ManageAsApp (
& Troubleshooting 9 N geAsApp :') Ves
B txternal identities ) Manage Exchange As Application .
« & Newsupport request
£ Lean& support N
ipemiion:
«

Click Add permissions
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Click Grant admin consent for your tenant.

* Favorites
@ Identity
@  overview

8 users

% Groups

& Devices

i) Applications

Enterprise applications

I App registrations

S Roles & admins

@ Billing

@ Settings

E| Protection

{8 identity govemance

D:D External Identities

2 lean& support

P Search resources, services, and docs (G+/)

~
£ se
~ Overview
& Quickstart
# Integration assistant
v
Manage
v
B2 sranding & properties
v
D Authentication
& Certificates & secrets
1l Token configuration
9 AP permissions
& Expose an API
~
App roles
- & Owners
~ &b, Reles and administrators
M Manifest
~
Support + Troubleshooting
v
&P Troubleshooting
v -
= A New support request
~

- contactSync Enterprise App | APl permissions  »

Home > App registrations > contactSync Enterprise App

@ updating permissions X
Successfully saved permissions for contactsync

Enterprise App.

() Refresh 27 Got feedback?

A Vou are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs. Learmn more about permissions and consent

Add a permission | v Grant admin consent for NETsec Dema

API / Permissions na... Type Description Admin consent req...  Status

v Office 365

A Not granted for NETsec _ +++

anage? Application  Manage Exchange As Application Yes

A\ Not granted for NETsec | +++

Application  Use Exchange Web Services with full .. Yes

To view and manage consented permissions for individual apps, s well 2s your tenant's consent settings, try Enterprise app

Click Yes to confirm the consent.

rosoft Entra admin centel P Search resources, services, and docs (G+/)

* Favorites
@ Identity
@ overview

8 users

7 Groups

£ Devices

[i7) Applications

Enterprise applications

I App registrations

S Roles & admins

B siling

2% settings

E| Protection

2 lean& support

Support + Troubleshooting
A &2 Troubleshooting

& New support request

Home > App registrations > contactSync Enterprise App
- contactSync Enterprise App | APl permissions 2 - x
~
O se () Refresh 27 Got feedback?
o~ Overview . . .
Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissicns for all accounts in NETsec Demo? This will update any
. existing admin consent records this application already has to match what is listed below.
# Integration assistant
a4
.
Manage kam
N7 more
B eranding & properties.
a4
3D Authentication . .
Configured permissions
N
Certificates & secrets Applications are authorized to call ABIs when they are granted permissions by users/admins as part of the consent process. The list of
Il Token configuration configured permissions should include all the permissions the application needs. Learmn more about permissions and consent
- API permissions Add a permission  ~/ Grant admin consent for NETsec Demo
& Expose an API API / Permissions na... Type Description Admin consent req...  Status
~
App roles v Office 365 Exchange
~ & "
& Owners Exchange.Manage? Application  Manage Exchange As Application Yes &\ Not granted for NETsec ==+
~ &, Roles and administrators full_access_as, Application  Use Exchange Web Services with full .. Yes A\ Not granted for NETsec =+
M Manifest
~

To view and manage consented permissions for individual apps, as well 2s your tenant's consent settings, try Enterprise applications.




API permissions are assigned to the registered Application.

Micrasoft Entra admin cen e _

Home > App registrations > contactSync Enterprise App
f Home
- contactSync Enterprise App | APl permissions  # X
* Favorites v
y . A
S Identity o Overview @ Successully granted admin consent for the requested permissions.
@ GrETET & Quickstart
# Integration assistant
8 users g -
" @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
% Groups o anage permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
mare
B2 sranding & properties
& Devices v 5
D Authentication X L
Configured permissions
Applications ~ .
B s Certificates & secrets Applications are authorized to call ABIs when they are granted permissions by users/admins as part of the consent process. The list of
- configurad permissions should include all the permissions the application needs, Learn more about permissions and consent
Enterprise applications Il Token configuration
o & API permissions { Add a permission ~/ Grant admin consent for NETsec Dema
I App registrations
& Expose an API API / Permissions na... Type Description Admin consent req...  Status
& Roles & admins v .
& Approles . ..
Billin v i i
B 9 & Owners ExchangeManage! Application  Manage Exchange As Application Yes @ Granted for NETsec Demo. =+«
& settings v &, Roles and administrators ful application  Use Exchange Web Services with full . Ves © Granted for NETsec Demo =+
M Manifest
E| Protection v
¥ support + Troubleshooting
A Learn & support A & Troubleshooting
« & New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly, select Exchange Web Services at the Assigned API permissions group
box in the Exchange Online App Registration dialog.

Assigned AF| permissions

Microsoft Graph LL'

+| Exchange \Web Services '\.L'
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Exchange Administrator role for the registered Application

The Exchange Administrator role for Exchange Online is necessary because
contactSync communicates via the Exchange Online PowerShell with the Microsoft
365 tenant.

The application requires Exchange Administrator role in the Microsoft 365 tenant,
otherwise contactSync will not have access to the complete set of Exchange Online
PowerShell cmdlets which are needed to function properly.

Microsoft Entra admin center R Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

3
@
R
o
o
&

i [

L1

Identity

Qverview

Users

Groups

Devices

Applications
Enterprise applications
App registrations
Protection

Identity governance

External Identities

-

Show more

Home » App registrations » GALsync

- contactSync Enterp

|/'73 Search ‘ «

B overview

& Quickstart

# Integration assistant
Manage

B2 Branding & properties
3 Authentication

Certificates & secrets

g o 3 o 0 ¢

Identity

Overview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Il Token configuration
-2 API permissions

& Expose an AP|

Roles & admins

Roles & admins

Pp roles

A Owners

=]

Learn & support

-

Home >

Roles and administ

NETsec Demo - Azure AD for workforce

vy

i
&« All roles
& Protected actions
# Diagnose and sclve problems
Activity
I— Access reviews
E Auditlogs
% Bulk operation results
Troubleshooting + Support

I New support request

Expand Roles & admins. If you do not see Roles & admins in the Identity menu, click
Show more ... .

Go to Roles & admins in the expanded Roles & admins menu and search for
Exchange Administrator.

Microsoft Entra admin center P search resources, services, and docs (G+/)

&

Applications
Enterprise applications

App registrations

Home >
o

Roles and administrators | All roles

NETsec Demo - Azure AD for workforce

Roles & admins

Roles & admins

i, Allroles

& Protected

& & b o8 B

»

-]

Admin units

Delegated admin partners
Billing

Settings

Protection

Identity governance

External Identities

Learn & support

Acaess rev

@ auditlogs

Troubleshooting + Support

£ New support request

Diagnose and salve problems

% Bulk operation results

<

@ To create custom roles, your organization needs Azure AD Premium P1 or P2, Start a free trial. —

actions

iew!

Administrative roles
Administrative roles are used for granting access for privileged actions in Azure AD. We recommend using these built-in roles for delegating
access to manage broad application configuration permissions without granting access to manage other parts of Azure AD not related to

application configuration. Leam more,

. Y naf
+ Download assignments () Refresh

(i) Your Rele: Global Administrator

Learn more about Azure AD role-based access control

£ Exchange Administratar

x| Fp add filters

Role l

Ty Description

X

[&5] preview features

Type ™

|:| & Exchange Administrator

Can manage all aspects of the Exchange product. Built-in




Click on the Exchange administrator in the result list to open the Exchange
administrator role.

Microsoft Entra admin cei P Search resources, services, and docs (G+/)

i}

Applications

Enterprise applications

App registrations

Roles & admins

A

Roles & admins

Home > Roles and administrators | All roles > Exchange Administrator

B P & =

")

Admin units
Delegated admin partners
gilling

Settings

Protection

Identity governance

Learn & support

Exchange Administrator | Assignments X
All roles
Add assignments L Download assignments () Refresh [ Manage in PIM
K Diagnose and solve projle
5 A *
@ Vou can also assign built-in roles to groups now. Learn More [
Description Search
[ search by name |
Activity Type
3% Bulk operation results ‘ Al ™ |

Name UserName Type Scope
Troubleshooting + Support

[ svec_contactsyne Svc_contactSync@NETsecDemo.com  User Directory

Z  New support request
|:| Sve_GALsync

sve_galsync@NETsecDemo.com User Directory

Click Add assignments, then search for the newly registered application.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

&

|%

i 0 8 =

]

Applications

Enterprise applications
App registrations

Roles & admins

Roles & admins

Admin units

Delegated admin partners
gilling

Settings

Protection

Identity governance

Learn & support

~  Add assignments

Selected (1)

(@ Try changing or adding filters if you don't see what you're looking for.

Reset
Search (O
O contactsync X contactSync Enterprise App
2653598a-4b3e-4ad4-a501-21504bf2ba52
Al Users  Enterprise applications

Name Type Details

2653598a-4b3e-4ad4-a50f-2f504bf2bas2

contactSync Enterprise App Enterprise ap...

Select the newly registered application and click Add.

The application has been assigned the Exchange Administrator Role.

M

B P & =

-]

rosoft Entra admin ce

Applications

Enterprise applications

App registrations

Roles & admins

Roles & admins

Admin units

Delegated admin partners

gilling

Settings

Protection

Identity governance

Learn & support

A Search resources, services, and docs (G+/)

Home > Roles and administrators | All roles > Exchange Administrator
ss Exchange Administrator | Assignments %
All roles
¢ Add assignments L Download assignments () Refresh [ Manage in PIM
¥ Diagnose and solve problems
Manage x
i @ Vou can also assign built-in roles to groups now. Learn More O
& Assignments
[ Description search
[ search by name |
Activity Type
3% Bulk operation results ‘ Al ~ |
Name UserName Type scope
Treubleshooting + Support
- [ contactsync Enterprise App 2853398a-4b3e-4add-a50f-2504bf2b... ServicePrincipal Directory
2 New support request
|:| Sve_contactsync Sve_contactSync@NETsecDemo.com User Directory
[ svecaLsyne sve_galsync@NETsecDemo.com User Directory
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Overview of the registered Application in App registrations
Go to Identity in the Microsoft Entra admin center menu, expand Applications and
select App registrations.

Microsoft Entra admin ce A Search resources, services, and docs (G+/)

A Home
* Favorites 2
S Identity ~
@ overview
R Users AV
2 Groups v
2 Devices ~
f  Applications ~
Enterprise applications
| IAppregistratmns
& Roles & admins ~
Roles & admins
Admin units
2 Learn & support

Home >
App registrations  # %
New registration B Endpoints 2 Troubleshooting () Refresh L Download [ Preview features & Got feedback?

All applications ~ Owned applications Deleted applications

P Start typing a display name or application (client) ID to filter these ... F Add filters

1 applications found

Display name T Application (client) ID Created on Ty Certificates & secrets

H contactSync Enterprise App 2653598a-4b3e-4ad4-a59f-2f504bf2ba52 8/18/2023 @ cCurrent

Select the registered Application to see the overview.

Microsoft Entra admin ce A Search resources, services, and docs (G+/)

A Home

»*

Favorites

Identity
Overview
Users
Groups

Devices

g 4 o 2 ¢

Applications
Enterprise applications
I App registrations
& Roles & admins
Roles & admins

Admin units

)

Learn & support

«

Home > App registrations >

- contactSync Enterprise App & - %
P Search « [ Delete & Endpoints B Preview features

L. @rzuEs @ Got 2 second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). =

& Quickstart .
5 Integration assistant A Essentials
Manage Display name Client credentials
Tprise App 1 certificate, 0 secret
= Branding & properties Application iclient) 1D Redirect URIs
- 2653598a-4b3e-4ad4-a59f-2f504bf2bas2 Add a Redirect URI
2 Authentication
Object ID Application ID URI
Certificates & secrets f7f216c5-e36e-4962-878b-71da7c 114724 Add an Application ID UR|
il Token configuration Directory (tenant) ID Managed application in local directory
£9148e43-2027-4845-8¢11-8c056e5achac App

2>
API permissions Supported account types

My organization only

@ Expose an API

B Approles
GetStarted  Documentation
&s Owners —

il Roles and administrators

= Build your application with the Microsoft identity platform

B Manifest

The Microsoft identity platform is an authentication service, open-source libraries, and
application management tools. You can create modem, standards-based authentication
2 Troubleshooi = solutions, access and protect APIs, and add sign-in for your users and customers. Learn .

Support + Troubleshooting




Please check whether the values of the registered Application are corresponding with the
values in the Exchange Online App Registration dialog.

0] Exchange Online App Registration ®

i contactSync Enterprise App  #

C ing settings for the Ei ise Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Delete @D endpoints [ Preview features

Organization / Tenant @
0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). netsacdemotenant cnmicrosaft com
Agglication Display Name @
# Essentials contact Sync Enterprise App
Display name Client credentials Application 1D @
contactSync Enterprise App 1 certificate, 0 secret
E—— 265359824 Je-4ad4-a59- 25040 252
Apphcation (client) ID Redirect URIs
Certificate
2653598a-4b3e-4ad4-259f-2f504bf2bas2 Add 3 Redirect URI
Friedly Name NETsecDemafrom contactSync Server
ObjectID Application ID UR
N 2025081
£79216¢5-e36¢-4962-678b-71daTc 114724 Add an Application ID UR ofe s :
Subject CN=NETsecDemoF romContactSyncServer
Directory (tenant) ID Managed application in local directory |y bt TT19A99A5BA61F DIFT2E3CD9D51783D79DCB254F
e9148e43-2027-4845-8¢11-8c056e5achbac contactSyng Enterprise App Has Privatel T
Supported account types User NETSECDEMO'sve_contactSync
My organization only
Checse Certificate Create Certificate @
Get Started  Documentation Assigned AF1 permissions
| Microsoft Graph @
Build your application with the Microsoft identity| oo 5w ®

The Microsoft identity platform is an authentication service, open-source libraries, an
application management tools. You can create modern, standards-based authenticati|  Maximum 2h= @

! = Connection +| Set as primary account @
solutions, access and protect APIs, and add sign-in for your users and customers. Le:

Email Address @
svc_contactsync@netsecdemo com

Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.
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A Certificate is created and selected from Current User Personal Certificates store

ﬁ certmgr - [Certificates - Current User\Personal\Certificates] - O *
File Action View Help
s | nF B = HE

[ Certificates - Current User lssued To Issued By Expiration Date

vH P»._ersona_l . ?ﬂNI-_—I'secDemoFromContactSyncServer NETsecDemoFromContactSyncse..  8/18/2023
| Certificates

5[] Trusted Root Certification Au

» [ Enterprise Trust

and the corresponding certificate file is attached to the Entra ID application.
| + | certificate files

Home Share Wiew

« v <« NETsec GmbH & Co. KG » contactSync » certificate files w ] 2 Search certificate files
o~
v METsec GrmbH & Co. KG » Name Date modified Type
h contactSync [5] NETsecDemoFromContactSyncServer_2025-08-18  8/18/2023 2:33 AM Security Certificate
cache

certificate files

[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
netsecdemotenant onmicrosoft.com

Application Display Name @

contactSync Enterprise App

Application ID @
26535983-4b3e-4ad4-a5%-% 504bf 2ba52
Certificate

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719AS9A5BA61FDSF72E3CDID51783D73DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate | Create Certificate | @

| Assigned APl permissions |

| Microsoft Graph @

Exchange \Web Services (€3]
,(\Zd;(rlxn;‘gqon 25 ® | Set as primary account @
Email Address @

svc_contactsync@netsecdemo.com




The selection of the Assigned API permissions group box in the Exchange Online
App Registration dialog must be corresponding with the API permissions in the App
Registration.

Please check the settings of the API permissions for Microsoft Graph.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes,
which are located in Exchange Online, need these API permissions.

Microsoft Entra admin center AL Search resources, services, and docs (G+/) _
@ Identity A * .. > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions  # - b
R users ~

« O Refresh | A& Got feedback?
2 Groups e =
6 Oveniew @ Successfully granted admin consent for the requested permissions.
& Devices v & Quickstart
) fpmmies A # Integration assistant
K Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in arganizations where this app will be used. Learn
Manage —
I App registrations
= Branding & properties ) L
Configured permissions
& FRoles & admins ~
D Authentication - o
Applications are authorized to call APIs when they are granted permissions by users/admins 23 part of the consent process, The list of
8 Pprotection N3 Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissicns and consent
i
f2] identity Governance v Il Token configuration { Add a permission /" Grant admin consent for NETsec Demo
- AP permissions ;. o
- . API / Permissions na... Type Description Admin consent req...  Status
§E  Extemal Identities v / P P a
@
Expose an APl \v Microsoft Graph (3)
Shaw more s App roles
i Contacts Reac\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
A Owners MailReadWrite  Application Read and write mail in all mailboxes ~ Yes @ Granted for NETsec Demo »-s
&, Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo -
B Manilest \~ Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==+
& New support request
-
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Leana support N
«

Accordingly, the Microsoft Graph at the Assigned API permissions group box must
be selected in the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph LL'

Exchange \web Services '-._!,J

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

Please check the settings of the API permissions for Microsoft Graph and Exchange
Web Services, if Public Folder contacts from Exchange Online need to be
synchronized in the users’ mailboxes.

Policies synchronizing contacts from Public Folder, which are located in Exchange
Online, need additionally the permission for Exchange Web Services at the moment.

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

D Identity o~ *

®  oveniew

K users ~

2 Groups N

& Devices v

3  applications ~
Enterprise applications

I App registrations

& Roles & admins v

& Protection ~

(3] Identity Governance N

EE  External Identities ~
Show more

-
2 Leana support N

> contactSync Enterprise App | APl permissions > App registrations » contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App

- contactSync Enterprise App | APl permissions  # - X

« () Refresh A Got feedback?

I8 Overview @ Successfully granted admin consent for the requested permissions.

& Quickstart

#' Integration assistant

Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per #
g p G 9 P
permission, user, or app. This column may not reflect the value in your organization, or in arganizations whera this app will be used. Learn
more
Manage
5 Branding & properties . L.
Configured permissions
D Authentication _— -
Applications are authorized to call APIs when they are granted permissions by users/admins a3 part of the consent process, The list of

Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissicns and conzent
{li Token configuration | Add a permission +/ Grant admin consent for NETsec Demo
¥ API permissions APl / Permissions na... Type Description Admin consent req...  Status
@

Expase an A7 o Wisrossft Gragh (3)
Wi App roles Contacts ReadW Application Read and write contacts in all mailboxes Ves @ Granted for NETsec Deme «+
A Quiners Mail ReadWirize  Application  Read and write mail in all mailboxes  Ves @ Granted for NETsec Demo +-+
& Roles and administrztors MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo. -
[ Manifest v Office 365 Exc
suppert + Troubleshooting ExchangeMana: Application Manage Exchange As Application Yes @ Granted for NETsec Demo «««
& New support request full_access_as_a Application Use Exchange Web Services with full a.. Yes @ Granted for NETsec Demo «e
- PP q Pp! 9

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

Accordingly, the Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box must be selected in the Exchange Online App
Registration dialog at the moment.

| Microsoft Graph

| Exchange \Web Services '\.!.z'

Assigned APl permissions

@




[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @

'netsecdemotenarl .onmicrosoft.com

Application Display Name @
:contactSync Enterprise App '
Application ID @
|2653598a-4b3e-4add-a5% 250420252 |
| Certificate |

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719A99A5BA61FDIF72E3CDSD51783D79DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate . Create Certificate . @

| Assigned APl permissions |

|| Microsoft Graph @

Exchange Web Services @
l(\:d(;az'l‘n;g;won _' 2-3— @ \/| Set as primary account @
Email Address @

: svc_contactsync@netsecdemo.com

o Apply €3 Cancel

To complete the Exchange Online App Registration dialog, insert an Email Address
of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend to use a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.
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Test the Exchange Online PowerShell connection and the Exchange mailbox

El Environment Configuration - 0 X
General Exchange Scenario Exchange Online [ii
Exchange Online
Manage the settings for the Exchange Online tenant.

Please use the certificate-based authentication via App registrations in the Microsoft Entra D,
! Credentials |
(% Add @ & Add @_/Modify.@).xﬁeme.@
Usemame Max. Connection
Primary Mailbox Account
@codadSmc Erterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
Exchange Web Services URL https:/loutlook.office365.com/EWS/Exchange.asmx
. Organization Settings -
| Remote PowerShell Connection Test |
Please test the Remote PowerShell connection to Exchange Online

Test @] al

. Show log - -
| Exchange Mailbox Test |
Send a test email to the recipient:
Email address .
Send test email @
of Ok €3 Cancel = Aeply




Click the Test button for the Remote PowerShell Connection Test, to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

[#] Environment Configuration - [0 %

Exchange Online

Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

| Credentials |
Gad | @ &Gro @ | Fwmodity @ | Remove | @
Usemame Max. Connection
Primary Mailbox Account
@ contactSync Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchange Web Services URL hitps :/loutlook office 365.com/EWS/Exchange.asmx

Organization Settings

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

Test (1:. Warning | No remote PowerShell connections is available anymore
Connecbon test was successful for contactSyne Enterpnse App
.i--------------"\l. TEE[ fln!EhE'd.
{ Showlog i

If the connection test failed, click the Show log button for detailed information.
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A test email can also be sent to the desired recipient as an additional test to validate mail

flow. To do this, click the Send test email button for the Exchange Mailbox Test.

contactSync

Code: 0
Message: Run as swve_contactSync

Code: 12003
Message: Exchange Online scenario is configured.

Code: 12063
Message: Organization: netsecdemotenant.onmicrosoft.com

Code: 12064
Message: App Registration Display Mame: contactSync
Enterprise App

Code: 12065
Message: Exchange Web Services URL:
https:/foutlook. office365.com/EWS/Exchange.asmx

Code: 12066
Message: Email address: sve_contacsync@netsecdemo.com

Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful.

X

Exchange Mailbox Test

Send a test email to the recipient:

Email address administrator@netsecdemo.com

@

ge.asm

nline

of Ok €3 Cancel (=

Please note, that the e-mail address of the recipient for the test email will not be

saved.




Create and Run contactSync Policies

Synchronize Contacts from Exchange On-Premises into Mailboxes

contactSync allows you to synchronize mail-enabled objects directly from on-premises as
contacts into user mailboxes. It will connect to user mailboxes in your local Exchange
Environment, whether it is in Exchange on-premises or Exchange Online if in hybrid
mode.

Create new policy
Right click the desired environment and select Create Policy from the context menu or
click Create Policy to the right.

@] NETsec contactSync - M %

FILE ACTION  OPTIONE HELP

contactSync NETsec Demo Hybrid = I & |
@Environme
0 Environments |3 @ Environments | & Policies EEI Status 9 Help
[I'I—I Status Policy Name Description
r;_ﬂ Configuration
Ensure the desired environment has been selected from the dropdown.
Li;'] NETsec contactSync - NETsec Demo Hybrid - New Policy x

Environment Configuration

[ Environment Configuration

Environment Configuration
B Synchronization mode
B Access to Mailboxes Please choose the Environment Configuration for the new palicy
B Mailboxes

METsec Demo Hybrid -
B Unknown Source 7
M Contact Folder Hybrid Exchange environment and the contactSync Server is

member of the on-premises Active Directory.
B Motification emails

B Scheduler servics
B General

B Summary

Cancel
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Synchronization mode

Select Synchronize directory information (GAL) from on-premises into users’
mailboxes in an Exchange environment.

Click Next.

METsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from on-premises Exchange

B Environment Configuration
O Synchronization mode

B Access to Mailboxes

B Mailboxes

B Directory

B Contact Folder

B Notification emails

B Scheduler servics

B General

B Summary

Synchronization mode
1. What do you want to do?

. Synchronize directory information (GAL) from on-premises
= into users” mailboxes in the Exchange environment.

Synchronize directary information (GAL) from Exchange Online
into users” mailboxes in the Exchange environment.

Synchronize public folder contacts into users” mailboxes
in an Exchange environment.

Synchronize shared mailbox contacts into users” mailboxes
in an Exchange environment.

< Back

Mext =

® e

=

Cancel




Access to Mailboxes for on-premises Exchange

contactSync requires access to user mailboxes in order to write to their contacts folder.
The Exchange Application Impersonation can be configured for such access, which
allows up to 5 concurrent connections to user mailboxes.

By default, contactSync will use the account which has been configured in the
Environment configuration.

These two roles can be split between two separate accounts by entering the credentials
of a dedicated mailbox user that has the Application Impersonation role.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Environment Configuration i ~
Access to Mailboxes
B Synchronization mode

a  to Mailboxes Account for access of on-premises Exchange mailboxes

B Mailboxes 5 muntofo.nncurrent mailboxes getting the contacts (4]
e.9. 5 mailboxes concurrently
B Directory ) ) ) -
® Credentials of the on-premises service account (€4
B Contact Folder )
Credentials of a dedicated mailbox user (€ 4]
B Motification emails

7
B Scheduler servics U
(3

B General i
i
B Summary —

< Back Cancel

Please take a look at the chapter:

How to configure Exchange Application Impersonation
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Access to Mailboxes for Exchange Online

By default, contactSync uses the Environment Configuration to access mailboxes.
Application Impersonation, required for Exchange on-premises, will not be necessary
when the certificate authentication via App Registration for Exchange Online is configured
in the Environment Configuration.

Please take a look at the chapter
Exchange Online certificate-based authentication via App Registration

Li;-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Environment Configuration Account for access of Exchange Online mailboxes G

B Synchronization mode
o < to Mailboxes 53| count ch.oncurrent mailboxes getting the contacts €8]
e.0. b mailboxes concurrently

B Mailboxes ~
® ) |Jze the Environment Configuration settings LE S
B Directory §
Credentials of a dedicated mailbox user (64

B Contact Folder

B MNetification emails

B Scheduler servics

B General
B Summary
osoft Azure public cloud - || |https:/Aogin microsoftonline com
hitps//outlook office 365.com/EW S /Exchange .asmx
v
< Back Cancel
Click Next



Select the Mailboxes from On-Premises Exchange

You can select Mailboxes located in an on-premises Exchange Server, which will receive
contacts. It could be an on-premises Exchange environment or a part of a hybrid
Exchange environment.

In the Mailboxes window, you are prompted to select the mailboxes which will receive
the contacts. There are two ways to do make your selection.

L-:*] MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Environment Configuration

Mailboxes (i)
B Synchronization mode
. ) Search and choose either Exchange Online or on-premises mailbox users which will receive
B Access to Mailboxes mail-enabled objects as contacts.
[ Mailboxes
f!.i.' Choose ﬁ Search ﬁ \rl, x Remaove
B Directory
B Contact Folder Display Name Primary SMTP Address Recipient Type Group Option
B Notification emails
B Scheduler service
E General
B Summary
< >
<Back [ Nets S

1. Click Choose to select mailboxes by OU where they reside in Active Directory.

2. Click Search to open a search dialogue window from which you can search for the
desired Active Directory objects. When searching Active Directory, mailboxes can be
selected individually, by group membership, by container, or by OU. If you have a
hybrid Exchange environment, an additional option is available to search for
Exchange Online objects.

o] NETsec contactSync - m X e} NETsec contactSync -n

| = Search Active Directory. ‘Search Exchange Online

jPolicy from on-premi: E‘ Youcan by inserting an expression. Uncheck il objecttypes which wantto have as  result. The scope of th e complete S

forestyour exchange crganization belongs to. The result list contains all objects found. Select certar cts to be gathered for users and press =

poly: >

ol employees &

Malboes @ AUser JJou ! DynamicDistributionGraup et %

Search and choose either Ghohange{ | COntEner | Group madmum Results +

mal-enabled objects 35 cfiacts Ee N

- 0 = domain LDAPJINETsacDemo Loca 0

= ( SiChoose §| @ Search P X

p Ao v ow log [S)

Display Name | Frimary S =

s e Display Name Primary Srio Address Recpiert Type DitingushedName S
Cantractars DynamicDistributionGroup o
Support *All Employess MsExchDynamicDi CN=All Employess OU=Reso. 0
(&)

<
7] >

Selectall of Boply € Cancel .,('Q

o Sonly & Cancel < (&)
=

Eack Hext > Cancel c

o
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When the Search Exchange Online Radio Button has been selected, you can search for
objects by Recipient Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

When OUs are selected, a prompt to select the OU depth is presented. If any groups are
contained in the OU, contactSync will prompt the user to include mailboxes by group
membership.

If multiple OUs have been selected, the checkbox at the bottom left will apply the
settings to all selected OUs.

Click OK, then Apply.

L-'l}',l contactSync

Q) Employees

[_';-‘l OU Opbon | Exportable RecipientTypeletails
Select omganzatenal unik

An active directory tree with all organizational Only this OU
mailbox users included in a selected OU (and
contacts to their mailbox. Note: You don't need

e

Only Sub-0OUs

e

=2 .EZ_. METsecDemo.Local

&5 DC=NETsecDemo €

e

@

.EZ_. CompanyGroups Include group memberships

Lo
2y Computers Include nested
B[] &) Contacts groups + memberships

o -
2y Domain Controll

@

0 [#] 5y Employess
.'_::_, Accounting
5 Contractors
.'_::_, Customer Support
i Engineering
.'_::_, Executives
i) Help Desk
S HR
.E_. ::ternational Users Setting forall OUs @ # Ok

v Apply 9 Cancel

Verify the selected OUs are displayed.

Click Next.



m MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Envirenment Configuration ] )
Mailboxes (i)
B Synchronization mode

Search and choose either Exchange Onling or on-premises mailbox users which will receive

B Access to Mailboxes mail-enabled objects as contacts.
[ Mailboxes
. g Choose | | fg) Search ||| §8 Remove
B Directory
B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option
ADOU
B Metification emails L ;
Employees OrganizationalUnt  OU + SubOU
B Scheduler servics
B General
B Summary
£ >
< Back Cancel
Click Next.

Instead of selecting OUs in Active Directory as described above, in the following example,
the All Employees Dynamic Distribution Group has been selected from the Active
Directory search.

Click Search to search for objects through an LDAP query. They can be selected
individually, by group membership, by container, or OU

[9'] NETsec contactSync - N
]
| © Search Active Directory Search Exchange Online |
=7 " ~ You can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result. The scope of the query is the
/\g New contactSync Policy from on-premises complete farest your exchange organization belongs to. The resultlist contains all objects found. Select certain or all objects to be gathered for resolve
mailbox users and press apply.
aiergoees
B e Mailboes @ ] User ou ] DynamicDistributionGroe
B Synchronization mode " | Container | Group maximum Results
Search and choose either Bkchange Of 500}
B Access to Mailboxes mail-enabled objects as cgntacts.
Message: Search for objects in the domain LDAP./NETsecDemo. Local -~
[ Mailboxes
G Choose g Search Active Directory sesrch is finished v Shaw leg
B Directory
Display Name Primary Smtp Address Recipient Type Distinguishe
B Contact Folder Teisyime | s R e P P g

DynamicDistributionGroup
B Mofification emails

All Employees AllEmployees @netsecdemo com MsExchDynamicDistnbu... CN=All Empl

B Scheduler service
B General

B Summary

< >

Selectall of boly @ Cancel

< Back Next = Cancel
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All members with a mailbox in the selected group will receive the contacts, an option is
also available to include nested groups.

Click Apply.

A new window opens with Only Membership preselected and the option to include
nested groups.

El contactSync

m All Employees

Group Option | Exportable RecipientTypeDetails
E3)

Search Active Directory Search Exchange Online

You can search an object by inserting an expression. Uncheck all object types whi
complete farest your exchange organization belongs to. The result list contains all g

mailbox users and press apply. ® Only Membership '\_!J
all employees

— Includ ted 1
| User Eagall] + | DynamicDistribu nelude nested groups @
| Container | Group
Message: Search for objects in the domain LDAP.//NETsecDemo.Loca

Acoive Dwectory search is finished.

Display Mame Primary Smtp Address
DynamicDistributionGroup

All Employees AllEmployees@netsecc

Setting for all groups I\_y ka

Select all ¢ Apply B Cancel

Click OK
Then click Apply

For continued instructions, please see
Select mail-enabled objects on the Directory tab from On-Premises



Select the Mailboxes from Exchange Online

You can select Mailboxes located in Exchange Online which will receive the contacts. This
is possible for an Exchange Online environment or a part of any hybrid Exchange
environment.

When searching for Exchange Online objects, you can search for objects by Recipient
Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

@ NETsec contactSync -0
]
| Search Active Directory Search Exchange Oriine |
P 4 - | You can searchan object by insegfgf 2n expression. Uncheck all bisct types which you do notwant o have 35 a result The seops of the query is the
L_a/ New contactSync Policy from on-premises Exchang - compictc forest your cxchangsdfganization belongs to. The resullist cantains al sbieeis found. Seleet certain or ol objects to be gathered for resalve
il bor users and press spely
£ Search
B Environment Corfiguration = - m . o
B Synchronization mode = sillniversaiDi roup (=] DynamicDistributionGraup masximum Results
) Sesrch and choose sither Exchangs Online or o 500/
B Access toMilbaxes mal-enabled cbjects a5 contacts.
-6630d56714 1c disconnected. ~
[ Mailboxes =
G Choose | @ Search om: <ps. RemotePowershelDisconnected=b_D v| L. Showlog i
B Directory
B Contact Falder Display Name | Primary SMTP Address, Display Name Primary Smtp Address Recipiert Type DistinguishedName
. DynamicDistributionGroup
Buil:atnnat All Employees AllEmployees@netsecDema.com DynamicDistributionGroup CN=All Employees
B Scheduler service
B Generdl
B Summary
< >
Selectall «f Lpply €3 Cancel
<
< Back Mext > Cancel

In the example above, the All Employees Dynamic Distribution Group has been
selected. You can expand your search by inserting a wild card character (*).

Click Apply.
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All members with a mailbox in the selected group will receive the contacts, an option is
also available to include nested groups.

[ METsec contactSync x

m All Employees

Group Oplion | Exportable RecipientTypeDetails

® Only Membership .\y

Include nested groups .\y

o Ok ¥ cancel

Click OK
Verify the selected group(s) are displayed.

Click Next.



Select mail-enabled objects on the Directory tab from On-Premises

[_ﬂ MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Envirenment Configuration
Directory i
B Synchronization mode —
Choose the mail-enabled objects, which should synchronize into the users” mailboxes as

B Access to Mailboxes conitcs)
B Mailboxes -
@ Choose ﬁ Search ﬁ Properties @ Settings ﬁ \l} x Remove
O Directory
B Contact Folder Name Display Mame Mail Logo... = Option Exp

B MNetification emails
B Scheduler servics
B General

B Summary

< Back

Cancel

In the Directory window, it will be necessary to select mail-enabled objects to be
synchronized as contacts into user mailboxes. This can be done 2 ways.

1. Click Choose to select OUs which contain the objects you would like to
synchronize as contacts into user mailboxes.

2. (Preferred method) Click Search to search Active Directory for groups which
contain the members you would like to be synchronized into user mailboxes.

) NETsec contactSync - 0 x 6] Search for on-premises objects - 0 x
Select omanizatonal unit Search Active Diectory
L £ i . whichy
nativ directory e it llcgarizatonl it of every demsi nthe forestandis ted &l | ONCY 11OM ON-PIEMISES EXCRANGE]ggfro conscarchan dbiectby nsering an cnpression Uncheck o obyeetypes ch yeudonot
"‘ﬂ"' U'JJEPDJ‘;'"@'W? na Siﬁﬁﬂ Egﬂ‘ﬁ"‘j 1‘ d”gs‘fd QUs) will be recognized for expert at organization belongs to. The result listcontains all objects found. Select certain or all objects to
runtime. tote: You dont nesd to ick the nes! s be gathered for export and press apply
=
O £/ NETsecDemo.Local - pp——
05 DC=NETsecDemo Directory (i)
+++[] %) CompanyGroups User @ contact @ 14 Group ¢3)
S0 Comouts Choasethe mail-enabled objects Ahich should syt
Sy omputers contacts. Container @ ou @  [#]Dynamic Distribution Growp (D)
&[] %5 Contscts
[ 5j Domain Contrc\\e;__—________—_——————'- A Search ) Froperties| PublicFolder (@)
281 1 Employees) . ) )
P01 socoumting ey Display Hame . NamaD __| Display Name Mai Logo... | Distinuishedh
- +[1) Contractors yr:an:\c ‘\stn ution :uuf ‘ o oo
: G Customer Support | Al Al =All Employs
&) Engineering
5] Executives
] Help Desk < 5
G HR
] International Users Select all
ST - of Apply &3 Cancel
o Spply € Cancel < >
< Back Next = Cancel
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Selection by OU

When OUs are selected, a prompt to select the OU depth is presented. If any groups are
contained in the OU, an option is available to include group membership, which will be
displayed in the group contact properties.

L-El contactSync

Q) Employees

[

0OU Opbon | Exportable RecipientTypeletails Add value for export

Select organzanonal unk

An active directory tree with all organizational )
mail objects included in 2 selectsd OU (2nd all Only this OU
runtime. Mote: You don't need to tick the neste

@

Only Sub-0OUs

@

= .'_::_, MNETsecDemo.Local
&5y DC=METsecDemo
] % CompanyGroups Include group memberships
.EZ_. Computers

- .'_::_, Caontacts

£y Domain Controllers

C

C

Include nested
groups + memberships

C

s .'_::_, Employees
- [] %5 Accounting
.'_::_, Cantractors
i) Customer Support
.'_::_, Engineering
i) Executives
5 Help Desk
Ty HR
5 International Users Setting for all Ols Q@ « ok
o5 IT

¢ Apply @' Cancel

If multiple OUs have been selected, the checkbox at the bottom left will apply the
settings to all selected OUs.

Click OK, then Apply.

Selection by Group and Membership

The preferred method for selecting contacts to be synchronized into user mailboxes is to
search for a group which resides in Active Directory which contains all the desired mail-
enabled object as group members.

The All Employees dynamic distribution group has been selected from the search query.



Lq'\] L-Il-‘.l Search for on-premises objects - 0 X

Search Active Diectory

New conlaclSync PO'ICY from on-premise: "f'ou can search an object by inserting an expression. Uncheck all object types which you donot
want to have as a result. The scope of the query is the complete forest your exchange
organization belongs to. The result list contains zll objects found. Select certain or all objects to
be gathered for export and press apply.

B Environment Configuration h ) all employees| (/o Search
Directory (1) . . .
B Synchronization mode User (¢ 5] Contact & | Group [ ¥
X Choose the mail-enabled objfcis ) )
B Access to Mailbaxes contacts. Container (¢ 5] ou (@ ¥/ Dynamic Distribution Growp (L)
B Mailbex: .
e & Choose (| Jg Search PublicFolder (D)
O Directory
. Name Display Name Mail Logo... | DistinguishedM
B Contact Folder Name Disp

Dynarnic Distribution Group
B Notification emails

+|  All Employees All Employees AllEmployess @net.. CHN=All Employ:
B Schedulersenvice
B General
B Summary < %

Select all
J Apply '8' Cancel
£ >
< Back Mext = Cancel
Click Apply

You will receive a prompt to select how the group will be synchronized into user
mailboxes. The selection includes only the group, only membership, or the Group and
Membership. The option is also available to include nested groups.

m L-ﬂ contactSync
Search Active Dveciony m Al Employees
*You can search an object by inserting an expression. Uncheck all object types - et
want to have as a result. The scope of the query is the complete forest your exc| Group Option | Exportable RecipientTypeDetails Add value for export
arganization belongs to. The resultlist contains all objects found. Select certain
be gathered for export and press apply.
all employees Only group LL'
User ] Contact @ [vIGroup  Onlv Membershi :
Vv p @
i &) \ | Dy ic Distri
Container &5, ou (€9 Dynamic Distribuw Group + Membership @
Public Folder 8]
=~ Include nested groups @
MName Display Name Mail Logo..
Dynamic Distribution Greup
| All Employees All Employees AllEmployees @net..
L4
Select all
ﬂf Apply
Setting for all groups () o Ok

Ensure the selected group is displayed in the Directory window
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El MNETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from on-premises Exchange

|
B Environment Configuration | h Ay
Directory i
B Synchronization mode —
. Choose the mail-enabled objects, which should synchronize into the users” mailboxes as
B Access to Mailboxes contacts.
B Mailboxes
e | 5w o] @3]
O Directory |
B Contact Folder | | Name | Display Name | Mail | Loga... | Option | Exp
B Notification emails Dynarmic Distribution Group
All Employees All Employees AllEmployess@net.. Only Me... 1161
B Scheduler servics
B General
B Summary
< >

Then click Next



Select the Mailbox Contact Folder
Click Choose to select the contacts folder where the contacts will be synchronized to.

contactSync, can be configured to import contacts directly into the top-level Contacts
folder. We recommend a new folder is created, which keeps the contactSync created
contacts separate from the user-created contacts.

[ NETsec contactSync b4
Flease select a folder for contact synchronization. \y
E\] ‘wle recommend to create a new folder for the contact synchronization.

All folders displayed by this contrel can be selected.

Adding and deleting folders inside this dialog will not result

_ E in physically removing or adding this folder inside a mailbox.
New contactSync Policy from on-premises

Selected Path: Mailbox'Contacts\MNewF older \y

= @ Contacts
B & All Employees

B Environment Configuration

Mailbox Contact Folder
B Synchronization mode A

B Access to Mailboxes '\L’
B Mailboxes ﬁ Froperties 6]
B Directory
O Contact Folder Allow synchronization into the well-known contactfolder of the mailboxes @
B Notification emails el Do nottpuch untagged contacts, these contacts will not be synchronized @
B Scheduler servics Nothing selected Synchrgnize untagged contacts with contactSync LE)
B General ® Synchrgnize an additional contact for each untagged contact \y
B Summary

Delete Bl unmatched mailbox contacts during the next execution \y

| Create folder Ni)| 3¢ Remove folder| (1) of Ok ¥ Cancel

< Back Mext > Cancel _I

Select the top-level Contacts folder, then click Create folder to create a subfolder
where the contacts will be synchronized, then give the new folder a name.

Click OK, then click Next.
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Status notification email

An optional status notification email can be sent to the specified recipient(s) each time
the policy runs, which provides a brief summary of activity. However, if your preference
is to receive one only when an error has been logged, check the Send only on error
checkbox. Click the Test button to send a test email. Then verify it has been received.

Click Next.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from on-premises Exchange

B Environment Configuration

Status notification emails

B Synchronization mode
B Access to Mailboxes 7| Send Summary @
B Mailboxes

) Subject contactSync Summary - Contacts for All Employees € 4]
B Directory
® Contact Folder Send to administrator@netsecdemo .com € 4]
[ MNotification emails Test LES)] +| Send only on error 8

B Scheduler servics
B General

B Summary

< Back Cancel




Schedule policy run

contactSync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

Liﬂ NETsec contactSync - Company Demo - New Policy x

New contactSync Policy for on-premises Exchange

B Environment Configuration Scheduler service

B Synchronization mode ® Noscheduleservice  (3) Weekly (1) Menthly (1)
B Access to Mailboxes

B Mailboxes

B Directory

B Contact Folder

B Metification emails
O Scheduler service
B General

B Summary

Mext =

Cancel

The Weekly schedule allows you to select which days of the week the policy runs, along
with start time and frequency.

Scheduler service

Noscheduleservice (1) ®Weekly (1) Monthly (1)

Monday Tuesday wednesday
Thursday Friday Saturday

Sunday

every day

start time o h of| min once a day - (i
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o]
(o)

The Monthly schedule allows you to select which days of the month the policy runs,
along with start time and frequency.

Scheduler service
Noscheduleservice (1) Weekly (1) ® Monthly (1)
1. 2. Ef 4. i 6. 7. 29.
8 9. 10. 11. 12. 13. 14. 30.
15. 16. 17. 18. 19. 20. 21. 3.
22 23. 24. 25. 26. 27. 28.
start time = pf2| min once a day - @

Policy name and description
Enter a policy name and optional description, then click Next.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from on-premises Exchange

B Environment Configuration

General

B Synchronization mode ) :
Policy Name (&4

B Access to Mailbox
s toHabokes Contacts for All Employees
e Description €8]

B Directory Synchronizes the members of the All Employees Dynamic Distibution Group into each group
member's mailbox contained therein.
B Contact Folder

B Metification emails

B Scheduler service

O General

B Summary Environment Configuration a
METsec Demo Hybrid -

< Back Cancel




To ensure your settings have been properly configured contactSync will check your policy
settings and notify you of any detected errors.

Click Finish.

[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

B Envirenment Configuration

Summary
B Synchronization mode
B Access to Mailboxes & Error Ok @No’c Used
B Mailboxes '@ Falicy name Caontacts for All Employees
) '@ Synchronization mode Synchronize GAL to on-premises mailboxes.
B Directory (2 Directory Objects selscted
B Contact Folder '@ Mailboxes 1 entry found
o . '@ Contact Folder Mailbox\Contacts'\All Employees
B Notification emails '@ Netification Logen to mailbox
B Scheduler service '@ Natification Send test mail to recipient

'@ Scheduler service
B General

O Summary

Execute Policy and Check Log File

The new policy is accessible by selecting it from either link shown below. Select the policy
node.

L‘?‘] MNETsec contactSync

- 0O X
FILE ACTION  COPTIONS HELP
L NETsec Demo Hybrid : I &3 |
28 & NETsec Demo Hybrid
=] Cntac’tsrl m lovees [@] Environment @Create Environment & Create Policy
@ Settings [j Exchange @ Ervironments |&& Policies EI—J Status @ Help
Policy Name Description
METsec Demo Hybrid contactSync Policies
Contacts for All Employees Synchronizes the members of the &l Employess Dynamic Distribution Groupint..
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Click the Run button.

@] NETsec contactSync - M %

FILE ACTION  OPTIONS HELP

(=3 [g contactSync
B 3 NETsec Demo Hybrid
* Contacts for All Employees|

&  Contacts for All Employees
Environment C‘-xﬁDeIete @Clone @Test gCUUnt
g General ﬁ Synchronization mode &8 Access to Mailbaxes

General
Policy Name @
Contacts for All Employees

The status and a detailed summary are displayed upon completion.

All operations have been summarized below. Further details can be obtained from the log
file.

[ METsec contactSync - 0 X

&  (Contacts for All Employees F‘ € I d I

ngnter DHun El—] Status GCIose

Status

“Dperationﬁnished

Policy runtime 0:11:23
Summary

Analyzed objects; 0
Mailboxes: 52
Exported objects:
Last message: Import into mailboxes done: Mailboxes to be imported into: 52 | Mailboxes successfully imported into: 92 | Mailboxes failed to be imported into: 0| Contacts...
Diata file objects read: 91
Contacts to be synchronized with each mailbox: 51
Mailboxes to be imported into: 52
Processed mailboxes: 52
Import failed for mailboxes: 0
Count of inner warnings occured during import: 0
Count of inner errors occured during import;

Details

Built tasks: 187

Found children: 186

Contacts to be created: 8230
Contacts matched: 82
Contacts uptodate: 0

Contacts to be modified: 82
Contacts to be deleted: 9
Contacts created: 8250
Contacts modified: 82
Contacts deleted: 3

Contacts failed to be created: 0
Contacts failed to be medified: 0
Contacts failed to be deleted: 0

ProcessData | Added mailbox Ed Scheiblich with DistinguishedMame: CN=Ed Scheiblich,0U=Sales, OU=Employees, DC=NETsecDemo,DC=Local
Informaation | Search for mailboxes on-premises has finished. Only count: False
Stop showing PowerShell log entries.

% NETSECDEMO\svc_contacksyne & x64 & contactSync sRunning % netsecde ontactsync




Results of synchronization shown below.

E S Z/ = £ search

File Home Send/Receive VWiew Help

A= New Contact ~ ]E[ Delete E\l;l Move E‘R Share Contacts ~ EE Categorize ~ |:t| Follow Up ~ |-E| Private | Search People | @
4
v My Contacts a " wn e
123 n an e
Contacte Q Andy ""Jazzer™" LANFEAR Andy ""Jazzer""" LANFEAR
a AndylazzerlANFEAR@netsecdemo. c... Senior Accountant
All Employees b
Accounting
¢ Alana Tong+Xu
4 AlanaTongXu@netsecdemo.cam =
c Alberto ZELKIND Contact >
f AlbZELKIND@ netsecdemo.com
g Free for next 8 hours
h Alexander TRAN Andylazzerl ANFEAR@netsecdemo.com
) AlevanderTRAN@ netsecdemo.com 8208255
i
: 1112223333
! Alfred Newman
k AEMewman@netsecdemo.com Motes

! Switzerland 4050 Green Bay

Amanda QUARTARARO
m Show more
AmandaQUARTARARO @netsecdem...
n
° Andrew GINKEL Organization >
p AndrewGinkel@netsecdema.com
We didn't find an organizaticnal chart.
q
. April Brendan Show organization
AprBrendan@netsecdemo.com
s
. Membershi
t April GAVIN p 2
u AprilGAVIN@netsecdemo.com 3 memberships
v Show mare

. Aron Yogalingam
AronYogalingam@netsecdemo.com

¥ Beau MULRY

z BeauMULRY@netsecdemo.com
Ben CALCAGINO
BenCALCAGINO @netsecdemo.com
Bob KUNDLA
BobKUMNDLA@netsecdemo.com

M @ 2 O e
B 2t U 2 g Brandon BECKEM v

Items: 91 All

The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause.
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L-';-‘] NETsec contactSync - M %
FILE ACTION  OPTIONS HELP

DE;:] contactSync & ntacts for All Employees [=] I & I
B33 NETsec Demo Hybrid

""" 4 Contacts for All Employees

@Environmens & Create Policy
] [__ﬂ Exchange @ Environments & Policies ﬁﬂ Status g Help
&g |Contacts far A &  Hide: () Completed /1 Canceled &9Emors  (4) Reload

=]

Policy Name Start Time QOperati... = Emors Analy... | Added Medffi... = Up4o-.. Deleted
contactSync
'@' Contacts for AL 3282024 1:29.2. Completed 0 186 8290 a2 0 3

QA BAAF  Camelotad 10F
.\ Open log file

; Export log file

E @ Contacts for AL.

; Export all log files

Searching for the string error yields 282 log entries containing this string.
Right-click any line which contains an error, then select open details.
Details of the error can be found in both the Message and Exmessage marked below.

The error indicates binding to the configured contact folder failed. Upon further review of
the configuration, the dedicated users to write to this folder are lacking the Application
Impersonation Role. After assigning the correction permissions, the policy run was
successful

- 0O x
L}JJ log20240329081450_970x06058.txt - NETsec LogViewer
Timestamp Policy - 0O X

20240328.081451_138 | ContectsfordliEmployees el log20240329081450_970x06058.txt - NETsec LogViewer Details

20240329 081451188 | ContectsforAllEmplayeesml || /o - otororaiEmployees smi
20240329, 081451190 CantectsforAlEmployeesxmiff  pyn

20240329 081451_190 | ContactsforliEmployeesfl | Error

20240329 _061451_243 [ ContactsforallEmployeeghml ]| code

20240329 081451 243 ContactsforallEmployfesxml || 53006 es, TransferHiddenObjectsEXO, Hy
20240329 081451_245 | ContactsforAllEmpldyeesam || Task

20240329 081451_245 | ContactsforAllEngfloyeesml || 2612

20240329 _081451_245 | ContactsforAlfmployeesxml |  Thread

20240329 081451 246 | Contactsfor/l|Employeesxml || 62

20240320 081451_248 | ContactsfrallEmployees xmi || - Source

20240320 081451 247 contactSynclibrary.ContactFolderFunctions.EnsureContactFolderExistance
20240220 081451_247 Message

20240595 051451 247 2. Binding to folder failed. You may want to check, if the credentials given for ews-service ('netsecdemolbblazer) have not the permission to
0940923 C1AsT 2T access to TodCURZ@netsecdemo.com's mailbox and (contact) folders.

20240329 081451_296
20240320 081451448
20240320 061441 248

20240329, 451_249
20040270 B A51 a0

282 results found ExchangeWehServicesBase

40329 081506_345

ployeesxml

Resolving Exchange Web Services URL via Autodiscover with mail address ‘TodCURZ @netsecdemo.com' for the on-premises Exchange Server
failed. Please check that the mailbox of ‘netsecdematbblazer is located on the on-premises Exchange Server and the permissians and
credentials for ‘netsecdematbblazer’ are cerrect. Otherwise configure the manual setting for the Exchange Web Services URL of the on-
premises Exchange Server. (Exessage: The Autodiscover service couldn't be located.)

The Autediscover service couldn't be located.

Exsource 2

2. Binding to folder failed. You may want to check, if the credentials given for ewgigl

N R 3 JontactFolderExistance()|
Show line in main view

20240329 081506_346 | ContactsforAllEmployees.xml | Error | 44048 |2 [ToSingleMailbox() EnsureFirstTargetFolderExists failed for Tedd CURZ (SMTPTodCURZ @netsecdem
20240329_081506_347 | ContactsforAllEmployees.xml | Error| 44052 | 2612 Cpelcctay | [TosSingleMailbox) Processing destination user failed Todd CURZ (SMTP:TodCURZ @netsecdemo.car
20240329_081507_772 | CantactsforllEmplayees.xml | Error| 53006 2614 |52 contactgy © Add te Search antactFolderExistance() | 2. Binding to folder failed. You may want to check, if the credentials given for ew
AN NN AN ARAEAT 77 oman 2e ATt o -t | Foeol danan | acaalEn P .| M Save results to file P PRI P oe e Pl i o s caF o1 2o imie £oi1od fo Flommm o= COTIMELI T b AT L et T i T

ProgramData\NETs




Synchronize Contacts from Exchange Online into Mailboxes

contactSync allows you to synchronize mail-enabled objects directly from Exchange
Online as contacts into user mailboxes. It will connect to user mailboxes in your local
Exchange Environment, whether it is in Exchange on-premises, Exchange Online or part
of a hybrid Exchange environment.

Create new policy
Select the desired environment node, then click Create Policy.

FILE ACTION  OPTIONS HELP

& METsec contactSync - [ X%

contactSync NETsec Demo Hybrid = I =
@Envamnme
@ Environments Lr\@ @ Environments | & Policies ﬁﬂ Status 9 Help
[I-I—I Status Palicy Name Description
Rﬂ Configuration
Ensure the desired environment has been selected from the dropdown.
[EI NETsec contactSync - NETsec Demo Hybrid - New Policy x

Environment Configuration

[ Environment Configuration

Emvaironment Configuration
B Synchronization mode
B Access to Mailboxes Flease choose the Environment Configuration for the new policy
B Mailboxes ; S
METsec Demo Hybrid -
B Unknown Source :

B Contact Folder Hybrid Exchange environment and the contactSync Server is

member of the on-premises Active Directory.
B Metification emails
B Scheduler servics
B General

B Summary

Cancel
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Synchronization mode

Select Synchronize directory information (GAL) from Exchange Online into users’

mailboxes in the Exchange Environment.

Click Next.

l_-&‘-.l METsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from Exchange Online

B Environment Configuration

Synchronization mode
O Synchronization mode - —
1. What do you want to do?
B Access to Mailboxes yod
) Synchronize directory information (GAL) from on-premises (1
B Mailboxes ~ into users” mailboxes in the Exchange environment. pe
B Directory - ) ) )
- Synchronize directary information (GAL) from Exchange Online (T
[ Contact Folder =~ into users " mailboxes in the Exchange environment. 2
B Notification emails Synchronize public folder contacts into users” mailboxes &
B Scheduler service ~ in an Exchange environment. 2
E General Synchronize shared mailbox contacts into users ” mailboxes (1
~in an Exchange environment. &
B Summary
< Back Cancel




Access to Mailboxes for On-Premises Exchange

contactSync requires access to user mailboxes in order to write to their contacts folder.
The Exchange Application Impersonation can be configured for such access, which
allows up to 5 concurrent connections to user mailboxes.

By default, contactSync will use the account which has been configured in the
Environment configuration.

These two roles can be split between two separate accounts by entering the credentials
of a dedicated mailbox user that has the Application Impersonation role.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from Exchange Online

B Environment Configuration i ~
Access to Mailboxes
B Synchronization mode

a  to Mailboxes | Account for access of on-premises Exchange mailboxes

e 5 muntofo.nncurrent mailboxes getting the contacts @
e.g. 5 mailboxes concurrently
B Directory ) ) ) -
® Credentials of the on-premises service account (€4
B Contact Folder )
Credentials of a dedicated mailbox user (€ 4]
B Motification emails

.
B Scheduler servics U
)

B General i
i
B Summary —

< Back Cancel

Please take a look at the chapter:

How to configure Exchange Application Impersonation
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Access to Mailboxes for Exchange Online

By default, contactSync uses the Environment Configuration to access mailboxes.
Application Impersonation, required for on-premises Exchange, will not be necessary
when the certificate authentication via App Registration for Exchange Online is configured
in the Environment Configuration.

Please take a look at the chapter
Exchange Online certificate-based authentication via App Registration

[i;-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from Exchange Online

B Envirenment Configuration , . ~
Account for access of Exchange Online mailboxes

B Synchronization mode

[ Lccess to Mailboxes 51| count of concurrent mailboxes getting the contacts Q)
. e.0. b mailboxes concurrently

B Mailboxes

B Directory ® ) |Jze the Environment Configuration settings

@ @

B Contact Folder Credentials of a dedicated mailbox user

B MNetification emails

B Scheduler servics

B General
B Summary
oft Azure public cloud - || |https:/Aogin microsoftonline com
hitps//outlook office 365.com/EW S /Exchange .asmx
v
< Back Cancel
Click Next



Select the Mailboxes from On-Premises Exchange

You can select Mailboxes located in an on-premises Exchange Server, which will receive
contacts. It could be an on-premises Exchange environment or a part of a hybrid
Exchange environment.

In the Mailboxes window, you are prompted to select the mailboxes which will receive
the contacts. There are two ways to do make your selection.

@J NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from Exchange Online

B Environment Configuration i
Mailboxes (i)
B Synchronization mode

Search and choose either Exchange Online or on-premises mailbox users which will receive

B Access to Mailboxes mail-enabled objects as contacts.
O Mailboxes
_ 'E.i.' Chocse ﬁ Search ﬁ \lj, x Remave
B Directory
Dizplay Mame Primary SMTP Address Recipient Type Group Option

B Contact Folder

B Metification emails
B Scheduler service
B General

B Summary

MNext =

¢ C(Click Choose to select mailboxes by OU where they reside in Active Directory.

e Click Search to open a search dialogue window from which you can search for
the desired Active Directory objects. When searching Active Directory, mailboxes
can be selected individually, by group membership, by container, or by OU. If
you have a hybrid Exchange environment, an additional option is available to
search for Exchange Online objects.

@ NETsec contactSync - 0 x 6] NETsec contactSync - n

Seleot onaniationalunk |+ Search Active Directory Search Exchange Online |
Policy from Exchange Onli“ﬁﬂm can secrch an object by inserting an ex

mailbox users and press apply.

Uncheck all object types which you
o i ol objects found. Scle

organizationa units of every domain i the forest andis listed. All
mailbox iedin 2 selected O (and zll nested OUs) vill be recognized forimport
contacts to their mailbax. Note: You don't need o tick the nested OUs.

& NETsecDemo Local - oll employees
O & DC=NETsecDemo

| User “lou | DynamicDistributionGroup
| Container ! Group maximum Results

500

ain LDAP/INETs

A

Act v Show log
Display Name Primary Smtp Address Recipient Type Distinguished Name
DynamicDistributionGroup
][I All Employees MsExchDynamicDistributionlist ~ Ch=All Employees.
[ 5 International Users
ST -
Selectal o Ronly € Cancel

o 2pply ) Cancel g

<Back Next > Cancel
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When the Search Exchange Online Radio Button has been selected, you can search for
objects by Recipient Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

When OUs are selected, a prompt to select the OU depth is presented. If any groups are
contained in the OU, contactSync will prompt the user to include mailboxes by group
membership.

If multiple OUs have been selected, the checkbox at the bottom left will apply the
settings to all selected OUs.

Click OK, then Apply.

L-'l}',l contactSync

_\_r:;. Employees

[ OU Opiion| Exportable RecipientTypeDetails
Select organzanonal unk

An active directory tree with all organizational Only this OU
mailbox users included in a selected OU (and
contacts to their mailbooc. Note: You don't need

=

=

Cnly Sub-0lUs

=S .'_::_, METsecDemo. Local

&5 DC=NETsecDemo €

=

Include group memberships

=

5 CompanyGroups
S

2y Computers Include nested
3-S5 Contacts groups +memberships

L .
2y Domain Controll

=

&3 1] 15 Employees
- [] %5 Accounting
.'_::_, Cantractors
i) Customer Support
.'_::_, Engineering
i) Executives
5 Help Desk
Ty HR
& International Users Setting for all OUs @ o Ok
o5 IT

f Apply '& Cancel

Verify the selected OUs are displayed.

Click Apply



[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from Exchange Online

B Envirenment Configuration

Mailboxes (i)
B Synchronization mode
. Search and choose either Exchange Onling or on-premises mailbox users which will receive
B Access to Mailboxes mail-enabled objects as contacts.
[ Mailboxes
ﬁ Search ﬁ \r} x Remaove
B Directory
B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option
AD QU
B Notification emails o )
Employees OrganizationalUnt  OU + SubOU
B Scheduler servics
B General
B Summary
< >
< Back Neut > Cancel

Click Next.

Instead of selecting OUs in Active Directory as described above, in the following example,
the “All Employees” Dynamic Distribution Group has been selected from the Active
Directory search.

[ NETsec contactsync - g

@

| * Search Active Directory Search Exchange Online |

lﬂm can search an object by inserting an expression. Uncheck all object types which vou do not want to have as a result. The scope of the query is the

= . 8 ’ g 2n. ! ] I
[ </ New contactSync Policy from Exchange Online]" e orestyou exchengeorganzaton belong o, The result s cortins ol bjcts fourd. Selectceriain o ol bjecato be geheredforresolve

all employees

B Environment Configuration | User . «| QU +| DynamicDistributionGroup
Mailbaxes (1) | Container | Group maximum Resulis

B Synchronization mode 5001
Search and choose either Eythange Onli

B Access to Mailboxes mail-enabled objects as cofliacts =<age: Search for objects in the domain LDAP-//NETs=cDems Locs ~

0 Mailboxes 5 Choose (@ earch Active Directory search is finiched v Show log

B Directory Display Name Primary Smtp Address Recipiert Type DistinguishedName

B Contsct Folder Display Name  Primary SMTP

DynamicDistributionGroup

B Netification emails | 1Al Employees AlIEmployess @netsecdemo.com MsExchDynamicDistributionList  CN=All Employees.
B Scheduler servies
B General

B Summary

Select all of Aoply & Cancel

< Back Next > Cancel
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All members with a mailbox in the selected group will receive the contacts, an option is

also available to include nested groups.

[_I;TI contactSync

m All Employees

Group Oplion | Exportable RecipientTypeDetails

® Only Membership @
Include nested groups @
Setting for all groups k_l_) (Dk
Click OK.



The selected group(s) are displayed under the appropriate heading.

[ﬂ MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Policy from Exchange Online

B Environment Configuration ] i
B Synchronization mode
Search and choose either Exchange Onling or on-premises mailbox users which will receive

B Access to Mailboxes mail-enabled objects as contacts.
O Mailboxes
ﬁ \I'Iy x Remaove
B Directory
B Contact Folder Display MName Primary SMTP Address Recipient Type Group Option

AD DynamicDistributionGroup
All Employees AllEmployees@netsecdemoc... MsBEcchDynamicDist. Only Members

B MNetification emails
B Scheduler servics
B General

B Summary

< Back Neut > Cancel

Verify the selected Group(s) is displayed.

Click Next.
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Select the Mailboxes from Exchange Online

You can select Mailboxes located in Exchange Online which will receive the contacts. This
is possible for an Exchange Online environment or a part of any hybrid Exchange
environment, as shown in the screenshot below.

When searching for Exchange Online objects, you can search for objects by Recipient
Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

3] 0] NETsec contactSync - n

| Search Active Directory Search Exchange Online |

New contactSync Policy from Exchange Online |  vo. can search an obiect by insaging an expression. Uncheck all cbiect types whiel ot want o have as a result. The scope of the query is the complete
forest your exchang organizafion belongs to. The result list contsins all objects found. Selest o5 bjects to be gathered for resolve mailbox users and press.

B Environment Configuration g )
B Synchronization mode Modbomes 29 | MaillniversalSecurityGrap |+ Office385Group
roup | DynamicDi maximum Results

Search and choose either Exchange Online

B Accessto Mailboxes mail-enabled objects as contacts. 500
O Mailboxes /
G Choose | @ Search ~

B Directory v [ Showlog

Display N Primary SMTP A
B Contact Folder EELE ] Dieplay Nane: e e Pt o
B Notfication emails DynamicDistributionGroup
B Scheduler service ] Al Employees AlEmployess@netsechemo com DynamicDistributionGro. CN=All Employees...
B Genesal
B Summary

Selectall o Posly € Cancel

< Back Next > Cancel

In the example above, the All Employees Dynamic Distribution Group has been
selected. You can expand your search by inserting a wild card character (*).

Click Apply.



All members with a mailbox in the selected group will receive the contacts, an option is
also available to include nested groups.

[ METsec contactSync x

Wi All Employees

Group Oplion | Exportable RecipientTypeDetails

® Only Membership k_I_)

Include nested groups @

o Ok ¥ cancel

Click OK
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Verify the selected group(s) are displayed. Click Next.

[';-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from Exchange Online

B Envirenment Configuration

B Synchronization mode
Search and choose either Exchange Onling or on-premises mailbox users which will receive

B Access to Mailboxes mail-enabled objects as contacts.
O Mailboxes
3 Choose || & || ¥ Remove
B Directory
B Contact Folder Display MName Primary SMTP Address Recipient Type Group Option

- . EX0 DynamicDistributionGroup

B Notification emails o
All Employees AllEmployees@netsecDemoc... DynamicDistributon.. Only Members

B Scheduler servics

B General

B Summary

< Back Neut > Cancel




Select mail-enabled objects on the Directory tab from Exchange Online
Click Search to search for objects via Exchange Online PowerShell query. They can be
selected individually, or by group membership (preferred method).

i3] 3] Search for Exchange Online objects -0

Search Exchange Onfne

;‘/ New contactSync Policy from Exchange Onli

forest your exchange organization belengs to. The resultlist contains all objects found. Select certain or all objects to be gathered for export and press apply.

B Environment Cenfiguration ) al employees
Directory (1)
ge Online

ne ’
/ You can search an object by inserting an expression. Uncheck all object types which you do notwant to have as a result. The scope of the query is the complete

B Synchronization mode =~ + UserMailbae | MailContact | MailUniversalSecurityGroup || Office365Group

e LU | MailUser | MaillniversalDistributionGroup v DynamicDistributionGroup maximum Results

B Access to Mailboxes meilboxes 25 contacs. 500F%
B Mailboxes N
0 Directory b v|[ Showleg
Display N

B Contact Folder Py Display Name Mai T DistinguishedName
B Noification emails DynamicDistributionGroup
e — 71l Employees SMTP.AllEmp Demo... DynamicD rap CN=All Employees, Dl
© General
B Summary

< >

Select all of Apply €3 Cancel
<
< Back Next > Cancel

We recommend selecting a group which contains all the desired objects to be
synchronized into the target mailboxes. This will prevent service accounts and other
unnecessary objects from being synchronized into them.

When a group is selected, a prompt is presented to select how to handle its
synchronization. These options include:

e Only group
e Only Membership
e Group + Membership

An option is also available to include nested groups.

If multiple groups have been selected, the above settings can be applied individually, or
checking the Settings for All Groups will apply the settings to all selected groups.

In the example below, only group members will be synchronized.

Click OK
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[ METsec contactSync x
m All Employees
Group Oplion | Exportable RecipientTypeDetails  Add value for export

Only group k_I_)

® Only Membership k_I_)
Group + Membership k_I_)
Include nested groups k_I_)

Setting for all groups k_l_) (Dk xCanoel

Ensure the selected group is displayed, then click Next.

New contactSync Policy from Exchange Online

[i;-l NETsec contactSync - NETsec Demo Hybrid - New Policy

B Environment Configuration )
Directory (i)

B Synchronization mode

Search and choose the Exchange Online objects, which should synchronize into the users”

B Access to Mailboxes neslboxes o contacis
B Mailboxes . T -
_ @Choose : ﬁSEarch ﬁF’roperties @ Settings ﬁ \ﬂy xF{err'm'e
O Directory
® Contact Folder Name Display Name | Mail Recipient T... | Group Optiol
B Nofification emails DynamicDistributionGroup o
All Employees All Employees SMTF:AIEmpl.. DynamicDisi.. Only Membe
B Scheduler servics
B General
B Summary
< >
< Back MNext = Cancel




Select the Mailbox Contact Folder
Click Choose to select the contacts folder where the contacts will be synchronized to.

contactSync, can be configured to import contacts directly into the top-level Contacts
folder. We recommend a new folder is created, which keeps the contactSync created
contacts separate from the user-created contacts.

[ NETsec contactSync X
Flease select & folder for contact synchronization. \y
L{-‘] ‘we recommend to create a new folder for the contact synchronization.

All folders displayed by this control can be selected.
Adding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbox.

New contactSync Policy from Exchange Online

Selected Path: Mailbox\Contacts\MNewFolder @
D--@ Contacts
B & CompanyEmployees
B Environment Configuration - e
Mailbox Contact Folder
B Synchronization mode
B Access to Mailboxes @
B Mailboxes Eﬁ Properiies @J
B Directory
O Contact Folder Allow sfnchronization into the well-known contact folder of the mailboxes \y
B Netification emails | Selected d Do not fouch untagged contacts, these contacts will not be synchronized k})
[ Sarat et Mothing selected Synchrbnize untagged contacts with contactSync @
B General # Synchibnize an additional contact for each untagged contact \y
B Summary
Dielete Bl unmatched mailbox contacts during the next execution \y

3 Create folder | () | ¢ Remove folder @ « Ok x Cancel

< Back Next = Cancel

Select the top-level Contacts folder, then click Create folder to create a subfolder
where the contacts will be synchronized, then give the new folder a name.

Click OK, then click Next
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Status notification email

An optional status notification email can be sent to the specified recipient(s) each time
the policy runs, which provides a brief summary of activity. However, if your preference
is to receive one only when an error has been logged, check the Send only on error
checkbox. Click the Test button to send a test email. Then verify it has been received.

Click Next.

[ METsec contactSync - NETsec Demo Hybrid - New Policy X

New contactSync Policy from Exchange Online

B Environment Configuration

Status notification emails
B Synchronization mode
B Access to Mailboxes /| Send Summary @
B Mailboxes

Subject contactSync Summary - Company Employees i
B Directory J ¥ ry pany cmplay Le3
® Contact Folder Send to administrator@netsecdemo .com (€8]
[ Notification emails Test LEd)] +| Send only on error e §)

B Scheduler servics
B General

B Summary

< Back Cancel




Schedule policy run

contactSync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

[ METsec contactSync - NETsec Demo Hybrid - New Policy X

New contactSync Policy from Exchange Online

B Environment Configuration Scheduler service

B Synchronization mode ® Noscheduleservice (1) Weekly (1) Monthly (1)
B Access to Mailboxes

B Mailboxes

B Directory

B Contact Folder

B Motification emails
O Scheduler service
B General

B Summary

MNext =

The Weekly schedule allows you to select which days of the week the policy runs, along
with start time and frequency.

Scheduler service

Noscheduleservice (1) ®\wWeekly (1) Monthly (1)

Monday Tuesday ‘Wednesday
Thursday Friday Saturday

Sunday

every day

@

start time = h = min once a day -
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The Monthly schedule allows you to select which days of the month the policy runs,
along with start time and frequency.

Scheduler service
Noscheduleservice (1) Weekly (1) ® Monthly (1)
1. 2. Ef 4. i 6. 7. 29.
8 9. 10. 11. 12. 13. 14. 30.
15. 16. 17. 18. 19. 20. 21. 3.
22 23. 24. 25. 26. 27. 28.
start time = pf2| min once a day - @

Policy name and description
Enter a policy name and an optional description, then click Next.

Li;-l NETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Policy from Exchange Online

B Environment Configuration

General

B Synchronization mode ) :
Pelicy Name (64

B Access to Mailbox
s toHabokes Company Employees

B Mailbox .. 3
anboxes Description (64
B Directory This policy will synchronize all Exchange Online Al Employees Dynamic Distibution Grou

B Contact Folder as contacts into the same Al Employees Dynamic distribution group members'mailboxesf

B Motification emails

B Scheduler servics

[ General
B Summary Environment Configuration @
METsec Demo Hybrid -
< Back MNext = Cancel




To ensure your settings have been properly configured contactSync will check your policy
settings and notify you of any detected errors.

Click Finish.

[ﬂ MNETsec contactSync - NETsec Demo Hybrid - New Policy x

B Envirenment Configuration

Summary
B Synchronization mode
B Access to Mailboxes | & Error @Ok @No’c Used
B Mailboxes '@ Falicy name Company Employees
) '@ Synchronization mode Synchronize GAL to Exchange Online mailboxes.
B Directory 2 Directory Objects selected
B Contact Folder '@ Mailboxes 1 entry found
o . '@ Contact Folder Mailbox\Contacts\Company Employees
B Notification emails '@ Netification Logen to mailbox
B Scheduler zervice '@ Natification Send test mail to recipient

'@ Scheduler service
B General

O Summary

Execute policy and check log files

The new policy is accessible by selecting it from either link shown below. Select the policy
node.

L-‘l-‘] METsec contactSync - O %
FILE ACTION  OPTIONS HELP

(=3 [Q contactSync
o \ -

Company Employees

NETsec Demo Hybnd v I ty I

@ Environment @Create Environment & Create Policy
@ Settings [j Exchange @ Environments | && Policies EI-J Status @ Help
Palicy Name Description

MNETsec Demo Hybrid contactSync Policies

Company Employees This policy will synchronize all company employees intoall company employees...
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Click Run.

[ METsec contactSync - 08 X

FILE ACTION  OPTIONE HELP

(=3 [g contactSync

£ Company Employees

- €3 NETsec Demo Hybrid

H Environment G;(T'Delete @CIone \'ZETest gCount
..... & Company Employees

g General ﬁ Synchronization mode &¢f Access to Mailbo

General

Policy Name @
Company Employees

Description '\y

This policy will synchronize all company employees into all company employees’ maibloxes as contacts

The status and a detailed summary are displayed upon completion.
contactSync synchronized 7 contacts into 2 separate mailboxes.

[ METsec contactSync - 0 X

& Company Employees = I )

ngnter bHun EI—] Status QCIose

Status

poerationﬁnished
Policy runtime 0:00:30
Summary
Analyzed objects: 0
Mailboxes: 12
Exported objects:
Last message: Import into mailboxes done: Mailboxes to be imported into: 12 | Mailboxes succezsfully imported into: 11 | Mailboxes failed to be imported into: 1| Contacts...
Diata file objects read: &
Contacts to be synchronized with each mailbox: 8
Mailboxes to be imported into: 12
Processed mailboxes: 12
Import failed for mailboxes: O
Count of inner warnings occured during import: 0
Count of inner errors occured during import: 0
Details

Receive partial results: 43
Merged objects: 10

Skipped mastered-on-premises objects: [
Contacts to be created: 88
Contacts matched: 0

Contacts uptodate: 0

Contacts to be medified: 0
Contacts to be deleted: U
Contacts created: 88

Contacts modified: 0

Contacts deleted: 0

Contacts failed to be created: 0
Contacts Failed to be modified: 0
Contacts failed to be deleted: 0

Information | Search for mailboxes In Exchange Online has finished. Only count: False
Information | Search for mailboxes In Exchange Online has finished. Only count: False
Stop showing PowerShell log entries.

¥ NETSECDEMO's tsync & x64 & contactSyn iceisRunning % NETse




Results of synchronization shown below.

File Home  Send / Receive

A= New Contact ~

~ My Contacts
Contacts

2 search
View Help
]m Delete E\L'I Move v R share contacts v EE Categorize ¥ FU Follow Up ~ |-E| Private | Search People | @
<
123 Alan Test Alan Test
a atest@netsecdemotenant.onmicros... Assistant Manager

00000400

Collin Banks

cbanks@netsecdemotenant.onmicr...

Dave Jozsa
djozsa@netsecdemo.com

DemoSharedMailbox2@n...

demosharedmailbox3@n...

Robert Bellamy

rbellamy@netsecdemo.com

support@netsecdemoten...

MNETsec Demo

ThinkTank@netsecdemotenant.onm...

Customer Support

Contact >

Free for next 8 hours
atest@netsecdemotenant.onmicrosoft.com
860.555.2233

203.555.6677

MNew London

Show more

Organization >
We didn't find an organizational chart.

Show organization

Membership >

We couldn't find any groups.

Show more
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The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause.

[ METsec contactSync - 0O X

FILE ACTION  OPTIONS HELP

& E‘J contactSync Company Employees

& €3 NETsec Demo Hybri
@ / @Environmens & Create Palicy

- (o Company Employees
@ Settings Ej Excha @ Environments & Polici
P A & |CompanyEm - | T  Hide: () Completed /% Canceled &3 Erors {3 Reload
Puolicy Name Start Time Operati... = Emors Analy... | Added Modffi... = Upto-.. Deleted
contactSync

Open log file | 2 % e o 0 o
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Searching for the string “error” yields 3 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer to open a new window containing the
details of the error.
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Synchronize Contacts from Public Folder

contactSync allows you to synchronize contacts directly from a public folder to user
mailboxes. It will connect to public folders in your local Exchange Environment, whether
it is in Exchange on-premises or Exchange Online. In Hybrid Exchange Environments
contactSync can access public folders in both locations.

Create a new policy
Right click the Environment and select Create Policy from the context menu.

FILE ACTION  OPTIONS HELP

& METsec contactSync - [ X%

contactSync NETsec Demo Hybrid = I =
@Envamnme
@ Environments EE‘ @ Environments | & Policies ﬁﬂ Status 6 Help
[I-I—I Status Palicy Name Description
Rﬂ Configuration
Ensure the desired environment has been selected from the dropdown.
[EI NETsec contactSync - NETsec Demo Hybrid - New Policy x

Environment Configuration

O Environment Configuration

Emvironment Configuration
B Synchronization mode
B Access to Mailboxes Flease choose the Environment Configuration for the new policy
B Mailboxes

METsec Demo Hybrid -
B Unknown Source

B Contact Folder Hybrid Exchange environment and the contactSync Server is

member of the on-premises Active Directory.
B Metification emails
B Scheduler servics
B General

B Summary
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Synchronization mode
Select Synchronize public folder contacts into users’ mailboxes in an Exchange
environment.

Click Next.

[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Envirenment Configuration
Synchronization mode
O Synchronization mode

1. Whatd want to do?
B Access to Mailboxes atdoyod

) Synchranize directory information (GAL) from on-premises e

B Mailboxes into users” mailboxes in the Exchange environment? @
B Public Folder - ) ) )

Synchranize directory information (GAL) from Exchange Online 6

B Contact Folder into users” mailboxes in the Exchange environment? zJ

B Netification emails o Synchronize public folder contacts into users” mailboxes T
) = in an Exchange environment? &/
B Scheduler servics

B General Synchronize shared mailbox contacts into users” mailboxes €
in an Exchange environment? @
B Summary

< Back Neut > Cancel

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.

Synchronizing contacts from Public Folder, which is located in Exchange Online,
is deprecated.

No access to Public Folders in Exchange Online from 1. October 2026 anymore, because
Microsoft will start blocking EWS requests to Exchange Online on 1. October 2026.

Retirement of Exchange Web Services in Exchange Online

https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-

services-in-exchange-online/3924440
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Access to Mailboxes for on-premises Exchange

contactSync requires access to user mailboxes in order to write to their contacts folder.
It will be necessary to use Exchange Application Impersonation for access, which
allows up to 5 concurrent connections to user mailboxes.

Since the contactSync mailbox requires the Exchange Administrator role, you can split
these two roles between two separate accounts by entering the credentials of a dedicated
mailbox user that has the Application Impersonation role.

Li;-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Envirenment Configuration i ”~
Access to Mailboxes

B Synchronization mode

[ Access to Mailboxes

B Mailboxes

| Account for access of on-premises Exchange mailboxes |

513 count of concurrent mailboxes getting the contacts (€8]
€.g. b mailboxes concurrently
B Public Folder

® ) Credentials of the on-premises service account Q:J
B Contact Folder )
Credentials of a dedicated mailbox user (6 4]
B MNetification emails .
i
B Scheduler servics U
ey
B General )
i
B Summary —

< Back

Please take a look at the chapter:

How to configure Exchange Application Impersonation
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Access to Mailboxes for Exchange Online

By default, contactSync uses the Environment Configuration to access mailboxes.
Application Impersonation, required for on-premises Exchange, will not be necessary
when the certificate authentication via App Registration for Exchange Online is configured
in the Environment Configuration.

Please take a look at the chapter
Exchange Online certificate-based authentication via App Registration

Li}-l MNETsec contactSync - Partner Demo Exchange Online - New Policy X

New contactSync Public Folder Policy for Exchange

B Environment Configuration i ~
Access to Mailboxes
B Synchronization mode

a  to Mailboxes | Account for access of Exchange Online mailboxes

B Mailbexes 515 count of concurrent mailboxes getting the contacts QJ
B Public Folder e.g. 5 mailboxes concurrently

B Contact Folder ®) Use the Environment Configuration settings (4]
B Notification emails Credentials of a dedicated mailbox user @

B Scheduler servics

B General
B Summary
osoft Azure public cloud - || |https:/Aogin microsoftonline com
]
< Back Cancel
Click Next



Select the Mailboxes from On-Premises Exchange

You can select Mailboxes located in an on-premises Exchange Server, which will receive
contacts. It could be an on-premises Exchange environment or a part of a hybrid
Exchange environment.

In the Mailboxes window, you are prompted to select the mailboxes which will receive
the contacts. There are two ways to do make your selection.

[ METsec contactSync - NETsec Demo Hybrid - New Policy X

New contactSync Public Folder Policy for Exchange

B Environment Configuration

Mailboxes (i)

B Synchronization mode

. . Search and choose either Exchange Online or on-premises mailbox users which will receive
B Access to Mailboxes mail-enabled objects as contacts.

O Mailboxes

ﬁ \ljl, x Remave

“ag Choose {2 Search
B Public Folder - s

B Contact Folder Dizplay Mame Primary SMTP Address Recipient Type Group Option
B Metification emails
B Scheduler service
B General
B Summary
< >

MNext =

e Click Choose to select mailboxes by OU where they reside in Active Directory.

e Click Search to open a search dialogue window from which you can search for
the desired Active Directory objects. When searching Active Directory, mailboxes
can be selected individually, by group membership, by container, or by OU. If
you have a hybrid Exchange environment, an additional option is available to
search for Exchange Online objects.

&3] NETsec contactsync - o x 6] NETsec contactsync -n

Search Active Directory Search Exchange Oniine
Public Folder Policy for Exlg vuu can search an obiect by inserting an expression
isthe. hange organizatan bel

Select omganizational uni |

Ain active directory ree with all org:
mailbox users includedin 2 selectes
contacts to their mailbex. Note: You

of every domain in the forestand is listed. All
nested OUs) will be recognized for import
don't need to fick the nested OUs.

Uncheck all obiect types whict jo not want to have as a result. The scope of the query
ongs to. The resultlist corts 7

the complete forest your exch ization bel zins all cbje Select certain o all objects ta be gathered

for resolve mailbox users and press apply.

All Employess

| User

| Container

Mailboxes (1)
Searchand choose either fxchange
mail-enabled objects as gontacis.

| DynamicDistributionGroup

maximum Results

he domain LDAP:INETsecDemo Local

~

500[&

v Show log
Display Name Primary S|
Display Name Primary Smtp Address Recipient Type DistinguishedName
DynamicDistributionGroup
1All Employees MsExchDy Distributiorlist  CN=All Employses Ol=Resources.
- < >
Select all o Loply & Cancel
o Aoply €3 Cancel <
< Back Next > Cancel
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When the Search Exchange Online Radio Button has been selected, you can search for
objects by Recipient Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

When OUs are selected, a prompt to select the OU depth is presented. If any groups are
contained in the OU, contactSync will prompt the user to include mailboxes by group
membership.

If multiple OUs have been selected, the checkbox at the bottom left will apply the
settings to all selected OUs.

Click OK, then Apply.

L-'l}',l contactSync

_\_r:;. Employees

[ OU Opiion| Exportable RecipientTypeDetails
Select organzanonal unk

An active directory tree with all organizational Only this OU
mailbox users included in a selected OU (and
contacts to their mailbooc. Note: You don't need

=

=

Cnly Sub-0lUs

=S .'_::_, METsecDemo. Local

&5 DC=NETsecDemo €

=

Include group memberships

=

5 CompanyGroups
S

2y Computers Include nested
3-S5 Contacts groups +memberships

L .
2y Domain Controll

=

&3 1] 15 Employees
- [] %5 Accounting
.'_::_, Cantractors
i) Customer Support
.'_::_, Engineering
i) Executives
5 Help Desk
Ty HR
& International Users Setting for all OUs @ o Ok
o5 IT

f Apply '& Cancel

Verify the selected OUs are displayed.

Click Apply



[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Envirenment Configuration

Mailboxes (i)
B Synchronization mode
. Search and choose either Exchange Onling or on-premises mailbox users which will receive
B Access to Mailboxes mail-enabled objects as contacts.

[ Mailboxes
ﬁ Search ﬁ \r} x Remaove
B Public Folder
B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option
AD QU
B Notification emails o )
Employees OrganizationalUnt  OU + SubOU
B Scheduler servics
B General
B Summary
< >
< Back Neut > Cancel

Click Next.

Instead of selecting OUs in Active Directory as described above, in the following example,
the All Employees Dynamic Distribution Group has been selected from the Active
Directory search.

[ METsec contactSync -
(1]
| © Search Active Directory Search Exchange Online |
- 1 ~ u can search an object by inserting an expression. Uncheck all object typas which you do not want to have 2s aresult. The scops of the query is the complate
,\Q/ New (;onlac[Sync Public Folder Pn||w for Exc} re‘sl your exchange organization belongs to. The result list contains all objects found. Select certain or all objects to be gathered for resolve mailbox users and press.
=pply.
A
all employees

B Environment Configuration ¢ | User v|ou ] DynamicDistributionGraup

Mailboxes () | Contsiner | Group maximum Resulis
B Synchronization mode: e

Search and chogse either Exgliange O =
B Access to Mailboxs 7t 4

o o Hatlboxes i bl cbic xn Coniie Message: 5 biects in the domain LDAR-/NETs=dDemo Loca ~
O Mailbaxes
S Choose | Q Search Actvs Dirsct s finished. v Show log
B Public Folder S o . = T
Display Name P splay Name rimary Smtp Address ecipient Type istinguishedName
B Contact Folder
DynamicDistributionGroup
B Noification emails ]| |All Employees AlIEmployees@netsecdemo.com MsExchDynamicDistributionList CN=All Employess,
B Scheduler servics
B General
B Summary
Select all of Beply @ Cancel
<
< Back Next > Cancel
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All members with a mailbox in the selected group will receive the contacts, an option is

also available to include nested groups.

[_I;TI contactSync

m All Employees

Group Oplion | Exportable RecipientTypeDetails

® Only Membership @
Include nested groups @
Setting for all groups k_l_) (Dk
Click OK.



The selected group(s) are displayed under the appropriate heading.

[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Environment Configuration ] i
B Synchronization mode
Search and choose either Exchange Onling or on-premises mailbox users which will receive

B Access to Mailboxes mail-enabled objects as contacts.
[ Mailboxes T
gl Choose | | fg) Search [ [| || 3 Remove

B Public Folder
B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option

AD DynamicDistributionGroup
All Employees AllEmployees@netsecdemoc... MsBEcchDynamicDist. Only Members

B MNetification emails

B Scheduler servics

B General
B Summary
£ >
< Back Cancel
Click Next
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Select the Mailboxes from Exchange Online

You can select Mailboxes located in Exchange Online which will receive the contacts. This
is possible for an Exchange Online environment or a part of any hybrid Exchange
environment, as shown in the screenshot below.

When searching for Exchange Online objects, you can search for objects by Recipient
Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

[ NETsec contactsync -

[

| Search Active Directory Search Bxchange Online |
= 3 ) You can search an object by insagflg an expression. Uncheck all cbject types which 73 want 1o have as a result. The scope of the query is the complete
f\a/ New contactSync Public Folder Policy for EXCH  foest your exchange organizapién belongs to. The resuitlist contains all objects found. Select certan ects o be gathered for resolve mailbox users and
press apply
7 MailUniversalSecurityGrop ¥] Office365Group

bax
niversalDistributionGrowp || DynamicDistributionGroup maximum Results
500/

B Environment Configuration . ) 10
Mailboxes (1) S
B Synchronization mode

Search and choose either Exchange Onll

B Access o Mailboxes mailenabled objects as contacts.
=
[ Mailboxes Vg
& Choosel{ | Search v Show log
B Public Folder
B Contact Ftdar Display Name | Prmary SMTP Display Name Primary Smip Address Recpient Type DistinguishedName
DynamicDistributionGroup
L bt 7] A1l Employess AlEmploy Demo.com DynamicDistributionGrap ~ CH=All Employees.
B Scheduler service
B General
B Summary
Select all o Loy © Cancel

< Back Nest > Cancel

In the example above, the All Employees Dynamic Distribution Group has been
selected. You can expand your search by inserting a wild card character (*).

Click Apply.

Synchronizing contacts from Public Folder, which is located in Exchange Online,
is deprecated.

No access to Public Folders in Exchange Online from 1. October 2026 anymore, because
Microsoft will start blocking EWS requests to Exchange Online on 1. October 2026.

Retirement of Exchange Web Services in Exchange Online

https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440
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All members with a mailbox in the selected group will receive the contacts, an option is
also available to include nested groups.

[ METsec contactSync x

Wi All Employees

Group Oplion | Exportable RecipientTypeDetails

® Only Membership k_I_)

Include nested groups @

o Ok ¥ cancel

Click OK
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Verify the selected group(s) are displayed. Click Next.

[_l;-‘l METsec contactSync - Partner Demo Exchange Online - New Policy

New contactSync Public Folder Policy for Exchange

B Environment Configuration ] N
B Synchronization mode
. Search and choose either Exchange Onling or on-premises mailbox users which will receive
B Access to Mailboxes mail-enabled objects as contacts.
[ Mailboxes T
ﬁ Search | ﬁ .D x Remaove
B Public Folder

B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option

- . EX0 DynamicDistributionGroup
B Notification emails o
All Employees AllEmployees @partnerdemo.de DynamicDistribuon.. Only Members

B Scheduler servics
B General

B Summary

< Back Cancel




Select Public Folder
Depending on the Exchange environment a Public Folder with contacts can be selected.

Click Choose, then select the appropriate radio button Select public folder on-
premises, or Select public folder Exchange Online to open and expand the public
folder tree, then select the public folder from which to synchronize contacts. Then click

Apply.

L';-‘] Ll,-‘] NETsec contactSync - 0 X

| '© Select public folder on-premises Select public foldes Exchiange Online|

Flease select 8 Public Folder with the contacts, which you like to synchronize into the mailboxes.

Flease note. that you can only select 2 Public Felder, which is for contacts

[ 5 Management
=3 f_;‘ Production

- ﬁl External Contacts GALsync
older with the contacts, which O 5 Internal Contacts

B Envirenment Configuration
Public Folder (i)
B Synchronization mode

B Access to Mailboxes Choose the Publy

B Mailbaxes —
ko Properties ’,%;! Settings ] 1 EXO Contacts from Shared Mailbox
[ Public Folder . . i) Sales
B Contact Folder ot i
B Notification emails
B Scheduler service
B General
B Summary
< « Apply G Cancel
< Back Mext = Cancel

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.

After clicking Apply the Public Folder Settings dialog will open to help to determine
the primary SMTP address of the public folder. The determination procedure differs
between a public folder that is located on-premises and a public folder that is located in
Exchange Online.

Synchronizing contacts from Public Folder, which is located in Exchange Online,
is deprecated.

No access to Public Folders in Exchange Online from 1. October 2026 anymore, because
Microsoft will start blocking EWS requests to Exchange Online on 1. October 2026.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440

Determine the primary SMTP address of the public folder located on-premises

Determine the primary SMTP address of the public folder located Exchange
Online
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Synchronizing contacts from Public Folder, which is located in Exchange Online,
is deprecated.

No access to Public Folders in Exchange Online from 1. October 2026 anymore, because
Microsoft will start blocking EWS requests to Exchange Online on 1. October 2026.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440

Determine the primary SMTP address of the public folder located on-premises
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name:  All Employees

Path (ldentity): Production\Internal Contacts'\All Employees

Public Felder Mailbox
Iti= recommended to inzert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the BExchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Productiontinternal Contacts'\All Employees”).ContentMailboxMName). Primary SmipAddress. Address;

b

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

& x
Selected Public Folder

Display Name: All Employees

Path (Identity): Pr Internal Ci Il Employ

Public Folder Mailbox
Itis recommended to insert the primary SMTP address of the selected public folder's content mailbax for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder-Identity "\F ! Il Empl: ).C i . Primary SmtpAddress Address;

| Untitled - Motepad - O 'Y
File Edit Format View Help
H# NETsec contactSync - 2024-83-12 @9:85:39

# Selected public folder: All Employees
# Public folder identity: \Production\Internal Contacts\All Employees

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity "\Production\Internal Contacts\All Employees").ContentMailboxName).PrimarySmtpAddress.Address;

Ln1, Col 1 100%  Windows (CRLF) UTF-2
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Run the PowerShell command in the Exchange Management Shell on the on-premises
Exchange Server to retrieve the primary SMTP address of the selected public folder’s
content mailbox.

3 Machine: DemoEx2019.NETsecDeme.Lecal - a X

mmand> | Format-list

QuickRef
secDemo.Local.
cDemo. Local .

et-Mailbox (Get-PublicFolder ) .ContentMailboxName) .PrimarySmtpAddress.Address;

The result should be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder's content mailbox.

[# Public Folder Settings ®
Selected Public Folder

Dizplay Name: All Employess

Path (Identity): ‘Productioniinternal Contacts\All Employees

Public Felder Mailbax
It is recommended to insert the primary SMTP address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mail bo.

Click on the PowerShell command to copy it to Motepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Production'internal Contacts'\All Employees™) ContentMailboxMName) Primary SmipAddress Address;

| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | NETsecDemo@netsecdemo.com

x Cancel

Click Ok.
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[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Public Folder Policy for Exchange

B Environment Configuration .
Public Folder (i)
B Synchronization mode

B Access to Mailboxes Choose the Public Folder with the contacts, which will be synchronize into the users " mailbox.
B Mailboxes -
@ Choose ﬁ Properties @ Settings ﬁ \ﬂy x Remove
O Public Folder
B Contact Folder Display Mame Path (ldentity) Prin
AD Public Fold
B Notification emails Hle Fotder , o ,
All Employees \Productiontinternal Contacts\All Employ... NET|
B Scheduler servics
B General
B Summary
< >
< Back Cancel

Verify the selected public folder is displayed.

Click Next.



Determine the primary SMTP address of the public folder located Exchange

Online
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox -PublicFolder (Get-PublicFolder -ldentity "\ Partner Demo Public Folder\Demo Contacts'Contacts™). ContentMailboxName). Primany SmipAddress;

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder"s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

@ x
Selected Public Folder

Display Name: Contacts

Path (ldentity): ‘\Partner Demo Public Folder'\Demo Contacts\Contacts

Public Folder Mailbax
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbox for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected publicfolder’s content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity “\Partner Demo Public Folder\Demo Contacts'Contacts™).C Name).Primary Smtp#

File Edit Format View Help
|# NETsec contactSync - 2024-03-12 18:56:15

# Selected public folder: Contacts
# Public folder identity: \Partner Demo Public Folder\Demo Contacts\Contacts

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

") Untitled - Notepad — O X

|(Gethai1box -PublicFolder (Get-PublicFolder -Identity "\Partner Demo Public Folder\Demo Contacts\Contacts").ContentMailboxName).PrimarySmtpAddress;

Ln1, Col1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in the Exchange Online Management Module for
PowerShell to retrieve the primary SMTP address of the selected public folder s content
mailbox.
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¥ Windows PowerShell - [m]

Unlike the EXO* prefixed cmdlets, the cmdlets in this
V3 cmdlets in the downloaded module are r ient to transient failui
REST backed EOP and SCC cmdlets are also available in the V3 module.

For more information chec

tentMailboxName) .PrimarySmtpAddr

The result should be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder's content mailbox.

[ Public Folder Settings
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Partner Demo Public Folder\Dema Contacts\Contacts™) ContentMailboxMName). Primary SmitpAddress;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | PartnerDemo_7077e%6c @partnerdematenant onmicrosaft.com|

@ Ok xCanceI

Click OK



Select the Mailbox Contact Folder
Click Choose to select the contacts folder where the contacts will be synchronized to.

contactSync, can be configured to import contacts directly into the top-level Contacts
folder. We recommend a new folder is created, which keeps the contactSync created
contacts separate from the user-created contacts.

|'§.| METsec contactSync x
Fleaze zelect a folder for contact synchronization. @
L.E] ‘we recommend to create a new felder for the contact synchronization.

All folders displayed by this control can be selected.
Adding and deleting folders inside this dizlog will notresult
in physically removing or adding this folder inside a mailbox.

New contactSync Public Folder Policy fol

Selected Path: Mailbox\Contacts\NewFolder @

= @ Contacts
| B &7 Public Folder Contacts

‘ Mailbax Contact Folder
B Synchronization mode A

B Access to Mailboxes ‘ '\!_J

B Mailboxes

B Environment Configuration

B Public Folder
O Contact Folder
B Netification emails

B Scheduler sernvice Nothing selected

= General

Allow Fynchronization into the well-known contact folder of the mailboxes @
B Summary
@

Deletq all unmatched mailbox contacts during the next execution

@ Create folder | (8) & Remave folder| (1) « Ok x Cancel

e i =l

Select the top-level Contacts folder, then click Create folder to create a subfolder
where the contacts will be synchronized, then give the new folder a name.

Click OK, then click Next.

contactSync 8.5 Quick Start Guide




contactSync 8.5 Quick Start Guide

Status notification email

An optional status notification email can be sent to the specified recipient(s) each time
the policy runs, which provides a brief summary of activity. However, if your preference
is to receive one only when an error has been logged, check the Send only on error
checkbox. Click the Test button to send a test email. Then verify it has been received.

Click Next.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Environment Configuration

Status notification emails
B Synchronization mode
B Access to Mailboxes 7| Send Summary @
B Mailboxes

Subject contactSync Summa i
B Public Folder ! o g <
® Contact Folder Send to administrator@netsecdemo .com € 4]
[ Notification emails Test LES)] +| Send only on error 8

B Scheduler servics
B General

B Summary

< Back Cancel




Schedule policy run

contactSync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

Liﬂ NETsec contactSync - NETsec Demo Hybrid - New Policy x

New contactSync Public Folder Policy for Exchange

B Environment Configuration Scheduler service

B Synchronization mode ® Noscheduleservice (1) Weekly (1) Monthly (1)
B Access to Mailboxes

B Mailboxes

B Public Folder

B Contact Folder

B Metification emails
O Scheduler service
B General

B Summary

MNext =

The Weekly schedule allows you to select which days of the week the policy runs, along
with start time and frequency.

Scheduler service

Noscheduleservice (1) ®\wWeekly (1) Monthly (1)

Monday Tuesday ‘Wednesday
Thursday Friday Saturday

Sunday

every day

@

start time = h = min once a day -
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The Monthly schedule allows you to select which days of the month the policy runs,

along with start time and frequency.

Scheduler service
Noscheduleservice (1) Weekly (1) ® Monthly (1)
1 2 3 4. b 6. 7. 29.
8 9 10 11. 12 13 14. 30.
15. 16. 17. 18. 19. 20. 21. 3.
22 23 24 25 26 27 28.
start time = pf2| min once a day - @

Policy name and description

Enter a policy name and an optional description, then click Next.

Li}-l NETsec contactSync - NETsec Demo Hybrid - New Policy

New contactSync Public Folder Policy for Exchange

B Environment Configuration

General

B Synchronization mode )
Policy Name

B Access to Mailboxes

B Mailboxes T
B Contact Folder

B Motification emails

B Scheduler servics

[ General

Public Folder Contacts for Sales Team

B Public Folder Import of public folder contacts into individual Sales Team members’ mailboxes

B Summary Environment Configuration
METsec Demo Hybrid

< Back

Cancel




To ensure your settings have been properly configured contactSync will check your policy
settings and notify you of any detected errors.

Click Finish.

[_l;-‘l MNETsec contactSync - NETsec Demo Hybrid - New Policy x

B Envirenment Configuration

Summary
B Synchronization mode
B Access to Mailboxes € Error @Ok @No’c Used
B Mailboxes '@ Policy name Fublic Felder Contacts for Sales Team
) '@ Synchronization mode Public Folder contacts into on-premises mailboxes.
B Public Folder 2 Pulic Folder Public Folder selected
B Contact Folder '@ Mailboxes 1 entry found
o . '@ Contact Folder Mailbox'\Contacts'\Public Folder Contacts
B Notification emails '@ Netification Logen to mailbox
B Scheduler zervice '@ Natification Send test mail to recipient
'@ Scheduler service Weekly
B General
O Summary
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Execute policy and check log files
Select the policy node and click Run.

@] NETsec contactSync - M %
FILE ACTION  OPTIONS HELP
DE‘:] contactSync &  Public Folder Contacts for Sales Team = I X
& €3 NETsec Demo Hybrid : - =
= Public Folder Contacts for Sales Tear En\rlronment Cx_'DeIete @CIone @Test 8 Count ﬂ Status
g General ﬁ Synchronization mode &&f Access to Mailboxes .3 Mailboxes % Public Folder ﬁ Contact F 4 ¥
General
Policy Name @
Public Folder Contacts for Sales Team
Description ky
Import of public folder contacts into individual Sales Team members’ mailboxes
The status and a detailed summary are displayed upon completion.
contactSync synchronized 3500 contacts into 7 separate mailboxes
£ METsec contactSync - [ X%

&  Public Folder Contacts for Sales Team E—] I by

gCDUnter DHun El—_l Status eclose

Status
J Operation finished

Policy runtime 0:14:35

Summary
Analyzed objects: 3500
Mailboses: 7
Exported objects: 3500
Last message: Import into mailboxes dene: Mailboxes to be imported into: 7 | Mailboxes successfully imported into: 7 | Mailboxes failed to be imported into: 0| Contacts to...
Diata file objects read: 0
Errors: 0
Contacts to be synchronized with each mailbox: 3500
Mailboxes to be imported into: 7
Processed mailboxes: 7
Import failed for mailboxes: O
Count of inner warnings occured during impart: 0

Count of inner errors occured during import: 0

Details

Built tasks: 10

Found children: 8

Contacts to be created: 24500
Contacts matched: 0

Contacts uptodate: 0

Contacts to be modified: 0
Contacts to be deleted: 0
Contacts created: 24500
Contacts modified: 0

Contacts deleted: 0

Contacts failed to be created: 0
Contacts failed to be modified: 0
Contacts failed to be deleted:

ProcessData | Added mailbox Steve llianka with DistinguishedName: CH=5Steve llianka, OU=5ales, OU=Employees, DC=NETsecDemo,DC=Local
Information | Search for mailboxes on-premises has finished. Only count: False
Stop showing PowerShell log entries.

¥ NETSECDEMO's tsync (64 ntactSyncServiceisRunning % NETsec ntactSync




Results of synchronization shown below:

S = £ Search
File Home Send / Receive View Help
A= Mew Contact ~ ]m[ Delete EJ/ Move ~ ER Share Contacts ~ EE Categorize ~ Ftl Follow Up ~ |-E| Private Search People E
<
« My Contacts [«
123 = AaronMCPHIE
Bepees AaronMCPHIE
a AaronMCPHIE@netsecdemo.com
contactSync b
Public Folder Contacts . Enterprise Administrators
4 EnterpriseAdministrators@netsecde... | e
¢ AlexanderTRAN Contact >
f AlexanderTRAN@netsecdemo.com
g AaronMCPHIE@netsecdemo.com
h AllanBunson L] 45053653
AllanBunson@netsecdemo.com 30454760

AmandaQUARTARARO Motes
AmandaQUARTARARO @netsecdem... Neorwzy 1920 Panama City

Show more

AndyJazzerLANFEAR
AndylazzerlANFEAR@netsecdemo.c...

Organization >
Aron\"ogallngam We didn't find an organizational chart.
AronYogalingam@netsecdemo.com

Show organization

BATREAT

EATREAT @netsecdemo.com .
Membership >

BeauMULRY We couldn't find any groups,
BeauMULRY@netsecdemo.com Show more

BenCALCAGINO
BenCALCAGINO@netsecdemo.com

BobKUNDLA
BobKUNDLA@netsecdemo.com

BrandonBECKEM
BraBECKEM@netsecdemo.com

BrentHuttley

BreHuttley@netsecdemo.com

BrianHezekiah
EBriHezekiah@netsecdemo.com

=

=B B & B

Items: 59

&]
@
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The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause.

[ NETsec contactSync - 0 X

FILE ACTION  OPTIONS HELP

D--EﬂoontactSync £  Import from Public Folder = I 5 I

& €3 Company Demo
@ P @Environmenk 4 Create Policy

- (4 Import from Public Folder
@,! Settings [j Exc @ Environments & Polici
? All & |Import from P & Hide: Completad &Canceled ‘gErrors @Heload
Paolicy Name Start Time Operati... = Emors Analy... | Added Modifi... | Upto-.. Deleted

contactSync Public Folder
0212022 D05 1o

[%] Import from Pu.. 10/
. Open logfile

; Export log file

’ Export all log files

Searching for the string error yields 9 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer to open a new window containing the
details of the error.

- 0 x
L.I..‘q log202 L}';J log20221021140501_291x09205.txt - NETsec LogViewer Details

Timestamp ~
20221021_140516_921

Policy

ImportfromPublicFolder.xm

Typ

Error

Code

53006

Task

9

20221021_140516_030 | ImportfromPublicFgifer.xm| | ProcessData| 53012 [10 [4 Thread

20221021_140516_020 | ImportfromPubficfalderxml | ProcessData| 52012 [0 5 5

20221021_140516_218[ImportfromplblicFolder.xml | Error 53006 |10 [4 Source
contactSyncLibrary.ContactFalderFunctions.EnsureContactFolderExistance()
Message

B8 open [§ save t Filter Clear Filt

Timestamp Policy Typ ] Code Task  Thresd
20221021_140516_030 | ImportfromPuslicFelderaml [Warning /52011 |9 5

2. Binding to folder failed. You may want to check, i the credentials given for ews-service () have not the permission to access to
KeyserSoze@CompanyDema.de’s mailbox and (centact) folders.

Exmessage

The account does not have permission te impersonate the requested user.

ource

Microsoft Exchange WebServices

/ —-—-_'—-_-—--2

20221021_140346_921 \mpurtframpub\icf’ﬂﬁm\ Error 44048 |10 4

20221021,/140516_ 92+ ImportfromPublicFoldermi | Error 52006 contactsyncLibrary.Contactholdertunctions.tnsureContacttoldertastance() 2. Binding to folder failed. You may want to check

=g
9 results found

2022101140516 274 ImportfromPublicFoldermi[Eror > 53006]10_[4|[contactSyncLibrary ContactFolderFunctions.EnsureContactFolderbastance) [2. Binding t folder failed. You may want to check, if i
20221021_140516_921 | ImportfromPublicFalderami | Error 44048 4 GALsyncLibrary EwsContactimportHandler.ImportinToSingleMailbox() EnsurefirsiTargetFolderExists failed for Charles Phillp:
20221021_140516_921 | ImportiromPublicFolderami | Error ss006|9 |3 contactSyncLibrary.ContactFolderFunctions.EnsureContactFc <0 2 Binding to folder failed. You may want to check if tf
20221021_140516_921 | ImportfromPublicFolderaml | Error aa048[9 |5 GALsyncLibrary EwsContactimportHandler.ImportinToSingleMailbox() EnsureFirstTargetFolderfxsts faled for Keyser Sa2e (51




Synchronize Contacts from Shared Mailbox

contactSync allows you to synchronize contacts directly from a shared mailbox to user
mailboxes. It will connect to a Shared Mailbox in your local Exchange Environment,
whether it is in Exchange on-premises or Exchange Online. In Hybrid Exchange
Environments contactSync can access the shared mailbox in both locations.

Create new policy
Right click the Environment and select Create Policy from the context menu.

[ METsec contactSync - [ %
FILE ACTION ~ OPTIONS HELP

DE’H centactSync Company Demo ke I by I
ompany Demo

&G4 Create Poli [@]Environment &4 Create Policy
- e 5 reate Policy
@ En\.rirol/}lents @ Environments |&& Policies EI-J Status a' Help
El] Status Palicy Name Description
Configuration Company Demo contactSync Policies
Demo Users Import Impaort into select user mailboxes the contacts which reside in the GALyne Cont..

Ensure the desired environment has been selected from the dropdown.

[ NETsec contactSync - Company Demo - New Policy X

Environment Configuration

[0 Environment Configuration

= 2 Environment Configuration
B Synchronization mode
B Access to Mailboxes Please choose the Environment Configuration for the new policy
B Mailboxes
Company Demo v
B Unknown Source
B Contact Folder Hybrid Exchange environment and the contactSync Server is

member of the on-premises Active Directory.
B Notification emails

B Scheduler service
B General
B Summary

Cancel
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Synchronization mode
Select Synchronize shared mailbox contacts into users’ mailboxes in an
Exchange environment.

Click Next.

[El METsec contactSync - Company Demo - New Policy

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration S
Synchronization mode
O Synchronization mode

1. Whatdo want to do?
B Access to Mailboxes yod

} Synchranize directory information (GAL) from on-premises 1
B Mailboxes into users” mailboxes in the Exchange environment. L
B Shared Mailbox - ) ) )
Synchranize directory information (GAL) from Exchange Online T
B Contact Folder into users” mailboxes in the Exchange environment. o/
B Netification emails Synchronize public folder contacts into users” mailboxes G
B Scheduler servics in an Exchange environment. o/
B General & Synchronize shared mailbox contacts into users " mailboxes

in an Exchange environment.

B Summary

< Back Next > Cancel




Access to Mailboxes for on-premises Exchange

contactSync requires access to user mailboxes in order to write to their contacts folder.
It will be necessary to use Exchange Application Impersonation for access, which
allows up to 5 concurrent connections to user mailboxes.

Since the contactSync mailbox requires the Exchange Administrator role, you can split
these two roles between two separate accounts by entering the credentials of a dedicated
mailbox user that has the Application Impersonation role.

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration ] S
Access to Mailboxes
B Synchronization mode

0 < to Mailbaxes [ Accountfor access of on-premises Exchange mailboxes |

e 5% Dnuntnf{:.ﬂncurrent mailboxes getting the contacts @
e.g. 5 mailboxes concurrently
B Shared Mailbox ) ) ) -
#® ) Credentials of the on-premises service account (6 4]
B Contact Folder )
Credentials of a dedicated mailbox user (£ 4]
B Notification emails
o
B Scheduler service U
eV
B General i
i
B Summary —
]
< Back MNext = Cancel

Please take a look at the chapter:

How to configure Exchange Application Impersonation
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Access to Mailboxes for Exchange Online

By default, contactSync uses the Environment Configuration to access mailboxes.
Application Impersonation, required for on-premises Exchange, will not be necessary
when the certificate authentication via App Registration for Exchange Online is configured
in the Environment Configuration.

Please take a look at the chapter
Exchange Online certificate-based authentication via App Registration

[#] X

——

"~ </ New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration A
Access to Mailboxes
B Synchronization mode

t fi h li il
B foccas o Msibome Account for access of Exchange Online mailboxes

B Mailboxes 531 count of concurrent mailboxes getting the contacts @
B Public Folder €.g. 5 mailboxes concurrently
M Contact Folder ® Use the Environment Configuration settings \3}
B Notification emails Credentials of a dedicated mailbox user @
B Scheduler service
B General
B Summary
» || |https:/Aogin.microsoftonline .com
W
o o
Click Next



Select the Mailboxes from On-Premises Exchange
You can select Mailboxes located in an on-premises Exchange Server, which will receive
contacts. It could be an on-premises Exchange environment or a part of a hybrid

Exchange environment.

In the Mailboxes window, you are prompted to select the mailboxes which will receive
the contacts. There are two ways to do make your selection.

MNETsec contactSync - Company Demo - New Policy

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration
B Synchronization mode

B Access to Mailboxes

O Mailboxes

B Shared Mailbox

B Contact Folder

B Metification emails

B Scheduler service

B General

B Summary

Mailboxes (i)

e

Search and choose either Exchange Online or on-premises mailbox users which will receive
contacts from the Shared Mailbox.

'E.E. Chocse ﬁ Search ﬁ \ljl, x Remave
Dizplay Mame Primary SMTP Address Recipient Type Group Option
< >

MNext =

¢ C(Click Choose to select mailboxes by OU where they reside in Active Directory.

e Click Search to open a search dialogue window from which you can search for
the desired Active Directory objects. When searching Active Directory, mailboxes
can be selected individually, by group membership, by container, or by OU. If
you have a hybrid Exchange environment, an additional option is available to
search for Exchange Online objects.

i3] NETsec contactsync

-0

€9 Cancel

x

ery domain in the forestand is listed. All
)s) will be recognized for import
ied OUs.

® -
s - o
C Shared Mailbox Policy for EX  va, can search an abject by inserting an expression. Uncheck all abiect types which you do not wantto have 25 a result. The scope of the query is the complete:

freatycur exchangeagerizlon s o Theresul s catars 3l abects fond.Slecceria orl oects o be gathrd for eschve mafbor vsrs ndpress

apply.

sales P Search
Moo 6 User <Tou 7| DynamicDistributionGrop
‘Searchand choose sither Exchange Onlf | Co1 AGoe | meimen Fesuli
ontacis from the Shared Mailbox S0

omain LDAF://NETsacDemo. Looa ~

fip. 5 Choose

Display Name

A Scarch e |
s

Primary SMTP}

~

Primary Smtp Address Recipient Type

OrganizationalUnit

CN=Sales 0|

] Sales

Sales@netsecdemo com Group

Selectall

o seply

Show log

DistinguishedName

QU=Sales, 0U=Emp.

U=Sale.

€9 Cancel

<Back Next > Cancel
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When the Search Exchange Online Radio Button has been selected, you can search for
objects by Recipient Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

When OUs are selected, a prompt to select the OU depth is presented. If any groups are
contained in the OU, contactSync will prompt the user to include mailboxes by group
membership.

If multiple OUs have been selected, the checkbox at the bottom left will apply the
settings to all selected OUs.

Click OK, then Apply.

Li;'l contactSync
T Sales
[ 0OU Oplion | Exportable RecipientTypeDetails
Select organzanonal unk
An active directory tree with all organizational uni ®) Only this OU I
mailbox users included in a selected OU (and all n s D
contacts to their mailbooc. Note: You don't need to )
Only Sub-OlUs @

2 Contract

o omEerE OU + Sub-OUs ®

2y Customer Support =

15 Engineering Include group memberships @

i) Executives

T Include nested 6

i Help Desk groups + memberships =

S HR

.'_:_‘3,, International Users

=111

.'_:_‘3,, Managers

) Marketing

.'_:_‘3,, Production

iy Public Foldgrs

5 R&D

&[] 5 Remote Wsers
- || 5y Sales
= . @ o Ok
0y Supervisors
fﬁpply '& Cancel

Verify the selected OUs are displayed.

Click Next



[_l;-‘l METsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

B Envirenment Configuration

Mailboxes (i)
B Synchronization mode
. Search and choose either Exchange Online or on-premises mailbox users which will receive
B Access to Mailboxes contacts from the Shared Mailbox.

[ Mailboxes

{2 Search 0 Remave
B Shared Mailbox s LEIRR .

B Contact Folder Display Mame Primary SMTP Address Recipient Type Group Option
AD QU
Sales

B Notification emails o )
OrganizationalUnt  Only OU

B Scheduler servics

B General

B Summary

< Back Neut > Cancel

Instead of selecting OUs in Active Directory as described above, in the following example,
the Sales Distribution Group has been selected from the Active Directory search.

3] NETsec contactSync - =
[
| * Search Astive Directory Search Exchange Online |
— _ g You can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result. The scope of the query is the complete:
a\‘/ New contactSync Shared Mailbox Policy for Exchang forest your exchange organization belongs to. The result list contains all cbjects found. Select certain or all objects to be gathered for resclve mailbax users and press
apply:
e
B Environment Configuration <] User <ou <D Di
. - ynamicDistributionGroup
Mailboxes (1) /| Container | Group maximum Results
B Synchronization mode 0=
Search and choose either Exchangerline or on-prer -
B Access to Mailboxes contacts from the Shared Mailbax -
Message: cts in the domain LDAP-//NETsecDemo.Local ~
[ Mailboxes
S Choose| G Search Active Dire: his finished v Show log
B Shared Mailbox
3 Display Name Primary Smtp Address Recipient Type DistinguishedName:
B Contact Folder Display Name | Primary SMTP Address o
B Netification emails Sales OrganizationalUnit OU=Sales,OU=Emp..
B Scheduler service Group
B General 7]iiSales Sales@netsecdemo.com Group CN=Sales,0U=Sale
B Summary
Selectall o foply & Cancel
<
<Back Next > Cancel
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All members with a mailbox in the selected group will receive the contacts, an option is

also available to include nested groups.

[_I;TI contactSync

& Sales

Group Oplion | Exportable RecipientTypeDetails

® Only Membership @
Include nested groups @
Setting for all groups k_l_) (Dk
Click OK.



The selected group(s) are displayed under the appropriate heading.

E] NETsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration ] l
Mailboxes (i)
B Synchronization mode
Search and choose either Exchange Onling or on-premises mailbow users whichwill receive

B Access to Mailboxes contacts from the Shared Mailbax.
3 Choose | [ g Search | U 3| 3 Remove
B Contact Folder Display Name Primary SMTP Address Recipient Type Group Option
ADG
B Notification emails roup
Sales Sales@netsecdemo.com Group Only Members
B Scheduler service
E General
B Summary
€ >
< Back MNext = Cancel
Click Next
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Select the Mailboxes from Exchange Online

You can select Mailboxes located in Exchange Online which will receive the contacts. This
is possible for an Exchange Online environment or a part of any hybrid Exchange

environment, as shown in the screenshot below.

When searching for Exchange Online objects, you can search for objects by Recipient
Type, such as UserMailbox, MailUniversalDistributionGroup,
MailUniversalSecurityGroup, DynamicDistributionGroup, or Office365 Group.

@ @

NETsec contactSync

Search Active Directory

ff{ﬂ{ New contactSync Shared Mailbox Policy for Exchange

You can search an object by inse
forest your exchange organi

B Environment Configuration

Search Exchange Onfine I
an expression. Uncheck all object types which you tohave as a result. The scope of the query is the complete
n belongs to. The result list contains all objects found. Select certain or to be gathered for resolve mailbox users and press

B Sinchvonization mode b = 7 Userltaibac M A= _
Search and choose sither Exchange Online or goefifemy |~ MailUniversalD: | DynamicD maximum Results
B AccesstoMailboxes contacts from the Shared Mailbox. 500/
0 Mailboxes
G Choose || & Search "
B Shared Mailbox ciDisconnected=b__0 v Shaw log
Display N Primary SMTP Add
WGt ooy ey Tane e = Display Name Primary Smip Address Recipient Type DistinguishedN
B Notificationemails UserMailbox
B Scheduler service Sales Online SalesO Demo.cam U CN=Sales Orline.
5 General MaillniversalDistributionGroup
] §{Sales Sales@netsecdeme.com MailUniversalDistribufionGrowp ~ CN=b46b2634-64.
B Summary
Select all o eply € Cancel
<
<Back Next > Cancel

In the example above, the Sales Distribution Group has been selected. You can expand

your search by inserting a wild card character (*).

Click Apply.




All members with a mailbox in the selected group will receive the contacts, an option is
also available to include nested groups.

[ METsec contactSync x
& sales
Group Oplion | Exportable RecipientTypeDetails
® Only Membership k_I_)
Include nested groups k_I_)
Setting for all groups k_l_) (Dk xCanoel
Click OK
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Verify the selected group(s) are displayed. Click Next.

[_l;-‘l METsec contactSync - Company Demo - New Policy

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration ] N
B Synchronization mode
Search and choose either Exchange Onling or on-premises mailbox users which will receive

B Access to Mailboxes contacts from the Shared Mailbax.
[ Mailboxes T

gl Choose | | fg) Search [ [| || 3 Remove
B Shared Mailbox
B Contact Folder Digplay Mame Primary SMTP Address Recipient Type Group Option
B Notification emails EX0O MailUniversalDistributionGroup .. o

Sales sales EnetsecDemo.com MailUniversalDistb.. Only Members

B Scheduler servics
B General
B Summary

< >

< Back Cancel




Select Shared Mailbox
The Shared Mailbox page is displayed below.

E] NETsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration =
B Synchronization mode

Mo Shared Mailbox selected
[ Access to Mailboxes ﬁSearch

. Search for the Shared Mailbox containing contacts, which will be
B Mailboxes synchronized into the users mailboxes.

[ Shared Mailbox

B Contact Folder = ﬁ Properties @ Settings x Remaove
B Notificati ils
eatienemal Display Name Path Folder ID
B Scheduler service
B General
B Summary
< Back Cancel

Click Search to open the Search for objects dialog window.
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LIZTJ Search for objects - M

Search Active Directory Search Exchange Online

fou can search an object by inserting an expression. Uncheck all object types which you do notwant to have as a result. The scope of the query is the complate
forest vour exchange organization belongs to. Theresult list containg all objects found. Select certain or all objects to be gathered for resclve mailbox users and press
apply.

pSearch
| SharedMailbox
| RemoteSharedMailbox maximum Results
500 =

Digplay Name Primary Smtp Address Recipient Type DistinguishedMame
SharedMailbox
Demo Shared Mailbox demasharedmailbox@netsecdemo.com SharedMailbox CHN=Demo Shared..
RemoteSharedMailbox
Sales Department SalesDept@netsecdemo.com RemoteSharedMailbox  CM=Sales Departm..
Select all 4*’*@":’ 3 Cancel

Select where you want to search in a hybrid Exchange environment. Search in the on-
premises Active Directory or search in Exchange Online for a Shared Mailbox.

Then search for and select the desired Shared Mailbox which contains the contacts to be
synchronized into user mailboxes.

Here you may pick either all objects or specify a filter by ticking recipient types you want
to choose. With a wildcard * you can widen your search criteria, and broaden the results.

Next select the desired shared mailbox and click Apply.



Select Contact Folder in the Shared Mailbox
After a shared mailbox is selected, click Choose to select the contact folder with contacts
you want to synchronize into the mailboxes.

L-.l}-.l NETsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

B Envirenment Configuraticon =
Shared Mailbax (i)
B Synchronization mode
Selected on-premizes Shared Mailbox

B Access to Mailboxes ﬁSearch ) -

Display Name: Demo Shared Mailbox
B Mailboxes Primary SMTF Address: demosharedmailbox@netsecdemo.com
[0 Shared Mailbox

B Contact Folder

HH Properties | {8 Settings K Remove
B Netificati ils
ification emai Display Name Fath Folder ID
B Scheduler service
B General

B Summary

< Back Next = Cancel
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[E.l METsec contactsync - A X

Select contacts folder

Flease select a Shared Mailbaox folder with the contacts, which you like to synchronize into the
mailboxes,

Flease note, that you can only select 3 Shared Mailbax folder, which is for contacts.

= @ Contacts

@ Management

« Apply 'Q' Cancel

Here, a shared mailbox with all contact folders will be displayed. You may tick a contact
folder in the tree, but only a contact folder dedicated for contacts can be selected.

Afterwards click Apply, the selected contact folder is listed on the Shared Mailbox tab.

In this example the Production folder contacts in the Demo Shared Mailbox will be
synchronized into the selected user mailboxes of the policy. Click Next.

[_-i;'.l MNETsec contactSync - Company Demo - Mew Policy x

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration
Shared Mailbax (i)
B Synchronization mode
Selected on-premises Shared Mailbox

B Access to Mailboxes (,@Search ) -
Display Name: Demo Shared Mailbox
B Mailbexes Primary SMTP Address: demosharedmailbox@netsecdemo.com
[ Shared Mailbox
B Contact Folder @Choose ﬁ Properties ’@,! Settings x Remove
B Notificati ils |
Hestienemsl Display Name Path Folder ID

e e Shared Mailbox Folder
B General Production Contacts'Production AAMEADYZYV ..
B Summary

< Back Next = Cancel




Select the Mailbox Contact Folder

Click Choose to select the contacts folder where the contacts will be synchronized to.

contactSync, can be configured to import contacts directly into the top-level Contacts
folder. We recommend a new folder is created, which keeps the contactSync created
contacts separate from the user-created contacts.

E NETsec contactSync - Compar

j_a_d New contactSync Shared Mailbox Policy

B Environment Configuration
Mailhox Contact Folder
B Synchronization mode

B Access to Mailboxes &y Choose @

B Mailboxes

B Shared Mailbox
[ Contact Folder

B Notification emails
B Scheduler service Nothing selected
B General

B Summary

[ NETsec contactSync X
Please select a folder for contact synchronization @
We recommend to create a new folder for the contact synchronization
Al folders displayed by this control can be selected

Adding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbox

Selected Path: Mailbox\Contacts\NewF older @
- g Contacis

& Shared Praduction Contacts

Allow sy onization into the well-known contact folder of the mailboxes @

Delete alinmatched manlbox contacts duning the next execution @

Editing foldgf name done for Mailbox\Contacts\NewF older to Shared Producton Contacts
S Create folder | () [B58 Remove folder| (@) of Ok M cancel
<Back || Next> [| Cancel

Select the top-level Contacts folder, then click Create folder to create a subfolder

where the contacts will be synchronized,

Click OK, then click Next.

then give the new folder a name.
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Status notification email

An optional status notification email can be sent to the specified recipient(s) each time
the policy runs, which provides a brief summary of activity. However, if your preference
is to receive one only when an error has been logged, check the Send only on error
checkbox. Click the Test button to send a test email. Then verify it has been received.

Click Next.

[_-i‘;-.l MNETsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration

Status nofification emails
B Synchronization mode
B Access to Mailboxes | Send Summary &4
B Mailboxes

Subject ntactSync S i
B Shared Mailbox o contactSync Summary @
B Contact Folder Send to administrator@companydemo.de @
=) Notification emails Test W Send only on error [ ¥

B Scheduler servics
B General

B Summary

<Back || Next> i  Cancel




Schedule policy run

contactSync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

[_-iﬂ MNETsec contactSync - Company Demo - New Policy x

New contactSync Shared Mailbox Policy for Exchange

Scheduler service

B Environment Configuration
B Synchronization mode ®) Noscheduleservice (1) Weekly (I Menthly (1)
B Access to Mailboxes

B Mailboxes

B Shared Mailbox

B Contact Folder

B Netification emails

[ Scheduler service

B General

B Summary

< Back

Cancel

The Weekly schedule allows you to select which days of the week the policy runs, along
with start time and frequency.

Scheduler service

Noscheduleservice (1) ®\Weekly (1) Monthly (1)

Monday Tuesday Wednesday
Thursday Friday Saturday

Sunday

every day

=

start time of| h Of| min once a day -
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The Monthly schedule allows you to select which days of the month the policy runs,
along with start time and frequency.

Scheduler service

Noschedule service k_l_,l

1 2 3

g ) 10

15 16. 17

» 73 24
start time o b

11

18.

Weekly (1) ® Monthly (1)
L b. 7. 29.
12 13. 14. 30.
19. 20. 21. 3.
26 27 28
pf2| min once & day - @

Policy name and description
Enter a policy name and an optional description, then click Next.

MNETsec contactSync - Company Demo - New Policy

New contactSync Shared Mailbox Policy for Exchange

B Environment Configuration
B Synchronization mode

B Access to Mailboxes

B Mailboxes

B Shared Mailbox

B Contact Folder

B Netification emails

B Schedulerservice

O General

B Summary

General
Policy Name
Production contacts from shared mailbox

Description

Environment Configuration

Company Dema

< Back

Cancel




To ensure your settings have been properly configured contactSync will check your policy
settings and notify you of any detected errors.

Click Finish.

L-ﬂ NETsec contactSync - Company Demo - New Policy x

B Environment Configuration

Summary
B Synchronization mode
B Access to Mailbaxes &3 Error Qok @D Not Used
B Mailboxes '@ Policy name Production contacts from shared mailbox
@ Synchronization mode Shared Mailbox contacts into Exchange mailboxes.
B Shared Mailbox {23 Shared Mailbox Shared Mailbox selected (on-premises)
B Contact Folder @ Shared Mailbax Shared Mailbox folder selected
o ) @ Mailboxes 2 entries found
B Notification emails @ Contact Folder Mailbox\Contacts\Shared Production Contacts
B Scheduler service @ Motification Logon to mailbox
'@ Netification Send test mail to recipient
Eeen @ Scheduler service
O Summary

< Back

Cancel
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Execute policy and check log files
Select the policy node and click Run.

@] NETsec contactSync - =

FILE ACTION  OPTIONS HELP

DE‘:] contactSync &  Production contacts from shared mailbox

&3 Company D -
@ e Environment C‘-xﬁDeIete @CIone @Test gCUL.lnte

B & Production contacts from shared m
g General ﬁ Synchronization mode & Access to Mailbox

A7 Vsilboxe

w

General
Policy Name @

Production contacts from shared mailbox

The status and a detailed summary are displayed upon completion.
contactSync synchronized 103 contacts into 10 separate mailboxes

[!-‘] NETsec contactSync - 0

£  Production contacts from shared mailbox E—_‘ I 03

b Run ﬁﬂ Status '&CIose

Status
JDperationﬁnished

Policy runtime 0:07:23

Summary
Analyzed objects: 103
Mailboxes: 10
Exported objects: 103
Last message: Import into mailboxes done: Mailboxes to be imported into: 10| Mailboxes successfully imported into: 10| Mailboxes failed to be imported into: 0| Contacts...
Diata file objects read: 0
Errors: 0
Contacts to be synchronized with each mailbox: 103
Mailboxes to be imported inte: 10
Processed mailboxes: 10
Import failed for mailboxes: 0
Count of inner warnings occured during import: 0
Count of inner errors occured during import: 1

Details

Built tasks: 8

Found children: 0

Receive partial results: 8
Merged objects: 0

Skipped mastered-on-premises objects: 0
Contacts to be created: 354
Contacts matched: 36

Contacts uptodate: 36

Contacts to be modified: O
Contacts to be deleted: 0
Contacts created: 831

Contacts modified: 0

Contacts deleted: 0

Contacts failed to be created: 0
Contacts failed to be medified: 0
Contacts failed to be deleted: 0

ProcessData | b322d1b5-2080-45ee-bd5c-8d9%4dacd3dft | Not connected.
Information | Search for mailboxes In Exchange Online has finished. Only count: False
Stop showing PowerShell log entries.

¥ NETSECDEMO's tsync & x64 & contactSyncServiceisRunning % NETsec




The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause.

[# NETsec contactSync - 0 X

FILE ACTION  OPTIONS HELP
(=3 @ contactSync

=] @ Company Demao
- (4 Production contacts from shared m

port GAL to Production f

er

@Environmens & Create Palicy ﬁﬂ Status
@ Settings Ej Excha @ Environments & Policies EI—J Status e Help

p All =) & Hide:@Completed /% Canceled 'gErrors @Heload
Puolicy Name Start Time Operati... = Emors Analy... | Added Modffi... = Upto-.. Deleted

contactSync Shared Mailboxes

roduction

; Export log file

» Export all log files

Searching for the string “error” yields 4 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer to open a new window containing the
details of the error.

- 0O x
Li}] log20230829034243_668x04734.txt - NETsec LogViewer

& Open T3 Save Set Filter . Clear Filter ® Clear Search

Timestamp Policy Typ Code Task Thread Source Message

20230829 034245_111| Productioncontactsiromsharedmailbo; Informatio|
20230829_034245_111| Productioncontactsfromsharedmail Informatio| B;j |09202308290342437558}(04734.‘“ - NETsec LogViewer Details - o x
20230829 034245_111 Productinncontactslmmsharedmﬁnx‘xml Informatio|

20230829_034245_111 Productlcncontactslrcmsharel|Ibox‘xml Informatio|] T, P

20230829 034245 158 Productioncontactsiromshaglimailbox.xmi| Informatio| 29220829 024245174

20230829 034245 158 ProductlDncontadslrnmﬁmallbnx‘xmI Informatio|  Policy

20230829_034245_158 | Productioncontactsfro aredmailbox.xml | Informatio| _ Productioncontactsfromsharedmailboxaxml

20230829 034245_158 | Productioncontacts! sharedmailbox.xml | Informat Typ

20230829_034245_158
20230820 034245 158 Inforgfitio] Code
20230829 034245 158 Infglimatic| 48003

20230829_034245_158| Productiogfontactsfromsharedmailbox.xmi | yfformatio| ~ Task
339

Productioncontagifromsharadmailbox.xml | Inform: Error

Productlcnconﬁslrcmsha redmailbo.xml

Productior actsfromsharedmailbox.xml

20230829 034245_158 | Producifncantactsfromsharedmailooxxmll Informatiq
20230829 034245 158 Pradfftioncontactsiromsharedmailboxgflnl | Informatio| ~ Thread
20230829 034245_158 | Prhluctioncontactsirornsharsdmailo Informatio :
ource
20230829_034245_158 ffoductioncontactsfromshared ProcessD
= = uc!un:cma Sromsharecmey focess ) GALsynclibrary.EOMailboxSearchHandler.StartMailboxSearch()
20230829 034225 17f| Productioncontactsiromsheredpfioon s PracessDal 02

20230829_034245 Productioncontactsfromsharg : Informatiof

No object selected for export.
20230829 0342/ 174 Productioncontactsfromshaiedmailbox.xml] Erm

4 results found

20230829 034245_174 | Productioncontactsfromsharedmailbox.xml|| Emor

20230829 024245 705 | Productiencontactsfremsharedmailbox.xm | Error . ; - . - -
20230829_024247_505 | Productioncantactsfromsharedmailboxxml | Information | 47008 [239 |3 GALsyncLibrary SummanyWriter WriteSummary(] contactSync Summary of Praduction contacts frem sha
20230829_024247_633 | Productioncontactsfromsharedmailboxxml | Summary | 47001]339 |5 GALsyncLibrary Logger Close() operation:Canceled|analysed:13|exported:O]addljup

ProgramData\NE
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How to

How to configure Exchange Application Impersonation

contactSync requires a service account with the Exchange Application Impersonation role
on the on-premises Exchange Server to access on-premises Exchange mailboxes.

If the user credentials of a service account are used for Exchange Online, contactSync
requires the Exchange Application Impersonation role on Exchange Online for this service
account to access Exchange Online mailboxes.

Exchange Application Impersonation enables a caller to impersonate a given user
account. This enables the caller to perform operations by using the permissions that are
associated with the impersonated account, instead of the permissions that are associated
with the caller's account.

For more information, please have look at the following Microsoft Docs:
Impersonation and EWS in Exchange

https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-
services/impersonation-and-ews-in-exchange

MSDN Library - Configuring Exchange Impersonation

https://docs.microsoft.com/en-us/previous-versions/office/developer/exchange-server-
2010/bb204095(v=exchg.140)?redirectedfrom=MSDN

Exchange Impersonation in Exchange 2013, 2016, 2019 and Exchange Online
How can you check existing management role for Exchange Application Impersonation
and how you can create a management role for Exchange Application Impersonation?

For on-premises Exchange:
Please log in on the on-premises Exchange Server with an Exchange Administrator
account and open the Exchange Management Shell.

For Microsoft 365 Exchange Online:
Please connect via Exchange Online PowerShell to the Microsoft 365 tenant with an
Exchange Administrator account.

Check existing Exchange Impersonation:
Please verify whether a Role Group for ApplicationImpersonation exists.

You can check the existing Exchange Impersonation via PowerShell:

Get-ManagementRoleAssignment -Role ApplicationImpersonation


https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange
https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-services/impersonation-and-ews-in-exchange
http://msdn.microsoft.com/en-us/library/bb204095(v=exchg.140).aspx
https://docs.microsoft.com/en-us/previous-versions/office/developer/exchange-server-2010/bb204095(v=exchg.140)?redirectedfrom=MSDN
https://docs.microsoft.com/en-us/previous-versions/office/developer/exchange-server-2010/bb204095(v=exchg.140)?redirectedfrom=MSDN

[PS]1 C:xWindowsssystemd2 *Get—ManagementHolefAss i

ment —Role ApplicationImpersonation

5 Machine: forestA-Ex.forestA.com

[PS]1 C:~Windows system32>Get—ManagementRoleAssignment —Role ApplicationImpersonation
ET T Role RolefAssigneeMame RolefissigneeType

pplicationImpersonation—-Hy... ApplicationImp.. .

Hygiene Manage.

. RoleGroup A1l Group Mem.

pplicationImpersonation—0Or

[P2]1 C:*UWindows\system32>

ApplicationImpersonation—Im...

ApplicationImp.

ApplicationImp. ..

Organization M.
Impersonation ...

. RoleGroup

RoleGroup

Direct

All Group Mem.
All Group Mem...

You can find an existing Role Group in the Exchange Admin Center under
Permissions as Admin Roles.

E.g., the Impersonation Role to manage the ApplicationImpersonation

e I@ | _ https://localhost/ecp/?ExchClientVer=15

b= ﬂﬂ Exchange Admin Center

[J Enterprise  Office 365

Exchange admin center

admin roles user |

+FAmBk AL

1 selected of 13

p ~ & Certificate error (o] || _.é admin roles - Microsoft Exc.. |

- [ax]
ok 13

Miafanlt

Administrator ~ P ~

NAME A
Compliance Management
pan - Impersonation Role ~
Delegated Setup
o Disco Management
mail fiow Help Desk Assigned Roles
m Hygiene Management ApplicationImpersonation
Impersonation Role
public folders Organization Management Members
Public Folder Management contactsync
Recipient Management
Records Management Managed B:
Server Management rosoft Fxchange Sec
UM Management (Administrator
hybrid L
View-Only Organization Management
Write scope v
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Create an Impersonation Role Group for ApplicationImpersonation via PowerShell
You can create a new Role Group to manage the ApplicationImpersonation and add
your contactSync service account as member of the Role Group.

This example creates a Role Group called Impersonation Role:

New-RoleGroup -Name "Impersonation Role" -Roles "ApplicationImpersonation" -Members

contactsync@foresta.com

Impersonation Role

[PS] C:“Windows“system32>_

Machine: forestA-Ex.forestA.com

{ApplicationImpersonation’

{ApplicationImpersonation—...

{forestA.con/Microsoft Exc...

The Impersonation Role is also available in the Exchange Admin Center under
Permissions as Admin Roles.

e @ | _ https://localhost/ecp/?ExchClientVer=15

p ~ & Certificate error ¢ || _.é admin roles - Microsoft Exc.. |

) Eﬂ Exchange Admin Center

[J Enterprise  Office 365

permissions

compliance manag

organization
protection
mail flow
mobile
public folders

unified messaging

Exchange admin center

admin roles user roles  Outlook Web A

+FAmBk AL

NAME -

Compliance Management

Delegated Setup

Discovery

Help Desk

Vianagement

Hygiene Management
Organization Management
Public Folder Management
Recipient Management
Records Management
Server Management

UM Management

View-Only Organization Management

1 selected of 13 total

| i e

Administrator + P -

| »

Impersonation Role
Assigned Roles
ApplicationImpersonation

Members

contactsync

Managed By

om/Microsoft Exchange Security Groups/On
A.com/Users/Administrator

Write scope v

Niafanlt




Create an Impersonation Role for ApplicationImpersonation via Exchange Admin

Center

You can create a new Role Group in the Exchange Admin Center under Permissions

as Admin Roles.

Add new admin role:

4 admin roles - Microsoft Exc...

Exchange admin center

recipients admin roles user roles Outlook Web App policies
permissions
compliance management -l P
. NAME .
crganization
protection Delegated Setup
Discovery Management
mail flow Help Desk
mobile Hygiene Management
Organization Management
public folders Public Folder Management
Recipient Management
unified messaging Records Management
Server Management
Servers UM Management
. View-Only Organization Management
hybrid
tools

1 selected of 12 total

Compliance Management

Membership in this role group is synchronized
across services and managed centrally. This role
group is not manageable through Microsoft
Exchange. Members of this role group may include
cross-service helpdesk or p i admini 5,
as well as external partner groups and Microsoft
Support. By default, this group is not assigned any
roles. However, it will be a member of the View-
Only Organization Management role group and will
inherit the rights of that group.

Assigned Roles

Data Loss Prevention

Inf ion Rights M t
9

Retention Management

View-Only Audit Logs

View-Only Configuration

Afmees Pl Pl ioimmn

>
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The new role group dialog:
Add the name Impersonation Role
Add ApplicationImpersonation to the Roles

Add your contactSync service account to the Members

new role group

*Mame:

Imperscnation Role

Description:

Write scope:

® | Default

Organizational unit:

£

Applhicationlmpersonation

DISPLAY NAME -




Afterwards the new Impersonation Role is available as Admin Role.

You can check the Assigned Roles and the Members of the Impersonation Role.

4 admin roles - Microsoft Exc...

Exchange admin center

recipients admin roles user roles Outlook Web App policies
permissions
) i Fs)
compliance management +trsamk PR
. NAME .
crganization
Compliance Management -
. o 9 Impersonation Role o
protection Delegated Setup
Discovery Management
mail flow .
Al Help Desk Assigned Roles
iene M - ;
mobile Hygiene Management Applicationlmpersonation
Impersonation Role
public folders Organization Management Members
Public Folder Management contactsync
unified messaging Recipient Management
Records Management Managed B}"
servers Server Management forestA.com/Microsoft Exchange Security Groups/Ory
. UM Management forestA.com/Users/Administrator
i
Y View-Only Organization Management .
Write scope ——
tools Default v

1 selected of 13 total
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Support: What to do when I notice an error / bug?

We always try to provide a very responsive, solution orientated and effective support.
Should you encounter any issue, bug or inconvenience please do not hesitate to contact
us.

Please email us at support@netsec.de.

To enable us providing you the best quality support possible, please provide us with the
following information:

Environment Overview

e Which Exchange version do you use?
e Which contactSync version do you use?

e Does the contactSync service account have an Exchange mailbox and where it is
located?

Description of the issue

Please describe your issue/bug/inconvenience thoroughly, in detail, what you wanted to
achieve and what you were doing as it occurred.
A screenshot of the issue often helps us to understand.

Configuration and log files

We also require the configuration and the logs, preferably zipped.

In menu Action -> Export Configuration you can zip the policies.

In menu Action -> Export Status you can zip the log files.

ACTION  CPTIONS HELF
@ Create Environment
&4 Create contact3ync Policy
-:& Export Configuration
-:g Import Configuration
-:& Expaort Status
$ Impart Status

Configure Service


mailto:support@netsec.de

The log files of a policy can be also compressed on the Status tab:

@ Setiings [ Exchange @) Environments & Policies ) Status | @) Help
9 All - J ContactLlist ~ & Hide: @Completed {\ Canceled QErrors @Reload
| PoicyName | Statt Time Operati.. | Emors | Analy.. | Added | Modfi.. | Upto-.. | Deleted
contactSync
2 & Open logfile

» Exportlog file

»  Exportall log files

Please send an email to support@netsec.de with a description of the issue and attach the
compressed file with the configuration and the compressed file with the log files.

Alternatively, you could also upload the compressed files for us at the
NETsec Support Dropzone

https://transfer.netsec.de/dropzone/support

Do you have more questions or need further support? Please do not hesitate to contact
the contactSync Support Team.

contactSync Support Team

By phone +49 2421 998 78 16 or via e-mail support@netsec.de
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