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Introduction

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public

Fol der into usersé6é mail boxes in the same

It will also synchronize the Gl obal Address Li

the same environment. Mail -enabled objects of an on

synchronized into Exchange mailboxes

enabled objects from a Microsoft 365 tenant can be synchronized

from the same Exchange environment

mailboxes in the same Exchange environment

Exchange

enyv

st (GAL) into

-premises Active Directory can be

and mail -

into Exchange

contact Sync synchronizes the contacts into a
contacts.

contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange

environments, which can be on - premises Exchange environments or Exchange Online of

Microsoft 365 tenants.

For each Exchange environment, you can configure which mail

-enabled objects will be

synchronized as mail -enabled contacts to the other Exchange environments. Also, you
can configure how the received mail -enabled objects from the other Exchange
-enabled contacts to your own Exchange

environments  will be synchronized as mail
environment.

This will make the mail  -enabled objects from the other Exchange environments visible as

contacts in the Global Address List (GAL).

Please take alook inthe GALsync documentation for further information.

GALsync Document ation

https://www.netsec.de/en/products/galsync/documentation.html

subf ol

de


https://www.netsec.de/en/products/contactsync/documentation.html
https://www.netsec.de/en/products/galsync/documentation.html

How to start?

1. Check outthe System Requirements and the Prerequisites
2. Check outthe Global Settings of contactSync.

3. Configure an Environment Configuration corresponding to the Exchange
environment.

4. Configure the Policy Configuration for the corresponding  Environment
Configuration

Recommendati ons (Dods and Dondt s)

Suggestions to test contactSync policies

We recommended to test contactSync before using with your production accounts. This

way you will prevent any unwanted changes , or impact you might not have considered
during setup.

First use some test accounts and groups
Then use only 1 -5 real accounts

Schedule without overlaps

It is strongly recommended that you configure the scheduler in such a way, that policies
do not overlap. Try the time for each policy will run by a manual execution. After that
configure your schedules.

Performance (Exchange Online)

When using any Exchange Online related policy in contactSync, please be aware of the

possibility of some lag. This is due Exchange Online being a remote organization , which
contactSync connects to using Exchange Online PowerShell and the Exchange Web
Services of Exchange Online . This puts contactSync inside any existing limitation

Microsoft might apply to the connection S.
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Licensing

Trial license
It is possible to run contactSync without a license. Please note that in this case only up to
20 mailboxes can be synchronized with contacts  for up to 21 days.

If you run contactSync as trial this is displayed in information bar at the bottom of the
program window.

A\ Trial version with random results. For purchase please contact zalesi@nei=zec.de

If you have any licensing questions or queries, please feel free to contact our
contactSync Sales Team

by phone +49 2421 998 78 20

orviae -mail sales@netsec.de

How to add a license
Click Help and select About .

contactSync will provide you with basic information about your current license status.

To add a license, pressthe ~ Add License  button and then select the license file you
received.

[_i;'.l [EI METsec contactSync »
FILE ACTION  OPTIONS HELP contactSync Version 8.0
B || contaciSyne @ Help ‘ NETsec GmbH & Co. KG 2008-2022.
@ Aboi e Al rights reserved.
@ o Contact: szles @netsec.de
Palicy | Please contact us for a license: sales@netsec.de
olicy
e contactSync
Add License
L
|

How many objects are to be licensed?

%) Counter Create a contactSync policy, choose the appropriate objects. Then you can
count all of the  mailboxes which are valid for synchronization and would be synchronized
during a run. This can help you choose for how many sync mailboxes you need to
license.


mailto:sales@netsec.de

System Requirements

Components Required

OS (64Bit) Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Hardware Processor: minimum dual core
RAM: minimum 4GB

Software .NET Framework 4.8.0 or later

Windows PowerShell 5.1  and ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3

Recommendations Exchange On-Premise s:We recommend to install contactSync on a member server
within the domain ( e.g., dedicated contactSync server or file server). The machine
should be uncritical (  e.g., may be restarted without complications). The contactSync

server must have a high bandwidth connection to the DC/GC.

Exchange Online  : See recommendations for on-premise s; butyou canuse also a
standalone computer.

Supported Exchange 2013 * SP1 and later
Exchange
Versions *

Exchange 201 6 and later
Exchange 201 9 and later
Microsoft 365 Exchange Online

* Microsoft stopped supporting Exchange 2013 on the 11th April 2023
Microsoft stopped supporting  for Windows Server 2012 and
Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot
support an Environment, which is no longer supported by the manufacturer.
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Prerequisites

Overview

contactSync requires a service account. The contactSync service account is only a
domain user in the Active Directory and has an Exchange mailbox. The mailbox of the

contactSync service account can be located at the on -premises Exchange or in Exchange
Online.

On your contactSync server, the service account should be a local administrator and it
should be possible to log on to the server as this account . Remote desktop connectivity

may also be required

Furthermore, the service account on the contactSync server needs the right to run as a
service.

It is recommended to run the contactSync GUI always with the credentials of the local
contactSync service account.

This can be confirmed  on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync | &' x64 ‘!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Exchange on -premises

To access the mailboxes on your on -premises Exchange server, the contactSync service
account needs to be member of the Exchange  Application Impersonation role to gain
access to the mailboxes to which the contacts are to be synchronized.

Please take a look at the chapter
How to configure Exchange Application Impersonation

Exchange Online:

To access the mailboxes  in Exchange Online, you have the option of user -based
authentication or certificate -based authentication. Certificate -based authentication for
Exchange Online is recommended so the contactSync service account will not require any

additional authorizations.

The certificate -based authentication for Exchange Online is described in the chapter
Exchange Online certificate -based authentication via App Registration



Service Account (on - premises)

The on -premises contactSync service account is a domain user of the on -premises Active
Directory.
The on -premises service account is a member of the  Local Administrators group onthe

Windows Server, where contactSync is installed.

The on -premises service account needs the local right to run as a service on the
Windows Server, where contactSync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where contactSync is installed. It is likely that the on-premises service account requires
membership in the  local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the
contactSync GUI.

The contactSync Service must run in the credentials of the on -premises service account.

In order to install  contactSync you need administrative permission. Setup will also install
the contactSync Service onthe Windows Server you install contactSync on.

Important: If you configure the logon information for the Active Directory domain
service account in the contactSync GUI using on -premises Exchange, it will be
necessary use the format domain \username.

Exchange m ailbox for the contactSync Service Account

The contactSync service account needs a licensed Exchange mailbox in the environment.
I contactSync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS).
Ensure that the mailbox is accessible (e.g., by Outlook Web Access).

Ensure that the mailbox can send and receive email.

On-premises mailbox
For an on -premise s Exchange scenario, the on  -premises contactSync service account
needs a mailbox located on the on -premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the contactSync  service account needs to be licensed
with an Exchange Online license in the Microsoft 365 tenant .

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 EL1 license will work for the service account.

Local service account on a standalone server

If you run contactSync on a standalone Windows server, please create a local account for
contactSync. This is only valid in Exchange Online cloud -only scenarios.
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Please use the local account to configure and run the contactSync Service and the
contactSync GUI in the credentials of this local account.

The local account needs the same local permissions as a domain user described above.

The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The contactSync Service Account of the Microsoft 365 Exchange Online
tenant is independent of this local account.

For example: contactSync  is a local account of the standalone  Windows server
Please run also the contactSync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
contactSync GUI, it will be necessary use the format computername \username.

Execution Policy ( Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, contactSync needs the
parameter ExecutionPaolicy to be setto RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,

Power Shell 6s execution policy is set to Restricted;

contactSync requires that scripts can be run.

Get - ExecutionPolicy

http://technet.microsoft.com/en - us/library/hh849821.aspx

Set - ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en -us/library/hh849812.aspx

t


http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx

ExchangeOnlineManagement PowerShell module

contactSync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3. 6 orlater for Exchange Online PowerShell V3.

On the contactSync S erver you need to install the ExchangeOnlineManagement
PowerShell module so that contactSync direct can communicate with a Microsoft 365
Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator ,
then run the following to install

Install - Module - Name ExchangeOnlineManagement - Force

When prompted, enter Y for Yes then Return

EN Administrator: Windows PowerShell - [m| X
1

rosoft Corporation. All rights re

Install the latest PowerShell for new features and
Install-Module

equired to

es. The NuGet

Please have look atthe  Prerequisites for the Exchange Online PowerShell module
chapter of the  Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en - us/powershell/exchange/exchange -online -powershell -
v2?view=exchange -ps#install -the -exchange -online -powershell -module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator ,
then run the following to update:

Update - Module - Name ExchangeOnlineManagement - Force

Please have look atthe  Prerequisites for the Exchange Online PowerShell module
chapter of the  Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en - us/powershell/exchange/exchange -online -powershell -
v2?2view=exchange -ps#update -the -exchange -online -powershell -module
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How to install a specific version of Exchange Online Power Shell?

This applies if you need a specific version of the Exchange Online PowerShell module in
Windows PowerShell 5.1 on the Windows Server, because a higher version does not
currently work.

Start the Windows PowerShell as Administrator

# Uninstall all existing versions
Uninstall - Module - Name ExchangeOnlineManagement - AllVersions;

# Install the required version, e.g. version 3.6.0
Install - Module - Name ExchangeOnlineManagement - RequiredVersion 3.6.0 - Force;

# Check installed version
Import - Module ExchangeOnlineManagement; Get - Module ExchangeOnlineManagement;



Exchange Online authentication via App registration or Service
Account

There are two available methods to establish a connection to Exchange Online on the

Exchange Online tab  in the Environment Configuration

[E.l Environment Configuration - M
General Exchange Scenario | Exchange Online m
-
Exchange Online
Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.
Credentials
Badd | @ | &Gnrd | @ | A Modity | @ | FRemove | @
Ilzemame Max. Connection
Organization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud =
of Ok €3 Cancel (==
Note, the user -based authentication is deprecated . The certificate -based

authentication is recommended.

Please note, that user -based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365/Office 365 instance is hosted by a
national cloud, please use Exchange Online certificate - based authentication via
App Registration
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Exchange Online certificate  -based authentication via App registration
The Add button on the left, will open a dialog window in which to configure certificate -
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Bxchan

| Credentials |
| aadd | @ Gad | @ | Avodty | @ | HRemove | @
L':l Exchange Online App Registration x
Corresponding settings for the Enterprizse Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.
Organization / Tenant @
| |
Application Display Mame @
Application ID @
| Certificate |
Friedly Mame FriedlyMame
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
| Choose Certificate | | Create Certificate @
| | Assigned AP| permissions | |

Detailed description is in chapter
Exchange Online certificate -based authentication via App Registration



Exchange Online authentication via Service Account

The Add button on the right, will open a dialog window in which to configure user -based
authentication via Service Account for the Exchange Online tenant
Note, the user -based authentication is deprecated . The certificate -based

authentication is recommended.

Please note, that user -based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance. If your Microsoft 365/Office 365 instance is
hosted by a national cloud, please use Exchange Online certificate -based
authentication via App Registration

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have BExchange Administrator role permission for Exchange €

Credentials |
L G (@ G (@ Pyoity | @ | KRemove| @
m Exchange Online Credentials x

User-I10: || | @
Password: | | @
E-mail: | @
g::i.r;cuftrir:m EI} Set as primary account @

—| The authentication method for Exchange \Web Services of the Office 365 tenant |——

Please login for the Modern Authentication OAuth 2.0

&) Modern Authentication OAuth 2.0 . Lgn | @

o Spply &9 Cancel

Detailed description is in chapter
Exchange Online authentication via Service Account
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Exchange Online certificate - based authentication via App

Registration

First, please verify the contactSync  GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the  Application Id

and cannot find the certificate later .

This can be confirmed  on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync = & x64 '!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center ) and enter the
corresponding values in the Exchange Online App Registration dialog .

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
Credentials

(Badd | @ | &Gad | @ | F Modify

All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Bxchan

I\_L.I xﬂerr'mre I\y

[E.l Exchange Online App Registration

AD) App registrations that enables access to BExchange Online.

Crganization / Tenant

Application Display Mame

Application 1D
Certificate
Friedly Mame FriedlyMame
Mat After Mat After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
Choose Certificate Create Certificate

Assigned AF| permissions

Corresponding settings for the Enterprise Application in the Microsoft Entra (D (formerly Azure

x




The following description is based on the Microsoft Documentation article :

App -only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en - us/powershell/exchange/app -only -auth -powershell -
v2?view=exchange -ps

E] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
ADY) App registrations that enables access to Exchange Cnline.

Organization / Tenant @
| |
Application Display Mame EI}
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange \web Services @

Maxi
Cna:ll'nr:cutrirclm @ Set &s primary account @

Email Address @

o Lpply €3 Cancel
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Register an Enterprise Application in Microsoft Entra 1D
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity ~ (formerly Azure A ctive Directory).
Microsoft Entra admin center B search resources, services, and docs (G+/) _
Home >
Iﬁ Home
X
W Favorites N
@ Identity ~ ‘
@  overview M . ft E t d . t
Q Users ~
Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v
Learn more (3
1 Devices ~
@ Applications N ) 3
E| Protection ~
Microsoft Entra ID (Azure AD) ID Protection
i v
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
ER External Identities ~
*  Show more
Go to Microsoft Entra ID Go to ID Protection
& Protection N
Expand Applications and goto App registrations . Then select New registration
Microsoft Entra admin center e ey _
: Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
> Identity - All applications Owned applications  Deleted applications
@ overview
P Start typing a display name or application (client) ID to filter these ... +v Add filters
,Q, Users N
A Groups A This account isn't listed as an owner of any applications in this directory.
View all applications in the directo
R y
B Applications N
Enterprise applications
I App registrations
3. Roles & admins Voo
& Lean& support N
«



https://entra.microsoft.com/

Microsoft & 2dmin cent SRS SRS _

Home > App registrations >
ﬁ Home . . )
Register an application - X
% Favorites ~
* Name
Identity o The user-facing display name for this application (this can be changed later).
@  Overview ‘ contactSync Enterprise App Ve
,Q\ Users N
Supported account types
2 Groups '
Who can use this application or access this API2
5 Devices Accounts in this organizational directory enly (METsec Demoe only - Single tenant)
) applications ~ O Accounts in any organizational directory {Any Azure AD directory - Multitenant)

O Accounts in any organizational directory {Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Enterprise applications (O Personal Microsoft accounts only

I App registrations Help me choose..

E| Protection N
T ey EEmTET v Redirect URI (optional)
we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
:E External Identities AV changed later, but a value is required for most authentication scenarios.
. 3y proceeding, you agree to the Microsoft Platform Policies =
8 lLeana support N

Enter a name for the  Application

In this example, it has been named contactSync  Enterprise App .

Select the Accounts in this organizational directory only (<YourOrganizationName>
only - Single tenant) radio button and click Register .

Transfer the information of the registered Application to the Exchange Online App

Registration dialog.

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

Home » App registrations >
‘ﬂ‘ Home
T s
HH contactSync Enterprise App = X
* Favd (3] Exchange Online App Registration x|
] pelete & Endpoints [ Preview features
& 1 Corresponding settings for the Enterprise Application inthe Microsoft Entra D (formerly Azure
€r|  AD) App registrations that enables access to Exchange Online € Got = second? We would love your feedback on Micrasaft identity platform (previously Azure AD for -
developer).
(D) Over] Organization/ Tenant @
netsecdemotenart. onmicrosoft com
R Uszer) A Essentials
Application Display Name @
2 Grod S —— — Display name Client credentials
contactSyn Enterprise Ao s Enterprise App Add a certificate or secret
[ Devi{ Application D @ Application (client) ID
26535 -A4bh3e-: - - 25 2bas?
98535983 2b G Aaddand A50bi 052 - 2653598a-4b3le-4ad4-a59f-2f504bf2bas2
@ Appl| Certificate Object I Application ID URI
) f7f216c5-e36e-4962-878b-T1da7c114724 Add an Application 10 URS
Friedly Name FriedlyName
Entel ot Afer Not After Direc tenant) ID , Managed application in lo _
e42-2027-4845-8c11-8c056€5
I . Subject Subject e9148e42-2027-4845-8c11-8c056e5achac g
PP Thumbprint Thumbprint Supported account types c
rote] | Has Privatekey Hos PrivateKey My organization only o]
User User =
B silin @ Welcome to the new and improved App registrations. Looking to leam how it's changed from App Te)
Create Certificate @ registrations (Legacy)? Learn more CD
i Maxdimum Q
Connection 2H @ 7] Set as primary account @ c
e Get Started Documentation >
rey )
Email Address @ b
Do o
. . . . . . . -
Build your application with the Microsoft identity c
Mob) o)
o &
Ay & Cancel platform o
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Organization / Tenant needs the .onmicrosoft .com domain name of the Microsoft
365 tenant. Otherwise, you m ay encounter cryptic permission issues when you run a
policy inthe app context. = The next chapter will describe where to find the domain name

of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value  of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more  to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity Pal D ldent ity A
I'fl~J Overview Iff-' Overview

H Users o ,-Li, Users

o Groups A Groups

Io)  Devices o I Devices v
BR applications N BB Applications .
1 Protection A 8. Roles & admins A
'::E-:;' Identity governance W B Billing s
Iih External Identities . 93 sett ngs

Show more & Protection




Expand Settings , goto Domain names and use the .onmicrosoft .com domain name.

Microsoft Entra admin center e e _

> Identity ~ Home >
@ ovenview Custom domain names X
Azure AD for workforce
R Users ' .
- Add custom domain () Refresh & Troubleshoot Columns ,Oj Got feedback?
£ Groups ~
i v
E [z ® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
B Applications N
& Roles & admins v |/‘7’ Search domains *7 Add filters
Name Status Federated Primary
B il v
Billing
netsecDemo.com @ Verified
i‘é:i Settings ~
netsecdemotenant.onmicrosoft.com @ Available
Preview hub
I Domain names
Mability
E] Protection '
Please do not confuse the Microsoft 365 tenant domain name s with the Exchange

Online accepted domain s.
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Certificate for the registered Application

For app -only authentication in Microsoft Entra ID (formerly known as Azure A ctive
Directory ), you typically use a certificate to request access. Anyone who has the
certificate and its private key can use the app lication , and the permissions granted to the
app lication .
E‘] Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.
Organization / Tenant @
netsecdemotenant onmicrosoft.com
Application Display Name @
_contadSync Enterprise App
Application ID @
:2653558a-4b3e-4ad4-55§-2 504bf2ba52
Certificate
Friedly Name NETsecDemo from contactSync Server
Not After 2025-08-18
Subject CN=NETsecDemoFromContactSyncServer
Thumbprint 771SA9SA5BA61FDSF72E3CDSD51783D79DCB254F
Has PrivateKey True
User NETSECDEMO\svc_contactSync
Choose Certificate Create Certificate @
Assigned APl permissions
| Microsoft Graph kij
Exchange Web Services @
g:rf;g‘ron 25 @ | Set as primary account @
Email Address @
[rom——— 0
. of Aoply | €3 Cancel

Choose Certificate

Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the contactSync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.



Create Certificate

Create a self -signed certificate , which will be saved in the current user certificate store

and will be used to authenticate your Application against Identity  (formerly Azure A ctive
Directory) , while requesting the app  -only access token.

NETsec contactSync - ¥

Create certiicates m cument user stome

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: ME TsecDemoFromContact Sync Server I\,!,:.al
Friendly Name: | NETsecDemo from contactSync Server D
Notéfter: 8/18/2025 - @
KeyLength: 4096 - @ keySpec: |KeyExchange @
FilePath: C:\ProgramData"METzec GmbH & Co. KiG\contact Sync (€ 4]

woertificate files\NETsecDemoFromContact SyncServer 2025~
(8-13.cer
U .

Creating self-signed cerificate is only
possible starting with Windows Server 2016 * Create

T

€3 Close

'\E:_.T' Certificate Directory

2

Enter the Subject ,and Friendly Name of the certificate.

In the example above , the forest name (  NETsecDemo ) and the name of the server
(contactSync Server ) from which the connection is established will be incorporated in
both.

Click Create to generate a new certificate.
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NETsec contactSync - X

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: |NI:—I'secDemoFromCurrtactS}rncSewer | @
Friendly Name: |NI:—I'secDernu from contactSync Server | @
Nothfter: 811812025 -] @
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData*NETsec GmbH & Co. K&G\contact Sync (1
wcertificate files \NETsecDemoFromContact SyncServer 2025~ I—I e
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7719A9A5BAGTFDSF7ZE3CDA0517E307I0CE254F is
exported to the file C:\ProgramData'METsec GmbH & Co. KiG\contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W
'{Eﬂ Certificate Directory ¢ Apply ﬁ Close
The public key file is created in the default path
C:\ ProgramData \ NETsec GmbH & Co. KG \ contactSync \ certificate files \
Click on the Certificate Directory button to open the folder in File Explorer



I
x

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: | MNETsecDemoFromContact SyncServer

[]
®6e 666

Friendly Mame: |NI:—I'secDernn from contactSync Server

NotAfter: 18/18/2025
KeyLength: @ keySpec: |KeyExchange |
FilePath: C:\Program Data*NETsec GmbH & Co. KG\contact Sync
wcerificate files \NETsecDemoFromContact SyncServer 2025~
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7/19A9A5BAGTFDSF7ZEICDA0517E307I0DCE254F is
exported to the file C:\ProgramData'METsec GmbH & Cao. KG'contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W

'{Eﬂﬂertiﬁ{:ate Directory ‘ «;‘-‘-.pply ‘ ‘ ﬁCInse

hare View

< Local Disk (C:) » ProgramData » METsec GmbH & Co. KG ¢ contactSync » certificate files

Py

Mame Date modified Type

5] METsecDemoFromContactSyncServer_2025-08-18  2/18/2023 2:33 AM Security Ce

Then click Apply to close the Create Certificate dialog .
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Upload certificate file for the registered Application
Goto Certificates & secrets  of the registered Application in Microsoft Entry I D (Azure
AD), and selectthe Certificates  tab.

et et gl gt it itk a _

Home > App registrations > contactSync Enterprise App

ﬁ Home
contactSync Enterprise App | Certificates & secrets = X
* Favorites N
P Search ‘ < A7 Got feedback?
S Identity ~ B overview a
. & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving
©  overview tokens at a web addressable location {using an HTTPS scheme). For a higher level of assurance, we recommend
# Integration assistant using a certificate (instead of a client secret) as a credential.
R Users N
Manage
& Groups ~ %
B Branding & properties @ 2pplication registration certificates, secrets and federated credentials can be found in the tabs below.
&1 Devices g .
D Authentication
@ Applications ~ Certificates & secrets Certificates (0) | Client secrets (0) Federated credentials (0)

=

Token configuration Certificates gan be used as secrets to prove the application's identity when requesting a token. Also can be

Enterprise applications
= > referred to 35 public keys,

AP| permissions

I App registrations

@ Expose an API T Upload cei
%a Foles & acmins ™ App roles Thumbprint Description Start date Expires
& & Owners No certificates have been added for this application.
4 Learn & support N .
dbs Roles and administrators
“ M Manifest o ”
Select Upload certificate , then browse to the location where the certificate was saved.

Select, and open it. The default path is:

C:\ ProgramData \ NETsec GmbH & Co. KG \ contactSync \ certificate files

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

* Home Home > App registrations » contactSync Enterprise App Upload certlflcate e
contactSync Enterprise App | C¢
% Favorites N Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt *
P Searc ‘ € A7 Got feedback ‘ Select 3 file |E
@ Identity o~ i overview = Description
i i Credentials enable ‘ Enter a description for this certificate |
. &
® Overview Quickstart I tokenc at 3 wah ad
# Integration assistant e Open X
,Q Users Y
Manage + < contactSync > certificate files v O O Search certificate files
* Groups ~ -
53 Branding & properties Organize ¥ New folder E- O @
2 Devices v D Authentication =] Pictures A Name - Date modified Type Size
B videos 5 NETsecDemoFromContactSyncServer_20...  £/12/2023 2:33 AM Security Certificats
Applications A yncServer_20...  §/18/2023 2:33 Al ecurity Certificate
& app Certificates & secrets . Local Disk ()
m
Enterprise applications -l Token configuration QNetwurk
2 API permissions o= >
I App registrations
@ Expose an API File name: | NETsecDemoFromContactSyncServer_2025-08-18 v‘ Custom files ~
Sa Roles & admins hd Cancel
App roles
® 48 Ouners No certificates hat
& Learn & support ) -
il Roles and administrators -
33 Bl manifest =




Microsoft & 2dmin center e _

Home > App registrations > contactSync Enterprise App H =
S . Upload certificate X
contactSync Enterprise App | C¢
*  Favorites N Upload a certificate (public key) with ane of the following file types: .cer, .pem, .crt *
P Search ‘ « £ Got feedback ‘ "NETsecDemoFromContactSyncServer_2025-08-18.cer” |E
& Identity ~ B overview = Description
9 . Credentials enable ‘ Enter a description for this certificate |
B & Quickstart
@ oveniew tokens at a web adh
#  Integration assistant using a certificate (i
R users N
Manage
* Groups ~
B Branding & properties © Applicationn
&1 Devi v
Sfiees 3 Authentication
# Applications G Certificates & secrets Certificates (0)
Enterprise applications Token configuration Certificates can be
referred to as pub
- AP| permissions
I App registrations —
@ Expose an API T Upload certi
i ~
\-2. Roles & admins 5 App roles Thumbprint
-~ 48 Quners No certificates har
& Learn & support N

dbs Roles and administrators

M Manifest o

Add the selected certificate.

AcrosnitE i el sk bt () _

2 Home > App registrations > contactSync Enterprise App
ﬁ Home
contactSync Enterprise App | Certificates & secrets = - X
* Favorites v
@ Identity ~ Qverview = o .
Credentizls enable confidential applications to identify themselves to the authentication service when receiving tokens at a web -
& Quickstart addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret)
@ overview
as a credentiall
” Integration assistant
L users v
Manage x
A Groups £ @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B2 Branding & preperties
&1 Devices ~ .
3 Authentication i
Certificates (1) Client secrets (0)  Federated credentials (C)
@ Applications ~ Certificates & secrets E—
. Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
Enterprise applications {Ii" Token configuration
. %~ AP| permissions T Upload certificate
I App registrations
@ Expose an API Thumbprint Description Start date Expires Certificate ID
Sa  Roles & admins v : ~
App roles 7719A90ASBA61FDOF..,  CN=NETsecDemaFro... 8/18/2023 8/18/2025 a78elf63-e17f-40.. O [0
A Lean& support ey & Owners
L. Roles and administrators v
«
Bl ntomignce i
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Assign API permissions to the registered Application

API permissions for Microsoft Graph
Goto API permissions , then select Add a permission

itk b Pl e _

Home > App registrations > contactSync Enterprise App
ﬁ Home
= contactSync Enterprise App | APl permissions 2 - X
*  Favorites v
@ Identity ~ B overview =
& Quickstart
@ overview @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per X
" Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
8 users ~ more
Manage
¥ Groups v f q .
B 8randing & properties Configured permissions
B Devices v i Applications are autharized to call APIs when they are granted permissions by users/admins as part of tha cansent process. The list of
3 authentication - . N I -
configurad permissions should include all the permissions the application needs. Learn more about permissions and consent
#8  applications ~ Certificates & secrets
~/ Grant admin consent for NETsec Dema
Enterprise applications Token configuration
API / Permissions na... Type Description Admin consent req...  Status
. S AP permissions
I App registrations
@ Expose an API
S Roles & admins ~
M App roles
2 Learn & support Eas & Owners

~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications
& Roles and administrators g P PP Y gs, try prise app

B nsemifacs

Selectthe Microsoft ~APIs and click on Microsoft Graph

osort € Fdmin centet — _

4 i ~ -+ > contactSync Enterprise App | AP ieci
S identity contactsyne Enterprise 40 |47 Request API permissions x
® ovenview - contactSync Enterp
Selectan API -

i -

i < i N

e Microsoft APls  APls my organization uses My APls
~ —
B Groups B Overview i
Commonly used Microsoft APls
& Devices v £ Quickstart
B Applications A # Integration assistant \ Microsoft Graph
‘ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and Windows 10.
Di d solve probl
) ) K Diagnose and solve problems ’ Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
Enterprise applications ’ .
through 2 single endpoint
Manage - @
I App registrations
EE Branding & properties
A
8. (= BT D Authentication
Azure Communication () Azure Rights Management .
&  protection ™ Certificates & secrets m Services L& Services /A Azure Service Management
' Rich communication experiences with Allow validated users to read and write Programmatic aceess to much of the
£2) Identity Governance ~ Teken configuration the same secure CPaas platform used ratected cantent functionality available through
) y P o] g
by Microsoft Teams the Azure portal

N <=~ API permissions
6P External Identities v

@ Expose an API

Select Application permissions

e ) _

4 i A % .. > contactSync Enterprise App | AP icel
S identity contactsyne Enterprise 40 |47 Request API permissions x
® ovenview - contactSync Enterp
< All APIs o
] ~ .
R users e . , Microsoft Graph '
E" https;//graph.microsoft.com/ Docs '

G e B Overview .

- e What type of permissions does your application require?
& Devices v £ Quickstart

Delegated permissions Application permissions
) i A # Integration assistant Your application needs to access the AP a5 the signed-in user, Your application runs s a background service or dagmon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations

B2 Branding & properties O start typing a permission 1o filter these results
& Roles & admins Y .

D Auvthentication Permission Admin consent required
&  protection N Certificates & secrets

> AccessReview
'

Identity Governance v Token configuration
. <~ API permissions > Acronym
6P External Identities v

@ Expose an API




Search for contact and expandthe Cont acts in the result list.
Select
Contacts.ReadWrite

P Search resources, services, and docs (G+/)

-

App roles Read and write contacts in all mailboxes

A Quiners > OrgContact

Search for mail and expand the Mail in the result list.
Select

Mail.ReadWrite

and

Mail.Send

Microsoft Entra admin center P Search resources, services, and docs (G#/)

@ Identity ~ - > contactSync Enterprise App | AP Request API permissions %
® oveniew - contactSync Enterp
< All APIs

R users ~ .

« gy Mirosoft Graph

https://graph.micresoft.com/ Docs ¢!

G B oveniew ) )

- ‘What type of permissions does your application require?
& Devices v & Quickstart

Delegated permissions Application permissions
B3  Applications ~ 5 Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
K Diagnose and solve problems
Enterprise applications
) Manage Select permissions expand all
I App registrations
B Branding & properties o contact "
S

& Roles & admins v

D Authentication Permission Admin consent required
& Protection Y Certificates & secrets

“/ Contacts (1)
(3] Identity Governance N ifi Token configuration
o Contacts.Read

& API permissions D Yes
EE  External Identities v Read contacts in all mailboxes

@ Expose an API - -

P Contacts.ReadWrite @O
Shaw more =

i o
.

D Identity ~ .+« > contactSync Enterprise App | AP Request API permissions %
® ovenview - contactSync Enterp
<Al 4PIs
Users N i
A search . , Microsoft Graph
https://graph.micresoft.comy Docs
G M B Oveniew .
> What type of permissions does your application require?
£ Devices v £ Quickstart
Delegated permissions Application permissions
BB} applications 2 # Integration assistant Your application needs to access the APl as the signed-in user. Your application runs a5 a background service or daemon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties S ol -
& Roles & admins Y .
D Authentication Permission Admin consent required
B Pprotaction ™ Certificates & secrets
> MailboxFalder
i3 i
{8 Identity Governance v Il Token configuration
. < AP permissions > Mailboxitem
BB  External Identities ~
& Expose an API
T e > MailboxSettings
% App roles
A2 Owners N Mail (2)
ik Roles and administrators
Mail.Read ©
[l N Yes
M Manifest Read mail in all mailboxes
Support + Troubleshooting O Mail ReadBzsic Yes
Read basic mail in all mailbaxes
& New support request D Mail.ReadBasic.All O “
es
- Read basic mail in all mailboxes
Mail.Readwrite @
B Yes
Read and write mail in all mailboxes
Mailsend ©
Yes
Send mail as any user
> User-Mail
2 Learn & support ~

Click Add permission s
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Select Add a permission again .

Identity

Overview

>

O]

8 users
2 Groups
£ Devices
8  Applications

Enterprise applications

I App registrations

€ Roles & admins

B Protaction

Identity Governance
g8 External identities

Show more

2 Learn & support

osoft Ei admin center P Search resources, services, and docs (G#/)

> contact!

- contactSync Enterprise App | APl permissions

O se

B overview

& Quickstart
# Integratian assistant
# Diagnose and solve problems
Manage
B2 Branding & properties
D Authentication
Certificates & secrets

! Token configuration

- APl permissions

@ Expose an API

App roles

& Owners

£, Roles and administrators
M Manifest

Suppert + Troubleshooting

& New support request

nc Enterprise App | APl permissions > App registrations > contactSync E

rprise App | API permissiont
op | " @ Updating permissions X

Successfully saved permissions for contactSync
Enterprise App.

O Refresh | & Got feedback?

A\ You are editing permission(s) to your application, users will have to consent even i they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
permission, user, or 2pp. This column may not reflect the value in your crganization, or in organizations where this app will be used. Learn
more
Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent pracess. The list of
configured permissians should include all the permissions the application needs. Learn more about permissions and consent
Add a permission  ~ Grant admin consent for NETsec Demo
API / Permissions na... Type Description Admin consent req...  Status
v Microsoft Graph (3)
ContactsReadW Application Read and write contacts in all mailboxes Yes A Notgranted for NETsec | «eo
MailReadWrite  Application Read and write mail in all mailboxes Yes A Notgranted for NETsec | «e«
Mail.Send Application  Send mail as any user Yes A\ Notgranted for NETsec ==+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Selectthe APIs my organization uses
Office .

and search for

A Home

4

Favorites

4

Identity
Overview
Users
Groups

Devices

g » < o ©

Applications
Enterprise applications
I App registrations

& Roles & admins

-]

Lear & support

tab on the Request API permissions dialog

P Search resources, services, and docs (G+/)

Home > App registrations > contactS

- contactSync Enterg

7 Se

B overview
& Quickstart

5" Integration assistant

Manage
B 8randing & praperties
2 Authentication

Certificates & secrets
1l Token configuration
9 API permissions

& Expose an API

App roles
&s Owners

il Roles and administrators

B ndonifact

Request API permissions X

Select an API
Microsoft APls  APls my organization uses My APls

Apps in your directory that expose APIs are shown below

P office 365

Name Application (client) ID

Office 365 Enterprise Insights f9d02341-e733-456d-926d-430ca599fbee
Office 365 Exchange Online @ 00000002-0000-0ff1-¢e00-000000000000
Office 365 Informatian Protection 2f3f02¢9-5679-435¢-3605-0de55b07d 135
Office 365 Management APIs £5393580-f805-4401-95e8-94b7a6ef2fc2
Office 365 Mover d62121f3-e023-4972-b6b0-794190c0fd98
Office 365 Search Service 66288757-258¢-4c72-803¢-3eBbed4d6399
Office 365 sharePoint Online 00000003-0000-0ff1-¢e00-000000000000

Click on Office 365

Exchange Online

in the result list to open it.



Select Application permissions

M P Search resources, services, and docs (G+/)
o Home > App registrations > contactS

f Home

- contactSync Enterg
* Favorites ~

:
D Identity ~ B overview a
@ overview & Quickstart

# Integration assistant
8 users ~

Manage
2 Groups %

B2 granding & properties
& Devices ~

D Authentication
f8  applications ~ Certificates & secrets

m

Enterprise applications Il Token configuration
9 AP permissions
I App registrations

& Expose an API

3‘. Roles & admins ~
M pp roles

A & Owners

]

Learn & support

k. Roles and administrators

B ndonifact

Request APl permissions

<Al APIS
. Office 365 Exchange Online

https://outlock.office. com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Application permissions
Your appli
signed-in

tion runs as a background service or daemon without

Policies synchronizing contacts from

Select
Exchange.ManageAsApp
Manage Exchange As Application

Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need only Microsoft Graph permissions.

Microsoft E admin center P Search resources, services, and docs (G#/)
S Identity ~ " < Enterprise App | AP
® ovenview - contactSync Enterp
R Users '

:
EEE Y overview
& Devices Vv & Quickstart
B applications A #7 Integration assistant
# Diagnose and solve problems
Enterprise applications
Manage
I App registrations
B2 Branding & properties
i v
S EmmmETE D Authentication
5 Protection v Certificates & secrets
W
o e " Il Token econfiguration
N - APl permissions
BP  External Identities ™
& Expose zn API
Show more i App roles
&3 Owners
ik Roles and administrators
B Manifest
support + Troubleshooting
& New support request
-
2  Learn & support ~

Request APl permissions

<Al 4PIs
Office 365 Exchange Online
https://autlook.office.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl a5 the signed-in user

Select permissions

Application permissions

Your application runs s a background service or dazmon without a
signed-in user.

expand all

P Start typing a permission to filter these results

Permission

Vs

Other permissions

Calendars

v

v

Contacts

v/ Exchange (1)

= Exchange.ManageAsApp (O
- Manage Exchange As Application

> IMap

> Mailbox

Admin consent required

Click Add permission s
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Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

Select

full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp

Manage Exchange As Application

Microsoft Entra admin center P Search resources, services, and docs (G+/)

@ Identity ~ " - > contactSync Enterprise App | AP Request API permissions

Application permissions

Your application runs as a background service or daemon withouta
signed-in user.

expand il

Add permissions
«

® oveniew - contactSync Enterp
CAll APIs
R users e o Office 365 Exchange Online
https://outlook office.com
B EEmE M B ovenew ) )
- ‘What type of permissions does your application require?
& Devices v & Quickstart
Delegated permissions
BB applications A 5 Integration assistant Your application needs to access the AP as the signed-in user.
K Diagnose and solve problems
Enterprise applications
) Manage Select permissions
I App registrations
= Branding & properties yping a permission to filter these results
v
S Roles & admins 2 Authentication Pa——
& Protection Y Certificates & secrets
~/ Other permissions (1)
{8 identity Goverance W ill Token configuration
5 T full_access_as app @ )
EE  External Identities v Use Exchange Web Services with full access to all mailboxes
@ Expose an API
g > Calendars
App roles
£ Owners > Comtacts
b Roles and administrators
~
M Manitest Exchange (1)
Suppert + Troubleshooting Erg A EE R (O
Manage Exchange As Application
& New support request
> IMap
-
£ Leamn& support N

Admin consent required

Click Add permission s




Click Grant admin consent for your tenant.

rosoft Entra admin center [T " _
& Identity A .. > contactSync Enterprise App | API permissions > App ragistrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions e
8 users ~
“ O Refrash &7 Got feedback?
2 Groups v
Guenview A\ Vou are editing permission(s) to your application, users will have to consent even if they've already done so previsusly.
& Devices v £ Quickstart
# Integration assistant
F3  Applications ~ 9
Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
ol P! 2 ! P
Enterprise 2pplications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app wil be used, Learn
Manage e
I App registrations
Branding & properties L
. Configured permissions
%5 mmEaTE e D Authentication
Applications are authorized to call APl when they are granted permissions by users/admins as part of the consent pracess. The list of
B Protaction N Cortificates & secrats configured permissians should include all the permissions the application needs. Learn more about permissians and consent
"
{2) Identity Governance i I} Token configuration t Add a permission " Grant admin consent for NETsec Demo
- APl permissions - ) . )
s § APl / Permissions name Type Deseription Admin consent required  Status
BB  External Identities N / P P q
& Expose an API v Microsoft Gray .
Show more Lop roles
% Aep Contacts ReadWrite Application  Read and write contacts in al... Ves A Not granted for NETsee
& Owners Mail ReadWrite Application  Read and write mail in all ma... Yes A Notgranted for NETsec .+
& Roles and administrators MailSend Application  Send mail as any user Vs & Not granted for NETsec
[ Manifest \ Office 365 Exchange Online (2) .
Support + Troubleshooting ExchangeManagefsApp  Application  Manage Exchange As Applic...  Yes 4 Notgranted for NETsec |+
& New support request
2 Learn & support A~ To view and manage consented permissions for dual apps, as well as your tenant's consent settings, try Enterprise applications,
«

Click Yes to confirm the consent.

rosoft Entra agmin center ([ ) _
S Identity A ™ .+ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® ovenview - contactSync Enterprise App | APl permissions = X
8 users Y
rch « O Refrash Q\j Got feedback?
2 Groups ~
o . X .
enen Grant admin consent confirmation.
& Devices v % Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Dema? This will update any
4 ntearation assistant existing admin consent records this application already has to match what is listed below.
#8  Applications ~ - 9
] %
X Diagnose and solve problems
Enterprise applications =m
Manage e
I App registrations
EE Branding & properties. . L.
Configured permissions
% Roles & admins e D Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
B protaction W Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
[5) Identity Governance v 1! Token configuration t add a permission  ~ Grant admin consent for NETsec Demo
R — o = API permissions API / Permissions name Type Description Admin consent required  Status
{8 External Identities
@ Bxposean A7l \/ Microsoft Grap .
Show more Lop roles
PP Contacts ReadWrite Application  Read and write contacts in al... Ves A Not granted for NETsee
48 Owners Mail ReadWrite Application  Read and write mail in all ma... Yes A Notgranted for NETsec
& Roles and administrators MailSend Application  Send mail as any user Yes A Notgranted for NETsec
H Manifest \v Office 365 Exchange Online (2) .
Support + Troubleshooting ExchangeManagefsApp  Application  Manage Exchange As Applic...  Yes 4 Notgranted for NETsec |+
& New support request
£ Learn & support ~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
«
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API permissions are assigned to the registered A pplication .

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need these API permissions.

Microsoft Entra admin center [T P, _

S Identity A "

@ oveniew

8 users ~

2 Groups ~

£ Devices v

B Applications ~
Enterprise applications

I App registrations

& Roles & admins Y

B protaction v

Identity Governance ~

HB External Identities ~
Show more

2 Learn & support ~

«

nc Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App reg ons > cor

Sync Enterprise App

- contactSync Enterprise App | APl permissions = %

B Overview . -
Qverviev @ Successfully granted admin consent for the requested permissions.
& Quickstart

# Integration assistant

# Diagnose and solve problems O The “Admin consent required” column shows the default valus for an organization. However, user consent can be customized per =

permission, user, or 2pp. This column may not reflect the value in your crganization, or in organizations where this app will be used. Learn
Manage e
B2 Branding & properties ‘ .

Configured permissions
3 i .
D authentication Applications are authorized to call 4PIs when they are granted permissions by users/admins as part of the consent pracess. The list of
Cortificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent

m
1l Token canfiguration t add a permission ~/ Grant admin consent for NETsec Demo
= APl permissions API / Permissions na... Type Description Admin consent req...  Status
@ Expose an API
Wi App roles » Application  Read and write contacts i all mailboxes Yes @ Granted for NETsec Demo. +-
& Cwners Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo. =+
& Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo. +-
B Manifest \ Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application s @ Granted for NETsec Demo ==+

& New support request

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly, select

Microsoft Graph atthe Assigned API permissions group box in

the Exchange Online App Registration dialog.

| Microsoft Graph

Exchangs \Web Services 1)

Assigned APl permissions

|\L|

=0




Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

rosoft Entra admin center — _
Identi A ™ .. > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | AP permissions > App registrations » contactSync Enterprise App
ity Y P P pp reg Y P PP P PP reg Y P P
® oveniew - contactSync Enterprise App | APl permissions = X
8 users Y .
2 Groups v ™
I£ Overview @ Successfully granted admin consent for the requested permissians.
£ Devices v & Quickstart
B Applications A # Integration assistant
X Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
g p < o Gl
Enterprise applications permissian, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage —
I App registrations
= Branding & properties ) L
Configured permissions
e Roles & admins e D Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
8 protection W Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissions and consent
W
dentity Governance ~ 1! Token configuration t Add a permission  ~ Grant admin consent for NETsec Demo
- AP permissions ;. o
- 3 API / Permissions na... Type Description Admin consent req...  Status
&9 External Identities ~ ! P P a
@ a
Expase an APl v Microsoft Gr
Show more s Ao roles
@ App Contacts Read\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
& Ouners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
&, Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
[ enifest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==+
& New support request full_acc a Application Use Exchange Web Services with full a... Yes @ Granted for NETsec Demo =+«
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2  Learn & support N
«

Accordingly, select Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box in the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph 1

/| Exchange Web Services £4 ]
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API permission s for Exchange Web Services (deprecated)

Please note, Microsoft has
requests from non

Services (EWS)

announc ed thaton 1. October 2026 blocking Exchange Web
-Microsoft apps to Exchange Online .

Retirement of Exchange Web Services in Exchange Online

https://techcommunity.microsoft.com/t5/exchange

-team -blog/retirement

exchange -online/ba -p/3924440

Goto API permissions

, then select

Add a permission

Microsoft Entra admin cen P search resources, services, and docs (G+/)

Home > App registrations > contactSync Enterprise App

ﬁ Home

* Favorites v
D Identity ~
@ overview

L users v
2 Groups ~
& Devices v
@ Applications ~

Enterprise applications

I App registrations

& Roles & admins v,
2 Leamn& support e

- contactSync Enterprise App | APl permissions  #

‘

Overview

L

& Quickstart

5 Integration assistant

Manage

B2 Branding & preperties

D Authentication
Certificates & secrets

Il Token configuratian

- API permissions

@ Expose an API

BL Approles
A& Owners
dks Roles and administrators

B Rdenifact

‘:_:‘ Refresh Qj Got feedback?

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs. Learmn more about permissions and consent

~/ Grant admin consent for NETsec Dema
API / Permissions na... Type

Description Admin consent req...  Status

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

Selectthe APIs my organization uses

and search for

Office .

tab on the Request API permissions dialog

Microsoft Entra admin center P Search resources, services, and docs (G+/)

A Home

J Favorites N
& Identity ~
@  overview

R Users ~
2 Groups ~
1 Devices v
i) Applications ~

Enterprise applications

I App registrations

& Roles & admins o
2 Learn & support ~

Home > App registrations > contactS

- contactSync Enterg

:

Overview

& Quickstart

5" Integration assistant

Manage

B 8randing & praperties

2 Authentication
Certificates & secrets

'

1l Token configuration

9 API permissions

& Expose an API

5 App roles
s owners
il Roles and administrators

B ndonifact

Request API permissions

Select an API

Microsoft APls  APls my organization uses My APls

Apps in your directory that expose APIs are shown below

-of-exchange -web -services -in-

S Office 365

Name Application (client) ID
Office 365 Enterprise Insights f9d02341-e733-456d-926d-430ca599fbee
Office 365 Exchange Online @ 00000002-0000-0ff1-¢e00-000000000000
Office 365 Informatian Protection 2f3f02¢9-5679-435¢-3605-0de55b07d 135
Office 365 Management APIs £5393580-f805-4401-95e8-94b7a6ef2fc2
Office 365 Mover d62121f3-e023-4972-b6b0-794190c0fd98
Office 365 Search Service 66288757-258¢-4c72-803¢-3eBbed4d6399

Office 365 sharePoint Online 00000003-0000-0ff1-¢e00-000000000000

Click on Office 365

Exchange Online

in the result list to open it.




Select Application permissions

M sl el _
o Home > App registrations > contactS; 1ecy
A Request APl permissions x
= contactSync Enterg.
<Al APIS
% Favorites v ) .
Fswn ] price 265 Bxchenge Cnine
'®
https:/foutlook.office.com
Y i ~ m 4
S Identity 8 Overview What type of permissions does your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the APl 35 the signed-in user. Vour application runs as a background service or daemon without a
A Users ~ signed-in user.
Manage
2 Groups %
B eranding & properties
& Devices ~
D Authentication
f8  applications ~ Certificates & secrets
m
Enterprise applications Il Token configuration
9 AP permissions
I App registrations
& Expose an API
S. Roles & admins ~
v App roles
2 Learn & support A & Owners

k. Roles and administrators

B ndonifact

Select
full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp
Manage Exchange As Application

M il e S (R _
2 Home > App registrations > contacts Request APl permissions %
ﬁ Home q p
- contactSync Enterp
CAll APIs -
* Favorites v
¢ Office 365 Exchange Online
https://outleck.office.com
4 i ~ s
@ Identity B overview What type of permissions daes your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application nesds ta access the API as the signed-in user, Your application runs as a background service or daemon without a
R users ™ signez-in user.
Manage
2 Groups N
B2 Branding & preperties Select permissions expand all
& Devices v D auth -
Authentication O Start typing a permission to filter these results
B3 applications a Certificates & secrets Permission Admin consent required
m
Enterprise applications Il Token configuration \ Other permissions ()
I - APl permissions
App registrations ~
@ Eposean s EJ‘LEEU:\SS’ES’?:HIJ \S) ith full toall I e
S Roles & admins ) se Exchange Web Services with full access to all mailboxes
App roles
. Calendars
B siling v & Owners ?
& Settings v 4. Roles and administrators > Contacts
& H Manifest
v
Protection  Exchange (1)
@ Support + Troubleshooting
Identity governance N -
Exchange.ManageAsApp (
& Troubleshooting Mana fsx[hangeAsZp :wialmn s
gB  External ldentities v < 9e £ fpp .
« & Newsupport request
£ Lean& support N
ipemiion:
«

Click Add permission s

contactSync 8.5 Manual




contactSync 8.5 Manual

Click Grant admin consent for

* Favorites
@ Identity
@  overview

8 users

% Groups

& Devices

i) Applications

Enterprise applications

I App registrations

S Roles & admins

@ Billing

@ Settings

E| Protection

{8 identity govemance

D:D External Identities

2 lean& support

your tenant.

P Search resources, services, and docs (G+/)

~
£ se
~ Overview
& Quickstart
# Integration assistant
v
Manage
v
B2 sranding & properties
v
D Authentication
& Certificates & secrets
1l Token configuration
9 AP permissions
& Expose an API
~
App roles
- & Owners
~ &b, Reles and administrators
M Manifest
~
Support + Troubleshooting
v
&P Troubleshooting
v -
= A New support request
~

- contactSync Enterprise App | APl permissions  »

Home > App registrations > contactSync Enterprise App

@ updating permissions X

Successfully saved permissions for contactsync
Enterprise App.

() Refresh 27 Got feedback?

A Vou are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs. Learmn more about permissions and consent

Add a permission | v Grant admin consent for NETsec Dema

API / Permissions na... Type Description Admin consent req...  Status

v Office 365

lanage? Application  Manage Exchange As Application Yes A\ Notgranted for NETsec - ==+

A\ Not granted for NETsec | +++

Application  Use Exchange Web Services with full .. Yes

To view and manage consented permissions for individual apps, s well 2s your tenant's consent settings, try Enterprise app

Click Yes to confirm the consent.

rosoft Entra admin centel P Search resources, services, and docs (G+/)

* Favorites
@ Identity
@ overview

8 users

7 Groups

£ Devices

[i7) Applications

Enterprise applications

I App registrations

S Roles & admins

B siling

2% settings

E| Protection

2 lean& support

Home > App registrations > contactSync Enterprise App
- contactSync Enterprise App | APl permissions 2 - x
~
O se () Refresh 27 Got feedback?
o~ Overview . . .
Grant admin consent confirmation.
& Quickstart Do you want to grant consent for the requested permissicns for all accounts in NETsec Demo? This will update any
. existing admin consent records this application already has to match what is listed below.
# Integration assistant
a4
.
Manage kam
N7 more
B eranding & properties.
a4
3D Authentication . .
Configured permissions
N
Certificates & secrets Applications are authorized to call ABIs when they are granted permissions by users/admins as part of the consent process. The list of
Il Token configuration configured permissions should include all the permissions the application needs. Learmn more about permissions and consent
- API permissions Add a permission  ~/ Grant admin consent for NETsec Demo
& Expose an API API / Permissions na... Type Description Admin consent req...  Status
~
App roles v Office 365 Exchange
~ & "
& Owners Exchange.Manage? Application  Manage Exchange As Application Yes &\ Not granted for NETsec ==+
~ &, Roles and administrators full_access_as, Application  Use Exchange Web Services with full .. Yes A\ Not granted for NETsec =+
M Manifest
~

Support + Troubleshooting
A &2 Troubleshooting

& New support request

To view and manage consented permissions for individual apps, as well 2s your tenant's consent settings, try Enterprise applications.




API permissions are assigned to the registered A pplication .

e _

Home > App registrations > contactSync Enterprise App
f Home
- contactSync Enterprise App | APl permissions  # X
* Favorites v
2 se < () Refresh £ Got feedback?
y . A
S Identity o Overview @ Successully granted admin consent for the requested permissions.
@ GrETET & Quickstart
# Integration assistant
8 users g -
" @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
% Groups o anage permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
mare
B2 sranding & properties
& Devices v 5
D Authentication X L
Configured permissions
Applications ~ .
B s Certificates & secrets Applications are authorized to call ABIs when they are granted permissions by users/admins as part of the consent process. The list of
- configurad permissions should include all the permissions the application needs, Learn more about permissions and consent
Enterprise applications Il Token configuration
o & API permissions { Add a permission ~/ Grant admin consent for NETsec Dema
I App registrations
& Expose an API API / Permissions na... Type Description Admin consent req...  Status
3‘. Roles & admins ~ A |
pp roles v Office 365 Exchange
Billin v i i
& 9 & Owners Exchange.Manage? Application  Manage Exchange As Application Yes & Granted for NETsec Demo +++
& settings v &, Roles and administrators ful application  Use Exchange Web Services with full . Ves © Granted for NETsec Demo =+
M Manifest
E| Protection v
¥ support + Troubleshooting
A Learn & support A & Troubleshooting
« & New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly, select Exchange Web Services at the Assigned API permissions group
box in the Exchange Online App Registration dialog.

Assigned AF| permissions

Microsoft Graph LL'

+| Exchange \Web Services '\.L'
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Exchange Administrator role or Exchange Recipient Administrator role for the
registered Application  (App Registration)

The Exchange Recipient Administrator role or the Exchange Administrator role for
Exchange Online is necessary because contactSync communicates via the Exchange

Online PowerShell with the Microsoft 365 tenant.

Please note that the Exchange Recipient Administrator role for Exchange Online  has

restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

The application requires  Exchange Recipient Administrator role or the Exchange
Administrator role in the Microsoft 365 tenant, otherwise contactSync will not have

access to the complete set of Exchange Online PowerShell cmdlets which are needed to
function properly.

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

- -

Home > App registrations » GALsync Home >
S identity A - contactSync Enterp| @ identity R » Roles and administ
FYel
® ® NETsec Demo - Azure AD for workforce
Overview Overview
|FJ Search ‘ « «
9 users v 8 Users hd &t All roles
B overview
~ ~ & Protected actions
= Groups & Quickstart 2 Groups
; . : # Diagnase and solve problems
I Devices N #" Integration assistant B Devices N
Activity
@ Applications e Manage @ Applications e

;E Access reviews

B2 Branding & properties

Enterprise applications Enterprise applications

ﬁ Audit logs
o 3 authentication -
I AR HTT IR % Bulk operation results
Certificates & secrets

B Protection ' Il Token configuration Ep Roles & admins s Troubleshooting + Support
£ identity governance g 2 AP| permissions I Roles & admins & New support request

iE)  External Identities v @ Expose an AP

*  Show more PP roles a Learn & support N

f8 owners
Expand Roles & admins . If youdonotsee  Roles & admins inthe Identity  menu, click

Show more &



Goto Roles & admins in the expanded Roles & admins menu and search for
Exchange

Microsoft Entra admin center A search resources, services, and docs (G+/) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments >

D Identity ~
4, Roles and administrators | All roles X
@ oveniew * NETsec Demo
3 s ~ < t Newcustemrole 5] Delete customrole & Download assignments () Refresh | [l Preview features | & Got feedback?
&, Allroles
' Groups e N @ Getjustein-time access to a role when you need it using PIM. Learn more about PIM =
& Protected actions
& Devices N K Diagnose and solve problems (@ Your Role: Global Administrator
& Applications ~ Activity Administrative roles
Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access to manage
Enterprise applications = Access reviews broad application configuration permissions without granting access to manage other parts of Microsoft Entra ID not related to application configuration. Learn more.
& Auditiogs Learn more about Microsoft Entra ID role-based access control
App registrations
% Bulk operation results
e Roles & admins ~ [~ Exchange <] e add fiiters
Troublesho; port Rols . D ti Privileged T Ass..T. T T
I . - ole L Description rivileg L Ass.ty Type 4
& New support request
[ exchange Administrator Can manage all aspects of the Exchange product. ) Built-in
Admin units G ts date Exch Onli its within th
[J exchange Recipient Administrator 2n create or upaate bxchange Gniine recipients within the 1 Built-in
Exchange Online organization.
Delegated admin partners

The resultis Exchange Administrator and Exchange Recipient Administrator
Decide which of the two roles should be assigned to the App Registration

Please note that the Exchange Recipient Administrator role for Exchange Online  has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

For example, the  Exchange Recipient Administrator for Exchange Online

Click on the Exchange Recipient Administrator in the result list to open the Exchange
Recipient Administrator role.

Microsoft Entra admin center 0 Seatc resource,senices, and docs (G+1) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator

@ Identity ~
ga Exchange Recipient Administrator | Assignments X
@ overview Allroles
Q users ~ < X Remove a e L Download assignments ) Refresh (' Manage in PIM & Got feedback?
K Diagnose and solve problems
= Groups o
Manage *
B Devices o o @ ou can aiso assign built-in roles to groups now. Learn More (7'
& Assignments
& Applications (s 2 Description search
[ search by name |
Enterprise applications Activity o
App registrations 2 syiperstion results [an V]
Name UserName Type Scope
|3- Roles & admins ~ foubleshooting + Support
I TS I/ & New support request
Admin units

Click Add assignments , then search for the newly registered application
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M P Search resources, services, and docs (G+/)

B applications ~  Add assignments x
Enterprise applications a
AT @ Try changing or adding filters if you don't see what you're looking for. Selected (1)

Reset
| & oles & admins AN s
[2 conacisyne x| contactSync Enterprise App i
Rales & admins 2653508a-4b3e-4ad4-250f-21504bf2ba52
Admin units Al Users  Enterprise applications
Delegated admin partners
Name Type Details
B eiling ~ _ . e
contactSync Enterprise App 2653598a-4b3e-4ad4-a59f-2f504bf2ba52

€2 settings ~

B Pprotection ~

{8) Identity governance ~

2 Learn & support ~

Select the newly registered application and click Add .

The application has been assigned the Exchange Recipient Administrator role .

Microsaft En admin cent il S e _

-
A -+ > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments > Roles and administrators os ol added . «
Identity ~ uccessfully added assignmen!
o Exchange Recipient Administrator | Assignments Successfully added assignment contactSync Enterprise
@ overview All roles “op
¢ -
B users ~ < - Add assignments L Download assignments () Refresh (' Manage in PIM
# Diagnose and solve problems
A Groups v
Manage X
o pares " 9 @ ou can also assign built-in roles to groups now. Leam More '
& Assignments
B Applications o~ (2 Description Search
o [ search by name |
Enterprise applications Activity Type
App registrations 2% Bulk operation results ‘ All > ‘
Name UserName Type Scope
|8, ol T e ~ Troubleshooting + Support
- contactsync Enterprise 4| 14026243-a793-4430-bad1-f005fa118... ServicePrincipal Directon
P Y P PP P ¥
e & New support request
Admin units
Delegated admin partners
& Leana support N



Overview of the registered Application in App registrations
Goto Ildentity inthe Microsoft Entra admin center menu, expand Applications and
select App registrations .

Micrasoft Entra admin center [y _

Home >
A Home
App registrations & X
*  Favorites N~
New registration B Endpoints 2 Troubleshooting () Refresh L Download [ Preview features & Got feedback?
i ~
S dentity All applications ~ Owned applications Deleted applications
® overview
A start typing a display name or application (dlient) D to filter these r... *7 add filters
R Users ~
1 applications found
2 Groups v
Display name Application (client) ID Createdon Ty Certificates & secrets
B Devices e H contactSyne Enterprise App 2653598a-4b3e-4ad4-a59f-21504bf2ba52 8/18/2023 @ current
f  Applications ~

Enterprise applications

| I App registrations

& Roles & admins ~
Roles & admins
Admin units .
2 Learn & support ~

Select the registered Application to see the overview.

Micrasoft Entra admin center [y _

Home > App registrations >

A Home
" .
- contactSync Enterprise App = %
*  Favorites 2
P Search « [ Delete & Endpoints B Preview features
’ A — -
S dentity L} @y ) Got 2 s=cand?,We woulkl love your feedback on Microsoft identity platform (previousy Azire AD for developer] =3
@ overview £ Quickstart -
5 Integration assistant A Essentials
R Users ~
Manage Display name Client credentials
2 Groups ~ Tprise App 1 certificate, 0 secret
= Branding & properties Application iclient) 1D Redirect URIs
B Devices ~ i 2653508a-4b3e-4ad4-3507-21504bT2bas2 Add 2 Redirect URI
2 Authentication
Object ID Application 1D URI
#  applications fas Certificates & secrets 76216c5-236e-4962-878b-71daTc 114724 Add an Application ID UR|
H I Directory (tenant) ID Managed application in local director
Il Token configuration ¥ g PP b
Enterprise applications £9148243-2027-4845-8¢11-8c05685achac App

9 API permissions X
I App registrations Supported account types
& Expose an API My organization only
& Roles & admins ~
BL Approles
GetStarted  Documentation

Roles & admins 2 Owners
RS &. Roles and administrators

= Build your application with the Microsoft identity platform

B Manifest

)

Le & t N -~
earn & suppor The Microsoft identity platform is an authentication service, open-source libraries, and

application management tools. You can create modem, standards-based authentication
2 Troubleshooi = solutions, access and protect APIs, and add sign-in for your users and customers. Learn .

Support + Troubleshooting

«
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Please check whether the values of the registered Application are corresponding with the

values inthe Exchange Online App Registration dialog.
. @ Exchange Online App Registration x
i contactSync Enterprise App  # 9¢ Online Aop Reg
C ing settings for the Ei ise Application in the Mi it Entra 1D (f ly Azure
AD) App registrations that enables access to Exchange Online.
[ oelete D endpoints [ Preview features
Organization / Tenant @
0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). netsacdemotenant cnmicrosaft com
Application Display Name @®
# Essentials contact Sync Enterprise App
Display name Client credentials Application 1D @
contactSync Enterprise App 1 certificate, O secret
) 2653598a-bJe-dad4-259-H504bi 20252
Application (client) ID Redirect URIs Certif
26535933-4b3e-4add-259f-21504bf2bas2 Add 3 Redirect UR) )
Object ID Application 1D UR AT EC e G R R
7f216¢5-e36¢-4962-878b-T1da7c114724 Add an Application 1D UR Nol_ﬂﬂu ?:Iﬁw Bt .
Directory (tenant) ID Managed application in local directory T Sk T719A99A5RAS 1FDSF 72E3C DS051783D 73D CE254F
e9148e43-2027-4845-8¢11-8c056e5achbac gontactSyng Enterprise App Has Privatekey Troe
Supported account types User NETSECDEMO'sve_contactSync
My organization only
Checse Certificate Create Certificate @
Get Started  Documentation Assigned APl permissions
| Microsoft Graph @
Build your application with the Microsoft identity| oo 5w ®
The Microsoft identity platform is an authentication service, open-source libraries, an
application management tools. You can create modern, standards-based authenticati|  Maximum 2] @ 7 Set aa primary account @
solutions, access and protect APIs, and add sign-in for your users and customers. Le: Connection . primeny
Email Address (U]
svc_contactsync@netsecdemo com
(] [ e
Organization / Tenant needs the .onmicrosoft .com domain name of the Microsoft
365 tenant. Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.
Application Display Name must have the value of the Display name of the registered
Application.
Application ID must have the value  of the Application (Client) ID of the registered
Application.



A Certificate is created and selected from

Current User Personal Certificates store

ﬁ certmgr - [Certificates - Current User\Personal\Certificates]

B - ?ﬂ NETsecDemoFromContactSyncServer
| Certificates
5[] Trusted Root Certification Au
» [ Enterprise Trust

and the corresponding certificate file is attached to the

I + | certificate files

Home Share Wiew

« o v

-

v METsec GmbH & Co. KG * Mame
w contactSync
cache

certificate files

<« MNETsec GmbH 8 Co.KG » contactSync » certificate files

=] NETsecDemoFromContactSyncServer_2025-08-18  8/12/2023 2:33 AM

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
netsecdemotenant.onmicrosoft. com

Application Display Name @
contactSync Enterprise App

2653598a-4b3e-4ad4-a5-2504bf 2ba52
| Certificate
Friedly Name NETsecDemo from contactSync Server
Not After 2025-08-18
Subject CN=NETsecDemoFromContactSyncServer
Thumbprint 7719AS9A5BA61FDOF72E3CDID51783D73DCB254F
Has PrivateKey True
User NETSECDEMO\svc_contactSync

Choose Certificate Create Certificate @

Assigned AF| permissions |

|| Microsoft Graph @

Exchange Web Services @
gﬁg{."m [ 25 @ | Set as primary account @
Email Address @

svc_contactsync@netsecdemo.com

R
| Yreny || @ Cerce

[ Exchange Online App Registration X

Application ID @

- O X
File Action View Help
s | nF B = HE
[ Certificates - Current User lssued To - Issued By Expiration Date
~ || Personal

NETsecDemoFromContactSyncse..  8/18/2023

EntraID  application

v | O O Search certificate files

Date modified Type

Security Certificate
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The selection of the  Assigned API permissions group box in  the Exchange Online
App Registration dialog must be corresponding with the API permissions in the App
Registration.

Please check the settings of the API permissions for Microsoft Graph .

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes ,
which are located in Exchange Online, need these API permissions.

Microsoft Entra admin center AL Search resources, services, and docs (G+/) _
D Identity ~ * -~ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions  # - X
R users ~ - . e

O se « (O Refresh | A Got feedback?
2 Groups e =
I8 Overview @ Successfully granted admin consent for the requested permissions.
& Devices v & Quickstart
B applications A #' Integration assistant
¥ Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in arganizations where this app will be used. Learn
Manage —
I App registrations
= Branding & properties ) L
Configured permissions
& FRoles & admins ~
D Authentication - o
Applications are authorized to call APIs when they are granted permissions by users/admins 23 part of the consent process, The list of
£ Protection ~ Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissicns and consent
i
(28] identity Governance v Il Token configuration { Add a permission /" Grant admin consent for NETsec Demo
- AP permissions ;. o
- . API / Permissions na... Type Description Admin consent req...  Status
g8 External Identities ~ / P P a
@
Expose an AP v Microsoft Gr
Show more & Ao roles
= App « Application Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo +++
& Owners MailReadWrite  Application Read and write mail in all mailboxes ~ Yes @ Granted for NETsec Demo »-s
&, Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo -
H Menifest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==+
& New support request
-
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Leana support N
«

Accordingly, the Microsoft Graph atthe Assigned API permissions group box must
be selected in  the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph LL'

Exchange \web Services '-._!,J




Please check the settings of the

Web Services

API permissions for Microsoft Graph and Exchange

, if Public Folder contacts from Exchange Online need to be
synchronized in the users” mailboxes.

Policies synchronizing contacts from
Online, need additionally the permission for Exchange Web Services at the moment.

D Identity

® Overview
8 users

2 Groups

L) Devices

3  applications

Enterprise applications
I App registrations
Roles & admins

Protection

& > &

Identity Governance

)

External |dentities

Show more

2 Leana support

Public Folder , which are located in Exchange

Microsoft Entra admin center P Search resources, services, and docs (G+/)

< Enterprise App | APl permissions > App registrations > contact

rprise App | APl permissions > App registrations > contactSync Enterprise App

- contactSync Enterprise App | APl permissions  # - X

v
«
B overview
Y & Quickstart
#' Integration assistant

K Diagnose and solve problems

Manage

B Branding & properties
3 Authentication

2 Certificates & secrets
W ill Token configuration
9 APl permissions

@ Expose an API

B Approles

£ Owners
& Roles and administrators

i Manifest

support + Troubleshooting

& New support request

() Refresh A1 Got feedback?

@ Ssuccessfully granted admin consent for the requested permissions,

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per #
permission, user, or app. This column may not reflect the value in your organization, or in arganizations whera this app will be used. Learn
more
Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins a3 part of the consent process, The list of
configured permissions should include all the permissions the application needs. Learn more about permissicns and conzent
- Add a permission /' Grant admin consent for NETsec Demo
API / Permissions na... Type Description Admin consent req...  Status
v Microsoft Graph (3} .
ContactsReadW Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ==+
Mail ReacWrite  Application  Read and write mail in 2ll mailboxes Yes @ Granted for NETsec Demo +e+
Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ==+
v Office 365 Excl e
ExchangeMana: Application Manage Exchange As Application Yes @ Granted for NETsec Demo ««+
full_access_as_a; Application  Use Exchange Web Services with full a.. Yes @ Granted for NETsec Demo. «+«

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

Accordingly,
Assigned API

the Microsoft Graph

and Exchange Web Services at the

permissions group box must be selected in the Exchange Online App
Registration dialog  at the moment

Assigned APl permissions

| Microsoft Graph

| Exchange \Web Services

@
@
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[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @

'netsecdemotenarl .onmicrosoft.com

Application Display Name @
:contactSync Enterprise App '
Application ID @
|2653598a-4b3e-4add-a5% 250420252 |
| Certificate |

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719A99A5BA61FDIF72E3CDSD51783D79DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate . Create Certificate . @

| Assigned APl permissions |

|| Microsoft Graph @
Exchange \Web Services @
gxg:m .. < '3' @ || Set as primary account @
Email Address @
:svc_contactsmc @netsecdemo.com '
o Apply €3 Cancel
To complete the  Exchange Online App Registration dialog, insert an  Email Address

of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend to use a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.



Test the Exchange Online PowerShell connection and the Exchange mailbox

[&] Envirenment Configuration - 0 X

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
 Gadd | @ Goad @ | Aoty | @ | HRemove | @
|lzemame Max. Connection
Primary Mailbox Account
gcurrtactS'_.'nc Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchange Web Services URL https:loutlook office365 com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remaote PowerShell connection to Exchange Online

Test @
Show log
| Exchange Mailbox Test |
Send a test email to the recipient:
Email address |

| Sendtestemail | @

¢C|h: ﬁCanDel Q;::_
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Click the Test button forthe Remote Power  Shell Connection Test , to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

]

Envirenment Configuration - 0 X

General Exchange Scenario | Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
C Gadd | @ Gad | @ | Aoty | @ | HRemove | @
Ilzemame Max. Connection
Primary Mailbox Account
'@'cnrrtacts'_mc Enterprize App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchangs Web Services URL https:loutlook officed&b com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

T

el
Connection test was successful for contactSyne Enterprise App
Show log Test finished. -
If the connection test failed, click the Show log  button for detailed information.




A test email can also be sent to the desired recipient as a

n additional test to validate mail

flow. To do this, click the Send test email button forthe Exchange Mailbox Test

contactSync

Code: 0
Message: Run as swve_contactSync

Code: 12003
Message: Exchange Online scenario is configured.

Code: 12063
Message: Organization: netsecdemotenant.onmicrosoft.com

Code: 12064

X

Message: App Registration Display Mame: contactSync LEZTIE
Enterprise App
Code: 12065
Message: Exchange Web Services URL:
https:/foutlook. office365.com/EWS/Exchange.asmx
Code: 12066
Message: Email address: sve_contacsync@netsecdemo.com
nline
Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful, 3 "
W
Exchange Mailbox Test
Send a test email to the recipient:
Email address administrator@netsecdemo.com
@
of Ok €3 Cancel =
Please note , that the e -mail address of the recipient for the test email will not be
saved.
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Exchange Online authentication via Service Account

Please note, that user -based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate - based authentication via App

Registration

Note, the user -based authentication is deprecated . The certificate -based
authentication is recommended.

Service Account (Microsoft 365 Exchange Online)
The contactSync service account needs to be a licensed Exchange Online mailbox user in
the Microsoft 365 tenant .

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 EL1 license will work for the service account.

The service account must be a member of the Exchange Administrator role.
contactSync uses the Exchange Online PowerShell commands, which are incomplete if
the service account is not an Exchange Administrator for Exchange Online

Note: By default, the Exchange Online password has to be changed within 30 days.
To ensure, that  contactSync works properly, you have to configure user passwords to
never expire. To configure your password please follow the steps described in the
following article:

https://support.office.com/en -us/article/Set -a-user -s-password -expiration -policy -

0f54736f -eb22 -414c -8273 -498a0918678f

I contactSync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS) of Exchange Online.

Ensure that the mailbox is accessible (e.g., by Outlook Web Access).

Ensure that the mailbox can send email.

Please note, service accounts are non -human privileged accounts used by applications,
automated services, and that execute other IT processes. Because these are machine
accounts, they cannot be protected by multi -factor authentication (MFA) , Since there

is no way for it to interactively logon.

We recommend disabling multi -factor authentication (MFA) for this account, and use
conditional access policies to lock down this account, such as allowing login only from
trusted public IP addresses.


https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f
https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f

Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access
Exchange Online

The contactSync service account of a Microsoft 365 tenant needs access to its own
mailbox, therefore, Modern Authentication OAuth 2.0 for Exchange Web Services (EWS)
must be configured.

Please note, that user -based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate - based authentication via App

Registration

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the token later

This can be confirmed  on the information bar at the bottom of the contactSync GUI.

¥ NETSECDEMO\svc_contactSync | & x64 '!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Admin consent requires in Entra ID Enterprise Applications ( formerly Azure AD
Enterprise Applications) to register NETsec contactSync as Enterprise Application.

Please note, that contactSync cannot request the necessary User consent  for a non
admin user with restricted settings Consent and permissions for Modern
Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online.

How to check the  Consent and permissions  settings for Enterprise Applications?
Microsoft Entra admin center -> |dentity  -> Applications -> Enterprise
applications -> Consent and permissions
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Microsoft Entra admin cent P Search resources, services, and docs (G+/)

Home > Enterprise applications

- Provisioning logs

ﬁ Home
Enterprise applications | All applications - X
METsec Demo - Azure AD for workfor
* Favorites v
New application C' Refresh % Download (Export) o Preview info Columns
Overview
2 Identity ~
@ overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity
@ Overview Provider.
X Diagnose and solve problems
The list of applications that are maintained by your organization are in application regi:
,Q. Users N
Manage
P Search by application name or object I3
' Groups e All applications
Application type == Enterprise Applications X Application ID startswith X T Add filters
B Devices v E7 application proxy BC P L pe B i
. A User settings
B3  Applications ~ Name T,  ObjectID Application ID Homepage URL Created on Ty
BH App launchers
| I Enterprise applications R
5] Custom authentication
- extensions (Preview)
App registrations
Securi
E| Protection ~ k4
% Conditional Access
@ Identity governance N~
ﬁj Consent and permissions
{8 Extemal Identities ~
Activity
Show more 3 Sign-in logs
@l Usage & insights
£ Learn & support ~ & Auditlogs

The Consent and permissions

settings of the

Enterprise applications are restricted :

Microsoft Entra admin cent L Search resources, services, and docs (G+/)

ﬁ Home
Azure AD for workforce
* Favorites N
Manage
D Identity ~
&3 User consent settings
@ overview B
& Admin consent settings
R users e % Permission classifications
& Groups ~
5 Devices ~
I@ Applications ~
Enterprise applications

App registrations

E| Protection '

@ Identity governance '

El:El External Identities ~
Show more

& Leama support N

Home > Enterprise applications | Consent and permissions >

o4 Consent and permissions | User consent settings X

A Got feedback?

Control when end users and group owners are allowed to grant consent to applications, and when they will be required
to request administrator review and approval. Allowing users to grant apps access to data helps them acquire useful
applications and be productive, but can represent a risk in some situations if it's not monitored and controlled carefully.

User consent for applications

Configure whether users are allowed to consent for applications to access your organization's data. Learn more
Do not allow user consent

An administrator will be required for ll apps.

O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps
registered in this organization.

O Allow user consent for apps
All users can consent for any app to access the organization's data.

@ When user consent for applications s disabled, users may still be able to connect their work or school accounts with
Linkedln. You can manage Linkedin account connects in User Settings.

Group owner consent for apps accessing data
Configure whether group owners are allowed to consent for applications to access your organization's data for the
groups they own. Learn more
) Do not allow group owner consent
Group owners cannot allow all applications to access data for the groups they own unless the group owners have
been authorized in other ways. Learn more about the other ways that consent may be authorized.

O Allow group owner consent for selected group owners
Only selected group owners can allow applications to access data for the groups they own.

O Allow group owner consent for all group owners
All group owners can allow applications to access data for the groups they own.

The Consentand  permissions

settings of the

Enterprise applications are restricted

and a Global Administrator account of the Microsoft 365 tenant
consent for the permissions of the Enterprise Application .

must grant admin



Microsoft Entra admin center e Sl _

-

Home > Enterprise applications | Consent and permissions > Consent and permissions

ﬂ Home L. . .
Consent and permissions | Admin consent settings X
N Azure AD for workforce
W Favorites ~
(4
Manage
& Identity A~
A User consent settings Admin consent requests
@ overview ) .
% Admin consent settings Users can request admin consent to apps they are unable to consentto @
.‘ Ye \.
R Users hd Zu Permission classifications . @
HG v Who can review admin consent requests (0
roups
Reviewer type Reviewers
I Devices ~
Users
I@E Applications A Groups (Preview)

Enterprise applications Rales (Preview]

App registrations Selected users will receive email notifications for requests ©
E| Protection N
Selected users will receive request expiration reminders (O
Identity governance o i Y
i3 External Identities s Consent request expires after (days) @
30
Show maore
a Learn & support A
<«
If the Admin consent requests in the Admin consent settings is No , the admin
consent for the permissions of the Enterprise Application can be done with a sign in of a
Global Administrator account during the first login process for Modern Authentication
OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online . This process is

described in the following chapter .

Please note, the contactSync service account should only be an Exchange

Administrator of Exchange Online, but not a Global Administrator of the Microsoft
365 tenant.
If the Admin consent requests in the Admin consent settings is Yes, the

contactSync service account will send an admin consent request during the first login
process for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of
Exchange Online
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Microsoft Entra admin center L Search resources, services, and docs (G+/)

#

& 8 ¥ » @ ¢

& [P

L.
L=t

[ 23]

Home

Favorites

Identity

Overview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Protection

Identity governance

External Identities

Show more

Learn & support

<«

-

Home > Enterprise applications | Consent and permissions > Consent and permissions

kg

Consent and permissions | Admin consent settings X

Azure AD for workforce

Manage

a . T
& Permission classifications

A User consent settings

Admin consent settings

>< Discard

Admin consent requests

Users can request admin consent to apps they are unable to consentto @

Who can review admin consent requests (0
Reviewer type Reviewers
Users + Add users

Groups (Preview) + Add groups

Roles (Preview) + Add roles
Selected users will receive email notifications for requests ©
Selected users will receive request expiration reminders (O
[ ves No )

Consent request expires after (days) &

S

After that a user, who can review admin consent requests, must accept the request,

before the contactSync service account does the
2.0 for Exchange Web Services (EWS) of Exchange Online

successfully.

login for Modern Authentication OAuth
a second time to get the token



Login for Modern Authentication ~ OAuth 2.0 for Exchange Web Services (EWS) of

Exchange Online
Proceed with the Login for Modern Authentication  OAuth 2.0 for Exchange Web Services

(EWS) of Exchange Online with your contactSync Service Account.

L-l}-l Exchange Online Credentials x
User-10: sve_contactsync @netsecdemo.com @
Fassword: SEsEsERRNEERERES l\‘!“l
E-mail: svc_contactsync@netsecdemo.com L!J
Masimum 212 L!J | Set as primary account LL'

Connection

The authentication method for BExchange \Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

®) Modern Authentication Obuth 2.0 Login @D
«Appl*,r '& Cancel
Please note, that the User  -1D and the E -mail address can be different for an
Exchange Online mailbox user. This depends on your Microsoft 365 Exchange Online
tenant.
Insert the credentials for the contactSync service account, and click the Login button.
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Sign in to your account

2% Microsoft

Pick an account

E Svc_contactSync@MNETsecDemo.com

-I— Use another account

Back

Terms of use  Privacy & cookies

Select the same contactSync service account, which you have used in the
Online Credential s dialog before.

Exchange




Sign in to your account *

2% Microsoft

<« syc_contactsync@netsecdemo.com

Enter password

Fa ssword

Forgot my password

Terms of use  Privacy & cookies

Insert the password of the contactSync service account.
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Sign in to your account >

2= Microsoft

svc_contactsync@netsecdemo.com

Need admin approval

]| NETsec GmbH & Co. KG &

needs permission t0 access resources in your organization
that only an admin can grant. Please ask an admin to grant
permission to this app before you can use it.

EHave an admin account? Sign in with that accounté

Return to the application without granting consent

Terms of use  Privacy & cookies

NETsec contactSync needs a sign in of a Global Administrator, who will accept the
requested permissions  for the Enterprise Application

Click on Have an admin account? Sign in with that account

Otherwise, a Global Administrator account grants consent for the requested permissions

to the application  under Permissions  ofthe NETsec contactSync  Enterprise
Application in the Microsoft Entra ID , before the contactSync service account does the
login for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of

Exchange Online a second time to get the token successfully.



Sign in to your account >

2= Microsoft

Pick an account

E Svc_contactSync@NETsecDemao.com
—I— Use another account

O

Back

Terms of use  Privacy & cookies

Use another account to sign in as a Global Administrator.

Please note, the contactSync service account should only be an Exchange
Administrator of Exchange Online, but not a Global Administrator of the Microsoft
365 tenant.
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Sign in to your account

2% Microsoft
Sign in

administrator@netsecdemo.com x

Can't access your account?

Qh Sign-in options

Terms of use  Privacy & cookies

Signinwitha Global Administrator account of the Microsoft 365 tenant.




Sign in to your account >

2= Microsoft

<« administrator@netsecdemo.com

Enter password

Password

Forgot my password

Signin

Terms of use  Privacy & cookies

Insert the password of the Global Administrator account.
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Sign in to your account

2= Microsoft

administrator@netsecdemo.com

Permissions requested

o MNETsec contactSync

#d NETsec GmbH & Co. KG #&

This app would like to:

~ Access mailboxes as the signed-in user via Exchange Web
Services

~ Miew users' basic profile

~ Maintain access to data you have given it access to

*" . Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization, Ne one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https.//myapps.microsoft.com. Show details

Does this app look suspicious? Repaort it here

Terms of use  Privacy & cookies

Enable Consent on behalf of your organization , then click Accept .




The OAuth2 authentication will fail after the first login process.

[ X
contactSync >
Uzer-10:
) ] Error: The user administrator@netsecdema. com is
Password: logged in, but the user sve_contactsync@netsecdemo.com
] was expected to login, Please check your settings.
E-mail:
OAuth2 authentication failed.
Maximum
Connection Code; 62008
Message: The account sve_contactsync@netsecdemo.com was
The not found in the token cache.
Please check the login of GAuth 2.0 for the Exchange Web
Services,
Please lof Code: 62005
Message: Acquired Token Interactive for
administrator@netsecdemo.com
®) Moder|

Proceed with the  Login for Modern Authentication OAuth 2.0 for Exchange Web Services

(EWS) of Exchange Online with your contactSync Service Account again.
[E.l Exchange Online Credentials x
User-I0: svc_contactzync@netsecdemo.com ¢4
Password: T TIIIY @
E-mail: svc_contactsync@netsecdemo.com @
Masimum 2 @ 7| Set as primary account (L)

Connection =

The authentication method for Exchange Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

@) Modern Authentication Ofuth 2.0 Login @

« Apply '@ Cancel
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Sign in to your account

2% Microsoft

Pick an account

E Svc_contactSync@MNETsecDemo.com

-I— Use another account

Back

Terms of use  Privacy & cookies

Once again s elect the same contactSync service account, which ha
in the Exchange Online Credential s dialog.

s been previously

used



Sign in to your account *

2% Microsoft

<« syc_contactsync@netsecdemo.com

Enter password

Fa ssword

Forgot my password

Terms of use  Privacy & cookies

Insert the password of the contactSync service account.
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The login will now be successfu I.

[] X
User-ID: | contactSync *
Password:

OAauth2 authentication successful.
E-mail:
Code: 62008
Maximum Message: The account sve_contactsync@netsecdemo.com was
Connection not found in the token cache.
Please check the login of G4uth 2.0 for the Exchange Web
Services,
The
Code; 62005
Message: Acquired Token Interactive for
Flease log sve_contactsync@METsecDemo.com
®) Moden
o Lpply &3 Cancel

contactSync can now use OAuth tokens for authentication to access the Exchange Web
Services (EWS) for your Exchange Online during the policy runs.

Click Apply toclosethe Exchange Online Credentials dialog.



A test email can also be sent to the desired recipient as a n additional test to validate mail

flow. To do this, click the Send test email button forthe Exchange Mailbox Test
contactSync >
Code: O
Message: Run as sve_contactSync
Code: 12093
Message: Exchange Online scenario is configured.
Code: 12063
Message: Username: sve_contactsync@netsecdemo.com
Code: 12064
Message: Email address: sve_contactsync@netsecdemo.com L EEEIL
Code: 12065
Message: Exchange Web Services URL:
https://outlook. office365. com/EWS/Exchange.asmx
Code: 62004
Message: Acquired Token Silent far
Sve_contactSyno@METsecDemo.com
Cinline
Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful,

Exchange Mailbox Test

Send a test email to the recipient:

Email address administrator@netsecdemo.com
kj.:}
o Ok €3 Cancel =
Please note , that the email address of the recipient for the test email will not be
saved.

Also, please see the contactSync manual chapter :

12010 - Error getting Exchange Online connection
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Account for access of Exchange Online mailboxes
contactSync uses the  Primary Mailbox Account on the Exchange Online tab of the
Environment Configuration to access Exchange Online mailboxes by default.

In this example, the user credentials of a service account are configured asa Primary
Mailbox Account

[] Envirenment Configuration - 0 X

seneral Exchange Scenario | Exchange Online r_ﬂ

>

Exchange Online

Manage the settings for the Exchange Cnline tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Bxchange Online.

Credentials

ad | @ | Gad | @ | Arodiy | @ | FRemove | @

Isemame Max. Connection
Primary Mailbox Account
@' svc_contactsync@netsecdemo .com 2

If the user credential s of a service account are configured for Exchange Online,
contactSync requires  the Exchange Application Impersonation role in Exchange Online for
this service account to access Exchange Online mailboxes.

contactSync can also use a dedicated Exchange Online mailbox user, which has the
Exchange Application Impersonation role in Exchange Online to access Exchange Online
mailboxes.

Please take a look at the chapter:

How to configure Exchange Application Impersonation




contactSync components

Files

The executables are stored by default in C:\ Program Files \ NETsec contactSync , but
you may change this during setup routine. This folder will be removed if you uninstall the

software.

Files containing your configured policies, created encryption keys, log files and so on are
placed in folder

%programdata% \ NETsec GmbH & Co. KG \ contactSync

Note: the folder %programdata% usually is hidden. you may activate the option
6Show hidden files, fol der s, and drives6 in folder

Environment Configuration

An Environment Configuration describes the Exchange environment for which the Policies
are to be configured  and contains the environment -specific settings .

1 The Exchange environment can be an on - premises Exchange environment.

1 The Exchange environment can be a hybrid Exchange environment

1 The Exchange environment can be a Microsoft 365 Exchange Online environment.

Policy

Policies are the core logical component. A policy defines

1 which data you want to share,
by filter ing the objects from your own directory,
to which mailboxes you want to send the data included in this policy,
to which email address you want to send an administrative report,

at what times you want the policy to be executed automatically.
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GUI

FILE ACTION  OPTIONE HELP

L-ﬂ NETsec contactSync - =

= E] contactSync

contactSync ! I

@ Environments :f'( Delete

@}Ee:;"_:a i-___j Exchange @Eﬁ::mﬁl—l Status @He:

Description

Policy Name

& Trial version with random results. For purchase please contact salesi@netsec.de

¥ EOHYBRID\contactsync & x64 &% Noservice installed.

The Graphical User Interface is used to configure the environment configuration for the
Exchange environment and the corresponding policies for synchronize the contacts into
mailboxes . You can also test and execute policies manually.

Note: If you run a policy using the GUI the policy runs in the context of the user that
is logged in. Therefore, itis recommended to log in with the same account which is
configured for the contactSync service.

The GUI is executed as  a process named contactSync.exe

Information Bar

The bar at the bottom of the
account running the
contactSync Service. Additionally, it will

contactSync  window shows information about the user

contactSync Graphical User Interface (GUI), and the status of
inform you about the licensing state

] ECQHYBRID\contactsyne & x64 ‘!f.' contactSyncService iz Running % echybridicontactsync A

Trizl wersion with random
razults. For purchass pleass

contact sales@netsec da

§ ECHYBRID\contactsync & x64 %': contactSyncService is Running ibec-hybrid‘cc-ntactsync: & Trial versionwith random results.




Policy Wizard

The contactS ync Console also provides Wizards for simplifying the tasks of creating

policies. The Wizards walk you through each step -in order to create a usable policy that
can be run manually, or on a schedule . If you go through the wizard contactS ync
provides you with different information

= Indicates a positive validation

= Indicates that some conditions in this step have not been validated yet
= Feature is not used
O

Indicates a configuration process

Service

The contactSync Service is only used to execute the scheduled policies.

The contactSync Service checks once a minute if there are enabled policies to be
executed. These policies will be added to the execution queue and run sequentially.

The service is executed as a process named contactSyncService.exe

Every scheduled policy runs in the context of the user that is used by the contactSync
Service.
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Running contactSync  Policies via command line
Starta contactSync policy with the following command:
Syntax

cd "<program files> \ NETsec contactSync  \"
NETsecPolicyExecuter.exe "%p rogram data % NETsec GmbH & Co.
KQ@ contactSync \ policies \ <policy file>"

Note: the folder %programdata% usually is hidden. you may activate the option
6Show hidden fil edr,i feod & eirns ,f calndder O6options6é of the

Example

cd "C: \ Program Files \ NETsec contactSync \"
NETsecPolicyExecuter.exe "C: \ ProgramData \ NETsec GmbH & Co.
KQ contactSync \ policies \ policyname.xml"

=X Command Prompt

:nProgram Files“NETsec contactSync>NETsecPolicyExecuter.exe "C:“ProgramData“MNETsec GmbH & Co.
KGpolicies“MyFirstContactSyncPolicy"

As of contactSync Version 7.0.5 the contactSync  PolicyExecuter.exe has been
renamed to NETsecPolicyExecuter.exe

Important: If you use the Windows Task Scheduler for running the policies, then you
have to correct the command in your scheduled tasks.



Internal Marks

No ContactSync  (internal mark)

If you do not want a special object to be synchronize as a contact , you may insert the
value No ContactSync  in any of the custom attributes (on -premises Exchange :
extensionattributel - extensionattribute15 or Exchange Online:  customAttributel
- customAttribute15 ). This prevents  contactSync from adding this object to the

synchronization list.

NoMailboxSync (internal mark)

If you do not want to import into a special mailbox, you may insert the value

NoMailboxSync in any of the custom attributes (on -premises Exchange :
extensionattributel - extensionattribute15 or Exchange Online:  customAttributel
- customAttribute15 ). This prevents  contactSync from adding this mailbox to the list of

mailboxes, which get directory objects into the contact folder.
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Global Settings

The Global Settings are available if you click the contactSync  node in the left hierarchy
tree. The content pane now displays the TABs Settings , Exchange , Environments

Policies , Status and Help .

@] NETsec contactSync

FILE ACTION  OPTIONS HELP

. ‘ contactSyne

j‘;:‘:. contactSync

@Environmens

@ Seftings [_:j Exchange @ Environments | & Policies EI—_I Status g Help
Policy Name Description

Settings Tab

Here you can configure general settings used in all policies.

L-';-‘] NETsec contactSync

FILE ACTION  OPTIONS HELP

=8 E!J contactSync [ contactSync

@Environmens
@ Settings [__ﬂ Exchange @ Environments & Policies ﬁﬂ Status a Help

General settings

Log file directory
C:ProgramData‘NETsec GmbH & Co. KGcontactSyncilog files \L'
(Cin-premises Active Directory settings
Use LDAP over SSL (LDAPS) Test \1:1

Log file directory
contactSync stores the log files in the application data of the program for all users.
log files need to be stored elsewhere, the suitable directory path can be specified here

If the




Use LDAP over SSL (LDAPS)

Use LDAP over SSL (LDAPS) to connect an on - premises Active Directory.
If you have configured LDAP over SSL (LDAPS) in your on -premises Active Directory,
contactSync can use LDAP over SSL (LDAPS) to communicate with your on -premises

Active Directory.
Note: The Active Directory Schema Partition is only read using LDAP.

You can get more information about LDAP over SSL (LDAPS) in  the Microsoft TechNet
Wiki article LDAP over SSL (LDAPS) Certificate

https://social.technet.microsoft.com/wiki/contents/articles/2980.ldap -over -ssl-ldaps -
certificate.aspx

You can check if LDAP over SSL (LDAPS) works at your environment/machine with
Microsoft Idp.exe tool.

Exchange Tab

Here you can configure general Exchange settings used in all old policies , which are not
yet migrated to an E nvironment Configuration.

L‘?‘] MNETsec contactSync - M

FILE ACTION  OPTIONS HELP

D"@D"MSV“" ‘ contactSync = I b3

@Environmenh
@ Settings Lj Exchange @ Environments &% Policies EI—J Status e Help
Local on-premises Exchange Server settings for non-migrated policies
Please note: These setlings are only valid for existing policies that have not yet been migrated to an
Environment Configuration.
®) Use Autediscover tofind the Exchange \Web Services URL

Manual setting L @

e.g. https:/icasserver. domain. local/EWS/Exchange asme

Local on -premises Exchange Server for non -migrated policies

If you work with  on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL . If Autodiscover does not work you may set the
value for Exchange Web Services (EWS) manually. If you click the SEARCH icon then
contactSync tries to discover the Exchange Web Services URL via Autodiscover

Note: This setting is also on the d&xchange Server on -premises 6tab of the
Environment Configuration for the corresponding policies.
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Environments Tab

contactSync requires details concerning the Exchange environment and general settings
for which a synchronization should be configured. The information about the Exchange
environment is set in an Environment Configuration

L;] NETsec contactSync - [ %
FILE ACTION  OPTIONS HELP
o Ber =11
@Create Environment @Edit @Delete
@ Settings [ﬂ Exchange @ Environments | &F Policies [I'I-J Status @ Help
Name Description

Before you configure an Environment Configuration, please ensure the contactSync GUI
is running in the same credentials as the contactSync Service. This can be verified in the
information bar at the bottom of the GUI

#*

¥ EOHYBRID\contactsync & x64 contactSyncService is Running % eohybridicontactsync

Create Environment
An Environment Configuration can be created on the Environment s tab by clicking on
Create Environment . This opens the Environment Configuration dialog

contactSync

@Create Enviranment @ Edit @Delete

Li;-.l Environment Configuration - [ ®

General Exchange Scenaric

Upon commencement, onlythe Generaltab  andthe Exchange Scenario tab are
visible.

contactSync

@Create Environment @ Edit @Delete

Li;-.l Environment Configuration - [ ®

General | Exchange Scenano| Exchange Server on-premises  Exchange Cnline




Depending on the selection of the Exchange scenario on the Exchange Scenario tab , a

variance of additional tabs appears . There is an Exchange Server on - premises tab
and an Exchange Online tab . One of the two tabs can appear , or both.
After an Exchange Configuration is configured, it is possible to create policies for it.

Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2pply
Ok will save the  Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration
Apply will only save the Environment Configuration , but not close the dialog.
Edit
Select an Environment Configuration entry of the existing Environment Configuration
listand clickon  Edit to openthe Environment Configuration dialog for the selected

Environment Configuration.

contactSync

@Create Environment &4 Create Paolicy @Edit @Delete

i%l‘} Settings [j Exchange @ Environments & Policies EI—_I Status ﬁ Help
MName Description

@ NETsec Demo
@ Partner Demo

m METsec Demo - Environment Configuration - [ =

General Exchange Scenario Exchange Serveron-premizes Bxchangs Onlines

The Environment Configuration can be modified at the Environment Configuration
dialog
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Delete
Select the Environment Configuration to be deleted in the existing Environment
Configuration list, and click Delete

contactSync

@Create Environment &4 Create FPaolicy @Edit @Delet&
@ Settings E{] Exchange @ Environments & Policies ETJ Status a Help

| MName | Description |
@ MNETsec Demo

&) Parner Demmo

contactSync

0 Do you want to delete the selected environment file?

Partner Demo

Note: An Environment Configuration can only be deleted if no further policies exist
for the Environment Configuration. This ensures no Environment Configuration is
deleted that is still being used by a Policy



Policies Tab

The Policies tab lists all existing contactSync policies. Select a listed policy to view or
modify its configuration. After initial setup, as shown below, this list is empty until a
policy is created

L-‘l-‘] NETsec contactSync - [ X
FILE ACTION  OPTIONS HELP

= EJ] FrEEdiTY [©  contactSync . I X I

----- @ MNETsec Demo

@ Environments 4 Create Policy
@ Settings [j Exchange @ Environments | && Policies EI-J Status @ Help
Palicy Name Description

Before you configure a policy, please ensure the contactSync GUI is running in the same
credentials as the contactSyncService. This can be verified in the information bar at the
bottom of the GUI

= -

&' x64 “-'.1': contactSyncService is Running

¥ EOHYBRID\contactsync % echybridicontactsync
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Create Policy

A Policy can be created onthe  Policies tab by clickingon Create Policy . This opens the

Policy wizard

L-.l}-.l MNETsec contactSync - New Policy

Environment Configuration

[ Environment Configuration ; :

B Synchronization mode e b bl

[ Access to Mailboxes . Please choose the Environment Configuration for the new policy
E Mailboxes : SIS
B Unknown Source ; —
B Contact Folder

B Netification emails

B Scheduler service

B General

B Summary

Please note that an Environment Configuration is required first to be able to create a
Policy. If you have not yet created and configured an Environment Configuration for

your Exchange environment, please create and configure one first.

Please take alook atthe Environment Configuration chapter.
After finishing the  Policy Wizard , the new created policy will be listed on the Policies tab.
[ - 0 %

FILE ACTION  OPTIONS HELP

& E’] contactSync [ contactSync
o @ NETsec Demo

""" & Contact List

@Environmens @Create Environment &4 Create Policy
@ Settings [j Exchange @ Environments | && Policies EI-J Status @ Help
Palicy Name Description

MNETsec Demo contactSync Policies

Contact List




Edit policy
Click on the policy entry to show the policy configuration in the main window

E] NETsec contactSync - M %
FILE ACTION  OPTIONS HELP

o B 1=
D @NEl'sec Dere @Environmem C-XT'DeIete @Clone @Test gCUL.lnter DHun Eﬂ Status

B8 & Contact List| B
g General % Synchronisation mode &§ Access to Mailboxes Qd Mailboxes % Directory ﬁ Contact Folder €4 ¥

General
Policy Name \f)
Contact List
By clicking the tabs, you can view and modify the policy configuration
Please take alook atthe Policy Configuration chapter.
After modifying the policy, please do not forget to save your changes
m NETsec contactSync - M %

FILE ACTION  OPTIONS HELP

DG’J contactSync &  Contact List Eﬁave 3 Cancel |
B39 NETsec D — _—
@ see eme @Environmem CxT'DeIete @CIone @Test gCnJunter DHun Eﬂ Status

----- L4 Contact List )
g General % Synchrenisation mode &F Access to Mailboxes !d Mailboxes % Directory ﬁ Contact Folder §4 ¥
General
Falicy Name @
Contact List
Delete

Select the Policy to be deleted, and click Delete

@Erﬁrlrunment CRDEIetE @Clune @Test gCDunter DHun [—] Status
QE General ﬁ"'— mchronisation mode & AccesstoMailboxes B Mailboxes %

contactSync 8.5 Manual




contactSync 8.5 Manual

(00)
(00]

Clone
Select the Policy to be cloned, and click

Please insert a new policy name and click

Clone .

Clone on the Clone Policy dialog.


































































































































































































































































































































































































































































































































































