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In this document you will find a brief description of the reports you can
create using NETsec Permission Reporter.

Permission Reporter provides reports to facilitate the communication of
permissions granted for security principals! on analyzed securable objects?
(e.q. files, folders, shares).

A report always refers to gathered data of an analysis, which has already
been successfully finished. Building a report using “live-data” from the file
system or an analysis which is in any state but “done” is not possible.

Permission Reporter also supports your colleagues, who are working in
non-technological departments, understanding the result of its analyses
by visually-compelling reports.

This is why Permission Reporter offers two file formats for exporting
reports.

Start Export

5 & ¥ A B o T R H O

Cverview Permissionsfor  Effective  Permission  Full Memberlist DACL Effective  Permissiors Permissions for DACL
Repaort Principal Permissions Details Differences = Permissions forTree Principal Differences
Exportto PDF Export to C5V

All Report Types

CSV Reports offer extensive collections of permissions. Since spreadsheet
like Microsoft Excel are capable of interpreting files containing CSV data,
we recommend using these reports for further processing.

PDF Reports are visually more appealing then CSV Reports. Therefor PDF
Reports may be more suitable for colleagues in non-technological
positions by facilitating the comprehensibility of permissions on securable
objects.

On the other hand PDF Reports are not suitable for processing exported
data afterwards and result in large file sizes due to images.



https://technet.microsoft.com/en-us/library/cc780957(v=ws.10).aspx
https://msdn.microsoft.com/en-us/library/windows/desktop/aa379557(v=vs.85).aspx

3 Provided Report Types

3.1 Overview (PDF only)

This report contains general statistical data of an analysis. This report can

be send as a status information for administrators.

Report state Done

Is started by scheduler False

Error count 0

Warning count 3

Start time 7/30/2018 1:51:36 AM
Stop time 7/30/2018 1:51:40 AM
Duration 00:00:04.3230000

Analysed Shares info

RemotePath LocalPath GB available |GB total |% Used |ShareType
\\compafs01.companya.localADMING C:\Windows 30.37 2.58 8.68 STYPE_SPECIAL_DISKTREE
\\compafs01.companya.localApprentices C:\CompanyA\Apprentices 30.37 4258 2868  |STYPE_DISKTREE
01 locallC$ C:\ 30.37 2.58 8.68 STYPE_SPECIAL _DISKTREE
\\compafs01.companya local\CompanyA C\CompanyA. 30.37 4258 2868 |STYPE_DISKTREE
‘Vlcompafs01.companya.locallPC$ 0 NaN STYPE_SPECIAL_IPC
WcompafsD1.companya.local\Sales Ci\Sales 30.37 42.58 28.68 STYPE_DISKTREE
\icompafs01.companya.local\SharesForPermissionReporter C:\SharesForPermissionReporter 30.37 2.58 8.68  [STYPE_DISKTREE
Security Principal
Statistics
Name Value
Registered principals 33
Local objects 4
Local users 1
Local groups 1
Local runtime groups 2
AD objects 29
AD users 9
AD groups 20
AD computers 0
Registered group memberships 33
Object sources Local object types AD object types

69.0 %
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3.2 Effective Permissions (CSV, PDF)

By creating this report, an analyzed DACL (Discretionary Access Control
List, see chapter 5.1 DACL) of a securable object gets processed.

All security principals which are addressed by being named in (at least)
one ACE (Access Control Entry, see chapter 5.2 ACE) or by being a
(nested) member in any security group named in the DACL will be
resolved.

These security principals will be listed with their effective permission on
the securable object.

Effective Permissions Report

Resolved permissions report of Analysis (created: 7/30/2018 1:51:36 AM) by Test FS01
(Analysis Definition) (Profile: Test FS01)

[Root file system object selected for this report

T
| L-"-\::ornpa1so1 -companya.localCH CompanyA

Special Permissions

|
B suiLTINAdministrators

& COMPAFSO1\Administrator

= COMPANY AlAdmiinistrator

2 coMPANYAagikdt

“2° COMPANYA\Domain Admins

= COMPANY Alprservice

£ coMmPANYAspauka

SN S| S| S| S| S| S |Full control
Sl s s s S| S| S| S |List folder | Read data

S s NS N %]~ [Modify
“|S|S|[S|S|S ||~ |Read & execute

| % w| %% %[~ |Read
Sl s| s s s | s |~ (Write

£ NT AUTHORITY\SYSTEM

Types of principals

(| | =}
8 User in Active Directory, 8 Group in Active Directary, B Computer in Active Directory, &® User of lacal machine, &P Group of Iocal machine, ¥ Runtime group,
=
=P Unkown principal type.

Types of principals

I
rs Error object, Unknown object, D File, I"-_ Share, [ Falder

Your Company Mame Page created: 8/13/2018 12:25:20 AM
Permission Reporter 4.0 87517741 (by: COMPANYA\PRService)




Similar to the “Effective Permissions Report” this report lists all security
principals having any permission and their effective permissions on
securable objects at the time of the chosen analysis.

But other than in the “Effective Permissions Report” the chosen securable
object serves as entry point. Sub-objects of this object will also be
included in this report.

In order to avoid excessive memory consumption, this reports may be
limited to a maximum level of sub-folder. If this level is reached, no
further sub-folder will be included in the report. E.g. C:\ is analyzed and
the limit is set to 2, the folder C:\Root\Sub1\ will be included to the
report, but C:\Root\Sub1\Sub2\ will not be included.

LJd Export Report Options - M0 %

Filter Principals o

Show Special Permissiors

Use Custom Separaton B
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Ok Cancel
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If no limitation is set, the report will include every securable object
starting from the selected entry point.

| Effective Permissions on tree from _Companyd.csv - Notepad =] 3
File Edit Format Wiew Help

Files_excluded
A = allow, D = Deny

Path;Pr"‘mcw‘pa'\;Fr"‘mcw al Type;Full control;modify; Read & execute;List folder / Read data;read;write;special permission

“compafs0l. companya. Uca'\{ SCOMPparya; COMPANYA\Adm‘lmstratUr active Directory User;Ajh;AjA;AjA;

“acompafsol. companya. TocalioshCompanya; COMPANYANspauka; Active Directory User;a;as A Az ajA;

Nowcompafs0ol. companya. Jocal \CEhCompanya; COMPANYANAgT 1dt; Active D‘lractury USer;aga;a;a;i;a;

“Ocompatsol. companya. Tocalhc$hCcompanya; ComPanyaisbomatn admins; active pirectory Group; AjA; a5 A; AjA;

Nowcompafs 0L, companya, Jocal\cEvCompanya; COMPAFSOL Admin stratur Local User;h;A;A;A;A;A;

“Ocompats0l. companya. Tocal \C$\Companya; COMPANYANprserv ce; Active Directory User;Aa; a;Asa; A A;

Nowcompafs0Ll., companya, Jocal\CENCompanya; NT AUTHORITY\SYSTEM Local or worldwide group;aga; A a;aa;

“ocompafsOl. companya. Tocal\CshCompanya; BUILTINVAdminTstrators;Local Group;Asa; Asa; AL A;

howcompatsol. companya. localN\CE\Companyaiapprentices; COMPANYA\%SM‘I'\IDM Active Directory Usar;;;AajAja;;

compafs0l. companya. Tocal C$\CompanyahApprentices ; COMPanyALFcaban; active D1rectury User;; a; Ay a;;

howcompats0l. companya. local\CE\Companyaiapprentices; COMPANVA\]mET\and Active Directory Usar;;;ajaja;y;

wcompafs0l. companya. TocalvC$hCompanyahApprentices ; COMPanyAhadoale; active D1rectury User;; a; Ay a;;

Mocompafs0ol. companya. TocalNCE\CompanyasApprant i CES'COMPANYA\AppI’Ent‘\CES'AC‘E'IVE D'lrectnr'y Group; 53 AT AL A S

Nowcompafs0l. companya. Jocal\CEhCompanyahApprenticas; COMPANY AN Apprent Tceshipdshilton; Active Directory Group;:;Aa; Azd;; ;

S ocompatsol. companya. Tocalhc$hcompanyasapprentices; companyarapprenticeshipimelland; active pirectory Group;; Talalall

hwcompafsol. companya. local\CEhCompanyahApprentices; COMPANYANADDrentcesManagers; Active Directory Group;;;A;AjAa;;

“Ocompafsol. companya. Tocalhc$hCompanyahapprentices; COMPANYA\Adm‘Iﬁ'IStI’atDr‘ Active Directory User;a;a; AjA;AjA;

“hcompafs0l, companya. local\CshCompanyAhApprentices; COMPANYANspauka; Active Directory User;a;Aa;a;AjA;A;

“ocompafsOl. companya. Tocal\C$hCompanyatApprentices; COMPANYANagi Tdt; Active Directory User;AjAjA;AJATA;

howcompafs0l, companya. Jocal\cEvCompanyasappreanticas; COMPaNyANDOMaTn admins; Active DIrectory Group;Ala; A a; Az Al

" compafs0l. companya. Tocal CshCompanyahapprentices ; COMPAFSOL Admi mstratur Local User; A; AT A A7 AT AL

howcompatsol. companya. localh\CE\Companyaiapprentices; COMPANVA\ApprenUcesL'lstFn]dErIthMt Active pirectaor

compafs0l. companya. Tocal\C$\CompanyahApprentices; COMPANYANprsaryice; Active Directory User;A;a;a;h; AjA;

“hcompafsol. companya. TocalicshCompanyahApprentices; BUILTINAdmIndstrators;Local Groups a3 A3 A; A5 A3 A

compafs0l. companya. Tocalyo \CDmpamyA\Apprent‘lces\wurknepurt COMPANYA\%LshﬂtDn Active Directory User;;;

howcompafs0ol. companya. local\cEwCompamyahapprentices workreport; companyaiFeaban; active DI rectory User;;;a;

Nowcompafs0l. companya. Jocal\CEhCompanyahApprentices workreport; COMPANYA\]me'\'Iamd Active Directory User;;; HH

N compafsol. companya. Tocalhc$hCcompanyahapprenticesiworkreport; companyaiadoale; Active i FECTOry LUSer;A;a;a; A AL A;

Nowcompafs0Ll. companya. Jocal\CEhCompanyaiapprent jces workReport ; COMPANTANADDrentices; Active Di rectory Group;i;A;AjA;;

N Ocompatsol. companya. Tocalhc$hCompanyahapprenticesiworkreport; COMPANYA\ApprenUceshmjshﬂtnn Active Directory Group;;;A;A;A;;

Nowcompafs0Ll, companya. Jlocal\CE\CompanyasApprentices workReport; COMPANTANADDrenticeshipaMelland; Active Directory Group;;iA;a;n;;

“ocompafsOl. companya. local\CshCompanyaiApprenticeswar kReport; COMPANYANADprenticesManagers; Active Directory Group;AjA A3 A ALA;

hwoompafsol. companya. Tocalh\cEvCompamyadhappranticasiworkReport; COMPANYANAOMInTsTrator; ACtive Directory User;a;a;ajh; Aja; -
»
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3.4 Permissions for Principal (CSV, PDF)

To create a “Permissions for Principal Report” an analyzed security
principal as well as a securable object has to be selected.

The selected securable object will be used as entry point similar to the
selected securable object in a “"Permissions for Tree Report”.

This report will contain all securable objects and the individual effective
permissions the selected principal has on them starting with the entry
point.

Permissions for principal Report

Report for BUILTIN\Administrators in Analysis (created: 7/30/2018 1:51:36 AM) by Test
FS01 (Analysis Definition) (Profile: Test FS01)

Root file system object selected for this reporl

e
[ 11compats01.companya locallC$\CompanyA

Subfolder Depth unlimited
Files included False
Rool included in report Trug
Name Value
NT Account Mame BUILTIN\Administrators
Security Identifier 5-1-5-32-544
Is Well Known SID (WKSID) True
MName Administrators

Special Permissions

Object name

=
[ vicompats01.companya local\C$\CompanyA
|=.

[ \2pprentices

T

[ \2pprentices\WarkReport

s
[ \apprentices\WarkReport

=
[ 12pprenticesiWerkReport\Shilton

(0o

=
(8 \DevelopementiProduct A

ﬁ\DevelopemEM\Pmdu:t B

T
[ waarketing

ﬁmarkalinm

T
[ \Marketing\Product Presantation

[ \Marketing\Viewing Rate

=
[ \personnel Department

=

(i DepartmentiHuman reseurce

= .
[ \Personnel Department\Training
=

[ \Production

=
[ \Purchase Department

i

[ \Purchase Depantmentintemal Documents

=
L.'Pun:hase D Internal Documents\Call Of Coniracts

i
[ \Purchase D Internal DocumentsiDiscount Contracts

T

[ \Purchase D ublic
i

[ 1sales

iy
[ \saies11

ﬁ\sales\z

=
L-'\Set:ur'rly

[ \securiy

(¥ \security2
# \securiya

o sf s s s sl s s s s s s s s s s s s s s s s s~ %~ |[Full control

LR N N S N N N S N N S N N S RN N RN LN RN AN N RN AN RN L
sonss s s s s sl s s s s sfs s s s s s s8] s | % ~ |Read & execute
s s s sl sl s 8w s s s s s s s s s s s s s s8] s | %~ |List folder / Read data
\\\\\\\\\\\\\\\\\\\\\T\\\\\\mad

son s s s sl s s s sl s s s s s s s s s s s s ~ [Write
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By setting “"Show Only First Occurrence” in export options for Permissions
for Principal, the report will look like following.

Permissions for principal Report

Report for BUILTINVAdministrators in Analysis (created: 7/30/2018 1:51:36 AM) by Test
FS01 (Analysis Definition) (Profile: Test FS01)

Real file system abject selected for this repart

I-i".'mnlpﬂ‘:l:ﬂ.mpa'lya local'CECampanyh

Maxirmum Subfelider Depth unlirmited
Files induded Falss
Real induded in repart Trug
Firsl Decurences anly: Chilldnen will bé accessable with the same permission by ‘BUILTINWAdrmnistratons” if nol enlisied in this repot

Hame [Vallue:

NT Actount Name BUILTINAdmirisstralon
Sacurily kdentifisr S-1-5-32-544

15 Wil Knerwn SID (WKSID) T

Mame [Pudenirisbralons

Spadial Permissions

Object name
=
i WeompafsD 1. companya local\CSiCampanyh

Types of principals

2 User in Active Directary, L 4 Group in Active Directary, = Computer in Active Dilel:h:ly."l.lsrf of lecal |na|:h'||e."l3rwpuhuual 'nﬂLTIiI\E.{?RII'IIiInE groug,
Unkoar prindipal bype.

%, | Full controd

* | Moty

* |Road & axecuia

= |List foldar ! Read data
. |Read

%, | Write

rA
(S|

Export Report Options ol x]

-]

Change Reset

D Show Special Permissions
Shaw Cnly First Qccurrence
[ Resolvefiles

| Limitsubfolder depthto ; 0

- N-N--N-

4
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Starting with a chosen securable object as an entry point this report
shows all differences between DACLs of sub-objects and their direct
parents at the time of the chosen analysis.

Therefore a DACL of a securable object will be compared with the DACL of
the object which is the direct parent. All disparities between DACLs will be
listed in this report in the form of ACEs, causing disparities, and a phrase

characterizing the kind of disparity.

You also can use the Principal Filter (see chapter 0 Filter Principals) to see
only principals you want to see.

L] Export Report Options - M1 x

Filter Principals [i]

Resolvefiles

| Include Changes Due To Inheritance
Limit subfolder depthto
+| Show same patheachrow

Position of ACE changes right-sided

QQQQQQOR®

List resolved groups

Ok Cancel
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3.5.1 Kinds of disparity

T
2
§ | = ®
HE .| %
i g4 -
el H £l 5
1 g
2% 5| 5|» g =
5| 5| S|5|=|€|=|e|3
Principal ACE Change £|2|& i AR AR
[ vcompatsot companyasocalcsiCompanya | 8 COMPANYAprservice BaseParmission fae| 2 | £ |/ |V [ |V
(i \compafs01 companya lecalC$iCompanyA |8 BUIL TIN\Administrators [BasePermission falge | 1 S [/ |4 S| |V
[ vcompats01 companya localCS\CompanyA | NT AUTHORITYISYSTEM BasePermission Jase| 0o [« 7177 ]~]
Lri\Appmnlines ‘&* COMPANYA\ApprenticesL istFolderinherit |Added false | 2 A
@ apprentices 5% NT AUTHORITYISYSTEM [Removad Jase[ 0 [v [/ [v]v[v][v]
[Fi ‘&' COMPANYA\ApDI istFolderinherit hanged false | 2 LA
[ 2 comPaNYAprsenice InheritanceChanged ‘\alse 1 ‘ PN | PR |
7] 4 BUILTINAGministrators InheritanceChanged e 0 s | |[v s|v]|v
[ri'mppmnmes\wmmepon & COMPANYAWpprenticesWorkReporF Al Added “HI% o ‘ RS | KA |
JMeliand ¥ coMPaNYAApD hanged ke 0 <[/ [ s[s]s
(& \apprenticesiWorkReportuMelland & COMPANYA\ApprenticesWR_JMelland_Fa  (Added “élsﬁ o ‘ SN | E |
i i JShitton # COMPANYAADD hanged fe| 0 s | s | v s ||
[Fi\Apmenlms\wa.kRemnusm\mn & COMPANYAApprenticesWR_JShilton_FA  (Added ‘\alse o ‘ S| | | |
[ \Deveiopement & comPANYAprsenice InheritanceChanged fage| 2 s | v | v s |v| v
LFi\Devglnugmenw ¥ BUIL TINAGministrators InheritanceChanged “alse 1 ‘ S| | | |
(# \Deveiopement £ NT AUTHORITYISYSTEM InheritanceChanged fise| 0 s | v | v s |v |V
[ marketing 8 companYApmsenice InheritanceChanged Jtase| 2 [+ [+ [ []~]
[ % BuILTINAdministrators inhariiangetanged | IR N I | I
(@ \paarketing % nr auTHORITYIS YSTEM InheritanceChanged Jase| 0 [/ [/ [/ ][] 7]
[Fiwausnnna\ Department li COMPANYA\prservice InheritanceChanged fase| 2 4 |/ |/ ¥ ||/
[ \personnel Depantment BUILTINAdministrators InneritanceChanged Jase [ v [/ [/ [/ [ [7]
(i \Personnel Department [£* NT AUTHORITYASYSTEM InheritanceChanged false | 0 4 | /| /S S| S| S
[ \Frocuction 2 companYAprsenice InheritanceChanged e | 2 [ v v [ ]~]
I production 1 BuIL TINAdministrators InheritanceChanged false| 1 |/ | & S| 7|4
@ eroduction I NT AUTHORITYISYSTEM innertanceChanged fase| o [/ v [v]v|vr]]
& \erosustion & COMPANYA\Production | false | 2 A
(i \Production ‘" COMPANYA\Development Added “alse 1 ‘ b v | | |
[ \production & COMPANYA\Personal Department {Added false | 0 X X X[ x|x
[ \Purchase Depatment ' COMPANYAPUrchaseListFaider lAdaed Jtase | 2 | AN [
@ \purchase Department %% NT AUTHORITY\SYSTEM Removed false| 0 /| /| S LSS
& Purchase D el Documents | 8 COMPANYAlprservice InhertanceChanged Jase [ 1 [v [ v v ]v]v]v]
@ \Pucchase D Documents | BUILTINAdrministrators InheritanceChanged false| 0 4 |/ | S LS
[ \Purchase D al Documents |8 COMPANYAY Added [taise | 1] A AFAra
(& Purchase D Documents | ‘8% COMPANY/ {Added false| 0 s | v | ||
L?\FumnaﬁeDeparlmem\lmemal Documents |8 COMPANYA\PurchaseListF older [Removed [raise| 2 ] A EAE [
D“’“"““’gﬁ’“gﬁg‘;g‘;‘f’"“ ¥ company. hanged faise | 1 vl ||y
= T T T T

3.5.1.1 BasePermission

Represents an ACE of the entry point’s DACL. This ACE does not
necessarily cause a disparity between its DACL and the DACL of the direct
parent.

Note: Since the direct parent is not part of this report you will not be able
to make an objective statement whether the ACE is responsible for a
different DACL or not.

3.5.1.2 Added

An ACE tagged with the “"Added"-keyword means in effect that the DACL
of the parent object does not contain an ACE which grants the same
permissions to the same security principal.

This means that a new permission has been added to the child object’s
DACL.

3.5.1.3 Removed
ACEs which are listed as "Removed” representing missing ACEs compared
to the parent object’s DACL.
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If an ACE is tagged as “InheritanceChanged”, no new permission is added
or removed from the DACL of the securable object compared to its parent.

The given ACE differs in its properties concerning inheritance rules. So this
ACE may be either the first inherited entry after a new ACE is applied to a
securable object or this ACE will not be inherited to the same types of
objects as the related ACE of the parent object.



3.6 Permissions Details Report (PDF)

Shows the analyzed effective permission granted for a selected security
principal on a securable object.

Furthermore all ACEs of the DACL, which contributed to the effective
permission on the selected securable object, are listed in this report.

If listed ACEs are granted permissions over (security) groups, this report
will also show the nested memberships of the group, which are leading to
the selected security principal.

Example: In the image below the user prservice is granted with the
permission via the group BULTIN\Administrators. prservice is not a direct
member of this group. BULTIN\Administrators has a member, which is
also a group called COMPANYA\Domain Admins. prservice is member of
the Domain Admins group. You can see the resolved membership in this
report in the chapter Group Routes.

Effective Permission
2 =
H " L w8
S| = 2|8 |2 213
gz 2| = g | & @
HHEHHE I IH B
¥le|8|8|%|5(8(38|8 HE I
HHEHHEEE R IR
MK FlElz |z e et
s |&|s|E|3|2|B|5 5|83 |8|2 3%
Object name c|f|8|s|e|s |5 2|28 |8|2|5 |8
& comPaNYAlprsenice vl el el e]| ]~
Permission ACEs
= =
= = 5 s
g g1, & glz| |E]S
2 3 § 3 HERS £ 5w o | E
s H L £ |F e 2 .
- Bl |8|3|2|8|8|3|% HERE:
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3.7 Full Memberlist Report (PDF)

Shows all analyzed members of a selected group.

This report includes nested memberships and displays the minimal nesting
depth.

A nested depth of 1 stands for a direct membership. A depth value of 2
means that the listed security principal is member of a group which itself
is a direct member of the selected group.

If a security principal is a member of the group via different routes, the
shortest route and the minimal nesting depth will be listed.

Analysed Memberships Report

Memberships of BUILTIN\Administrators
(Date of analysis: 7/30/2018 1:51:36 AM)

Mested
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{minimal) HT Accourt

1 & coupAFsDdministrabar
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2 2 COMPANYAlagidi
2
2

|1-|- COMPANY Algreervice
& COMPANYAspauka




The provided report types offer options, which allow to filter the amount of
results. This allows you to export the information you need keeping the
resulting size of the exported file as small as possible.

(] Export Report Options - _lO ﬂ

Filter Principals [i ]

Resolvefiles

+|Include Changes Due To Inheritance
Limit subfolder depthto
«| Show same patheachrow

Positionof ACE changes right-sided

[---N--N--N--N--N-

List resolved groups

Qak Cancel

4

Export Report Options for DACL Differences

By enabling this option the report will only list securable objects, for whom
the effective permission granted to the selected security principal differs
from the effective permission granted on the current parent object.

This means effectively that if analyzed sub-objects are not listed in the
exported file, these objects grant the same permission to the security
principal as the current parent object.

Affected report types:

e Permissions for Principal

Show Only First Occurences enabled
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If a filter is applied for security principals the resulting report will only list
security principals which match the defined filter conditions. During the
creation of the report however a given filter will not prevent security
groups to be resolved, even if these groups do not match the given filter
conditions.

You can filter by only selecting specific type e.g. Active Directory users
and groups without the need of filtering by name.

I.] Analysis principal filter - M| X

Specify text to search forin principal data

Principal sources
| Active Directony
Lecal machine

Unknown
Principal types

/| Users
| Groups

Other

Reset Apply Cancel

A

Affected report types:

e Effective Permissions
e Permissions for Tree
e DACL Differences



4.3 Show Special Permissions

Enabling this option will cause Permission Reporter to export the access
mask of permissions in the form of advanced permissions similar to the
advanced permissions listed in the Advanced Permission Dialog of
Microsoft’s Windows Explorer.

If this option is disabled, Permission Reporter will display the access mask
similar to the permissions listed in the “Security”-Tab of the Property-
Dialog of Microsoft’s Windows Explorer.

~ Permission Entry for Production il | . Production Properties il
Chject | General  Secuity | Previous Wersions | Customize |
Mame: | nt (COMPANYAIPersanal Department)  Choroe. . Object name:  \compafs014Companud!Production
Apply tar [This Folder, subfolders and fies | 5?“" S WSS names
B2 5YSTEM
Permissions! Allow Deny i T — — . A
Full control v =] i Development [COMPANTAND e -
Traverse fader | execite fie v o | »
List folder [ read data v Ta change pemmissions, click Edit. Edit
Read attributes 7 Pemmissions for Permi —
N —— v En i R A
Create files | write data v =
Creats folders | append data v Ful carired =
Write attributes v Madify
rite extended attributes v = Fiead & execule
Deletz subfalders and files v List folder contents 5
Delete v . Fiead -

Apply these permissions ko objects and/ar Clear Al For special permissions or advanced setfings. Advanced
= click Advanced.

containers within this container orly

Leamn about access control and pemissions

Cancel aK I Cancel I Apply I

Managing permissions

Special permissions Permissions
el |5 |2
g | = FRE- = E H
|8 IRRR! |2 2
=3 2|5 £z 7| %
sl2zl2(% |z 2|3 : g
S5 |8 (888 8| |3|8)¢
E S| B % E § 3 E & |2 g E|E
HHEHEHEHEH PN
s | 2|5 |8 |B|3|2|E|E|2|2|% |52
Object name ElE|5|&|2|5|S5|z|z|[8|8[2|5)|F
lF.".'mnlpulslM.l:u'rpa'lya ocal\C§iCampany#f o o o ¢ o o < o E o & -" o "

Special Permissions in report
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Enable the option Resolve Files if you to include files in the report. Please
note that including files will likely lead to a significant increase of the
amount of results in the report.

Consequently the time needed for the export to be generated will also
increase.

Note: This option can only be applied if the analysis has “include Files”
enabled.

|_] Export Report Oplions - [ x

Filter Principals [i]

Show Special Permissions

+|Include Changes Due To Inheritance
Limit subfolder depthto
+| Showsame patheachrow

Position of ACE changes right-sided

PPQPQPQOQOQ®

List resolved groups

Ok Cancel

Affected report types:

e Permissions for Principal
e Permissions for Tree
e DACL Differences
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4.5 Include Changes Due To Inheritance

Disabling the option Include Changes Due To Inheritance will cause
Permission Reporter not to list ACEs which are going to be flagged with
the “InheritanceChanged” disparity.

Changes in DACL Report

Changes in FACL Report of Analysis (created: 7/30/2018 1:51:36 AM) by Test FS01
(Analysis

ition) (Profile: Test FS01)

Changes in DACL Report

Changes in FACL Report of Analysis (created: 7/30/2018 1:51:36 AM) by Test FS01
(Analysis Definition) (Profile: Test FS01)
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Affected report types:

e DACL Differences

4.6 Limit Subfolder Depth To ...

In order to avoid excessive memory consumption, a report may be limited
to a maximum level of sub-folder. If this level is reached, no further sub-
folder will be included in the report.

If no limitation is set, the report will include every securable object
starting from the selected entry point (e.g. folder or share).

E.g. C:\ is analyzed and the limit is set to 2, the folder C:\Root\Sub1\ will
be included to the report, but C:\Root\Sub1\Sub2\ will not be included.

Affected report types:

e Permissions for Tree
e Permissions for Principal
e DACL Differences
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4.7 Use Custom Separator (CSV only)
Normally there is no need to change the separator for a CSV Report.
But if you want Permission Reporter to use a separator other than the

default separator (*;”) to divide cells inside a CSV Report, you can use this
option to select a separator.

E] Export Report Options -_|o il
Filter Principals (5 ]
Show Special Permissions o
#| Use Custom Separator [i]
Resolvefiles 6
Limit subfolder depthto 0 [i]
Cancel

4

4.8 Show same path each row

On huge reports it will be confusing to see the folder-name displayed for
each permission. By de-selecting this option you will see the folder only
once.

H
3 i .
=3 3 H
¥ 2|3
HE 2|2 i
IR I £
1382 H : P ;
R z
Object name [Princips! |acE Change HHHEHEIIEE
& compatsD 1. companya Iocal\CSiCompanyh__| S COMPANYAprsanice: BasePemission fee |2 | |7 || 4|77
| e 1 7 |4 |7 |7 |7 7
2 NT AUTHORITYS e[ 0 [ [ [ [ ]7]
& voprensces L faise 2 el
e 0 [o [ s [ v [ [#]7]
[ e ntces orkReport e 0 7 |7 |7 |7 |7 7
[~ —— Tome[ 0 [« |7 |7 ]| «]7]
W g mee 0 s ||| ]
¥ COMPANYAProM rottea [ratee| 2 | T T
& COMPANYADevelopment Added fase 1 s s -
 COMPANYAPersanal Depariment froded [raie] 0 BEEEE
I urchase Deparsmert B COMPANYAPurchasel istFokder Acded faise 2 el
I w1 AuTHORITYISYSTEM [Removed e[ o o [ [ [ ]<]
@ Purchaase Deparimentiernal Documents Added = 1 A
=] [le] 0o [ ||| [7]7]
Removed e 2 aArari
& urchase DepanmennPubic [roaea ESEN o] ]
Added fake 0 A
[Removed [ralse] 2 ] el ]

Affected report types:
e DACL Differences (PDF only)
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4.9 Position of ACE changed right-sided

Here you can set the ACE change information to be positioned right sided
instead of the middle. This makes the reading of reports easier for non-
technicians.

B
- ]
3 ; o | &
-] g%
HE HHE
IRHEBRHEE
g = slz|% HE
Object name Principal HEIHEIE E g i i ACE Change
-IE R Py el VoS Cam panyh [ ] COMPANY Agrsérvice s s s « « « 2 |false |BassPemission
BLILTI ¢ 5 f | 1 [taise BasePemission
[ nr auTHORITYVSYS TEM [eTeTelele]~ 0 | ralse [RasePermission
& oprersess U COMPANY Aihppre nticesl st alderinheri i 2 |talse Added
[fF N1 AUTHORITYVISYS TEM [« Jr]er]e]w]~ 0| taise Removed
[ r———— & COMPANY RAppreticssl tFaldsrinherit £ 2 |talse InheritanceChanged
[& company aigrsenice [«TTeT7]]~ 1 | faise fimheritanceChanged
T — I A A AR AT 0 |talse InheritaneeChanged
[ coupanva " potFai | £ |7 [ 447 ]+ 0 |taise e
[ i peentcesiorkReporMeliand 8 COMPANY MhpprerticesiiorkReporiFAi & N 0 [talse InheritanceChanged
[ compay aipprenticesVR_Melland FA | # | 4 [« [ 7 [« | # 0 [false [rded
I pprenicas ok ReporuShilen W company i porFAi I A AR Ar 0 |talse InheritaneeChanged
] [ compana i sstionfa |4 |7 4]+ ]7 ]« 0 |taise e

Affected report types:

e DACL Differences (PDF only)

4.10 List resolved groups (PDF only)

You can show all groups affected in this report with their membership
resolved.

Resolved Groups

[ BUILTINWdministrators
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The DACL is part of the security descriptor of a securable object like a file,
a folder of the file system or even a shared folder.

As a part of the security descriptor of a securable object, a DACL is the list
which describes the permissions granted for security principals (like users
or security groups) on the securable object.

An ACE is an entry inside an ACL (Access Control List). In the case of the
DACL an ACE defines the permission granted for a security principal (like a
user or a security group) on a securable object, to whose security
descriptor the DACL belongs.



