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Introduction

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange
environments, which can be on-premises Exchange environments or Exchange Online of
Microsoft 365 tenants.

For each Exchange environment, you can configure which mail-enabled objects will be
synchronized as mail-enabled contacts to the other Exchange environments. Also, you
can configure how the received mail-enabled objects from the other Exchange
environments will be synchronized as mail-enabled contacts to your own Exchange
environment.

This will make the mail-enabled objects from the other Exchange environments visible as
contacts in the Global Address List (GAL).

This Quick Start Guide describes with examples how to create an Environment
Configuration for an Exchange environment and how to configure the policies for export
and import between two Exchange environments.

For more information about different synchronization scenarios and the configuration
settings, please take a look at the GALsync manual.

GALsync Documentation

https://www.netsec.de/en/products/galsync/documentation.html

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public
Folder into users’ mailboxes in the same Exchange environment.

It also synchronizes the Global Address List (GAL) into users’ mailboxes, that are in the
same environment. Mail-enabled objects in an on-premises Active Directory can be
synchronized into Exchange mailboxes in the same Exchange environment and mail-
enabled objects in a Microsoft 365 tenant can be synchronized into Exchange mailboxes
in the same Exchange environment.

contactSync synchronizes the contacts into a subfolder within the user’s mailbox
contacts.

Please take a look at the contactSync documentation for additional information.
contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html



https://www.netsec.de/en/products/galsync/documentation.html
https://www.netsec.de/en/products/contactsync/documentation.html

Prerequisites

System Requirements
Components Required

0OS (64Bit) Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Hardware Processor: minimum dual core
RAM: minimum 4GB

Software .NET Framework 4.8.0 or later

Windows PowerShell 5.1 and ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3

Recommendations Exchange On-Premises: We recommend to install GALsync on a member server within
the domain (e.g., dedicated GALsync server or file server). The machine should be
uncritical (e.g., may be restarted without complications). The GALsync server must have
a high bandwidth connection to the DC/GC.

Exchange Online: See recommendations for on-premises; but you can use also a
standalone computer.

Supported Exchange 2013* SP1 and later
Exchange Exchange 2016* and later
Versions*

Exchange 2019* and later
Microsoft 365 Exchange Online

* Microsoft will be stopping support for Exchange 2026 and Exchange 2019 on the
14th October 2025.

Microsoft stopped supporting Exchange 2013 on the 11th April 2023.

Microsoft stopped supporting for Windows Server 2012 and

Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot
support an Environment, which is no longer supported by the manufacturer.

Microsoft will start blocking EWS requests to Exchange Online on 1st October 2026.
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-
services-in-exchange-online/3924440
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Overview

GALsync requires a service account. The GALsync service account is only a domain user
in the Active Directory and has an Exchange mailbox. The mailbox of the GALsync service
account can be located at the on-premises Exchange or in Exchange Online.

On your GALsync server, the service account should be the local administrator and it
should be possible to log on to the server as this account. Remote desktop connectivity
may also be required.

Furthermore, the service account on the GALsync server needs the right to run as a
service.

It is recommended to run the GALsync GUI always in the credentials of the local GALsync
service account.

This can be confirmed on the information bar at the bottom of the GALsync GUI.

] NETSECDEMO\svc_galsync | & x64 ?1'.'.' GALsyncService is Running 'h METsecDemo\sve_galsync

Exchange on-premises and on-premises Active Directory:

The on-premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import-OUs of the on-premises
Active Directory for synchronizing into an on-premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU (on-premises).

Exchange Online:

Synchronizing directly with Exchange Online, you have the option of user-based
authentication or certificate-based authentication. Certificate-based authentication for
Exchange Online is recommended so the GALsync service account will not require any
additional authorizations.

The certificate-based authentication for Exchange Online is described in the chapter
Exchange Online certificate-based authentication via App Registration



Service Account (on-premises)

The on-premises GALsync service account is a domain user of the on-premises Active
Directory.

The on-premises service account is a member of the Local Administrators group on the
Windows Server, where GALsync is installed.

The on-premises service account needs the local right to run as a service on the
Windows Server, where GALsync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where GALsync is installed. It is likely that the on-premises service account requires
membership in the local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the GALsync
GULI.

The GALsync Service must run in the credentials of the on-premises service account.

In order to install GALsync you need administrative permission. Setup will also install the
GALsync Service on the Windows Server you install GALsync on.

Important: If you configure the logon information for the Active Directory domain
service account in the GALsync GUI using on-premises Exchange, it will be necessary
use the format domain\username.

The on-premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import-OUs for synchronizing into
an on-premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU (on-premises).
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Exchange mailbox for the GALsync Service Account

The GALsync service account needs a licensed Exchange mailbox in the environment.

e GALsync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS) for Exchange on-premises.

e Ensure the mailbox is accessible (e.g., by Outlook Web Access).

e Ensure the mailbox can send to and receive email from the other organization.

e Ensure incoming mail from the other organization does not get caught by your spam
filter or firewall.

On-premises mailbox
For an on-premises Exchange scenario, the on-premises GALsync service account needs
a mailbox located on the on-premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the GALsync service account needs to be licensed with
an Exchange Online license in the Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.



Local service account on a standalone server

If you run GALsync on a standalone Windows Server, please create a local account for
GALsync. This is only valid for Exchange Online cloud-only scenarios.

Please use the local account to configure and run the GALsync Service and the GALsync
GUI in the credentials of this local account.

The local account needs the same local permissions as a domain user described above.

The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The GALsync Service Account of the Microsoft 365 Exchange Online
tenant is independent of this local account.

For example: galsync is a local account of the standalone Windows Server.
Please run also the GALsync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
GALsync GUI, it will be necessary use the format computername\username.

Execution Policy (Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, GALsync needs the
parameter ExecutionPolicy to be set to RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,
PowerShell’s execution policy is set to Restricted; this means that scripts will not run.
GALsync requires that scripts can be run.

Get-ExecutionPolicy

http://technet.microsoft.com/en-us/library/hh849821.aspx

Set-ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en-us/library/hh849812.aspx
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ExchangeOnlineManagement PowerShell module (Microsoft 365
Exchange Online)

GALsync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3.6 or later for Exchange Online PowerShell V3.

On the GALsync Server you need to install the ExchangeOnlineManagement
PowerShell module so GALsync can directly communicate with a Microsoft 365
Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EY Administrator: Windows PowerShell - O X

. All ri

1 for new featu

1stall-Module

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module
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Active Directory Permission for the Import OU (on-premises)

The GALsync Service Account needs write permissions to all Organizational Units where
you want to import data to with GALsync.

Note: The resulting permissions must be for "This object and all descendant objects”
and for all properties.

Use Active Directory Users and Computers. After creating the OU right-click the OU
and choose Delegate Control.

File Action View Help
e’ sE B XEo= BE 2.

] Active Directery Users and Computers [forestB-DC forestB.com]
B[] Saved Queries
4 [F3 forestB.com
k [] Builtin
e [ Computers
I 2] Demain Controllers
t- || ForeignSecurityPrincipals
2| Import ou|
b (=] Impu-rtFmr| Delegate Control...
B [ LostfndFo
b || Managed &
B (2] Microsoft b
t- | Program D) Mew

Move...

Find...
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Follow the wizard and click Next.

Welcome to the Delegation of Control
Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mexdt .

< Back

Add the GALsync Service account to the list and click Next.

Users or Groups
Select one or mare users or groups to whom you want to delegate control.

Selected users and groups:

& galsync (galsync@forestB.com)




Choose the option Create a custom task to delegate and click Next.

Tasks to Delegate
You can select comman tasks or customize your own.

() Delegate the following common tasks:

[ ] Create, delete, and manage user accourts

[ ] Reset uzer passwords and force password change at next logon
[] Read all user information

[ | Create, delete and manage groups

[ ] Modify the membership of a group

[ | Manage Group Policy links

Generate Resultant Set of Policy (Flanning)
< m

(® Create a custom task to delegate

<Back ||

Leave the next window as it is and click Next.

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder
() Only the following objects in the folder:

[ | accourt objects

[ | aC5ResourceLimits objects
[ | addIn ohiects

[ ] addrType objects

[ ] adminExtension objects

[ ] applicationVersion ohjects

[ ] Create selected objects in this folder
[ | Delete selected objects in this folder

<Back |
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In the next dialog select all permissions exclude Full Control in the Permissions: list
and click Next.

Permissions
Select the pemissions you want to delegate.

Show these permissions:
[v] General

[w] Property-specific
[w] Creation./deletion of specific child objects

Permissions:

[ ] Ful Contral

[+] Fead

[v] Write

[+] Create Al Child Objects
[+] Delete Al Child Objects
[+] Fead &l Properties

You complete the wizard clicking Finish.

Completing the Delegation of Control
Wizard

fou have successfully completed the Delegation of Contral
wizard.

fou chose to delegate control of objects "
in the following Active Directony folder: |

forestB .com/mport QL

The groups, users, or computers to which you
have given control are:

galsync (galsync@forest B .com)

They have the following permissions:

To close this wizard, click Finish.




After that, right-click the OU and choose Properties.

B[] Saved Cueries

4 i forestB.com
=[] Builtin
[ Computers

] Active Directory Users and Computers [forestB-DC forestB.com]

= 2| Dormain Controllers
- || ForeignSecurityPrincipals

4| Import QLI
2] ImportF
[ LostAng
B[] Manage
2] Microso
- | Program
B[] System
(2] Test
[ Users
B | Microso
B NTDS O
b [ TPM De

Delegate Control...
Move...

Find...

Mew

All Tasks
View

Cut

Delete
Rename
Refresh
Export List...

Properties

Help
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Select the GALsync Service account and click Advanced.

| General | Managed By | Object | Securty | COM= | Attribute Editor

GI’CIIJD ar User names:

% Exchange Trusted Subsystem (FORESTBEExchange Trusted 5. A

% Exchange Windows Pemissions (FORESTB BExchange Windo...
galsync (galsync@forestB.com)

% Domain Admins (FORESTEYDamain Admins)

% Ertemprise Admins (FORESTE\Enterprise Admins)

82, Administrators (FORESTB\Administrators)

Permissions for galsync

Full control

Read

Write

Create all child objects
Delete all child objects

]DDDDDE‘

For special permissions or advanced settings, click
Advanced.

E

Select the GALsync Service account again and click Edit.

Owner: Domain Admins (FORESTB\Domain Admins) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permissicn entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan...
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan...
galsync (galsync@forestB.co... Special This ebject and all descendan...

Allow  Domain Admins (FORESTE\D... Full control MNone This chject only

82 Allow  EMTERPRISE DOMAIN COMT...  Special MNone This chject only

82 Allow  Authenticated Users Special MNone This chject only

82 Allow  SYSTEM Full control MNone This chject only

82 Allow  Exchange Windows Permissi..  Change password DC=forestB,DC=com Descendant User chjects

82 Allow  Exchange Windows Permissi...  Reset password DC=forestB,DC=com Descendant User chjects

82 Allow  Exchange Servers (FORESTB\... Special DC=forestB,DC=com Descendant User chjects

[t ] [emove | [

| Disable inheritance |

oK || Cancel || Apply |




Check that the permission applies to:

This object and all descendant objects

~
Principal:  galsync (galsync@forestB.com) | E
Type: |Allow
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBCentainer ohjects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [#] Delete msExchManitorsContainer objects
[[] Delete [w] Create msExchMSOSyncServicelnstance objects
[[] Delete subtree [#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [#] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource objects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[+ Delete account objects [#] Create msExchOmaDeliveryProvider objects
[w] Create applicationVersion objects [w] Delete msExchOmaDeliveryProvider objects v
ok | [ cancel
Select the permissions: Delete and Delete subtree
~
Principal:  galsync (galsync@forestB.com) Select a principal E
Type: |Allow v |
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBContainer objects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [w] Delete msExchMonitorsContainer objects
[#] Delete [] Create msExchMSOSyncServicelnstance objects
[#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [w] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource objects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[w] Delete account objects [w] Create msExchOmaDeliveryProvider objects
[+ Create applicationVersion objects [#] Delete msExchOmaDeliveryProvider objects -
ok | [ cancel

Click OK to close all Dialogs.
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Installation

Install GALsync
Open the GALsyncSetup.msi file and click Next.

15 METsec GALsync Setup 8.0 X

Welcome to the NETsec
GALsync Setup Wizard

1

The Setup Wizard will install NETsec GALsync on your

i | computer, Click Next to continue or Cancel to exit the Setup
GALsyne Wizard.

Accept the End-User License Agreement, then click Next.

ﬁ METsec GALsync License Agreement ot

End-User License Agreement h

0
Please read the following license agreement carefully L !
.. oALer U-__

License agreement A

BEFORE YOU CLICK OM THE "l AGREE" BUTTON AT “LICENSE
AGREEMENT" STEP AMD INSTALL THE SOFTWARE, CAREFULLY
READ THE TERMS AMD CONDITIONS OF THIS LICEMSE. BY

CLICKING ON THE "I AGREE" BUTTON AND BY INSTALLING THE
SOFTWARE YOU ARE CONSENTING TO BE BOUND BY AND ARE
BECOMING THE LICENSEE TO THIS LICENSE. IF YOU DO NOT
AGREE TO ALL OF THE TERMS OF THIS LICENSE, CLICK THE "DO
MOT ACCERT” RUITTOM ARMD DOY NOT INSTAIT OR 1ISF THE e

(@)1 accept the terms in the License Agreement:

{1 do not accept the terms in the License Agreement




Accept third party license agreement to use the libraries and tools, then click Next.

ﬁ METsec GALsync Third Party License Agreement ot

Third-Party License Agreement h

0
Please read the following license agreement carefully L !
.. oALer U-__

1. Software Licenses that apply to the DotNetZip library and A
tools

As DotMNetZip includes work derived from other projects, you are
required to comply with the terms and conditions for each of them.
These licenses include BSD, Apache, and zlib.

To use the software, you must accept the licenses. If you do not accept
the licenses, do not use the software.

(®)1 accept the terms in the License Agreement

{1 do not accept the terms in the License Agreement

Select the install path for the GALsync binaries, then click Next.

15 METsec GALsync Setup ot

Select Installation Folder h !

The installer will install NETsec GALsync to the following folder.

To install in this folder, dick ™Mext”. To install to a different folder, enter it ...

Browse

Create a shortout for this program on the desktop.

Create a start menu entry for this program.

Reset < Back Cancel
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Click Install.

ﬂ METsec GALsync Setup

Ready to Install

Clidk Install to begin the installation. If you want to review or change any of your
installation settings, dick Back. Click Cancel to exit the wizard.

<Back [ Instal ] | Cancel

Click Yes, if prompted.

GALsync

Verified publisher: NETsec GmbH & Co. KG
File origin: Hard drive on this computer

Show more details




Click Finish.

ﬁ METsec GALsync Setup >

Completing the NETsec
GALsync Setup Wizard

1

GALsyne

Click the Finish button to exit the Setup Wizard.

.

= caree
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Configure GALsync Service

Click the NETsec GALsync icon to launch GALsync.

L+

MNETseC

GALSynE

When opened for the first time, the GALsync Service Wizard will open, prompting the
user to enter the GALsync Service account credentials.

| GALsync Service Wizard x

D Welcome

Welcome to the GALsync Service
Wizard

This wizard will guide you through the GALsync Service configuration.

To continue, click Next.




Enter the account credentials in Domain\Username format, then click Next.

1 GALsync Service Wizard x

L] Logon Information

Logon Information

Specify a user account to be used by the application and for running the service.
Choose a mailbox-enabled user account fram your Active Directory.

The GALsync Service runs in context of this user.

The user should be & member of domain user group and must have the permission
tolog on as a service on the local machine.

The user should also be a local administrator of the machine where GALsync runs.

After the configuration, the service will be installed if necessary.

Account Mame (Domain\Username):

|netsecdematsve _galsync

Password:

< Back Mext = Cancel

If authentication is successful, the user is prompted to confirm the is the correct account
to use. Click Yes, then click Next.

| x
I I Logon Information
Logon Information
Specify a user account to be used by the application and for running the service.
Choose
The ohl GALsync
The usg rmission
tolog o
Theusg Are you sure you want to run the service as TIC MUMS.
netsecdemo’sve_galsyne?
After the
Accoun Yes Mo

|netsecdemaave_aamymc

Password:

< Back Mext = Cancel
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Click Finish.

L'J GALsync Service Wizard

m Service Control

Service Control

The GALsync Serviceis running.

The Service Accountis NETsecDema\sve_galsync

Click the Finish button to exit the GALsync Service configuration wizard.

Stop service Change Credentials Uninstall Service

Cancel

The GALsync user interface opens upon completion of this wizard.

D METsec GALsyn<

FILE ACTION  OPTIONS HELP

&[] GALsyne .| GALsync

0 Eﬂ contactSync :
@Environmens CxT'Delete

@,! Settings [ﬂ Exchange @ Environments | &F Policies [Iﬂ Status a Help
Policy Name Description

% NETSECDEMO alsync © GALsyncService is Running % NETsecDemols:

sith randomr




Apply GALsync License
Click the Help menu, then About.

M} NETsec GALsync - M %

FILE ACTION  OPTIONSS HELP
& [7] GALsync ] .
(=3 @ contactSync

@ Settings Ea Exchange @ Envirenments | & Policies EIl Status e Help
Policy Name: | Description

Click Add license, then browse to the location where the GALsync license was saved on
the server, then select it and click Open.

1 METsec GALsync ®

GALsync Version 8.0

METsec GmbH & Co. KG 2008-2022.
All rights reserved.

Contact: sales@netsec.de

Please contact us for 3 license: salesfnetsec.de

1

GALsync

Wi,

Add License
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Click OK.

1 METsec GALsync ®
GALsync Version 8.0
METsec GmbH & Co. KG 2008-2022.
All rights reserved.
Contact: sales@netsec.de
Company Name: HETsec GmbH & Co. HE
[:] Company Rddress: Schillingsstr. 117, 52355
Diiren
Contact Name: Dennis EBodden
Contact Email: salesfnetsec.de
.. GALsync
GFhLsync Objects: 50000
FALsync Forests: 2

There are %1 days left of your support.
The license is still 31 days walid £for this
product.




Create an Environment Configuration

Create an Environment Configuration for on-premises Exchange
environment

Important: When creating an environment, it is necessary that you logon to the
GALsync server as the GALsync Service account. GALsync uses Windows
authentication when accessing its mailbox (when on-premises). When creating an
Exchange Online environment with certificate-based authentication the certificate will
be stored in the certificate store of the current logged on user. The GALsync account
will not be able to find and read the certificate when logged on as a different user.

From the Action menu, select Create Environment.

| MNETsec GALsync - M X

EILE ACTION  OPTIONE  HELP

-mwnt 0 e =

=8

Lt

) Enviranments

= C ctSyncPolicy

|§ ExportConfiguration _:,! Seftings Eﬂ Exchange @ Environments | & Policies EIl Status e Help
.§ Import Configuration olicy Name | Description

|§ Export Status

.§ Import Status

@ Configure Service

% NETSECDEMO\sv c_galsync & x64 ‘-?:,' GALsyncService is Running % METsecDemolsvc_galsync
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In the General tab, enter a name for the environment and optional description.

]

General Exchange Scenario

General

Mame

Environment Configuration

|Cumpan}r Demo

Description

€3 Cancel

& 2eply




Click the Exchange Scenario tab, and select the On-premises Exchange
environment.

When an '‘On-premises Exchange environment’ is selected, GALsync will authenticate
to the mailbox of the account that runs the GALsync service.

| Environment Configuration - [ %

General | Exchange Scenano| Exchange Server on-premises m
Exchange Scenaro

Flease choose the Exchangs scenario

#® On-premises Exchange environment
The GALsyne Server must be member of the on-premises Active Directory.

Hybrid Exchange environment

Exchange Online environment

o Ok €3 Cancel = 2pply

To verify connectivity to the mailbox, enter a recipient email then click Send test email.

Autodiscover is used by default to locate the Exchange Web Services URL and
connect to its mailbox. If an error is returned which indicates the EWS URL cannot be
resolved, a manual setting has been provided to enter a valid Exchange Web
Services URL, such as the one shown below, which resolves the issue in most
situations.

If the connection to the mailbox is successful, a test email will be sent to the specified
recipient, and a popup message similar to the one below will be returned.
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1 Environment Configuration - M

senerzl Exchange Scenzrio | Exchange Server on-premises
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

® lse Autodiscover tofind the Exchange \Web Services URL 'x!.:-'

Manual setting

e.g. hitps /lcasserver.domain.local/ EwWS/Exchange.asme

Cnly for GALsync
Mote: This setting is only for GAL=ync in a special sychronization scenano with a hub-spoke topology.
Mo Exchange Server available. Only Active Directory Preparation. .kL.

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email Id_)

o Ok €3 Cancel = 2oply

Apply the changes, then click OK.



Create an Environment Configuration for Hybrid Exchange
environment

Important: When creating an environment, it is necessary that you logon to the
GALsync server as the GALsync Service account. GALsync uses Windows
authentication when accessing its mailbox (when on-premises). When creating an
Exchange Online environment with certificate-based authentication the certificate will
be stored in the certificate store of the current logged on user. The GALsync account
will not be able to find and read the certificate when logged on as a different user.

If your Exchange Environment is a hybrid, you have the option to establish your
synchronization focal point to either on-premises Exchange (Active Directory), or
Exchange Online. A connection to on-premises Exchange and Exchange Online is
configured in a hybrid environment. Since on-premises Active Directory hosts the master
copy of all objects synced through Azure AD Connect, it is recommended an on-premises
connection is used.

From the Action menu select Create Environment.

|—:.| NETsec GALsync - [0 %

EILE ACTION  OPTIONS  HELP

0BG creseEnioment [y He-Joo-]
D--@oont

'En\rironmems

W Settings [ﬂ Exchange @ Environments | &5 Policies Eﬂ Status @ Help

ExportConfiguration

ImportConfiguration olicy Name Description
Export Status

Import Status

Bhbed® L0

Configure Service

% NETSECDEMO\sv c_galsync & x64 ‘?4': GALsyncService is Running b MET=ecDemolsve_galsync
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In the General tab, enter a name for the environment and optional description.

0

Name
NETsec Demo
Description

Environment Configuration

o Ok

& Cancel

Bﬂwlv




Click the Exchange Scenario tab, then select Hybrid Exchange environment. The
Exchange Online tab will be displayed. After checking the checkbox: The GALsync
Server is a member of the on-premises Active Directory, the Exchange Server
on-premises tab will be displayed. Select this tab.

] Environment Configuration - [

Generzl | Exchange Scemano | Exchange Server on-premises  Exchange Online E§
Exchange Scenaro

Fleaze choose the Exchangs scenario

Cn-premizes Exchange environment

® Hybrid Exchange environment

| The GALsync Server is member of the on-premises Active Directory.

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Exchange Online environment

of Ok €3 Cancel = 2pply
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Select the Exchange Server on-premises tab.

GALsync connects to the on-premises mailbox of the GALsync service account. To test
this connection, enter a recipient email address and click Send test email.

Autodiscover is used by default to locate the Exchange Web Services URL and
connect to its mailbox. If an error is returned which indicates the EWS URL cannot be
resolved, a manual setting has been provided to enter a valid Exchange Web
Services URL, such as the one shown below, which resolves the issue in most
situations.

Please note: If the mailbox of the GALsync on-premises service account is located in
Exchange Online, it will be necessary to enter the Exchange Web Services URL for the
on-premises Exchange Server.

A popup will be returned similar to the one below upon a successful connection to the
GALsync mailbox, indicating the email was successfully sent to the target mailbox.

1 Environment Configuration - [
aeneral Exchange Scenario | Exchange Server on-premises  Exchangs Onlines m
Exchange Server on-premses

Manage the settings for the on-premises Exchange environment.

® ) se Autodiscover tofind the Exchange \Web Services URL '\L'

Manual setting

e.g. https:/icasserser. domain.local/EWS/Exchange asmx

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email Y]

o Ok €3 Cancel = 2pply




Select the Exchange Online tab.

0

Environment Configuration - M X
General Exchange Scenario Exchange Server on-premises Exchange Online E_@
Exchange Online
Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra 1D.
Credentials |
badd | @ SGrd | @ ‘ & Modity | @ xﬂernove‘®
Usemame Max. Connection
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
Exchange Web Services URL https /loutlook .office 365 . com/EWS/Exchange. asmx
. Organization Settings ‘
| Remote PowerShell Connection Test |
Please test the Remote PowerShell connection to Exchange Online
Test (@ al
| Show log | -
| Exchange Mailbox Test
Send a test email to the recipient:
Email address ‘
| Sendtestemail | @
ok | @cece | | e
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The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario Exchange Server on-premises Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra 1D.

Credentials |
ad | @ &rd | @ ‘ & Wodify | @ xﬁemve‘@

M| Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant ®
|
Application Display Name @
Application ID @
| Certificate

Friedly Name FriedlyName

Not After Not After

Subject Subject

Thumbprint Thumbprint

Has PrivateKey Has PrivateKey

User User
‘ Choose Certificate Create Certificate I @
| Assigned APl permissions | |

A detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Create Environment Configuration for Exchange Online
environment

Important: When creating an environment, it is necessary that you logon to the
GALsync server as the GALsync Service account. GALsync uses Windows
authentication when accessing its mailbox (when on-premises). When creating an
Exchange Online environment with certificate-based authentication the certificate will
be stored in the certificate store of the current logged on user. The GALsync account
will not be able to find and read the certificate when logged on as a different user.

From the Action menu select Create Environment.

| NETsec GALsync - [ %

EILE ACTION  OPTIONS  HELP

m|® Create Envi
s C G

ronment [ | TNEST Hsae I tad Cance! I
E}--mwnt reate GALsync Polic
) o ) Environmenis
—¥ Create contactSync Policy —
|§ Export Canfiguration ;G Seftings Ea Exchange @ Environments | &F Policies E_TJ Status 0 Help
& ImportConfiguration elicy Name | Description
|§ Export Status
|§ Import Status
@ Configure Service

¥ NETSECDEMO\svc_galsync & x64 ‘-?:,' GALsyncService is Running % METsecDemolsvc_galsync
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In the General tab, enter a name for the environment and an optional description.

0

Environment Configuration

o Ok

& Cancel

C

» | @

= Acely




Select the Exchange Scenario tab, then select Exchange Online environment.

Check The GALsync server is a member of the on-premises Active Directory, if
applicable.

M Environment Configuration - [0 X
seneral Exchange Scenano Exchange Online ¥
Exchange Scenarp
Please choose the Exchange scenario

On-premises Exchange environment

Hybrid Exchange environment

® Exchange Online environment
[ The GALsync Server is member of the on-premises Active Directory. |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect

o Ok € Cancel = Aeply
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Select the Exchange Online tab.

| Environment Configuration - N
seneral Exchange Scenario Exchange Online E 3
Exchange Online

Manage the settings for the Exchange Online tenant. S _
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

| Credentials |
Gad | @ & @ oty @  HRemove @
Usemame Max. Connection
Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
o Ok € Cancel &= Aeply




The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant. o
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

| Credentials |
rad @ & @ | P Moy @ | FRemove | @

] Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
|
Application Display Name @
Application ID @
| Certificate |

Friedly Name FriedlyName

Not After Not After

Subject Subject

Thumbprint Thumbprint

Has PrivateKey Has PrivateKey

User User

Choose Certificate l l Create Certificate | @
| Assigned APl permissions |

A detailed description is in chapter
Exchange Online certificate-based authentication via App Registration
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Exchange Online certificate-based authentication via App
Registration

First, please verify the GALsync GUI is running in the credentials of the local GALsync
service account, otherwise GALsync cannot decrypt the Application Id and cannot find the
certificate later.

This can be confirmed on the information bar at the bottom of the GALsync GUI.

¢ NETSECDEMO\sv c_galsync | & xf4 #’ GALsyncService 1s Runnina "g METsecDemolsve_galsync

Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center) and enter the
corresponding values in the Exchange Online App Registration dialog.

General Exchange Scenario  Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant. . .
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

Credentials
Grd | @ & @ | Pmodty | @ | FRemove| @

] Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
|
Application Display Name @
Application ID @
| Certificate

Friedly Name FriedlyName

Mot After Not After

Subject Subject

Thumbprint Thumbprint

Has PrivateKey Has PrivateKey

User User

Choose Certificate | | Create Certificate @
| Assigned APl permissions |




The following description is based on the Microsoft Documentation article:

App-only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-
v2?view=exchange-ps

[:l Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Organization / Tenant @
| |
Application Display Name @
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mat After Mat After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange Web Services @

Maxi
Cna:ll'ir;cu'trir{‘m @ Set as primary account EI}

Email Address @

o Lpply £ Cancel
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Register an Enterprise Application in Microsoft Entra ID
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity (formerly Azure Active Directory).

Microsoft Entra admin center B search resources, services, and docs (G+/) _

Home >
Iﬁ Home
s

% Favorites e
@ Identity ~ ‘
o Microsoft Entra admin center
R Users ~

Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v

Learn more &3
£ Devices ~
@ Applications N } &
E| Protection ~

Microsoft Entra ID (Azure AD) ID Protection
i ~
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
1E  External Identities ~
*  Show more
Go to Microsoft Entra ID Go to 1D Protection

& Protection g

Expand Applications and go to App registrations. Then select New registration.

Microsoft Entra admin center S Sl _

Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
i ~
> Identity All applications Owned applications  Deleted applications
@ overview
P start typing a display name or application (client) ID to filter these r... T add filters
R Users '
A Groups A This account isn't listed as an owner of any applications in this directory.
= v View all applications in the directory
evices
B Applications N

Enterprise applications
I App registrations

3. Roles & admins Voo

be

Learn & support N



https://entra.microsoft.com/

Microsoft Ei admin center P Search resources, services, and docs (G+/)

Home » App registrations >

‘ﬂ‘ Home . . .
Register an application X
¥ Favorites v
¥ Name
S Identity o The user-facing display name for this application (this can be changed lzter).
@ Overview | GALsync Enterprise App v
R Users. v
Supperted account types
2 Groups '
Whe can use this application or access this API?
D Devices ~ Accounts in this arganizational directory only (NETsec Demo anly - Single tenant)
B Applications ~ O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Enterprise applications (O Personal Microsoft accounts only

I App registrations Help me choose..

8. Roles & admins oor -

y proceeding, you agree to the Microsoft Platform Polic

& Lean& support I

Enter a name for the Application.
In this example, it has been nhamed GALsync Enterprise App.

Select the Accounts in this organizational directory only (<YourOrganizationName>
only - Single tenant) radio button and click Register.

Transfer the information of the registered Application to the Exchange Online App
Registration dialog.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home » App registrations >
ﬁ Home .
T B
S GALsync Enterprise App = X
% Favd ] Exchange Online App Registration x|
[ Delete &P Endpoints [ Preview features
Corresponding seftings for the Enterprise Application inthe Microsoft Entra D (formerly Azure
. Sot a second? We wauld love your feedback on Microsoft identity platform (previously Azure r
® Iden| AD)App registrations that enables access to Exchange Online. z e — e Ter e D fatform § N N
developer).
() Over Organization/ Tenant @
netsecdemotenart onmicrosoft com
R User] A Essentials
Application Display Name @
Display name Client credentials
5 Grog  |GALsyne Ent - ’
Laymo Enterpriss App — nc Enterprise App Add a certificate or secret
5 pevi| Application 1D @ Application (client) ID Redirect U
5782 TTe 1 4225 o774 296 Toedid - 0b5fh788-77e1-4225-af74-306f7c8fed5d Add a Redirect URI
B app o— Object ID Application 1D URI
7f6435-68a3- -84eb-16dca 0e - Applicatiol
Friedly Name FriediyName 8b7f64a5-6833-42c0-84eb-16dca3bdd0el Add an Application 1D UR
Entef Mot After ot After enant) ID ged application in local directory
I R Subject Erifs: 027-4845-8¢11-8c056e5ach8c c Enterprise App
PPL | Thumtprin: Thumbgrint Supported account types
Roje] | Hes Privatekey Has PrivateKey My organization only
User User [}
B sillin - @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App i)
Certifica Create Certificate @ registrations (Legacy)? Learn more 8
Setti
Maximum o= . ¢ 4] ‘t
Connection H @ 7| Setas primary account (L ©
e Get Started Documentation +J
revi U)
Email Address [ =
Dorr (&)
Build your application with the Microsoft identity 3
Mab
of serly & Cancel platform s
00
[&]
c
>
[]
—
<<
(O]




GALsync 8.5 Quick Start Guide

Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you may encounter cryptic permission issues when you run a
policy in the app context. The next chapter will describe where to find the domain name
of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity Pal > Identity A
I'-’:‘J Overview Iff-' Overview

w—-' Users o .-*-‘-. Users

o Groups A Groups

Io)  Devices ' I Devices v

523 Applications e 223 Applications g

1 Protection a4 8. Roles & admins A

':E-:;' Identity governance W B Billing s

l’ﬁ" External Identities o £23 Settings

Show mare & Protection




Expand Settings, go to Domain names and use the .onmicrosoft.com domain name.

Microsoft Entra admin center e e _

> Identity ~ Home >
® overview Custom domain names =
Azure AD for workforce
R Users ' .
- Add custom domain () Refresh & Troubleshoot Columns ,Oj Got feedback?
£ Groups ~
i N
E [z ® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
B Applications N
0 Search domai +
& Roles & admins v |/ Search domains 7 Add filters
Name Status Federated Primary
55} Billing ~
netsecDemo.com @ Verified
i‘é:i Settings ~
netsecdemotenant.onmicrosoft.com @ Available
Preview hub
I Domain names
Mability
E] Protection '

Please do not confuse the Microsoft 365 tenant domain names with the Exchange
Online accepted domains.
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Certificate for the registered Application

For app-only authentication in Microsoft Entra ID (formerly known as Azure Active
Directory), you typically use a certificate to request access. Anyone who has the
certificate and its private key can use the application, and the permissions granted to the
application.

] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Crganization ! Tenant Ed]

netsecdemotenant . onmicrosoft.com

Application Display Name & &)
GALsync Enterprise App

Application 1D i
Sb5fb788-77e1-4225af 74-a96f Vo Hfedd

Certificate

Friedly Name NETsechemo GALsync Server
Mot After 2025-07-20
Subject CHN=NETsecDemoGALsyncServer
Thumbprint AEDSDEZAD12C115CBET1D4FE3FS5SERBE524C8C
Has Privatekey True
User NETSECDEMO\sve_galsync

Choose Certificate Create Certificate @

Assigned APl permissions

#| Microsoft Graph kL'
Exchangs \Web Services LL'
Maximum = - Ed)
Connection e @ =
Email Address @
gvc_galsync@netsecdemo .com
( Apply '@ Cancel




Choose Certificate
Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the GALsync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.

Create Certificate

Create a self-signed certificate, which will be saved in the current user certificate store
and will be used to authenticate your Application against Identity (formerly Azure Active
Directory), while requesting the app-only access token.

METsec GALsync - M

Create certicates m cument user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: NETsecDemoFromGALsyncServer L&)
Friendly Mame:  |NETsecDemo from GALsync Server &8
NotAfter: 7/20/2025 - &
KeyLength: 4085 - @ keySpec: |KeyExchange @
FilePath: C:\ProgramData*METsec GmbH & Co. KGWGALsync certficate &5

files"NETsecDemoFromGALsync Server_2025-07-20.cer

Creating self-signed certificateis onby
possible starting with '\Windows Server 2016 * Create

) Certificate Directory o €3 Close

Enter the Subject, and Friendly Name of the certificate.

In the example above, the forest name (NETsecDemo) and the name of the server
(GALsync Server) from which the connection is established will be incorporated in both.

Click Create to generate a new certificate.
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METsec GALsync - %

Create certicates m cument user stone

Create 3 self-signed certificate for the Azure AD Enterprise Application registration.

Subject: [NETsecDemoFromGALsyncServer @
Friendly Mame: |NI:—I'secDemu from GALsync Server | '\TJ
Notéfter: [7/20/2025 -] @
KeyLength: @ keySpec: |KeyExchange | ﬁ:‘;
FileFath: C:\ProgramData*METzec GmbH & Co. KGWaALsync \certficate I—l @

files'METsecDemoFromGALsyncServer_2025-07-20.cer

Creating self-signed cerificate is onby
possible starting with Windows Server 2016 o Create

“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ A

Code: 0

Message: The public part of Cedificate BDEES7E2A2035FGC046E2DFFC1ABSETEE1433AB2 is
exported ta the file C:\ProgramData“METsec GmbH & Co. KGYWGALsync cerfficate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.

Code: 0
| Message: Operation successfully completed b4

'\."”_j' Certificate Directory « Apply ﬁ Close

The public key file is created in the default path

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files\

Click on the Certificate Directory button to open the folder in File Explorer



METsec GALsync - X

Create certicates m cument user stone

Create 3 self-signed certificate for the Azure AD Enterprise Application registration.

Subject: [NETsecDemoFromGALsync Server @
Friendly Name: | NETsecDemo from GALsync Server | @
Notafter: [7/20/2025 - ®
KeyLength: @ keySpec: [KeyExchange @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certficate || .. | @

files'ME TsecDemoFromGALsyncServer_2025-07-20.cer

Creating self-signed cerificate is onby
possible starting with Windows Server 2016 o Create

“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ ~

Code: 0

Message: The public part of Cedificate BDBE5782A2035FC046E2DFFC1ARSE7EE1433AB2 is
exported to the file C:\ProgramData*MNETsec GmbH & Co. KGYGALsync certificate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.

Code: 0
Message: Dperation successfully completed W

G Certificate Directory | of Apply €3 Close

View

Disk (C:) » ProgramData » METsec GrbH & Co. KG ¢ GALsync » certificate files

#

Marme Date modified Type

5] METsecDemoFromGALsyncServer_2025-07-20 202023 918 AM Security

Then click Apply to close the Create Certificate dialog.
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Upload certificate file for the registered Application
Go to Certificates & secrets of the registered Application in Microsoft Entry ID (Azure
AD), and select the Certificates tab.

e 2dmin center eSS _

Home > App registrations > GALsync Enterprise App

ﬂ Home
GALsync Enterprise App | Certificates & secrets # - X
¥ Favorites v
P Searc | « 5’ Got feedback?
@ Identity ~ # overview
i & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens
@ oveniew at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using &
# Integration assistant certificate (instead of a client secret) as a credential.
R Users N
Manage
8 Groups ~ %
5 eranding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
&£ Devices ~
3D Authentication
% Applications ~ Certificates & secrets |_.>| Certificates (0) Client secrets (0) Federated credentials (0)

1l Token configuration Certificates fcan be used as secrets to prove the application’s identity when requesting a token. Also can be referred

Enterprise applications
2 2 to as publigkeys.
v

2 API permissions

I App registrations —
@ Expose an AP T Upload certificate

EI Frotection ~ i App roles Thumbprint Description Start date Expires
& i G N . & Ovners No certificates have been added for this application.
dls Roles and administrators
.'2 Learn & support N M Manifest
<« Support + Troubleshooting

Select Upload certificate, then browse to the location where the certificate was saved.
Select, and open it. The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files

Microsoft Entra admin center A Sl _

- Home > App registrations > GALsync Enterprise App Upload Certiﬁcate e
S Identity & GALsync Enterprise App | Certificates &
® ovenview Upload a certificate {public key) with one of the following file types: .cer, jpem, .crt *
¢ cotesta =
R Users N
B overview Description
"' Groups A £ Quickstart Credentials enable confidential ap |EntEI’a(\EscriptinnfDrII"\'scem'ﬁca!e |
addressable location {usingr==—t-t
I Devices ~ 7 Integration assistant client secret) as 2 credentia| ¥ Open X
% At A Manage T~ « GALsy... » cetificate files v O Search certificate files
Enterprise applications = Branding & properties @ Appiication registrat Org?mze T Hew folder N =- O @
=R it @ Ty
. 2 Authentication 5] Documents Name Date modified Trpe
I T OEIEEIES Certificates (@) Cli ¥ Downloads 5 NETsecDemoFromGALsyncServer 2025-07-20 023918AM  Security
Certificates & secrets ertificates (0) en b Music
& Protection v I " =
Il Token configuration Certificates can be used a =] Pictures
o3 keys. Vid
{81 Identity governance N = API permissions [ videos
_ %, Local Disk (C)
o a T Upload certificate
HB  External Identities ~ @ Expose an API P - & >
v # App roles Thumbprint File name: | NETsecDemoFromGALsyncServer 2 ~ | | Custom files ~
- & Owners No certificates have been _
i Learn & support ™~
= 2 d. Roles and administrators
53 Bl Meanifest .




Microsoft Entra admin center ([T _

- Home » App registrations > GALsync Enterprise App '
Upload certificate @ upioad compietea for X
P ldentity ~ GALsynC Enterprise App | Certificates & NETsecDemoFromGALsyncServer_2025-...
1.29 KiB | "Streaming upload"
@ overview Upload a certificate (public key) with onewmmenonowmgpmeypesseerspemztg-
S AP Got feedback? [ "NETsecDemoFromGALsyncserver_2025-07-20.cer”
8 users v
Overview Description
o Groups A Quickstart Credentials enable canfidential ap | Enter a description for this certificate
addressable location {using an HT
I3 Devices N % Integration assistant client secret) as a credential.
i) Applications A Manage
Enterprise applications £ Branding & properties @ Application registration certi
9 Authentication
I App registrations
Certificates & secrets Certificates (0) Client secre
E] Protection N fing ~
Il Token configuration Certificates can be used as secre
keys.
[ O] Identity governance N - API permissions
BB External Identities ~ @ Expose an API T Upload certificate
T EL approles Thumbprint
~ A8 Owners No certificates have been added
i Learn & support I
- 5 &, Roles and administrators
«“ i Menifest .

Add the selected certificate.

Micrasoft Entra admin center [ ——— _

o e lome > sync Enterprise App
GALsync Enterprise App | Certificates & secrets = X

% Favorites ~

3 A7 Got feedback?
@ Identity ~ Overview
o Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location

Overview (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret) as 2 cradential

#" Integration assistant
8 users ~ ‘

Manage x
A8 Groups v @ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.

B2 sranding & properties
& P ™ 3 Authentication

Certificates (1) Client secrets (0)  Federated credentials (0)

#  applications ~ Certificates & secrets -

Certificates can be used as secrats to prove the application’s identity when requesting 3 token. Also can be referred to 35 public keys.

Enterprise applications Token canfiguration

9 APl permissions T Upload certificate
| App registrations

@ Expose an API Thumbprint Description Start date Expires Certificate ID

2 Protection ~
App roles BDBE5T82A2035F6C046E2..  CN=NETsecDemeFromGALs.,  7/20/2023 7/20/2025 50153215-317F-42.. [

{8 Identity governance N . B Owners

4. Roles and administrators
2 Learn & support A E Manifest

Support + Troubleshooting
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API permissions for Microsoft Graph

Assign API permissions to the registered Application

Go to API permissions, then select Add a permission

Enterprise applications

I App registrations

8  erotection ~
{8 identity governance ~
b Extemal Identities v
£ Learn & support

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations > GALsync Enterprise App

= GALsync Enterprise App | APl permissions

< () Refresh A&7 Got feedback?

® Overview

& Quickstart

=

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

# Integration assistant
used. Learn more

& Identity ~
® oveniew

R users e
# Groups v
& Devices ~
fa Applications ~

Manage

B Branding & properties Configured permissions

2 Authentication

Certificates & secrets

Add a permission

API / Permissions n.. Type

1I! Token configuration

S~ AP| permissicns

@ Expose an API

Mo permissions added

5 app roles

~ & Owners

b Roles and administrators

Description

Other permissions granted for NETsec Demo

permission, user, or app. This column may not reflect the value in your organization, or in arganizations where this app will be

Admin consent req...  Status

« permissions, you should consider adding them to the configured permissions list. Learn mare

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissicns the application needs. Learn more about permissions and consent

These permissions have been granted for NETsec Demo but aren't in the configured permissians list. If your application requires these

Select the Microsoft APIs and click on Microsoft Graph

rosoft Entra admin cente:

P search resources, services, and docs (G+/)

- e Enterorize A ..
D Identity & > Ghlaync Emererise A2p [4T - Raquest APl permissions
® e - GALsync Enterpri

Select an API
o -

: Microsoft APIs  APls my organization u:

' Groups ~ B overview :

Commonly used Microsoft APIs
5 Devices v & Quickstart
B applications ~ # Integration assistant Microsoft Graph

Enterprise applications

I App registrations

\'i". Roles & admins e

Roles & admins

Admin units

Delegated admin partners

Select Applicati

# Diagnose and solve problems

through a single endpoint.
Manage

B eranding & properties

D Authentication
r Azure Communication
A

Certificates & secrets Services

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

| Token configuration

9= API permissions

@ Expose an API

on permissions

ses My APIs

&

(™) Azure Rights Management
L&, Services
Allow validated users to read and write
protected content

Microsoft Entra admin cente:

P search resources, services, and docs (G+/)

a

\ Take advantage of the tremendous ameunt of data in Office 365, Enterprise Mobility + Security, and Windows 10.
\ , Access Microsoft Entra ID, Excel, Intune, Cutlook/Exchange, OneDrive, CneNote, SharePoint, Planner, and more
e

S\, Azure Service Management

Programmatic access to much of the
functionality available through
theAzure portal

4 Identity ~ -+ > GALsync Enterprise App | AF Request API permissions
© overview - GALsync Enterpri
CAll APIs
Q Users N .
Vit Gt
https://graph.microsoft.com/ Docs ¢
' Groups ~ B Overview
o uenEw What type of permissions does your application require?
) Devices v & Quickstart
Delegated permissions
B Applications ~ # Integration assistant Vaur application nesds to access the APl a5 the signed-in

Enterprise applications

I App registrations

é‘. Roles & admins e

Roles & admins

Admin units

Delegated admin partners

. Diagnose and solve problems

Manage Select permissions

Application permissions
Your application runs as a background service or dasmen without a
signed-in user.

expand al

B2 Branding & properties [ startt

ng a pe

on to filter these results

D Authentication Permission
Certificates & secrets
> AccessReview
il! Token configuration

2 APl permissions > Acronym

@ Expose an API

Admin consent required

-




Search for mail and expand the Mail in the result list.

Select
Mail.ReadWrite
and

Mail.Send

Microsoft E admin center P Search resources, services, and docs (G+/)
NETSEC DEMO (NETSECDEMO.

-

Identity ~ -+ > GALsync Enterprise App | AF Request API permissions X
- GALsync Enterpri

Overview
<Al APls -

>

Q@

Users N

. & [eroson oraen
hittps://graph.microsoft.com/ Docs ¢

' Grovps ~ B Overview .

o What type of permissions does your application reguire?

=)

)

Devices N & Quickstart
Delegated permissions Application permissions
% Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a

Applications ~
PP signed-in user,

X Diagnose and solve problems

Enterprise applications

Manage Select permissions expand all
I App registrations
& Branding & properties ‘/.—) mail %
& Roles & admins ~
D authentication Permission Admin consent required
Roles & admins Certificates & secrets
> MailboxFolder
W
Admin units {I! Token configuration

- API permissions

v

Mailboxitem
Delegated admin partners
& Expose an AP

& Pprotection ~ - > Mailboxsettings
5L Approles
Identity Governance s &8 Owners v Mail 2)
g8 External Identities ~ di. Roles and administrators Vailread O
N Yes
M Manifest g Read mail in all mailboxes
Show more
Support + Troubleshaoting 0 Mail.ReadBasic © Yes
Read basic mail in all mailboxes
£
& New support reguest D Mail.ReadBasic Al "
- s
- Read basic mail in all mailboxes
- Mail.Readwrite @O .
% s
Read and write mail in all mailboxes
Mail.send ©
Yes
Send mail as any user
> User-Mail
-
&2 Leana support N

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.

Click Add permissions
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Select Add a permission again.

rosoft Entra admin cente: P Search resources, services, and docs (G+/)

>
(0]
]
A
5=}

&)

Y

&)

HE

2
da

Identity
Qverview
Users
Groups
Devices
Applications

Enterprise applications

I App registrations

Roles & admins

Roles & admins

Admin units

Delegated admin partners

Protection

Identity Governance

External Identities

Show more

Learn & support

> GA

ync Enterprise App | AP| permissions > App registr

ions 3 GALsync Enterprise

- GALsync Enterprise App | APl permissions =

‘

Overview
& Quickstart

#  Integration assistant

¥ Diagnose and solve problems

Manage

EE Branding & properties

2 Authentication
Certificates & secrets

1I! Token configuration

2 API permissions

& Expose an AP

App roles

& Owners

di. Roles and administrators

M Moanifest

Support + Troubleshooting

& New support request

() Refresh 27 Got feedback?

App | API permissions > App regis

terprise App

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be

used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more 2bout permissions and consent

Add a permission  ~/ Grant admin consent for NETsec Demo

API/ Permissions n... Type Description

v Microsoft Graj

MailReadWrite Application Read and

MailSend Application  Send mail as any user

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio

te mail in 2ll mailboxes  Yes

Admin consent req...  Status

A\ Not granted for NETsec _

Ves A Notgranted for NETsec ==+

Select the APIs

Microsoft Entra admin center P Search resources, services, and docs (G+/)

& o 5 o o ¢

6

o,
&

Identity

Querview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Protection

Identity governance

External Identities

Learn & support

my organization uses tab on the Request API permissions dialog
and search for Office.

Home > App registrations > GALsy Request AP| permissions

= GALsync Enterpri

Overview

& Quickstart

#  Integration assistant

Manage

B eranding & properties

3 Authentication
Certificates & secrets

1I! Token configuration

2 API permissions

@ Expose an AP

@ App roles

A8 Owners

il Roles and administrators

Select an API

Microsoft APIs  APls my organization uses My APls

Apps in your directory that expose APIs are shown below

2 office 385

Name

Office 365 Enterprise Insights
Office 365 Exchange Online
Office 365 Information Protection
Office 365 Management APls
Office 365 Mover

Office 365 Search Service

Office 365 SharePoint Online

Application (client) ID
f9d02341-e7aa-456d-926d-4a0ca599fbee
00000002-0000-0f1-ce00-000000000000
23f02c8-5679-4a5¢-2605-0de55b07d135
€5393580-f805-4401-95e8-94bTabef2fc2
d62121f3-e023-4972-b6b0-794190c0fd98
66a88757-258c-4c72-893c-3e8bed4d6899

00000003-0000-0ff1-ce00-000000000000

Click on Office 365 Exchange Online in the result list to open it.



Select Application permissions

Microsoft Ent

admin center

P search resources, services, and docs (G+/)

Enterprise applications

App registrations

Home > App registrations > GALsy

B2 Branding & properties.
3 Authentication

Certificates & secrets

E] Protection v -

il Token configuration
{83 Identity governance ~ - API permissions
i1 External Identities N~ v @ Exposean API

@ App roles
2 Learn & support A & Owners

&k, Roles and administrators

Request API permissions

S Identity R - GALsync Enterpri
< All APIs
@ overiew . .
Office 365 Exchange Online
R users v https://ps.outiock.com
I8 Overview What type of permissions does your application require?
~
e EmpE & Quickstart
Delegated permissions Application permissions
& Devices ™ # Integration assistant Your application needs to access the AP| as the signed-in user. Your application runs as a background service or daemon without a
signed-in user,
) Applications o~ Manage

Select
Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin centel P search resources, services, and docs (G+/) _
B Identity ~ » GALsync Enterprise App | AF Request API| permissions X
® ovenview - GALsync Enterpri

< All APIs -
A users a4 Office 365 Exchange Online
https://outlook.office.com
o G ~ S Overview i
. What type of permissions does your application require?
) Devices Y% & Quickstart
Delegated permissions Application permissions
@) applications ~ # Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as  backaround service or daemon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
4 2 Branding & properties ‘ L2 Start typing a permission to filter these results
Roles & admins N
D Authentication Permission Admin consent required
Roles & admins Certificates & secrets
> Other permissions
S il Teken configuration
-5 APl permissions > Calendars
Delegated admin partners
@ Expose an API
&  protection N > Contacts
FL Approles
{23 Identity Governance N~ &2 Owners v Exchange (1)
:D e nalll e TS 3 ik Roles and administrators .
- Yes
H manifest Manage Exchange As Application
Show more
Support + Troubleshooting > IMAP
& New support request
> Mailbox
. -
£ Learn & support A~
Add permissions
«

Click Add permissions
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Click Grant admin consent for your tenant.

rosaft Entra admin center [ —————" ]
Identi ~ - > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise A
ity ! P PP P Pp reg 3 p PP p PP reg Y P PP
@ Ovenview - GALsync Enterprise App | API permissions = %
8 Users ~
A Groups N
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Devices e & Quickstart
-
% e A~ # Integration assistant o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
PERCERES permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
# Diagnose and solve problems used. Learn more
Enterprise applications
Manage . -
I App registrations Configured permissions
B Branding & properties .
9 & prap Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
Zs Roles & admins fay 2D Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Roles & admins Certificates & secrets Add a permission  ~/ Grant admin consent for NETsec Demo
W
Admin units fIt Token configuration APl / Permissions n...  Type Description Admin consent req...  Status
vp p q
9 API permissions Micrasoft Grash 21 .
Delegated admin partners v Microsaft Graph (3]
@ Expose an API -
P MailReadWrite Application Read and write mail in all mailb... Yes A Notgranted for NETsec | «=+
& Pprotection s B App roles
o Amp Mail.5end Application  Send mail as any user Yes A Not granted for NETsec =+
) ~ &
Identity Governance & Owners O 385 Bxchange .
T 5 Roles and administrators L .
EB  External Identities g “ ExchangeMana Application Manage Exchange As Application  VYes A Not granted for NETsec | =+
M Manifest
Show more
Support + Troubleshooting Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise app
A New support reguest
-
£ Learn & support ~
@
0

Click Yes to confirm the consent.

rasoft Entra admin center [T ) _

a

% Identity ~ -+ > GALsync Enterprize App | AP permissions > App registrations > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App
© Overview - GALsync Enterprise App | AP| permissions  # - X
R Users ~ "y 57
ch < O Refresh Ar Got feedback?
A Groups N
S Overview . 3 B
N Grant admin consent confirmation.
& Devices 4 & Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any .
, N . existing admin consent records this application already has te match what is listed below.
# Integration assistant
B Applications ~
%
. Diagnose and solve problems
Enterprise applications
Manage
I App registrations
B Branding & properties . .
o @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
Roles & admins 4 I permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
3 Authentication e
Roles & admins Certificates & secrets
admin units il! Token configuration Configured permissions
APl permissions Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
B i T S configured permissions should include all the permissions the application needs. Learn more about permissions and consent
@ Expose an AP
8 protection v Add a permission  ~/ Grant admin consent for NETsec Demo
App roles
{8 identity Govenance W & Owners API / Permissions n... Type Description Admin consent req...  Status
88 External Identities w &, Roles and administrators v Microsoft Graph (3)
H Manifest MailReadWrite Application Read and write mail in all mailb... ~Ves A Notgranted for NETsec -+
Show more
MailSend Application  Send mail as any user Ves A Not granted for NETsec | »=+
Support + Troubleshooting
- v Office 365 Exchange e
2 New support request
ExchangeMana Application Manage Exchange As Application  Yes & Notgranted for NETsec  ««+
£ Leans support N Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio
«
-




API permissions are assigned to the registered Application.

Micrasoft Entra admin center | AN e _
& Identity A ™ . > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App
@ Ovenview - GALsync Enterprise App | API permissions = %
8 Users ~
Searc < () Refresh 27 Got feedback?
A Groups g "
% Overview @ Successiully granted admin consent for the requested permissions.
& Devices e & Quickstart
# Integration assistant @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per *
B Applications A permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
¥ Diagnose and solve problems used. Leam more
Enterprise applications
Manage . .
I App registrations Configured permissions
2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
Ze  Roles & admins ~ D suthenticstion configured permissions should include all the permissions the application needs. Leam more about permissions and consent
Roles & admins Certificates & secrets + Add a permission ~ Grant admin consent for NETsec Demo
m
A CTS Il Token configuration API / Permissions n...  Type Description Admin consent req... ~ Status
2 API permissions . -
v Microsaft Graph (2)
Delegated admin partners
@ Expose an API MsilReadWrite Application Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo -
B Protection N A !
PP roles MailSend Application  Send mail 2z any user Vs @ Granted for NETsec Demo =+
{8  Identity Governance ~ 2 Owners v Offce 355 Buchange
EP  External Identities A & Roles and administrators ExchangeMana Application Manage Exchange As Application Yes @ Granted for NETsec Demo  ses
M Manifest
Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& New support reguest
-
& Leamasy ~
a pport
«

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph ey

Exchange \Web Services E§ ]

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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API permissions for Exchange Web Services (deprecated)
Please note, Microsoft has announced that on 1. October 2026 blocking Exchange Web
Services (EWS) requests from non-Microsoft apps to Exchange Online.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/t5/exchange-team-blog/retirement-of-exchange-web-services-in-

exchange-online/ba-p/3924440

Go to API permissions, then select Add a permission

Microsoft Entra admin center P Search resources, services, and docs (G+/)

O Identity ~
@ oveniew
:
8 users v
B overview
2 Groups ~ 5
B & Quickstart
I Devices e #  Integration assistant
% Applications ~ Manage

Enterprise applications = Branding & properties

3 Authentication
I App registrations
Certificates & secrets

Protection 7
5 1! Token configuration
@ Identity governance v =~ API permissions
0 External Identities vy @ Exposeanspl
i App roles
2 Learn & support as &8 Owners

il Roles and administrators

Home > App registrations > GALsync Enterprise App

= GALsync Enterprise App | APl permissions =

O Refresh | & Got feedback?

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in arganizations where this app will be

used, Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissicns the application needs, Learn more about permissions and consent

|- Add a permission

API / Permissions n.. Type

Description

Mo permissions added

QOther permissions granted for NETsec Demo

Admin consent req... ~ Status

These permissions have been granted for NETsec Dema but aren't in the configured permissions list. If your application reguires these
permissions, you should consider adding them ta the configured permissions list. Learn more

Select the APIs my organization uses tab on the Request API permissions dialog

and search for Office.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

& o £ » o ¢

& @

ke

Identity

Querview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Protection

Identity governance

External Identities

Learn & support

Home » App registrations » GALsy Request API| permissions
= GALsync Enterpri

Select an API

A se

B overview
R Apps in your directory that expase APls are shawn below

& Quickstart

Microsoft APls  APls my organization uses My APls

2 Office 385

# Integration assistant
Name

Manage . .
Office 365 Enterprise Insights

B2 eranding & properties
g sprep Office 365 Exchange Online

©

Authentication .
Office 365 Information Protection

Certificates & secrets
Office 365 Management APls

Teken configuration
Office 365 Mover

-9 AP| permissions .
P Office 365 Search Service

@ Expase an AP .
Office 365 SharePoint Online

i App roles

& Owners

al, Roles and administrators

Application (client) ID
f9d02341-e7aa-456d-926d-4a0ca599fbee
00000002-0000-0f1-ce00-000000000000
23f02c8-5679-4a5¢-2605-0de55b07d135
€5393580-f805-4401-95e8-94bTabef2fc2
d62121f3-e023-4972-b6b0-794190c0fd98
66a88757-258c-4c72-893c-3e8bed4d6899

00000003-0000-0ff1-ce00-000000000000

Click on Office 365 Exchange Online in the result list to open it.



Select Application permissions

Microsoft Entra admin center

Identity

Querview

Users

Groups

Devices

&g o £ o O ¢

Applications
Enterprise applications

I App registrations

8 Protection

Identity governance
90 External Identities
2 Learn & support

P search resources, services, and docs (G+/)

Home > App registrations > GALsy

- GALsync Enterpri

B overview
& Quickstart

#  Integration assistant

Manage

B2 Branding & properties.

3 Authentication
Certificates & secrets

il Token configuration

2 API permissions

@ Expose an API

@ App roles
&b Owners

&k, Roles and administrators

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select

full_access_as_app
Use Exchange Web Services with full access to all mailboxes

and

Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin center P search resources, services, and docs (G+/)

Identity

Overview

Users

Groups

Devices

&g fa £ o 0 ¢

Applications
Enterprise applications

I App registrations

=)

Protection

Identity governance
8 External Identities

Show maore

& Protection

Identity governance

Verifiable credentials

)

Learn & support

Home > App registrations > GALsy

= GALsync Enterpri

A Se

B Overview
& Quickstart

# Integration assistant

Manage

B2 eranding & properties.

D Authentication
Certificates & secrets

ill Token configuration

% API permissions

@ Expose an API

i App roles

&b Owners

il Roles and administrators
Ml Manifest

Suppart + Troubleshooting
£ Traubleshooting

& New support request

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlock.com

What type of permissions doas your application require?

Delegated permissions

Your application nesds to access the AP as the signed-in user

Select permissions

Application permissions

Your application runs as a background service or dasmon withaut a
signed-in user.

expand all

P Start typing a permission to filter these results

Permission
/ Other permissions (1)

full_access_as_app @

Use Exchange Web Services with full access to all mailboxes

> calendars
> Contacts

~ Exchange (1)

= Exchange.ManageAsApp @
~ Manage Exchange As Application

Admin consent required

Click Add permissions
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Click Grant admin consent for your tenant.

Microsoft Entra admin center [ TR ey ]

Home > App registrations » GALsync Enterprise App
S identity & = GALsync Enterprise App | APl permissions % - X
@  overview
8 users ~
Ouerview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Groups v .
P & Quickstart
I Devices ~ # Integration assistant
% Applications ~ Manage o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
PP g ermission, user, or app. This column may not reflact the value in your organization, or in organizations whers this app will be
P PP Y bj g g PP
— used. Learn more
Enterprise applications = Branding & properties
D Authentication .
I App registrations Configured permissions
a Certificates & secrets Aapplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent procass. The list of
Protection % figure e permi a ed more about pe s and ¢
1l Token configuration configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent
{8 identity governance 7 - API permissions { Add a permission | »~ Grant admin consent for NETsec Dema
dB External Identities ~ @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
i App roles A e VEE Fushae e § .
O  Office 365 Exchange (
42 Owners . - A T
ExchangeManage, Application Manage Exchange As Application Yes A Notgranted for NETsec | +=+
£ Protection g &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Notgranted for NETsee ==+
M Manifest
Support # Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support AN P Troubleshooting
« & New support request

Click Yes to confirm the consent.

Microsoft Entra admin center [ TR ey ]

Home > App registrations » GALsync Enterprise App

S Identity A = GALsync Enterprise App | APl permissions % - X
® overiew
o~ S s
8 users ~
Overview Grant admin consent confirmation.
= Groups e e
£ Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any existing
[ > # Integration assistent admin consent records this application already has to match what is listed below.
8  Applications ~ Manage

used. Learn more

Enterprise applications eranding & properties
App registrations Configured permissions
Certificates & secrets

I 3 Authentication

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of

Protection Y fiqure e parmi 2 ed more about pe s and ¢
11! Token configuration configured permissions should include all the permissians the application needs. Learn more about permissicns and consent

=)

§8 dentity governance ~ APl permissions t Add a permission ~/ Grant admin consent for NETsec Demo
HB  External dentities v @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
% App roles e e,
O v Office 365 Exchange (
& Owners ExchangeManage, Application Manage Exchange As Application  Yes A Notgranted for NETsec - +++
£ Protection Y &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Not granted for NETsec ==+
M Manifest
Support + Troubleshooting To view and manage consented permissions fer individual apps, as well as your tenant's consent settings, try Enterprize applications,
A Learn & support AN 2 Troubleshooting
@ & New support request




API permissions are assigned to the registered Application.

admin center el S e ey _

Microsoft En

Home > App registrations » GALsync Enterprise App

@ Grant consent o

Identity ~ = GALsync Enterprise App | APl permissions % - Grant consent successful
® overiew

p P & -

2 se « () Refresh A Got feedback?
8 users ~

1% Overview @ Successiully granted admin consent for the requested permissions.
g Groups ~ .

P & Quickstart
I Devices ~ # Integration assistant
B Applications . Manage @ The "Admin consent required” column shows the default value for an crganization. However, user consent can be customized per *
PP 9 permission, user, ar app. This column may not reflect the value in your organization, or in organizations where this app will be

_ used. Learn more
Enterprise applications = Branding & properties
D Authentication .
I App registrations Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of

Protection ' i o e permi: a eg! m about pe s o
1l Token configuration configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent

=)

§8 identity governance ~ & API permissions t Add a permission +* Grant admin consent for NETsec Dema
dB External Identities ~ @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
App roles P
Show more Offles 385 B

& Owners ExchangeManage, Application Manage Exchange As Application  Yes @ Granted for NETsec Demo +++
& Protection v & Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes @ Granted for NETsec Demo ==+

M Manifest

Support # Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support AN P Troubleshooting

« & New support request

Accordingly, select Exchange Web Services at the Assigned API permissions group
box in the Exchange Online App Registration dialog.

Assigned APl permissions

Microsoft Graph £4 ]

| Exchange \web Services ey )
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Exchange Administrator role for the registered Application

The Exchange Administrator role for Exchange Online is necessary because GALsync
communicates via the Exchange Online PowerShell with the Microsoft 365 tenant.

The application requires Exchange Administrator role in the Microsoft 365 tenant,
otherwise GALsync will not have access to the complete set of Exchange Online
PowerShell cmdlets which are needed to function properly.

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

g @ 2 o 0 ¢

i [

)
e

Identity

Overview

Users

Groups

Devices

Applications
Enterprise applications
App registrations
Protection

Identity governance

External Identities

Identity

Overview

Users

Groups

Devices

Applications
Enterprise applications

App registrations

Roles 8 admins

Roles & admins

Show more

“ Home » App registrations » GALsync
A - GALsync Enterprise @
®
|;J Search ‘ «
v 2
B overview
s
& Quickstart £
hd # Integration assistant =)
et Manage @
B2 Branding & properties
3 authentication
Certificates & secrets
s
Il Token configuration %
N 9 API permissions
~ @ Expose an AP|
Pp roles w
'
f8 owners

Learn & support

-

fome >

.3 Roles and administ

NETsec Demo - Azure AD for workforce
e
ai- All roles
]

&b Protected actions
¥ Diagnose and solve problems
Activity
I= Access reviews
E Auditlogs

» Bulk operation results
Troubleshooting + Support

& New support request

Expand Roles & admins. If you do not see Roles & admins in the Identity menu, click
Show more ... .

Go to Roles & admins in the expanded Roles & admins menu and search for
Exchange Administrator.

Microsoft Entra admin center P search resources, services, and docs (G+/)

Home >
S Identity R Roles and administrators | All roles s
Abs
NETsec Demo - Azure AD for werkforee
@  overview
¢ ew custom role  [i] Delete ¢ & Download assignments () Refresh [&) Preview features
2 users e &, Allroles
. @ 7o create custom roles, your organization needs Azure AD Premium P1 or P2, Start a free trial. =
AR Groups ~ & Protected actions
. K Diagnose and solve problems (D Your Role: Global Administrator and 1 other roles
& Devices ~
Activity Administrative roles
g Applications N Administrative roles are used for granting access for privileged actions in Azure AD. We recommend using these built-in roles for
I= Access reviews delegating access to manage broad application configuration permissions without granting access to manage other parts of Azure AD not
Enterprise applications related to application configuration. Learn more.
@ Auditlogs
o Learn more about Azure AD role-based access control
App registrations 5% Bulk operation results
o i +
Sa  Roles & admins ~ Troubleshooting + Support |/ Exchange Administrator b T Add filters
I R &= Sopport request Role ‘ Ty  Description Type T
| |:\ g Exchange Administrator Can manage all aspects of the Exchange product. Built-in
2 Learn & support A~
«




Click on the Exchange administrator in the result list to open the Exchange
administrator role.

Microsoft Entra admin center il ek sl il _

Home > Exchange Administrator
A Users e
#s Exchange Administrator | Assignments - X
' Groups 4 All roles
I Devices ~ ¢ | Add assignments L Download assignments () Refresh [’ Manage in PIM
¥ Diagnose and solve problems
I@ Applications raS

Manage X

Tl o @ You can also assign built-in rales to groups now. Learn More '
& Assignments

App registrations search

Search by name
& Roles & admins ~ ‘ ! ‘
Type
Roles & admins &% Bulk operation results ‘ All ~ ‘
Name UserName Type Scape

Admin units Troubleshooting + Support
|:\ Sve_contactSync Sve_contactSync@NETsecDemo.com  User Directory

Delegated admin partners & New support request

[ svecaLsync svc_galsync@NETsecDemo.com User Directory
A aillinn v T
2 Learn & support A
«

Click Add assignments, then search for the newly registered application.

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

B e v Add assignments %
/¢ Groups %
B Devices ~ (@ Try changing or adding filters if you don't see what you're looking for. Selected (1)
Reset
|§B Applications ~ o)

GALsync X GALsync Enterprise App of
Enterprise applications ) 9b5fb788-T. '5-af74-a96f7 c8fed5d
P AT Al Users  Enterprise applications
& Roles & admins ~
Name Type Details

[ @H:S GALsync Enterprise App Enterprise ap 9b5fh788-77e1-4225-af74-206f7cBfedSd

Admin units

Delegated admin partners

A oillina ~ T
a2 Learn & support )

Select the newly registered application and click Add.

The application has been assigned the Exchange Administrator Role.

Microsoft Entra admin center P search resources, services, and docs (G+/) _

& Devices » * Home > Roles and administrators | All roles > Fxchange Administrator
@ Successfully added assignment s
B8 Applications ~ o Exchange Administrator ‘ Assignm ents Successfully added assignment GALsync Enterprise App
All roles
Enterprise applications
“ Add assignments L Download assignments () Refresh (' Manage in PIM A7 Got feadback? )
App registrations # Diagnose and solve problems '9
>
Roles & admins ~ Manage «
I % o @ Vou can also assign built-in roles to groups now. Learn More ' )
£8 Assignments v
Roles & admins ©
\ : N +—
=) Description Search
Admin units ‘ n
Activity Type é
Delegated admin partners : =
% Bulk operation results [ai ~ | >
B eiling v Name UserName Type Scape o
Troubleshooting + Support To)
€% Settings ~ - D GALsync Enterprise App 9b5fb788-77e1-4225-af74-a96f7cafed... ServicePrincipal Directory w
& New support request
- D Swe_contactsync Sve_contactSync@NETsecDemo.com User Directory [&]
(s =
[J sve_GALsync sve_galsync@NETsecDemo.com User Directory 5\
o
&  Leamn & support ~ Z:I
« (O]
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Overview of the registered Application in App registrations
Go to Identity in the Microsoft Entra admin center menu, expand Applications and

select App registrations.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

MNew registration @ Endpoints &9 Troubleshooting () mefrash 4 Download [& preview features

P %

a

Qﬁ Got feedback?

All applications Owned applications  Deleted applications

P Start typing a display name or application (client) ID to filter these r...

+7 &dd filters

Enterprise applications

| IAppregistrahons

3. Roles & admins I
Roles & admins

Admin units -

b

Learn & support AN

Home >
ﬂ Home . .
App registrations
W Favorites ~
D Identity A~
® overview
R Users Y
1 applications found
& Groups '
Display name *
& Devices N7 E GA rprise App
fa Applications Fa

Application (client) ID Created on T}  Certificates & secrets

9b5fh788-77e1-4225-3f74-3... 7/12/2023 @ current

Select the registered Application to see the overview.

Microsoft Entra admin cent P Search resources, services, and docs (G+/)

Home > App registrations >

m
Enterprise applications 'I Token configuration

- APl permissions
I App registrations
& Expose an API
\?- Roles & admins A~ -
fL App roles
Roles & admins &8 Owners
BT TG . & Roles and administrators
H Manifest
;‘] Learn & support I Support + Troubleshooting
« P Troubleshooting

ﬁ Home .
GALsync Enterprise App = - hs

% Favorites v

[£se | « [il Delete @ Endpoints [ Preview features
p n s e
> Identity L BuEvEY @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer), —
@ overview & Quickstart

# Integration assistant A Essentials
R Users '

Manage Display name Client credent
2 Groups ~ A rise App

& Branding & properties Application (client) ID
& Devices hd . 9bsfb788-T7e1-4225-2f74-2067cafed5d

.3,) Authentication

: Object ID Application 1D URI

8 Applications A Certificates & secrets 8b716425-58a3-4ecs-84eb-16dca3bda0e A on ID URI

enant) ID Managed application in local directory
2027-4845-8c11-8c056e5achac

Get Started ~ Documentation

Build your application with the Microsoft identity
platform

The Microsoft identity platform is an authentication service, open-source
libraries, and application management tools. You can create modern, -




Please check whether the values of the registered Application are corresponding with the
values in the Exchange Online App Registration dialog.

= :l Exchange Online App Registration b4
i3 GALsync Enterprise App =
iy
Egmpmdi_rq sgningln}‘fu Iheb'l' ise A Elx i ingvel_"' Entra ID ly Azure
P . - trath t to ha .
5] Delete @ Endpoints [& Preview features ) #ep registrations that ensbles access change Hmine
Organization / Tenant @
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for
netsecdemotenant onmicrosoft com
Application Display Name @
# Essentials
GALsync Enterprise App
Display name Client credentials o
! 1 certificate, 0 secret Application D @
Application (client) ID Redirect URIs Sb5fb 788-77e 1-4225-af 74-a 56 Te fedSd
9b5fb788-TTe1-4225-af74-206fTcafed5d Add a Redirect UR Certificate
Object 1D Application 1D URI Friedly Name NETsecDemafrom GALsync Server
8b7f6425-6533-4ec9-54eb-16dca3bdd0el Add an Application ID URI Mot After 2025-07-20
Directory (tenant) ID Managed application in local directory Subject Ch=NETsecDemoF romGALsyncServer
e0148e4a-2027-4845-8¢11-8c056e5acb8e GALsync Enterprise App Thumbgrint BDBG5782A2035F 6CO46E2DFFC 1AS587861433482
Supported account types REDIRIEE [
My oraanization only User NETSECDEMOsve_galsyrc
My organization only
Choose Certificate Create Certificate @
Get Started  Documentation
—_— Assigned AP| permissions
- . . . . . +| Microsoft Graph @
Build your application with the Microsoft ide
-~
Exchange Web Services D
platform
The Microsoft identity platform is an authentication service, open-source Masimum 2 @ @
libraries, and application management tools. You can create modern, Connection =
Email Address @
o Apply @ Cancel

Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.
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A Certificate is created and selected from Current User Personal Certificates store

File Action View Help
e sn@B/c= HE

ﬁ certmgr - [Certificates - Current User\Personal\ Certificates]

O X

Y Certificates - Current User lssued To
w || Persanal

| Certificates
|| Trusted Root Certification Aur
[ | Enterprise Trust
| Intermediate Certification Au
[ Active Directory User Object
] Trusted Publishers
[ Untrusted Certificates
[ Third-Party Root Certificatior
[ ] Trusted People
| Client Authentication lssuers
[ | Other People
[ | Certificate Enrollment Reque:
1 Srnart Card Trusted Roots

WOW W W W W W W W W W Y

and the corresponding certificate file is attached to the Entra ID application.

| + | certificate files

Home Share View
= v o

v MNETsec GmbH & Co. KG ~ » MName

» contactSync
v GALsync
cache

certificate files

@a MNETsecDemoFremGALsyncServer

=) NETsecDemoFromGALsyncServer_2025-07-20

D Exchange Online App Registration

App registrations that enables access to Exchange Online.

Organization / Tenant

T 1ant.onmi com

Application Display Name

GALsync Enterprise App

Application ID

Sb5b 788-77e 1-4225-5f 74-2 96 7o Bed5d

Certificate
Friedly Name METzecDemo from GALsync Server
Not After 2025-07-20
Subject CN=NETsecDemoFremGALsyncSenver
Thumbprint BOB65782A2035F6C046E2DFFC1AB5878E1433A82
Has PrivateKey True
User WETSECDEMO'sve_galsyne

Choose Certificate Create Certificate

Lssigned AP permissions

Correspending settings for the Enterprise Application in the Office 365 Azure Active Directory

| Microsoft Graph \_f)
Exchange Web Services @
Maximum 2= @ v @
Connection = @ Set as primary account
Email Address @
svc_galsync@netsecdemo com
( Apply a Cancel

Issued By
MNETsecDemoFremGALsyncServer

<« Local Disk (C:) » ProgramData » NETsec GmbH & Co. KG » GALsync » certificate files

Date modified

7/20/2023 9:18 AM

Expiration Date
T/20/2025

Type

Security Certificate




The selection of the Assigned API permissions group box in the Exchange Online
App Registration dialog must be corresponding with the API permissions in the App
Registration.

Please check the settings of the API permissions for Microsoft Graph.

Microsoft Entra admin center [T e _
4 Identity ~ * -+ > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App | AP permissions > App registrations » GALsync Enterprise App
© overview - GALsync Enterprise App | AP| permissions = - X
A users ~
A Groups S =
& Overview @ Successfully granted admin consent for the requested permissions.
) Devices % & Quickstart
& Integration assistant @ The "Admin consent required" calumn shows the default value for an organization, However, user consent can be customized per &
B Applications A permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
K Diagnose and solve problems uszd. Learn more
Enterprise applications
Manage . .
I App registrations Configured permissions
B2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
Sa  Roles & admins ~ D Authentication configured permissions shauld include all the permissions the application needs. Learn more about parmissions and consent
Roles & admins Certificates & secrets - Add a permission " Grant admin consent for NETsec Demo
W o
o IS Il Token configuration API / Permissions n...  Type Description Admin consent req...  Status
-2~ API permissions . P
v Microsoft Graph (2)
Delegated admin partners Hlieresatt Bree
@ Expose an API Mail ReadWrite Application  Read and write mail in 2ll mailboxes  Yes @ Granted for NETsec Demo -+
B Protection e B A !
L Approles MailSend Application  Send mail as zny user s @ Granted for NETsec Demo +s
& ;
{21 Identity Governance ~ 8 Owners v Offics 365 Exchange
Bb  external identities ~ & Roles and administrators ExchangeMans Application  Manage Exchange As Application  ¥es @ Granted for NETsec Dema -+
M Manifest
- Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
& New support request
£ Learn & support A~
«

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

| Microsoft Graph

Assigned AF| permissions

Exchange \Web Services 'n..L'

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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[:.l Exchange Online App Registration x

Caorresponding settings for the Enterprise Application in the Office 365 Azure Active Directory
App registrations that enables access to Exchange Online.

Crganization / Tenant Ed)
netsecdemotenant onmicrosoft.com

Application Display Name & 4]

GALsync Enterprise App

Application (D i)
Sh b 7EE-7Te 1-4225-af 74-a 96 7o Bfed hd

Certificate

Friedly Mame METsecDema from GALsync Server
Mot After 2025-07-20
Subject CN=NETsecDemoF romGALsyncSerer
Thumbprint BDBEETE2A2035FRCO46E2DFFCARRRTEE1433AB2
Has Privatekey True
ser NETSECDEMO\svc_galsync

Choose Certificate Create Certificate '\.i:,:-'

Assigned AP permissions

| Microscft Graph I.é_,l
Exchange \Web Services ky
Maximum S[= _ 7 Set ) &
Connection = 3 3% primary account WL
Email Address @
gvc_galsync@netsecdemo.com
( Apply €3 Cancel

To complete the Exchange Online App Registration dialog, insert an Email Address
of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend to use a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.



Limit the scope of application permissions to access mailboxes

The registered application (App registrations) for GALsync only needs access to the
Exchange Online mailbox, which GALsync uses to send and receive email, if only GALsync
policies should be configured.

Please note, if contactSync policies should be configured, the application needs
access to all the Exchange mailboxes, which should receive the contacts.

Please take a look at following chapters in the GALsync manual:
How to check existing application access policy for the application
How to restrict access to specific mailboxes for the application

https://www.netsec.de/en/products/galsync/documentation.html
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Test the Exchange Online PowerShell connection and the Exchange mailbox

]

Envircnment Configuration

General Exchange Scenario Exchange Server on-premizes | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.

All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |

C Gadd | @ Gad @ | AMody | @ | HRemove| @

|lzemame Max. Connection

Primary Mailbox Account
gGﬁLs'mc Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

Exchange \Web Services LURL https:loutlook office365.com/BwWS/BExxchange asmx

Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remote PowerShell connection to Exchange Online

Test @j
Show log
| Exchange Mailbox Test |
Send a test email to the recipient:
Email address |

| Sendtestemal | (@

o Ok &3 Cancel




Click the Test button for the Remote PowerShell Connection Test, to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

] Environment Configuration - M X

General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
C Gadd | @ Gad | @ | Aoty | @ | HRemove | @
Ilzemame Max. Connection
Primary Mailbox Account
'@'GALS'_m:: Enterprize App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchangs Web Services URL https:loutlook officed&b com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

e B 5 - - - "
Connection test was successful for GALsync Enterpnize App
Test finished.

W

If the connection test failed, click the Show log button for detailed information.
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A test email can also be sent to the desired recipient as an additional test to validate mail
flow. To do this, click the Send test email button for the Exchange Mailbox Test.

GALsync X
Code: 0
fMessage: Run as svc_galsync
Code; 12081
fMessage: Hybrid Exchange scenario is configured.
Code; 12052
Message: GALsync Server is member of the on-premises Active E.ESMK

Directory of the Hybrid Exchange scenario.

Code: 12102
Message: Sve_GALsync mailbox is on-premises.
Code: 12093
Message: The email settings for on-premises Exchange are
used.
line
Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful, -
"
K
Excchange Mailbox Test
Send a test email to the recipient:
Email addre=s= administrator@netsecdemo.com
Send test email @
o Ok &9 Cancel =

Please note, that the e-mail address of the recipient for the test email will not be
saved.



Exchange Online to Exchange Online Synchronization
Synchronizing between different Exchange Online environments

Separate GALsync Server for each Microsoft 365 Exchange Online tenant
If you want to directly synchronize between different Microsoft 365 Exchange Online
tenants, you can use a separate GALsync Server for each Microsoft 365 tenant.

] Office 365 ] Office 365

Company A Company B

1. Export
mail-enabled

3. Import as

: objects
mail contacts J

) 2. Transfer of Company B
into Company . o Company A el

1. Export
to Company B 3. Import as

mail-enabled

objects ! ' . mail contacts
of Company A I:] : . I:] into Company B
GALsync Server 2. Transfer GALsync Server

from Company A
to Company B

In this scenario, the administrator of each Microsoft 365 Exchange Online tenant
configures an Environment Configuration for their own Exchange environment. The
corresponding policies for export and import are configured within the Environment
Configuration of the Exchange environment.
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One GALsync Server for all Microsoft 365 Exchange Online tenant

You can use one GALsync Server for all Microsoft 365 Exchange Online tenants. This is
only possible for Exchange environments, in which you do not need to synchronize the
Global Address List (GAL) to an on-premises Exchange.

IJ Office 365

1. Export
mail-enabled
objects
of Company A

In this special scenerio

the GALsync data file is only on the local E EJ

hard disk of the GALsync server.
Encryption and compression for the
GALsync data file is not necessary.

4. Import as
mail contacts
into Company A

GALsync Server

IJ Office 365

é Company B
&=
®

&

3. Export
mail-enabled
objects
of Company B

2. Import as
mail contacts
into Company B

In this scenario you need the GALsync service account credentials of each Microsoft 365
Exchange Online tenant to configure an Environment Configuration for each Exchange
environment. The corresponding policies for export and import for each Exchange
environment are configured to the corresponding Environment Configuration of the

Exchange environment.

How to configure this scenario is described below in a step-by-step guide:



Create and Run Export Policy from Exchange Online

Right-click the environment where GALsync will export the objects from, then select
Create Policy

l MNETsec GALsync - M ®
FILE ACTION  OPTIONS HELP
= D ALsync NETsec Demo Exchange Online . I % I
o \ETsec Demo Exchange Onling!
3 €3 Pariner Demo Exchange Dnlin<|2:sr Create Policy | & Policy
D--Elg contactSync (=] Envirohents ies | (] Status @M Help
EI—-I Status Description
Configuration Online Export Policies

The selected environment will be displayed. If the wrong environment was selected, it
can be changed by clicking the dropdown arrow, and reselecting it.

Then click Next.

I':] METsec GALsync - NETsec Demo Exchange Online - Mew Policy x

Environment Configuration

[ Environment Configuration

Emvironment Configuration
B Synchronization mode
B Data transfer mode Please choose the Environment Configuration for the new policy
B Mode s
NET=ec Demo Exchange Online L=
B Directory Hybrid Exchange environment

B Motification emails
B Scheduler servics
B General

B Summary

Cancel
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Select Export directory information.

Click Next.

|

METsec GALsync - NETsec Demo Exchange Online - Mew Policy

d New Export Policy for Exchange Online

B Environment Configuration
O Synchronization mode
B Data transfer mode

B manual
B Directory
B Notification emails
B Scheduler servics
B General

B Summary

Synchronization mode
1. What do you want to do?
® Export directory information (GAL) @
_ Import directory information (GAL) ‘\TJ
2_What kind of emironment do you have?
® An Office 365 Exchange Online tenant or a hybrid Exchange organization. @J
Export directory infarmation (GAL) from an Office 365 Exchange Online tenant
or directly from the Office 365 part of the hybrid Exchange organization.
< Back Mext = Cancel




Select manual - Export to a file on a local drive on this server. Then click Next.

|:] METsec GALsync - NETsec Demo Exchange Online - Mew Policy x

{T'_ﬂ. / New Export Policy for Exchange Online

B Environment Configuration Data transfer mode
B Synchronization i Flease choose a type of transfer.
[ Data transfer mode ® manual
B manusl Export toa file on alecal drive on this server. 3
viaemail
B Directory Send directory information by email. (¥
B Notification emails ek =hare
B Scheduler service Store directory information to a network share. @
B General e ETE
B Summary Upload directory infformation toan FTP server. ¥}
| | Encrypt directory information. O

<Back || Mext> | Cancel
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The default path and filename for the data file is:

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\data files\datafile.xml

We recommend the filename is changed to one that easily identifies the origin of its
contents. Clicking the box to the right of this field, will allow you to choose the path

where the file is saved.

Click Next

N

NETsec GALsync - NETsec Demo Exchange Online - New Policy

New Export Policy for Exchange Online

B Envirenment Configuration
B Synchronization mode
B Data transfer mode

O manual

B Directory

B Metification emails
B Scheduler service
B General

B Summary

manual

Choose file on your local drive where directory information is to be stored.

Data file
gramData*METsec GmbH & Co. KGNGALsync\data files S 1= I W T =l 501

Compress data

< Back Mext =

® @

Cancel




There are two ways to select objects to be exported.

1. Click Choose to select objects by Recipient Type.

2. Click Search to search via PowerShell query for individual mail-enabled objects.

1 Select Exchange Recipient Types x ] Search for Exchange Online Objects -0 x
Select Recpint T Searmch Exchange Onliine
Exportall You can search an object by inserting an expression, Uncheck ll object types which you do nat want to have as a resul
The scope of the query is the complete forest your exchange orgarization belongs to. The result list contains all abjects
® Export Seleces for Exchange Online found. Select certain or all objects to be gathered for export and press apply.
Recipiert Type Description customer £ Search
11 UserMailboc User withmailbax 7| UserMailbar 7] MailContact 7| Mail ipiv€aaiSecurityGroup
Mailllser nabled User < MailUser | MailUniversalDistributionGroup [+/] Dy##micDistributionGroup | maximum Results
MailContact rting to external address Direclory (1) a3 5 s00/=
MailUniversalDistributionGroup igtribution Group =
Mail L Mzil-enabled Secihy Group Search and choose Exchange Onling <7 ”
DynamicDistributionGrap Dynamic Distribution e e N e helDisconneciedoh D v|| Showlog
Office65Group Office 265 Group = —
G Choose W Q) Search M Display Name Recipient Type DistinguishedNam:

Name Dip| | MeiluniversalsecurityGroup

e — k Customer Support

SMTP:CustomerSupport . MailUniversalSecurityGro_ CN=Customer Sup

o Apply & Cancel

< >

Select all o Apply €3 Cancel

< Back Next = Cancel

If using a trial license which is limited to 100 objects, we recommend using the Search
function which will allow a smaller sample of objects to be exported.

Directory (1)

Search and choose Exchange Online objects for the export.

3 Choosel I Properties| | {8 Settings | | 1 | | {} || 3€ Remove

Mame Digplay Name = Mail Recipient T... = Group Optiol
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A search for the Customer Support Security Group has been performed, which will permit
the members of this group to be exported. When the query results are returned, check
the corresponding checkbox for the desired selection, then click Apply.

Select Only Membership to export the members of this group, then click OK.

| Select Membership Handling b

& Customer Support

Group Ophion | Exportable RecipientTypeDetails Add value for export

1

Searh Exchange Online _/ Only group @

You can search an object by inserting an expression. Uncheck all object types \TJ

The scope of the query is the complete forest your exchange organization belong

found. Select certain or all objects to be gathered for export and press apply. _ Group + Membership @
Y

|c1.|5tomer [ ] Include nested groups @

UserMailbac MailContact Mail

Maillser Mail UniversalDistributionGroup [+ Dyna

< I

Warning | No PowerShell session is available anymore.
Information | Remote PowerShell Connections: O ; Mo Sessions: 0
The SessionStati method was called from: <ps_RemotePowershellDisconnected=hb

| Display Name Mail H

MaillniversalSecurityGroup

Customer Support SMTP:CustomerSupport.. M

DSBﬂingfnrallgr{:ups @j ‘ ka ‘ | xCanoeI ‘
1

[ | selectall ‘ o Apply ‘ ‘ €3 Cancel |

<




Ensure the selected group is displayed.

Then click Next.

D METsec GALsync - NETsec Demao - New Policy

New Export Policy for Exchange Online

B Environment Configuration

B Notification emaiks MailUniversalSecurityGroup

Di o
B Synchronization mode At
B Data transfer mode Search and choose Exchange Online objects for the export.

3 Choose | | fp Search Ei Properties) | @ Settings | | 4 || OV
B Direciory Name Digplay Name ~ Mail Recipient T...

Customer Support Customer Sup.. SMTP:Custom_. MailUniversal .
[ Scheduler service
B General
B Summary
<
< Back Next =

x Remaove

Group Optiol

Only Membe

Cancel
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An optional status notification email can be sent to the specified recipient(s) each time
the policy runs, which provides a brief summary of activity. However, if your preference
is to receive one only when an error has been logged, check the Send only on error
checkbox. Click the Test button to send a test email. Then verify it has been received.

Click Next.

D NETsec GALsync - NETsec Demo Exchange Online - New Policy x

New Export Policy for Exchange Online

B Environment Configuration i i i
Status notification emails
B Synchronization mode

B Data transfer mode /| Send Summary @
B manual
Subject GALsync Summary - NETsec Demo Export LEd)
B Directory Send to administrator@netsecdemo com| LES)]
[ MNotification emails Test (€8] #| Send only on error Led)

B Scheduler service
B General

B Summary

< Back Mext = Cancel




GALsync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

D NETsec GALsync - METsec Demo - New Policy x

New Export Policy for Exchange Online

Scheduler service

B Environment Configuration
B Synchronization mode ® Noscheduleservice (1) wWeekly (i) Monthly (1)
B Data transfer mode

B manual

B Directory

B Metification emails
O Scheduler service
B General

B Summary

< Back Cancel
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Enter a policy name and an optional description, then click Next.

N

New Export Policy for Exchange Online

METsec GALsync - NETsec Demo Exchange Online - Mew Policy

B Envirenment Configuration
B Synchronization mode
B Data transfer mode

B manual

B Directory

B Metification emails
B Scheduler service
O General

B Summary

General
Palicy Name

NETsec Demo Export

Description

Export of users from the netsecdemo .com exchange online tenant, to be imported into the
partnerdemo de exchange online tenant as contacts to be published in the GAL

Environment Configuration

NETsec Demo Exchange Online

< Back

Cancel




To ensure your settings have been properly configured GALsync will check your policy
settings and notify you of any detected errors.

Click Finish.

l:] METsec GALsync - NETsec Demo Exchange Online - Mew Policy x
B Envirenment Configuration
Summary
B Synchronization mode
B Data transfer mode &3 Error @Dk @ Not Used
B manual '@' Policy name METsec Demo Export
'@' Synchronization mode Export (ExchangeOnling)
@' Data transfer mode manual
B Directory '@' manual C\ProgramData'\METsec GmbH & Co. KG\GALsync'da..
o ) @ Encryption
B Netification emails '@' Directony Objects selected
B Scheduler service @' Metification Logon to mailbox
= '@' Metification Send test mail to recipient
o @ Scheduler service
O Summary
<Back || Fimish §  Cancel
The new policy is accessible by selecting it from either link shown below.
L-.| METsec GALsync - M

FILE ACTION  OPTIONS HELP

= D GALsync & NETsec Demo Exchange Online Export Policies = I £
I;} METsec Demo Exchange Online

@Environmem & Create Policy
@ Environments | & Policies EI—_I Status a Help
Policy Name Description

METzec Demo Exchange Online Export Policies
[ [g contactSync . .
ETgec Demo Export Export of uzers from the netsecdemo.com exchange online tenant. to be import...

@ ExportPolicies

% PARTNERDEM Olevc_galsync G ¥ vice is Running b PartnerDemol GALsync
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o]
(o)

Select the policy node. Then click Run.

L-.| METsec GALsync - [ ®

FILE ACTION  OPTIONS HELP

g D GALsyne &  NETsecDemo From EXO
I;} @ METsec Demo Exchange Online

- O & Export Policies

@Environmens Ed Create Policy Qx_"DeIete @Clone @Test ngn

4 NETsecDemo From EXO g General @ Synchronization mode E Data transfer mode @J Manual % Directory @ Status notificationemi 4 P
d Import Policies
D@ Partner Demo Exchange Online General
D--Ela contactSync Policy Name @

MNETsecDemo From EXO

GALsync successfully exported 6 objects.

L-.l METsec GALsync - 0 X

£ NETsec Demo Export = I Sy I

ngnter DHun EI—J Status '@CIose

Status
JDperation finizhed
Policy runtime 0:00: 44
Summary
Anzlyzed objects: 7
Added objects: &
Errors: 0

Details

Receive partial results: 19

Merged objects: 7

Skipped mastered-on-premizes objects: [
Ignored objects: 0

Information | 0 objects were ignored.
Summary | operation: Completed|analysed: 7|add:6lmodify:0luptedate: 0| delete: 0lerrors 0| MasteredOnPremiseSkipped:0
Information | Additional information. Calling Methode: GALsyncLibrary. Policylnitiator OnEQ ExportFinishedEvent(). Canceled State: Falze. Finished State: True, Tasks Running Sta..

¥ PARTNERDEMOlsvc galsync & x64 ’!1': GALsync eis Running % PartnerDemo

The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause, as shown in the example below.

L-.| METsec GALsync - [ %

FILE ACTION  OPTIONS HELP

B D GALsyne & NETsec Demo Export = I & I
o 3 NETsec Demo Exchange Online

Dﬁ Export Policies @Environmens Ed Create Policy
: 4 NETsec Demo Export @ Settings [_:j Exchange @ Environments &4 Polici
- @) Import Policies N
All ide: L0 i
D--@ Partner Demo Exchange Online ? & m Hide: 2 Completed /1% Canceled '@Error& @Heload
D"[goontacﬁ‘;nc Policy Name Start Time Operati...  Emors Analy... Added Maodifi... | Updo-.. Deleted
Export Policies
'@' MNETsec Demo Export 10v282022 8:14-. Completed 0 7 & 0 0 0

; NETsec Demo Export 17 —
o = S . Open log file

; ExporH‘)og file

, Export all log files




Searching for the string “error” yields 5 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer.

—_
D log203 - O x
D log20221028082635_150x07700.txt - NETsec LogViewer Details
pen : Save t Filter Clear Timestamp .
Timestamp Policy Typ Code Task Thread g io';{z‘ 028 082635 447
20221026 082635_306 | NETsecDemokxportom | Information [ 16065 1 [7 9
secDemoExportxmi
20221028_082635_306 | NETsecDemoExpartam| | Information | 16098 |1 7 q T
20221028 082635_306 | NETsecDemokxportxml [System o0zt |1 7 | Er,:r
20221028 082635_306 | NETsecDemoExportxml [System {16082 [1 7 d Code
20221028 _082635_306 | NETsecDemoExpartaml [System /16012 |1 7 9 1087
20221028_082635_306 | NETsecDemoExportxml [Systep? 16013 |1 7 G Task
20221028_082635_306 | NETsecDemoExportxm | Sysfem 16071 [1 7 q 1
20221028_082635_306 | NETsecDemoExportaxphSystem 16032 |1 7 G Thread
20221028 082635_322 | NETsecDemoExpgsthml |Error 16086 |1 7 q 7
20221028 082635_322 [NETsecDemgi#fportxml |ProcessData] 17050_[1 7 G Source
20221028_082635_322 | NETsecQefoxportaml |Error 16040 |1 7 q _GALsynclibrary. EWSM. ‘GetExc iceForExchangeCnline()
353 | NEs€EDemotxpartxml | Information | 17055 |1 7 G | Message
20221028_082635_353 | TsecDemotxportaml |Information | 12091 |1 7 @ | Error getting Exchange Web Services: One or more errors occurred.
20221028 082635_39% | NETsecDemoExportuml | Information | 12096 |1 7 g | Exmessage
20221028 082635353 | NETsecDemoExpartaml || 12007 |1 7 g | One or more errors occurred.
20221028 083435 353 | NETsecDemotxpagstinl | Information | 12063 |1 7 | E""E"t user cannat decrypt the token.
ey not valid for use in specified state.
20221028 _0§2635_353 | NETsecDemoExartaxml | Information | 12084 |1 7 q
2 1 7 §  Exsource
1 GALsyncLibrary EWSManager GetbxchangeServiceForExchangeOnline() Error getting Exchange Web Services: One or more errors occurred

GALsyncLibrary.Policylnitistor.DoAction() No credentials available! Palicy is canceled.

GALsynclibrary.Policylnitiator.DoAction() Unknown policy direction. Policy is canceled.

Error connecting Exchange Onlin

2022 NETsec GmbH & Co. KG - Version 2.4.0.0

i C:\ProgramData\NETsec GmbH & Co. KG\GALsync\log files\log20221028_082635_150x07700.txt
g synciog 9.

GALsync 8.5 Quick Start Guide




GALsync 8.5 Quick Start Guide

Create and Run Import Policy for Exchange Online

A policy will now be created to import the objects which have been previously exported
from the NETsec Demo Exchange Online tenant. Since these objects will be imported into
the Partner Demo environment, right-click the Import Policies node under Partner Demo
then select Create policy.

Lj METsec GALsync - [ %

FILE ACTION  OPTIONS HELP

= D GALsyne Partner Demo Exchange Online e I £ I
D@ NETsec Demo Exchange Online
D = 0 T [@]Environment & Create Paolicy
D--Ela contactSync |Cd C'EB‘E,\P"“CY |ici&c EI—J Status e Help
@ Enviroln%ents Ferin
[il] Status
Configuration

¥ PARTNERDEMO\svc galsync & x64 ’?1‘.' GALsyncService is Running 'a PartnerDemo\Sve_GALsync

The Partner Demo Exchange Online environment has been preselected, click Next.

I':] METsec GALsync - Partner Demo Exchange Online - New Policy x

Environment Configuration

O Environment Configuration

Emvironment Configuration
B Synchronization mode
B Data transfer mode Flease choose the Environment Configuration for the new policy
B Mode S
Partner Demo Exchange Online -
B Directory Exchange Onling environment and the GALsync Server is

member of the on-premizes Active Directory.
B Motification emails

B Scheduler servics
B General

B Summary

Cancel




Import directory information (GAL) has been preselected. Select An Microsoft 365
Exchange Online tenant or a hybrid Exchange environment then click Next.

E:I METsec GALsync - Partner Demo Exchange Online - New Policy x

New Import Policy for Exchange Online

B Environment Configuration

Synchronzation mode
O Synchronization mode T
1. What do you want to do?
B Data transfer mode yod .
R | () Export directary information (GAL) li)
. ®) Import directory information (GAL) @
B Directory
B Notification emails 2. What kind of environment do you have?
B Scheduler service AN on-premises Z3
B General N
B Summary ®) An Office 365 Exchange Online tenant ar a hybrid Exchange organization. kT)
Import directory information (GAL) to an Office 365 Exchange Online tenant.
The Office 365 Exchange Online tenant can be part of a hybrid Exchange organization.

<Back || Mext> | Cancel
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Select the manual - Import from a file on a local drive on this server radio button,
then click Next.

I':] METsec GALsync - Partner Demo Exchange Online - New Policy x

New Import Policy for Exchange Online

B Environment Configuration Data transfer mode

B Synchronization mode Flease choose atype of transfer,
[ Data transfer mode ® manual

B manusl Import frem a file on a local drive on this server. Q;l

_Iviaemail
B Directory Receive directory information fram email. & 5]
B Notification emails S R :
B Scheduler service Receive directory information fram a network share. a
B General D
B Summary Download directory information froman FTFP server. 1
| Decrypt directory informaticn. .\y

< Back Cancel

Click the button to the right of the data file path field to browse to and select the xml file
which was previously exported.

manual

Choose file on your local drive where directory information is stored.

Data file

C:\ProgramData "NETsec GmbH & Co. KG\GALsync \data filesdatafile xml O
Import all files placed in the selected folder. i




Select the appropriate data file, then click Open.

[] Open d
1 <« GAlsync » datafiles R Search data files o
Organize - Mew folder =~ 1 @
I Desktop + ™ Mame Date modified Type
¥ Downlosds | NETsecDemoExport 4/6/2022 1:09 PM XML

Documents
[&] Pictures »

certificate files

E This PC
& . R RS E
File name: | NETsecD'emoExport V| All Files (*.7) A
On Cancel
Click Next.
r:] METsec GALsync - Partner Demo Exchange Online - New Policy x

New Import Policy for Exchange Online

B Envirenment Configuration

o manual
B Synchronization mode

B Data transfer mode

Choase file on your local drive where directory information is stored.
O manual

B Directory - e
ile

B Motification emails

gramData*METsec GmbH & Co. KG\GALsync data files\METsecDemoExport xml @
B Scheduler servics P
Import all files placed in the selected folder. (£ 9]
B General
B Summary
<Back || Mext> | Cancel
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Click Next to bypass this window.

|:] METsec GALsync - Partner Demo Exchange Online - New Policy

iy New Import Policy for Exchange Online

B Environment Configuration

Directory
B Synchronization mode
B Data transfer mode [ Bﬁ Properties 1 @
B manual . -
{5 Settings @
O Directory

B Motification emails
B Scheduler servics
B General

B Summary

Cancel




An optional status notification email can be configured to be sent each time the policy
runs, which contains a brief summary of the export operation. It can be configured to
Send only on error, when checked.

Click Test to send an optional test email to the specified recipient.

Click Next.

l:] METsec GALsync - Partner Demo Exchange Online - New Policy

New Import Policy for Exchange Online

B Environment Configuration

Status notification emails
B Synchronization mode
B Data transfer mode /| Send Summary &
B manual _
Subject GALsync Summary - Import from METsec Dema LEd)
B Directory Send to administrator@partnerdemo de @
[ MNotification emails Test @ #| Send only on error (€ V]

B Scheduler servics
B General

B Summary

< Back Cancel
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GALsync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

MNETsec GALsync - Partner Demo Exchange Online - New Policy

New Import Policy for Exchange Online

Scheduler service

B Environment Configuration
B Synchronization mode
B Data transfer mode

®) Mo schedule service (1)

B manual

B Directory
B Metification emails
B Scheduler service
B General

B Summary

Weekly (L)

Monthly 1)

Mext =




Enter a policy name and optional description, then click Next.

l:] METsec GALsync - Partner Demo Exchange Online - New Policy x

New Import Policy for Exchange Online

B Envirenment Configuration

General

B Synchronization mode )
Palicy Name [ 4

B Data transfer mod
ata transier mode Import from NETsec Demo

_| | L
manus Description € 4]
Import of user objects from the netsecdemo.com exchange online tenant into the
B Directory partnerdemo de exchange online tenant as contacts which are published in the online GAL

B Metification emails
B Scheduler service
O General

B Summary Envirenment Configuration & )]

Partner Demo Exchange Online -

<Back || Mext> | Cancel
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To ensure your settings have been properly configured GALsync will check your policy
settings and notify you of any detected errors.

Click Finish.

l:] MNETsec GALsync - Partner Demo Exchange Online - New Policy x

B Envirenment Configuration

Summary

B Synchronization mode

B Data transfer mode &3 Error @Ok @ Not Used

B manual @' Palicy name Import fram NETsec Demo

'@' Synchronization mode Import (Exchange Cnling)
'@' Data transfer mode manual

= Directory '@' manual C/\ProgramData'NETsec GmbH & Co. KGWGALsyncda..

o . t‘z Encryption

B Motification emails @ Directory

B Scheduler service @' Notification Logon to mailbax
@' Notification Send test mail to recipient

B General t‘z Scheduler service

O Summary

< Back

Cancel




The new policy is accessible by selecting it from either link shown below.

|

FILE ACTION  OPTIONS

(= |:| GhlLsync
|3 @ METsec Demo Exchange Online
- B ¥ Export Policies
- & NETsec Demo Export
& Import Policies
=] @ Partner Demo Exchange Online
&% Export Policies
i } Import Policies
oo T Do

(=8 @ contactSync

¥ PARTNERDEMO galsync & x64

METsec GALsync —

HELP

Partner Demo Exchange Online Import Pol

@ Envirenment &4 Create Policy
@ Environments | & Policies ET_l Status @ Help

| Description

Policy Name

e Online Import Policies

__|mport from NETsec Demo Import of uzer objects from the netsecdemo.com exchange online tenant into th

% ParinerDemo

rvice is Running

Select the policy node. Then click the Run button.

|

FILE ACTION  OPTIONS

(=3 |:| GALsync
|3 @ METsec Demo Exchange Online
- B & Export Policies
- &4 NETsec Demo Export
; & Import Policies
Ii} @ Partner Demo Exchange Online
& ExportPolicies
=N d Import Policies
™ = Import from NETsec Demo
(=8 @ contactSync

METsec GALsync —

HELP

£  Import from NETsec Demo H save I £ Cance

General
Policy Name

| Import from METsec Dema

Description

Import of user objects from the netsecdemo com exchange online tenant into the patnerdemo de exchange online tenant
as contacts which are published in the online GAL
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GALsync successfully imported all 6 members of the NETsec Demo Customer Support
Security Group into the target tenant (Partner Demo) as contacts.

L-.l METsec GALsync - [ =

£  Import from NETsec Demo = I t I

D Run El] Status '9 Close

Status
¢ Operation finished

Palicy runtime 0:01:01

Summary
Analyzed objects: &
Added objects: 6
Modified objects: 0
Deleted objects: 0

Errars: 0

Details

Palicy runs: 1

Receive partial results: 14

Read objects: &

Found existing objects: 0

Load details for existing objects: 0
lgnored objects: 0

Skipped mastered-on-premises objects: 0
Up-to-date objects: 0

Information | Policy run 1
Information | 0 up-to-date objects.
Information | 0 objects were ignored.

¥ PARTNERDEMOlsvc galsync & x64 %‘: GALsyncServ

The import has been verified in the target tenant.

Exchange admin center

= Home > Contacts

Home
Contacts
8 Redpients ~
Mailboxes
—+ Add a contact () Refresh 6items 57 Filter
Groups
Resources
[]  Display name Email address Contact type
| Contacts
O Dave Jozsa SMTP:davejozsa@netsecdemo.com MailContact
= Mai flow ~
O John Evica SMTP:JohnEvica@netsecdemo.com MailContact
Ss Roles v
[]  Patrick T. SHORTER SMTP:PatSHORTER@netsecdemotenant.onmicrosoft.com MailContact
[5 Migration
[] Raymond E. Barham SMTP:RayBarham @netsecdematenant.onmicrosoft.com MailContact
= Reports ~
[J  Scott Brumen SMTP:ScoBrumen@netsecdemotenant.onmicrosoft.com MailContact
@ Insights [] SwErding SMTP:StuErling @ netsecdemo.com MailContact
s Organization ~



The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause, as shown in the example below.

L-,l MNETsec GALsync - 0 %

FILE ACTION  OPTIONS HELP

B D GALsyne £  |mport from NETsec Demo
D@ METsec Demo Exchange Online

D& Export Policies @Environmen's L Create Policy
&Q NETsec Demo Export {8 Settings [ Exchange @D Environments & Fo Help
Import Policies
All Impaort from N ide: L4 A
o @Partner Demo Exchange Online ? =) & Hide: ¢ Completed /t%Canceled 'gErrors @Heload
,ﬁ Export Policies Palicy Name Start Time Operati... = Emors Analy... | Added Modffi... = Up4o-.. Dele
D--d Import Policies Import Policies
“ 5] Import from NETsec Demo {2 Import from NETsec Demo 10/28/2022 953 Completed 0 6 6 0 0 0

&[] contactsyne I oo o e oo [ e — ——— ——
; £y
‘ ‘ Exporl:"gug file

» Export all log files

Searching for the string “error” yields 6 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer.

m log202 D - 0 x

log20221028100751_090x02298.txt - NETsec LogViewer Details

Open | Save SetFilter | Clear Filte

Timestamp
Timestamp Policy Typ Code Task Thread 20221028.100752.834
20221028,100752_824ImpartfromNETsecDemo sl Informationf 65064 [1 |4 ::::"MmmNHmDemm
20221028_100752_824 | ImportfromETsecDemoum | Informatioh | 65065 |1 |4 v
2021028100752 824 | ImportfromNETs=cDemo ml | Informagn [65065 |1 |4 o
20221028_100752_840 | ImportfromNETs=cDemo.ml | Inforgtion [41073 |1 |4 Code
20221028_100752_820 | ImpartfromNETsecDemo xml | ProessData| 40082 |1 |4 o213
Task
2021028100752 855 | ImportfromNETs=cDemo || ProcessData| 40082 |1 |4 b
Thread
20221028_100752_871 | ImportfromNETseg#masml | Information [41067 |1 |4 .
2022102810752 871 | ImportfromNEFecDemoml | Information [41073_ |1 |4 Source
2021028100752 871 |mpn¢n}ﬂkecnemnm\ ProcessData| 40082 |1 |4 GALsynclibrary DataFieTransfer DecryptDatel)
Message
2021025100752 887 | Imp@itfromNETsecDemoml | ProcessData| 40082 |1 |4 Cannot decryot symmetric data,
20221028_100752_897 | ImportfromNETsecDemo xm | Information | 41062-] 4 7| | e EncrgpteciData clement was ot foune.
20221028_10075/602 | ImpartfromNETsecDema i | In Tlieoss 1|4 e
20221025_100742 802 | ImportfromNETs=che information | 19066 |1 |4 Ghlsyncibrary
20221028104 752 834 ImportfromNETs=cOgmoml | Information [18133 |1 |4 ;
4 o o Comiuit .

9 ) .
_ GALsynclibrary.DataFileTransfer.DecryptDatal) Cannot decrypt symmetric data. §

NETsec.Rem hellLibrary.RemotePowerShellCannection2InitializePsFunctions() | 63e87af6-fbac-4746-5270-02b0503c00zc | Setting paramete -
Cannot decrypt symmetric data.

GALsync Summeary of Impert from NETsec Deme

© 2022 NETsec GmbH & Co. KG - Version 2.4.0.0 & C\ProgramData\NETsec GmbH & Co. KG\GALsync\log files\log20221028_100751_090x02208.txt
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On-premises Exchange to on-premises Exchange
Synchronization

Synchronizing between different on-premises Exchange
environments

If you want directly synchronize between 2 different on-premises Exchange
environments, there must be a domain-joined GALsync Server in each of the
corresponding Exchange environments.

Hybrid Exchange On-Premises Exchange

° Company B
&c-
A
&y
o > ’t‘?
s ¢
2885
§5Ea
§ s % 3. Import as 1. Export
§ S w —_mail-enabled contacts mail-enabled objects/
< 2 \, into Company A of Company B \
. E 2. Transfer . E
Exchange from Company B Exchange
— to Company A
I E ] | % ]
GALsync Server ! GALsync Server
1. Export mail-enabled 2. Transfer from Company A 3. Import as mail-enabled
objects of Company A to Company B contacts into Company B

In this scenario the administrator of each on-premises Exchange environment configures
an Environment Configuration for their own Exchange environment. The corresponding
policies to export and import are configured within the Environment Configuration of the
Exchange environment.

How to configure this scenario is described below in a step-by-step guide:



Create and Run Export Policy from on-premises Exchange

Right-click the Export Policies node under the desired environment from which to
export, and select Create Policy.

| NETsec GALsync - A x

FILE ACTION  OPTIONS HELP

O [ GALsyne & NETsec Demo (Hybrid) Export Policies =] I & I
O €3) NETsec Demo (Hybrid)

@Environment 5 Create Policy

I& Import Policie & Create Policy nts | &F Policies EI—J Status a Help
&[] contactSyne @ Environments T
[il] Status
Configuration
The selected environment is pre-populated.
D NETsec GALsync - NETsec Demo (Hybrid) - New Policy x
Environment Configuration
[ Environment Configuration
Emvironment Configuration
B Synchronization mode |
B Data transfer mode Please choose the Environment Configuration for the new policy
B Mode o e
METsec Dema (Hybrid) Rd|
B Directory Hybrid Exchange environment and the GALsync Serveris

member of the on-premises Active Directory.
B Motification emails

B Scheduler servics
B General

B Summary

Cancel
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Since this is a hybrid Exchange environment, the option is presented whether to connect
to Exchange On-Premises, and export from Active Directory (preferred), or to export
from Exchange Online.

Select the On-premises Exchange organization of hybrid environment radio
button, then click Next.

I:] METsec GALsync - NETsec Demo - New Policy X

New Export Policy

B Environment Configuration
Synchronization mode
O Synchronization mede T

1. What do you want to do?
B Data transfer mode you

B Mode ®) Export directory information (GAL) k!,)

Import directory information (GAL) & Y]

B Directory

B Motification emails 2. What kind of environment do you have?

B Scheduler service ® An on-premises Exchange orgamization or a hybnd Exchange orgamzation. '\L'
Export directory information {GAL) from an on-premizes Exchange organization

B General or from the on-premises part of a hybrid Exchange organization.

B Summary An Office 365 Exchange Online tenant or a hybrid Exchange organization. @

Export directory information (GAL) from an Office 365 Exchange Online tenant
or directly from the Office 365 part of the hybnd Exchange organization.

< Back Cancel




Select the via email - Send directory information by email radio button, then check
the Encrypt directory information checkbox

Click Next

l:] MNETsec GALsync - METsec Demo - New Policy x

New Export Policy

B Environment Configuration Data transfer mode
B Synchronization i Flease choose atype of transfer.
[ Data transfer mode | manual
3 =
i
B visemsil Export toa file an a lecal drive ofthe server. (&4
B Encryption ® viaemail
B Directory Send directory information by email. ‘Jj’
B Metification emails et ha
B Scheduler service Store directory information to a netwark share. w
B General a ETP
B Summary Upload directory information toa FTP server. ‘JJ
|| Encrypt directory information. @
Ty ......... ey i ia

GALsync 8.5 Quick Start Guide




GALsync 8.5 Quick Start Guide

GALsync will attach the data file to an email. Enter a subject line and the email address
of the GALsync account in the target forest. This subject line will need to be configured in
the corresponding import policy so GALsync can identify which email contains the data
file.

Click Test to send an optional test email to verify routing to the target mailbox.

Click Next.

:] NETsec GALsync - NETsec Demo - New Policy x

New Export Policy

B Environment Configuration

via email
B Synchronization mode
B Data transfer mode ]
Subject METzec Demo Export from On-Prem (€ 4]
[ viaemail
Send to sve_galsynci@companydemao de (€ 4]
B Directory Test @

B Motification emails
B Scheduler service
B General

B Summary

< Back Cancel




Select the Symmetric Keys radio button, then click Generate Key.

M|

New Export Policy

MNETsec GALsync - NETsec Demo - New Policy

B Environment Configuration
B Synchronization mode
B Dats transfer mode
B viz email
O Encryption
B Directory
B Notification emails
B Scheduler servics
B General

B Summary

C—-)

Encryption
Choose the secunty level. Encryptionis used to secure the data file which contains
all the directory objects to synchronize.

o) Symmelric Keys @
Create a key and share this key with your partner.

Asymmetric Keys @
Import: Create a public key and send this key toyour partner.
Export: Store the received file with the public key you received from your partner.

(7| Sysiem crypiography: ] . B s
! Use FIPS compliant algorithms for encryption. hashing. and signing \/
Open Key : Insert file you received from your partner. )

ﬁ@pen key @

(Generate Key: A file is created which you may sendto k_i,‘

< Back Next = Cancel

Give the encryption key a file name and save it. The default directory to save it is:

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\key files

[7] Save As >
U <« GAlsync » keyfiles v | D Search key files o
Organize = MNew folder B o
Documents o ™ Marne Date modified Type
&=/ Pictures »*
Mo iterns match your search.
key files
[ This PC
. v o€ >
File name: | GALsyncEncryptionKey ~
Save as type: | XML-Files (*xml) ~
~ Hide Folders Cancel
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After saving the encryption key, click Next. The window below is presented.

D MNETsec GALsync - NETsec Demo - New Policy X

New Export Policy

B Environment Configuration .
Directory (i)
B Synchronization mode =
M Data transfer mode Choose mail-enabled objects for the export.

B i il p— Tpr— yr— | — e | e | e -
vaems '. @C_hoos_e_ . ‘;QSearch. | :@ F'ropertie.s.l ! @Sertings_ ﬁ . \Gl | xF{ern’l::r.'gE

| Name | Display Name | Mail | logo... | Option | Exp

B Encryption
O Directory
B Metification emails
B Scheduler service
B General

B Summary

< Back Cancel

There are two ways to select objects to be exported.

1. Click Choose to select objects by OU.
2. Click Search to initiate an LDAP query to search for select mail-enabled objects.

= ______/m= T

s} NETsec GALsync - 0 x | NETsec GALsync - 0 x

Select organizational unit Search Active Directory

An active directory tree with all organizational units of every domain in the forest and is listed. All
mail objects included in a selected OU (and all nested OUs) will be recognized for export at
runtime. Note: You den't need to tick the nested OUs.

ered for export and press apply.

- NETsecDemo.Local - i -
g Directory (i Al
&) DC=NETsecDemo &
I L4 Accounting Chodye mil-enabled objets for User ) L] Contact D [lcrow @
h .Ey Computers =~

@ @
i N = Container D ou 3 [| DynamicDistributionGrowp @)
i [] %5 Domain Controllers G Chooss he5) @
£ [4] 5 Engineering ! PublicFolder (@)
] % ForeignSecurity Princi N Displ
5 ForeionSecurtyPincips e 5 Name Display Name: Mai Logo... | DistinguishedN

D &3, Imported Contacts
i 5 Managed Service Accounts
5 Microsoft Exchange Security Groups
] %) Microsoft Exchange System Objects
L3[4 5 NETsecDema Users
: &3, Program Data
0[] 5 Sales
155 System Select all
5 llsars hd of Apply 3 Cancel

Dynamic Distribution Group
<] All Employ: A Empl AIEmploy CN=A Employs

< >

« Apply @ Cancel

| ——




Selection by OU:

Select the desired OU(s) which contain the objects to be exported by checking the
corresponding checkbox(s)

Click Apply

1 MNETsec GALsync - 0 X

Select omganzatenal unit

An active directory tree with all organizationzl units of every domain inthe forest and is listed. All
mail objects included in a selected OU (and all nested OlUs) will be recognized for export at
runtime. Mote: You don’t need to tick the nested OUs.

=2 .E}. METsecDemo.Local -
&5 DC=NETsecDemo
o [v & Accounting
._f.’_\u Computers
i) Domain Contrallers
[l ._f.’_\u Engineering
i ForeignSecurityPrincipals
- ._f.’_\u Imported Contacts
5 Managed Service Accounts
._f.’_\u Microsoft Exchange Security Groups
5 Micresoft Exchange System Objects
[l ._f.’_\u METsecDemao Users
) Program Datz
[ [#] 15 Sales
& System

----- S sers -

f Apply ﬁ Cancel
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Select the desired option which you would like to apply to your OU selection. If multiple
OUs have been selected, the same settings can be applied to all OUs by checking the
Setting for all OUs checkbox.

Select the Exportable RecipientTypeDetails tab

|:| GALsync
{j Accounting
entTypeDetails Md value for export
Only this OU @
Only Sub-0Us @
® 0U + Sub-0Us @
Include group memberships @
Include nested Y
groups + memberships @
@
& o Ok




The dialog window displays the default exportable recipient type details values
(msExchRecipientTypeDetails AD property) which are to be exported.

Click the Add/Remove RecipientTypeDetails button to modify your selection.

Important: By default, remote mailboxes are not exported from on-premises
Exchange. They must be explicitly added as shown below.

Click OK.
] Add/Remove RecipientTypeDetails
o
M Available Recipient Type Details Exportable Recipient Type Details
Disabled User User Mailbox
&y Accounting Linked User Linked Mailbox

Shared Mailbox
Legacy Mailbox
Room Mailbox
Equipment Mailbox

OU Option | Exportable RecipientTypeDelails | Add value for expor]

Exportable Recipient Type Details

User Mailbox Mail Contact

Linked Mailbox Publlc: Falder Mallbox Mail User

Shared Mailbox Team Mailbox Mail-Enabled Universal Distribution Group
Legacy Mailbox Remote Team Mailbox Mail-Enabled Mon-Universal Distribution Group
Room Mailbox Manitaring Mailbos Mail-Enabled Uriversal Security Group
Equipment Mailbox Linked Room Mailbax Dynamic Distrbution Group

Mail Contact Remote Group Mailbox Fublic Folder

Mail User Crogs-Forest Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Gros
Mail-Enabled Universal Security Group
Dynamic Distribution Group
Public Folder

Guest Mail User Group Mailbax (Office 265 Group)

Cross-Forest Mail Contact

Group Mailbox (Office 265 Group)

Restore Default | ¢ Ok | | xCanDeI

[ ]

Add/Remove RecipientTypeDetails ...

| fﬂpply | | ﬁCanDeI |

SEl‘ling forall OUs Cancel
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Click Next.

W]

New Export Policy

MNETsec GALsync - NETsec Demo - New Policy

B Environment Configuration
B Synchronization mode
B Data transfer mode
B vizemail
B Encryption
O Directory
B Notification emails
B Scheduler service
B General

B Summary

Direciory (i)

Choose mail-enabled objects for the export.

! @Choﬂse | ‘ ‘QSaarch ‘ |@ F"rnperties‘ | @Sertings ‘

| Name  Display Name ~ Mail | Logo..  Option | Exp
ou
Accounting ou+5. 1101
Engineering ou+5. 11
NETsecDemo Use . Ou+5. 11
Sales ouU+5. 1101
< >
< Back Mext = Cancel




An optional status notification email can be configured to be sent each time the policy
runs, which contains a brief summary of the export operation. It can be configured to
Send only on error, when checked.

Click Test to send an optional test email to the specified recipient.

Click Next.

L‘-] MNETsec GALsync - NETsec Demo - New Policy

New Export Policy

B Environment Configuration

Status notification emails
B Synchronization mode
B Data transfer mode | Send Summary ey
B viaemail
; Subject GALsync Summary - NETsec Dema Export {On-Prem) e8]
B Encryption
B Directory Send to svc_galsync@netsecdemo.com 3
[ Motification emails Test L,y +| Send only on error k!_;'

B Scheduler servics
B General

B Summary

< Back Cancel
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GALsync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

M| METsec GALsync - NETsec Demo - New Policy

New Export Policy

Scheduler service

B Environment Configuration
B Synchronization mode ® Noscheduleservice (1) WWeekly (i) Monthly (1)
B Dats transfer mode
B vizaemail
B Encryption
B Directory
B Notification emails
[0 Scheduler servics
B General

B Summary

Mext =




Enter a policy name and optional description, then click Next.

D MNETsec GALsync - NETsec Demo - New Policy X

New Export Policy

B Enviranment Configuration |
General

Policy Name L,_f,l
| METsec Demo Export (On-Prem)

B Synchronization mode
B Data transfer mode

B viaemail Descriptian @
B Encryption Export of user objects from METsecDemo local Hybrid Exchange environment's On-Prem

B Directory Active Directony

B Metification emails

B Scheduler service

O General

B Summary Environment Configuration @-‘

METsec Demo -

Cancel
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To ensure your settings have been properly configured GALsync will check your policy
settings and notify you of any detected errors.

Click Finish to complete the wizard.

D MNETsec GALsync - NETsec Demo - New Policy

B Enviranment Configuration |

Summary
B Synchronization mode
B Dats transfer mode | @ ok DNt Used
B via email '@ Palicy name METsec Demo Export (On-Prem)
) '@ Synchraonisation mode Export (On-Premise)
B Encryption '@ Data transfer mode email
B Directory '@ email Logon to mailbox
L . '@ email Send test mail to recipient
B Notification emails '@ Encryption Key present
B Scheduler service '@ Directory (Objects selected
'@ Notification Legon to mailbox
LB '@ Natification Send test mail to recipient
O Summary ) Scheduler servics

<Back || Fimish §  Cancel

Select the new policy from either node shown below.

a METsec GALsync - A

FILE ACTION  OPTIONS HELP

| B 71 GALsyne
- MNETsec Demo

Export Policies F] I ta

B ' Export Policicl
5 ImpofT FomeTes
: @ Partner Demo Exchange Online
¥ Export Policies

Description

----- @) Import Policies
(=3 T_| contactSync

Export of user objects from METsecDemo local Hybrid Exchange environment's ..

¥ NETSECDEMO's c_galsync & x64 ‘-’1‘.' GALsyncService is Running ’a METsecDemolsvc_galsync




Click Run

| NETsec GALsync - B x
¥

FILE ACTION  COPTICNS HELP

. L-l GALsyne & NETsec Demo Export (On-Prem) =] I X I

@ METsec Demo -
& Export Policies @Environmem Cx_"DeIete @CIone @Test ngn

el SEEVE =S OURREL | | 5F General | #8 Synchronisstion mode @ Dats transfer mode ia email 4 Encryption B Directory ©F Stz 4 »
d Import Policies
@ Partner Demo Exchange Online General
& Export Policies Policy Name @
- Import Policies NETsec Demo Export {On-Prem)

B[] contactSvnc

Export completed successfully

a MNETsec GALsync - 0O X

& NETsec Demo Export (On-Prem) = I £ I

ngnter DHun EI—J Status QCIose

Status
« Operation finished
Palicy runtime 0:00:06
Summary
Analyzed objects: 202
Added objects: 59
Errors: 0

Details

Built tasks: 203
Found children: 198

¥ NETSECDEMO\sv c_galsync & x6d ‘.’4" GALsyncService is Running 'a MNET=secDemolsvc_galsync

The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause, as shown in the example below.

| NETsec GALsync - 0 %
FLE  ACTION OPTIONS  HELP

= D GaLsyne &  Company Demo Export =] I X I
0 @ Company Demo

6 Export Policies @Environmen's & Create Policy

@,ﬁ Settings [j Exchange @ Environments & F‘:Ii:i Help
_____ 5 NETsec Demo Import ? All g |Company De & Hide: (4 Completed /% Canceled @Error& &Heload

Partner Demo Exchangs Online Policy Name Start Time QOperati...  Emors Analy... Added Modffi... = Up4o-.. Deleted
>p§ Export Policies Export Policies

= Import Policies T e e 1T T
& @ M L] Open log file
""" Z§ CompanyDemo Import to Pa rtng g .
o @ contactSyne P Export log file
I & Exportalllog files

=8 & Import Policies
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Searching for the string “error” yields 5 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which

contains the details of this log entry.

Double-click the highlighted line in the log viewer.

20221026_130503_374 | CompanyDemaExportlxml | BrocessData | 24011 44 [11
20221026_130503_374 | CompanyDemaExportlxml | ProcessData | 22003 |51 [11
20221026_130303_374 | CompanyDemaExportlaml | ProcessData | 22005 |52 |11
20221026_130302_374 | CompanyDemaExportlaml | ProcessData | 23001 |52 |11
20221026_130502_374 | CompanyDemokxport] xml | ProcessData | 23002
20221026_130503_374 | CompanyDemaExport] xml | ProcessData | 23040
20221026_130503_374 | CompanyDemaExport]xml | Information_| 20961
20221026_130503_374 | CompanyDemoExportupLlntafnation 19001 [54 |11
20221026_130503_374 | CompanyDemaExpgetTxml | Information [19121 |54 [11

Message

Exmessage

The Autodiscover service couldn’t be located.

D leg203 m log20221026130502_577x01422.txt - NETsec LogViewer Details
pen tm Save SetFilter .~ Clear Filter/ 1 Fohcy
CompanyDemotxportxml
Timestamp Policy Typ Code Task Thread | Typ
20221026_130502_206 | CompanyDemoExport] xml | ProcessData | 22005 |45 |21 Errar
20221026_130503_296 | CompanyDemakxport xml | ProcessData | 23001 |45 |21 Code
20221026_130503_312 | CompanyDemoExport] xml| ProcessData | 23002 |44 |11 12078
20221026_130302_312 | CompanyDemaExportlaml | ProcessData | 2300245 [21 Task
20221026_130502_312 | CompanyDemoExport] ml | ProcessData | 24008 |44 |11 3
20221026_130503_312 | CompanyDemoExport]xmi| ProcessData | 24008 [45 |21 1':"“"
20221026_130503_343 | CompanyDemaExportlxml | BrocessData | 24011 |45 |21 Source

Error getting Exchange Web Services for on-premises Zxchange: Resolving autediscaver url failed. You may want ta check selected
mailaddress sve_galsync@CompanyDema.de. Please check permissions and credentials for in the ews credentials settings, too. (ExMessage:
The Autodiscover service couldn't be located)

Resolving autodiscaver url failed. You may want to check selected mailaddress sve_galsync@CompanyDemo.de. Please check permissions and
credentials for in the ews credentials settings, toc. (ExMessage: The Autodiscover service couldn't be lacated.)

ource

20221026_130503_390 | CompanyDemoEypert].xml| Information | 19123 |54 1 ExchangeWebServicesBase

20221026_130503_421 xml | Infermation | 12090

ompanyDemoExportl.xmi]
RoERpoTE |

20221026_130503 468 Compan T Error 12111 GALsynclibrary.EWSManager CheckEwsCredentialsForEnvironmentConfiguration() | Please check the configuration!
20221026_130302_468 | CompanyDemaExport1xml | Error 1904454 11 GALsynelibrary.DataFileTransfer sendMailDataFiled Error connecting to Exchange server.
20221026_130503_468 | CompanyDemakxport] xml | Information| 47008[54 [11 GALsyncLibrary.Summan/Writer WriteSummany () GALsync Summary of Company Deme Expart

G\GALsync\log files\log202210;



Create and Run Import Policy for on-premises Exchange

Right-click the Import Policies node under the Environment you would like to import to,
then select Create Policy.

| NETsec GALsync - B x

FILE ACTION  OPTICNS HELP

B D GALsyne & Company Demo Import Policies = I &3 I
0 €3 Company Demo

6 Export Policies [@]Environment & Create Palicy

""" < Import Policies _ ents | &F Policies Eﬂ Status @ Help
& €3 Partner Demo [C'? Create Policy | =
. Loy’ Description
D"@ contaciSync @ Environments
ﬁ[l Status
Configuration

The environment is preselected, if it is not, reselect it from the dropdown.

Click Next.

ij NETsec GALsync - Company Demo - New Policy x

Environment Configuration

[ Environment Configuration

o Environment Configuration
B Synchronization mode
B Data transfer mode Flease choose the Environment Configuration for the new policy
B Mode ; =
Company Demo |-
B Directory

On-premises Exchange environment
B Metification emails

B Scheduler servics
B General
B Summary
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Import directory information has been preselected, and since this is an on-premises
Exchange environment, this option has also been preselected.

Click Next.

New Import Policy

NETsec GALsync - Company Demo - New Policy

B Envirenment Configuration
O Synchronization mode
B Data transfer mode

B Mode

B Directory

B Metification emails
B Scheduler service
B General

B Summary

Synchronization mode

1. What do you want o do?

Export directory information (GAL) '\1)
® | |mport directory information (GAL) '\!J
2. What kind of emvironment do you have?
® An on-premises Exchange organization or a hybrid Exchange organization. k!.o'
Import directory information (GAL) to an on-premises Exchange organization
or to the on-premises part of a hybrid Exchange organization.
< Back Cancel




Select the via email — Receive directory information from email radio button, then
check the Decrypt directory information checkbox.

Click Next.

D MNETsec GALsync - Company Demao - New Policy X

New Import Policy
B Environment Configuration Data transfer mode
B Synchronization mod Please choose a type of transfer.
[ Data transfer mode 'manual
= o
i
B visemail Import froma file on a local drive ofthe server. (€ 4]
B Encryption ® via email
B Directory Receive directory information from email . k!:‘
B Netification emails ik =
B Scheduler service Receive directory information froma network share. @
B General Vi ETE
B Summary Download directory infformation froma FTP server. k!)
|| Decrypt directory information. @
<Back || Next> §| Cancel
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Enter the subject line which had been configured in the corresponding export policy.
Connectivity to the GALsync mailbox can be validated by clicking the Test button.

Click Next.

New Import Policy

NETsec GALsync - Company Demo - New Policy

B Envirenment Configuration
B Synchronization mode
B Data transfer mode
O viaemail
B Encryption
B Directory
B Notification emails
B Scheduler servics
B General

B Summary

via email

Filter: Subject METsec Demo Export from On-Prem|

Test a

< Back

Mext =

Cancel




Click Open key.

D NETsec GALsync - Company Demo - New Policy X

New Import Policy
B Envirenment Configuration Encryption
B Synchronization mode Choose the secunty level. Encryptionis used to secure the data file which contains
all the directory objects to synchronize.
B Data transfer mode . 5 i @
B vizemail Create a key and share this key with your partner.
O Eneryption iz
B Directory
) . ) Import: Create a public key and send this key toyour partner.
B Metification emails Export: Store the received file with the public key you received from your partner.
B Scheduler servics -
algonthmes for encrypion, hashing. and signing (V)
B General
Dipen Key : Insert file you received from your partner. Q
B Summary

[ | Generste Key: Afilz is created which you may send to @
‘@' Generate key your partner.
< Back Next = Cancel
Then select the encryption/decryption key to be used to decrypt the data file.
[7] Open X
U <« GAlLsync » keyfiles v O Search key files o
Organize + Mew folder =z » [H 9
s
" MName Date modified Type
7 Quick access
B Desktop 2 2] GALsyncEncryptionKey 3/22/2022 11:24 AM XML Document
* Downloads  #
Documents
[&] Pictures ., o« 3
File name: | GALsyncEncryptionKey w| XML-Files (*mi) v
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Key successfully imported. Click OK, then Next

0

New Import Policy

B Environment Configuration
B Synchronization mode
B Data transfer mode
B vizemail
[ Encryption
B Directory
B Notification emails
B Scheduler service
B General

B Summary

Encryption
Choose the security level. Encryptionis used to secure the data file which contains
all the directory objects to synchronize.

Summeinc Kevs €3]
o GALsync gl -
A

In o Key successful imported. b your partner.
= By you received from your partner.

_.','.5

e —
p = e +ou received from your partner.

ﬁDp&n key

Generate Key: Afile is created which you may send to
@ Generate key your partrer.

< Back Mext =

e 6

=

Cancel




Please note, that the on-premises GALsync service account needs the permission to
create, modify and delete objects and their attributes below your defined Import-OUs for
synchronizing into an on-premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU (on-premises).

Click Choose, which opens an Active Directory tree. Select the target OU which will
receive the imported contacts.

Important: Please ensure the necessary permissions have been granted to the
GALsync Service account for the import OU

M METsec GALsync - 0 X

Select omganzatonal unit

D An active directory tree with all organizational units of every domain in the forest and is listed.
Flease select one of the OUs listed to import objects to. Recommendation: Create a new 0L
before which will only contains the objects from the other exchange organization.

New Impoﬂ Policy =2 ._':_‘_, CompanyDemo.local e

(=R ._':_‘_, DC=CompanyDemo

B} [] '5) Accounts

._':_‘_, CompanyDemo Users

B Environment Configuration ._':_‘_, Computers

Directory .~~~ |
B Synchronization mode

B Data transfer mode k.!)

EC_. Demo Users

._':_‘_, Departments

el H
2y Domain Controllers

B vizemail Eﬁ Properiies @ ._E_, Exec.utiv&n -

® Encryption 2y ForeignSecurityPrincipals

) @ Settings @ 0y GALsync Contacts
S Ereziy NETsecDemo.Local
B Notification emails < =y PartnerDemo.local
B Scheduler service - ._':_‘_, partnerdemotenant.onmicrosoft.com

Mothing selected ; 2y Managed Service Accounts
B General £3-[150 Mananers hd
B Summary
o 2pply 3 Cancel

< Back Mext = Cancel

Click Apply.
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Ensure the selected OU is displayed, then click Next.

M|

New Import Policy

MNETsec GALsync - Company Demo - New Policy

B Envirenment Configuration
B Synchronization mode
B Dats transfer mode
B viz email
B Encryption
O Directory
B Notification emails
B Scheduler service
B General

B Summary

: ER Properties @

Directory

@ Choose €4

{8 Settings @
Selected OU for import

NETsecDemo.Local
OU=NETsecDemo.Local OU=GALsync Contacts, DC=CompanyDemo, DC=locd

Cancel




An optional status notification email can be configured to be sent each time the policy
runs, which contains a brief summary of the export operation. It can be configured to
Send only on error as the checkbox suggests, when checked.

Click Test to send an optional test email to the specified recipient.

Click Next.

_:] METsec GALsync - Company Demo - Mew Policy x

New Import Policy

B Environment Configuration

Status notification emails
B Synchronization mode
B Data transfer mode 7| Send Summary €
B viaemail _
) Subject GALsync Summary - NETsec Demo Impart LES]
B Encryption
B Directory Send to administrator@companydemo de \i,'
[ MNotification emails Test @ #| Send only on error Y]

B Scheduler servics
B General

B Summary

< Back Cancel
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GALsync can be scheduled to run at regular intervals. We recommend the policy is
manually run before any schedules are set. After the synchronization has completed
successfully, you can go back and set it to run on the desired schedule.

Click Next.

_3 MNETsec GALsync - Company Demo - New Policy

New Import Policy

Scheduler service

B Environment Configuration
B Synchronization mode ® Noscheduleservice (1) WWeekly (1) Monthly (1)
B Dats transfer mode
B vizaemail
B Encryption
B Directory
B Notification emails
[ Scheduler servics
B General

B Summary

Cancel




Add a policy name and optional description, then click Next.

|:] METsec GALsync - Company Demo - New Policy

New Import Policy

B Envirenment Configuration

General

B Synchronization mode )
Palicy Name

B Data transfer mod
i3 transier = NETsec Demo Import

B vi il L
VIsemal Description
B Eneryption Import of users from the netsecdema.com hybrid environment inte the companydemo.de
B Directory on-premises exchange GAL as contacts

B Notification emails

B Scheduler service

[ General

B Summary Environment Configuration

Company Demo

Cancel
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To ensure your settings have been properly configured GALsync will check your policy

settings and notify you of any detected errors.

Click Finish to complete the wizard.

|:] NETsec GALsync - Company Demo - New Policy x
B Environment Configuration
Summary
B Synchronization mode
B Data transfer mode & Error @ Ok @ Not Used
B viaemail '@ Paolicy name METsec Demo Import
) '@ Synchraonisation mode Import (On-Premise)
B Encryption '@ Diata transfer mode email
B Directory '@ email Legon to mailbox
o ) '@ Encrypticn Key present
B Notification emails '@ Directory Import OU selected
B Scheduler service '@ Notification Logon to mailbox
= '@ Notification Send test mail to recipient
o '@ Scheduler service
O Summary
< Back Cancel
Select the policy from either node shown below.
| METsec GALsync - A

FILE ACTION  OPTIONS HELP

& 7] GALsyne

Company Demo

- [g contactSync

MET=sec Demo Import

% COMPANYDEMO \sve_galsync & x64 ?.’ GALsync! ce is Running ’a CompanyDemo'svc_galsync

Import of users from the netsecdemo.com Hybrid environment into the company ...




Click Run.

1

- [7] GALsyne
E} @ Company Demo

D BxportPolicies

O- d Import Policies

o @ Partner Demo

FILE ACTION  COPTICNS HELP

METsec GALsync -

£ NETsec Demo Import = I 3

@Environmem Cx_"DeIete @CIone Status

&F General ﬁ Synchronisation mode E Data transfer mode [ﬂ Via email 43@ Encryption % Directory @' Stz ¥

General
& [g contactSync Policy Name \j:.l
NETsec Demo Import
59 objects were added.
| MNETsec GALsync - 0O X

D Run Eﬂ Status ®C|DSE

& NETsec Demo Import S I 3

Status
J Operation finished

Pelicy runtime 0:00:10

Summary
Analyzed objects: 59
Added objects: 59
Modified ohjects: 0
Deleted objects: 0
Errors: 0

Details

Policy runs: 1

Built tasks: 60

Read objects: 55

Found existing objects: 0

Load details for existing objects: 0
Outzide import OL: 0

Up-to-date objects: 0

Searching for objects:

¥ COMPANYDEMO\sve

% CompanyDemolsvc_galsync
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The corresponding log file can be opened by selecting the Status tab, and right-clicking
the associated log and selecting Open log file from the context menu. This allows you to
easily find the error and identify its cause, as shown in the example below.

L-,l MNETsec GALsync - 0 %

FILE ACTION
& [ GALsync

=} @ Company Demo
¥ Export Policies

CPTIONS HELP

NETsec Demo Import =

@ Environments 4 Create Policy

D& Import Policies @ Settings L__ﬂ Ex @ Environments & Polici
- 5 NETsec Demo Import
Al NETsecDem ide: L4 /i
D"@NHSGC Demo Exchange Online ? =) m Hide: ¥ Completed /*% Canceled 'gErrors @Heload
D--[_]!:]oontactSync Policy Name Start Time Operati...  Emors Analy... | Added Modifi... | Upto-.. Deleted

Import Policies
[%] NETsec Demo Import 10

Open log file

; Export log file

» Export all log files

Searching for the string “error” yields 4 log entries containing this string.

Double-click the line which contains the error. This will highlight the line in the log which
contains the details of this log entry.

Double-click the highlighted line in the log viewer.

X
D log . . - 0 x
log20221027110826_218x08432.txt - NETsec LogViewer Details
- .
pen [ Save ar Filter! Timestamp
20221027_110827_046
Timestamp Policy Tye Cople Thread  policy
20221027_110826_875 | NETsecDemalmpertooml | System fi0s [a18 |35 NETsecDemolmportaml Jre~
20221027_110826_875 | NETsecDemolmportoml [System 1017 [818 |35 Typ i
20221027_110826_875 | NETsecDemalmpeortaml | System 11095 |e18 |35 Error ke
20221027_110826_875 | NETsecDemolmportaml [system/  [11023 [218 |35 Code B
20221027_110826_875 | NETsecDemalmpertanl | Syst 11025 |a18 [35 19213 i
20221027_110826_890 | NETsecDemolmpartoml | §ftem 1027|818 |35 Task |
20221027_110826_890 | NETsecDemolmpartxm¥] Information 11088 |818 |35 &g B
20221027_110826_890 | NETsecDemolmpars#ml [Information [ 1020|818 [35 Thread |
20221027_110827_000 | NETsecDem x| System 11029 |e18 |35 33 B
20221027_110827_015 | NETsecDempfmpertam | System 11035 [818 |35 2‘;‘:‘3 Lrary DataFileTranier D 5 |
20221027_110827_015 | NETsecDefnolmportoen! |System | 11036 |@18 |35 e ey atafileTransfer DecryptDatal L
20221027 110827 015 | NETgefDemalmpartoem| | System 16018 |e18 |35 essage ) "
Cannot decrypt symmetric data. ~
20221027_1 WosecDemolmportmi [ Information [ 16030_[818 # -
L o
20221027_1 NETsecDemolmportm [ Information | 16031 5 Paciding is imvalid and cannot be remaed, ke
20221027_1 NETsecDemolmportaxml |Informatier{ 18065 |818 |35 A b
20221027_110827 015 | NETsecDemolmporsartt{Tnformation | 19066 _[&18 |35 System Core |
20221027_11§827_031 | NETsecDemolmgfartuml [Information [ 19133 [218 |35 ;i |
i Information | 13134 2
= =
nnot decrypt symmetric data.
=
4 results found
20221021_110827_04€] NETsecDemelmportaml |[Error nvalid and cannot bel
20221027_110827_046 | NETsecDemalmpartml | errer 19135 GALsyncLibrary DataFileTranster.Dacompress() | Decryption failed.
20221027_110827_765 | NETsecDemolmportaml [ Information|47008[818 35 |GALsyncLibrary.Summan/Writer. WriteSummary()| GALsync Summary of NETsec Demo Import
20221027_110827_259 | NETsecDemolmportaml [Summary  [47001818 [35 [GALsynclibraryLogger.Close() operationanceled|ar add0fmodify 0] Oferrors:




Support: What to do when I notice an error / bug?

We always try to provide a very responsive, solution orientated and effective support.
Should you encounter any issue, bug or inconvenience please do not hesitate to contact
us.

Please email us at support@netsec.de.

To enable us to provide you the best quality support possible, please provide us with the
following information:

Environment Overview

e Which Exchange version do you use?
e Which GALsync version do you use?

e Does the GALsync service account have an Exchange mailbox and where it is
located?

Description of the issue

Please describe your issue/bug/inconvenience thoroughly, in detail, what you wanted to
achieve and what you were doing as it occurred.
A screenshot of the issue often helps us to understand.

Configuration and log files

We also require the configuration and the logs, preferably zipped.

In menu Action -> Export Configuration you can zip the policies.
In menu Action -> Export Status you can zip the log files.

ACTION  CPTIOMS HELP
Create Environment

Create GALsync Policy
Export Configuration

Export Status
Import Status

&
&
E
$ Impart Configuration
E
&
@5

Configure Service
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The log files of a policy can be also compressed on the Status tab:

’{';@ Settings [_ﬂ Exchange @ Environments & Policies Eﬂ Status '@ Help

P All = ﬂ:ﬁ Hide: @CDmpleted /% Canceled &3 Errors @Heluad
Policy Mame Start Time Operati... | Emors Analy... | Added Modifi... = Upto-..  Deleted
Export Policies
@ Export Compa... g

.\ Open log file
; Export log file
E, Export all log files

Please send an email to support@netsec.de with a description of the issue and attach the
compressed file with the configuration and the compressed file with the log files.

Alternatively, you could also upload the compressed files for us at the
NETsec Support Dropzone

https://transfer.netsec.de/dropzone/support

Do you have more questions or need further support? Please do not hesitate to contact
the GALsync Support Team.

GALsync Support Team

By phone +49 2421 998 78 16 or via e-mail support@netsec.de
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