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Introduction  

GALsync  

GALsync synchronizes the Global Address List (GAL) between different Exchange 

environments, which can be on -premises Exchange environments or Exchange Online of 

Microsoft  365 tenants . 

For each Exchange environment, you can configure which mail -enabled objects will be 

synchronized as mail -enabled contacts to the other Exchange environments. Also, you 

can configure how the received mail -enabled objects from the other Exchange 

environments  will be synchronized as mail -enabled contacts to your own Exchange 

environment. This will make the mail -enabled objects from the other Exchange 

environments visible as contacts in the Global Address List (GAL).  

GALsync Documentation  

https://www.netsec.de/en/products/galsync/documentation.html  

 

contactSync  

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public 

Folder into usersô mailboxes in the same Exchange environment. 

It will also synchronize the Global Address List (GAL) into usersô mailboxes, which are in 

the same environment. Mail -enabled objects of an on -premises Active Directory can be 

synchronized into Exchange mailboxes from the same Exchange environment and mail -

enabled objects from a Microsoft 365 tenant can be synchronized into Exchange 

mailboxes in the same Exchange environment .  

contactSync synchronizes the contacts into a subfolder within the userôs mailbox 

contacts.  

Please look  at the contactSync documentation for additional information.  

contactSync Documentation  

https://www.netsec.de/en/products/contactsync/documentation.html  

 

  

https://www.netsec.de/en/products/galsync/documentation.html
https://www.netsec.de/en/products/contactsync/documentation.html
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What are the principles?  

¶ Independency ï each  company only shares that information it wants to share  

¶ No trust is needed between the companies  

¶ The software is easy to install and easy to configure  

¶ Exchanging only the data you want to share should be easy and secure ï so we have 

chosen email as the preferred data transfer method between companies .  

 

How to start?  

1.  Check out the System Requirements  and the Prerequisites .  

2.  Check  out  the Global Settings  of GALsync.  

3.  Configure an Environment Configuration  corresponding to the Exchange 

environment.  

4.  Configure the Policy Configuration  for the corresponding Environment 

Configuration .  

 

Recommendations (Doôs and Donôts) 

Junk Mail Filter  

If you choose email as the data transfer method to exchange data, we strongly 

recommend you configure the receiving mailbox to not block email from your partner 

site. Especially in Exchange Online when GALsync email is often treated as junk email .  

 

Suggestions to test GALsync policies  

We recommend  testing  GALsync before using with your production accounts. This way 

you will prevent any unwanted changes , or impacts you might not have considered 

during setup.  

¶ First use some test accounts and groups  

¶ Then use only 1 -5 real accounts  

 

Never delete manually  

Never manually delete synced accounts in the target organization after they have been 

used by clients! Outlooks NK2 Cache / AutoComplete Cache  respective the name 

resolution of Outlook will not take care of the new objects with the same cn  without 

having the legancy Exchange DN  of the former object as x500 address present.  

 

Schedule without overla pping  

It is strongly recommended that you configure the scheduler in such a way  that exports 

and imports do not overlap. Try the time for each policy will run by a manual execution. 

After that,  configure your schedules.  
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One import policy for exactly  one organizational unit ( on-premises)  

It is strongly recommended never to configure more than one import -policy to save the 

objects in the same organizational unit. Following the architecture of GALsync all 

previous objects could be deleted if they are not identical to  one in the import set.  

Example:  

Import p olicy 1 : contains user1@ company a.com  and user2@ company a.com  

Import p olicy 2 : contains user1@ company a.com  and group1@ company a.com  

Both policies are configured to import to OU Contacts Company A  and both data files 

come from the same source environment. If now policy 1  runs user1@ company a.com  

and user2@ company a.com  are created. If afterwards policy 2  runs then 

user2@ company .com  will be removed and group1@ companya .com  is created.  

 

Only one export policy  from the same source environment  for the same  

Exchange Online target environment  

It is strongly recommended to never configure more than one export policy whose target 

environment is the same Exchange  Online  organization.  Following the architecture of 

GALsync all previous objects would be deleted if they are not identical to  one in the 

import set.  

Example:  

Export policy 1 of Company A  contains for  an Exchange Online  import  policy 1 : 

contains user1@companya.com  and user2@companya.com  

Export policy 2 of Company A  contains for an Exchange Online i mport policy 2 : 

contains user1@companya.com  and group1@companya.com  

Both policies are configured to import to  same  Exchange Online tenant of  Company 

B  and both data files come from the same source environment . If now policy 1  runs 

user1@companya.com  and user2@companya.com  are created. If afterwards policy 

2  runs then user2@company.com  will be removed and group1@companya.com  is 

created.  
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Performance (Exchange Online)  

When using any Microsoft 365 Exchange Online related Policy in GALsync, please be 

aware of the possibility of some lag. This is due Exchange Online being a remote 

environment, which GALsync connects to using Remote PowerShell. Microsoft can , and 

has been known to apply connection limitations though  throttling.  

 

Export from Microsoft  365 Exchange Online  

1.  Our experience using  certificate - based authentication  via  App registration  

exporting 200 ,000 objects from Microsoft 365 Exchange Online:  

We used  

Å 1 Enterprise Application (App registration) , with the Exchange Administrator role  

Å and 2 connections to the Microsoft 365 tenant,  

Å and a Windows Server 2022 with 16 GB RAM and 2 cores.  

Note: There are a lot of components in the local computer center, which may 

influence the remote PowerShell connections to the Microsoft 365 tenant.  

Using the above settings, we exported the 200,000 objects within 1 hour from the 

Microsoft 365 tenant.  

 

2.  Our experience  using user credentials  exporting 200 ,000 objects from Microsoft 

365 Exchange Online:  

We used  

Å 5 service accounts, with the Exchange Administrator role  

Å and 2 connections per account to the Microsoft 365 tenant,  

Å and an Azure VM with 16 GB RAM and 4 cores.  

Note: There are a lot of components in the local computer center, which may 

influence the remote PowerShell connections to the Microsoft 365 tenant.  

Using the above settings, we exported the 200,000 objects within 1 hour from the 

Microsoft 365 tenant.  
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Import into Microsoft 365 Exchange Online  

1.  Our experience importing 100 ,000 objects into Microsoft 365 Exchange Online:  

We used to create 100 ,000 objects  at the same import policy run  

Å 1 Enterprise Application (App registration)  and additional 2 service accounts * ,  

with the Exchange Administrator role ,  

Å and 2 connections per account to the Microsoft 365 tenant,  

Å and a Windows Server 2022 with 16 GB RAM and 2 cores.  

* If less than 20 ,000 objects have to be created or modified  during a policy run  one 

Enterprise Application  (App registration) without any  user credentials is sufficient.   

If more than 20,000 objects are  to be created or modified  during a policy run,  

additional service accounts  will speed up the process.  

Note: There are a lot of components in the local computer center, which may 

influence the remote PowerShell connections to the Microsoft 365 tenant.  

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the 

Microsoft 365 tenant.  

 

2.  Our experience  using only user credentials  importing 100 ,000 objects into  

Microsoft 365 Exchange Online:  

We used  

Å 5 service accounts, with the Exchange Administrator role  

Å and 2 connections per account to the Microsoft 365 tenant,  

Å and an Azure VM with 16 GB RAM and 2 cores.  

Note: There are a lot of components in the local computer center, which may 

influence the remote PowerShell connections to the Microsoft 365 tenant.  

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the 

Microsoft 365 tenant.  
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Licensing  

Trial license  

It is possible to run GALsync without a license. Please note that in this case only up to 

100 objects can be exported or imported for up to 21 days. If you try to run a policy in 

the trial mode, which has been cloned or copied, then it will not work. If any GALsync 

version was previously installed on the same machine, the trial mode will not work . 

If you try to export more objects than licensed, the data file will not be transferred,  and 

an error is written to the log file.  

If your license is not valid or version -compatibility is not given, the data file will not be 

transferred, because importing it could lead to unwanted results in the target Active 

Directory.  

Data files with more than 100 objects cannot be imported.  

If you run GALsync as trial this is displayed in the information bar at the bottom of the 

program window.  

 

Note: If you run the contactSync module without a license you will be able  to 

synchronize  contacts into maximum  20 mailboxes  for up to 21 days !  

If you have any licensing questions or queries, please feel free to contact our  

GALsync Sales Team  

by phone +49 2421 998 78 20  

or via e -mail sales@netsec.de  

  

mailto:sales@netsec.de
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How to add a license  

Click Help  and select About .  

GALsync will provide you with basic information about your current license status.  

To add a license, press the Add License  button, and then select the license file you 

received.  

 

 

How many objects are to be licensed?  

 Create an export policy, choose the appropriate objects. Then you can count all 

of the objects which are valid for export and would be exported during a run. This can 

help you choose for how many sync objects you need to license.  

If you have any licensing questions or queries, please feel free to contact our  

GALsync Sales Team  

by phone +49 2421 998 78 20  

or via e -mail sales@netsec.de  

 

 

  

mailto:sales@netsec.de
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Deployment Guide  

Introduction  

This chapter will help you to plan your GALsync installation. To simplify the description of 

each scenario below, only a unidirectional synchronization is focused. Based on this 

technique you may configure bidirectional (one -way) or multidirectional synchr onizations.  

Some key notes before  

¶ You can synchronize a limitless number of Exchange Forests. We have customers 

with over 45 forests using GALsync. You may design a hub -spoke topology  

synchronizing all branch offices to the Headquarter and receiving all objects from 

HQ.  

¶ In a single policy configuration,  there are no technical limitations for the number of 

objects to select for synchronization . 

¶ You can create a limitless number of policies. Multiple policies must be scheduled for 

execution ï no concurrent executions are possible. Policies are kept in a queue and 

will be run sequentially.  

¶ If there are multiple forests to import from, each  exporting site must use its own 

subject line (when transferring the data via email). This permits multiple import 

policies to be configured using the same mailbox for receiving, and still determine 

the correct data file per policy . 

 

Note: Synchronizing between different Exchange environments  we recommend 

choosing  email as preferred transport method.  
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Synchronize multiple Exchange environments in a hub - spoke 

topology  

The main goal of a hub -spoke topology is that all Exchange environments have the same 

contact information of the shared mail - enabled objects.  

Step 1: Partners export for the Central  

First, each partner (spoke) configures an export policy, adding only the desired objects to 

be sent to the central (hub) environment .  

We recommend scheduling all export policies from each partner (spoke) in the same time 

slot.  
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Step 2: Central imports the received data file of each Partner  

Second, the central (hub) configures an import policy for each partner, which imports the 

contents of the received corresponding data file.  

After all export policies from the partners are finished and the data files received at the 

central (hub), schedule the import policies for the central environment .  
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Step 3: Central exports all contact information for the Partners  

Thirdly, configure the export policy of the central  hub with the own mail -enabled objects 

selected and all contacts imported from the partners, so that all contact information from 

all environments is included.  

After all import policies are finished, schedule the export policy of the central 

environment .  
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Step 4: Partners import the received data file of the Central  

Fourth, each partner configures an import policy that imports the receiving data file from 

the central office.  

After the central export policy is finished, and the partners receive the data file, we 

recommend scheduling all partner (spoke) import policies for the same time slot .  
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Synchronizing between different Exchange Online environments  

Own  GALsync Server for each Microsoft 365  Exchange  Online  tenant  

If you want to directly synchronize between different Microsoft 365 Exchange Online 

tenants, you can use your  own  GALsync Server for each Microsoft 365  / Office 365  

tenant.  

 

In this scenario the administrator of each Microsoft 365 Exchange Online tenant 

configure s an Environment Configuration for its  Exchange environment.  The 

corresponding policies for export and import are configured to the Environment 

Configuration  of the Exchange environment.  
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One GALsync Server for all Microsoft 365 Exchange Online tenants  

You can use one GALsync Server for all Microsoft 365 Exchange Online tenants. This is 

only possible for Exchange environments, where you do not need to synchronize the 

Global Address List (GAL) to an on -premises Exchange . 

 

In this scenario, the GALsync service account credentials from each Microsoft 365 

Exchange Online tenant are configured within an Environment Configuration, one of 

which is configured for each Exchange Online tenant. Each corresponding export/import 

policy is then configured within its own respective Environment Configuration . 
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System Requirements  
 

 

* Microsoft will be stopping support for E xchange 2016 and Exchange 2019 on the 

14th October 202 5.  

Microsoft stopped supporting Exchange 2013 on the 11th April 2023 .  

Microsoft stopped supporting for  Windows Server 2012 and  

Windows Server 2012 R2 on the 10th October 2023.  

As much as we would like to keep up compatibility for all versions, we cannot 

support an Environment, which is no longer supported by the manufacturer.  

Microsoft will start blocking EWS requests to Exchange Online on 1 st  October 2026.  

https://techcommunity.microsoft.com/blog/exchange/retirement - of - exchange - web -

services - in - exchange - online/3924440  

  

Components  Required  

OS (64Bit)  Windows  Server  2016  

Windows  Server  2019  

Windows  Server  2022  

Windows  Server  2025  

Hardware  Processor: minimum dual core  

RAM: minimum 4GB  

Software  .NET Framework 4.8.0 or  later  

Windows PowerShell 5.1  and  ExchangeOnlineManagement PowerShell module version 

3. 6 or later for Exchange Online PowerShell V3  

Recommendations  Exchange On - Premise s : We recommend installing  GALsync on a member server 

within the domain ( e.g.  dedicated GALsync server  or  file server). The machine should be 

uncritical ( e.g.  may be restarted without complications). The GALsync server must have 

a high bandwidth connection to the DC/GC.  

Exchange Online : See recommendations for on-premise s; but you can also use  a 

standalone computer.  

Supported 

Exchange 

Versions *  

Exchange 2013 *  SP1 and later  

Exchange 201 6*  and later  

Exchange 201 9*  and later  

Exchange Server SE  

Microsoft 365 Exchange Online  

https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
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Prerequisites  

Overview  

GALsync requires a service account. The GALsync service account is only a domain user 

in the Active Directory  and has an Exchange mailbox . The mailbox of the GALsync service 

account can be located at the on -premises Exchange or in Exchange Online.  

On your GALsync server, the service account should be the local administrator,  and it 

should be possible to log on to the server as this account. Remote desktop connectivity 

may also be required.  

Furthermore, the service account on the GALsync server needs the right to run as a 

service.  

It is recommended to run the GALsync GUI always in the credentials of the local GALsync 

service account.  

This can be confirmed on the information bar at the bottom of the GALsync GUI.  

 

 

Exchange on - premises and on - premises Active Directory:  

The on -premises GALsync service account needs the permission to create, modify and 

delete objects and their attributes below your defined Import -OUs of the on -premises 

Active Directory  for synchronizing into an on -premises Exchange environment.  

Please take a look at the chapter  

Active Directory Permission for the Import OU ( on - p remises) .  

 

Exchange Online:  

Synchronizing directly with Exchange Online, you must configure an App registration in 

the Microsoft Entra Id with Microsoft Graph permissions for the certificate -based 

authentication. Certificate -based authentication for Exchange Online is recommended so 

the GALsync service account will  not require any additional authorizations.  

The certificate -based authentication for Exchange Online is described in the chapter   

Exchange Online certificate - based authentication via App Registration  
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Service Account  (on - premises)  

The on -premises GALsync service account is a domain user of the on -premises Active 

Directory.  

The on -premises service account is  a member of the Local Administrators  group  on the 

Windows Server, where GALsync is installed.  

The on -premises service account needs the local right to run as a service  on the 

Windows Server, where GALsync is installed. This permission is added to the service 

account during the installation.  

Make sure you can logon as the on -premises  service account  to the Windows Server, 

where GALsync is installed.  It is likely that the  on -premises  service account  requires 

membership in the  local  Remote Desktop Users  group.  

Note: We strongly recommend logging on as the service account to run the GALsync 

GUI.  

The GALsync Service  must run in the credentials of the on -premises  service  account.  

In order to install GALsync you need administrative permission.  Setup will also install the 

GALsync Service on the Windows Server  you install GALsync on . 

Important: If you configure the logon information for the  Active Directory  domain 

service account in the GALsync GUI using on - premises Exchange, it will be necessary 

use the format domain \ username.  

The on -premises GALsync service account needs the permission to create, modify and 

delete objects and their attributes below your defined Import -OUs for synchronizing into 

an on -premises Exchange environment .  

Please look  at the chapter   

Active Directory Permission for the Import OU ( on - p remises) .  
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Exchange mailbox for the GALsync Service Account  

The GALsync service account needs a licensed Exchange mailbox in the environment.  

¶ GALsync must have direct access to the user mailbox of the service account via 

Exchange Web Services (EWS)  for Exchange on -premises . 

¶ Ensure the mailbox is accessible ( e.g.  by Outlook Web Access).  

¶ Ensure the mailbox can send to and receive email from the other organization.  

¶ Ensure incoming mail from the other organization does not get caught by your spam 

filter or firewall .  

¶ Ensure the email protection does not replace the attachment of an incoming mail to 

a link to download the attachment file. GALsync needs direct access to the 

attachment which needs to be in the mailbox itself. The GALsync data file is attached 

as zip file to an email.  

 

On-premises mailbox  

For an on -premises Exchange scenario, the on -premises GALsync service account needs 

a mailbox located on  the on -premises Exchange Server.  

 

Exchange Online mailbox  

An Exchange Online mailbox for the  GALsync service account needs to be licensed with 

an Exchange Online  license  in the Microsoft 365  tenant . 

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft 

365  E1 license will work for the service account.  
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Local service account on a standalone server  

If you run GALsync on a standalone Windows Server , please create a local account for 

GALsync.  This is only valid for  Exchange Online cloud -only scenarios.  

Please use the local account to configure and run the GALsync Service and the GALsync 

GUI in the credentials of this local account.  

The local account needs the same local permissions as the domain  user described abov e. 

The local account will be required to use Modern Authentication for Microsoft 365 

Exchange Online. The GALsync Service Account of the Microsoft 365 Exchange Online 

tenant is independent of this local account.  

For example: galsync  is a local account of the standalone Windows Server .  

Please also run  the GALsync GUI in the credentials of this local account.  

Important: If you configure the logon information for the local service account in the 

GALsync GUI, it will be necessary use the format computername \ username.  

 

 

Execution Policy ( Microsoft  365 Exchange Online)  

If you configure a policy  for Microsoft  365 Exchange Online, GALsync needs the 

parameter ExecutionPolicy  to be set to RemoteSigned  for the Windows PowerShell to 

connect to Exchange Online.  

The reason for this is a security setting built into Windows PowerShell  called execution 

policy. Execution policy determines how (or if) PowerShell runs scripts. By default, 

PowerShellôs execution policy is set to Restricted; this means that scripts will not run. 

GALsync requires that scripts can be run.  

Get - ExecutionPolicy  

http://technet.microsoft.com/en -us/library/hh849821.aspx  

Set - ExecutionPolicy RemoteSigned  

https://technet.microsoft.com/en -us/library/hh849812.aspx  

 

  

http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx
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ExchangeOnlineManagement PowerShell module  ( Microsoft 365 

Exchange Online)  

GALsync requires Windows PowerShell 5.1  and ExchangeOnlineManagement 

PowerShell module  version 3. 6  or later for Exchange Online PowerShell V 3. 

On the  GALsync  Server you need to install the ExchangeOnlineManagement 

PowerShell module  so GALsync can directly communicate  with a Microsoft  365 

Exchange Online tenant.  

Install ExchangeOnlineManagement PowerShell module  

On the GALsync Server, open Windows PowerShell  as Administrator ,  

then run the following to install:  

Install - Module - Name ExchangeOnlineManagement - Force  

 

When prompted, enter Y for Yes then Return  

 

Please have look at the Prerequisites for the Exchange Online PowerShell module  

chapter of the  Microsoft Docs: About the Exchange Online PowerShell module  

https://learn.microsoft.com/en -us/powershell/exchange/exchange -online -powershell -

v2?view=exchange -ps#install - the -exchange -online -powershell -module  

Update ExchangeOnlineManagement PowerShell module  

On the GALsync Server, open Windows PowerShell  as Administrator ,  

then run the following to update:  

Update - Module - Name ExchangeOnlineManagement - Force  

 

Please have look at the Prerequisites for the Exchange Online PowerShell module  

chapter of the  Microsoft Docs: About the Exchange Online PowerShell module  

https://learn.microsoft.com/en -us/powershell/exchange/exchange -online -powershell -

v2?view=exchange -ps#update - the -exchange -online -powershell -module  

  

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#install-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#update-the-exchange-online-powershell-module
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How to install a specific version of Exchange Online Power Shell?  

This applies if you need a specific version of the Exchange Online PowerShell module in 

Windows PowerShell 5.1  on the Windows Server, because a higher version does not 

currently work.  

Start the Windows PowerShell as Administrator  

# Uninstall all existing versions  

Uninstall - Module - Name ExchangeOnlineManagement - AllVersions;  

 

# Install the required version, e.g.  version 3.6.0  

Install - Module - Name ExchangeOnlineManagement - RequiredVersion 3.6.0 - Force;  

 

# Check installed version  

Import - Module ExchangeOnlineManagement; Get - Module ExchangeOnlineManagement;  
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Exchange Online authentication via App registration or  Service 

Account  

On the Exchange Online tab in the Environment Configuration , t here is now only one  

available method to establish a connection to Exchange Online . 

Please use the certificate -based authentication via App registrations in the Microsoft 

Entra ID.  

As of version 8.5.6, user - based authentication for applications no longer works.  

For this reason, the option to create a new user -based credential account has been 

deactivated.  Please note, Microsoft requires multifactor authentication for user -based 

accounts and restricts access via Exchange Web Services for Exchange Online.   

It is still possible to modify existing user -based accounts, but the switch to certificate -

based authentication and access to Exchange Online mailboxes via Microsoft Graph will 

be required.   

If you still have user -based accounts, you will find information on switching to certificate -

based authentication in the chapter  

How to switch from user - based authentication to certificate - based 

authentication  
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Exchange Online certificate -based authentication via App registration  

The Add  button will open a dialog window in which to configure certificate - based 

authentication  via App registration  for the Exchange Online tenant.  

  

Detailed description is in chapter  

Exchange Online certificate - based authentication via App Registration  

Exchange Online authentication via Service Account  

The Add  button on the right has been disabled because user - based authentication  via 

Service Account  for the Exchange Online tenant has been deprecated by Microsoft.  

It is still possible to modify existing user -based accounts, but the switch to certificate -

based authentication and access to Exchange Online mailboxes via Microsoft Graph will 

be required.   

If you still have user -based accounts, you will find information on switching to certificate -

based authentication in the chapter  

How to switch from user - based authentication to certificate - based 

authentication  
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Exchange Online certificate - based authentication via App 

Registration  

First, please verify the GALsync GUI is running in the credentials of the local GALsync 

service account, otherwise GALsync cannot decrypt the Application Id and cannot find the 

certificate later.  

This can be confirmed on the information bar at the bottom of the GALsync GUI.  

 

Register an Enterprise Application in the Microsoft Entra  admin center   

( formerly known as Azure Active Directory admin center ) and enter the 

corresponding values in the Exchange Online App Registration  dialog . 
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The following description is based on the Microsoft Documentation  article :  

App - only authentication for unattended scripts in Exchange Online PowerShell 

and Security & Compliance PowerShell  

https://learn.microsoft.com/en -us/powershell/exchange/app -only -auth -powershell -

v2?view=exchange -ps 

 

 

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps
https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps
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Register an Enterprise Application in Microsoft Entra ID  

Logon to the Microsoft Entra  admin center  https://entra.microsoft.com   

as a global administrator and expand Identity  ( formerly Azure A ctive Directory).  

 

Expand Applications  and go to App registrations . Then select New registration .  

 

https://entra.microsoft.com/
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Enter a name for the Application .  

In this example, it has been named GALsync Enterprise App .  

Select the Accounts in this organizational directory only  ( <YourOrganizationName>  

only -  Single tenant)  radio button and click Register .  

 

Transfer the information of the registered Application to the Exchange Online App 

Registration  dialog.  
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Organization / Tenant  needs the .onmicrosoft .com  domain name of the Microsoft 

365 tenant. Otherwise, you m ay  encounter cryptic permission issues when you run a 

policy  in the app context.  The next chapter will describe where to find the domain name 

of the Microsoft 365 tenant.  

Application Display Name  must have the value of the Display name  of the registered 

Application.  

Application ID  must have the value  of the Application (Client) ID  of the registered 

Application.  

 

Where to find the domain name of the Microsoft 365 tenant?  

Click Show more  to see Settings  
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Expand Settings ,  go to Domain names  and use the .onmicrosoft .com  domain name.  

 

Please do not confuse the Microsoft 365 tenant domain name s with the Exchange 

Online accepted  domain s.  
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Certificate for the registered Application  

For app -only authentication in Microsoft Entra ID  ( formerly known as Azure A ctive 

Directory ) , you typically use a certificate to request access. Anyone who has the 

certificate and its private key can use the app lication , and the permissions granted to the 

app lication . 
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Choose Certificate  

Choose an existing certificate and its private key from the user certificate store of the 

current user, which runs the GALsync GUI.  

The corresponding public key file of this selected certificate must be uploaded to the 

registered Application.  

 

Create Certificate  

Create a self - signed certificate , which will be saved in the current user certificate store  

and will be used to authenticate your Application against Identity  ( formerly Azure A ctive 

Directory) , while requesting the app -only access token.  

 

Enter the Subject , and Friendly Name  of the certificate.  

In the example  above , the forest name ( NETsecDemo ) and the name of the server 

(GALsync Server ) from which the connection is established will be incorporated in both.  

Click Create  to  generate a new certificate.  



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

41  

 

 

The public key file is created in the default path  

C: \ ProgramData \ NETsec GmbH & Co. KG \ GALsync \ certificate files \  

 

Click on the Certificate Directory  button to open the folder in File  Explorer  
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Then click Apply  to close the Create Certificate dialog . 
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Upload certificate file for the registered Application  

Go to Certificates & secrets  of the registered Application in Microsoft Entry  I D  (Azure 

AD), and select the Certificates  tab . 

 

Select Upload certificate , then browse to the location where the certificate was saved. 

Select, and open it. The default path is:  

C: \ ProgramData \ NETsec GmbH & Co. KG \ GALsync \ certificate files  
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Add  the selected certificate.  
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Assign API permissions to the  registered  Application  

API permissions for Microsoft Graph  

Go to API permissions , then select Add a permission  

 

Select the Microsoft APIs  and click on Microsoft Graph  

 

Select Application permissions  
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Search for mail  and expand the Mail  in the result list.  

Select  

Mail.ReadWrite  

and  

Mail.Send  

 

 

Please note, if you also use contactSync policies  in GALsync, it will be  necessary to 

configure additional API permissions. Please take a look at the  Assign API 

permissions to the registered Application  chapter in the contactSync manual .  

 

Click Add p ermission s   
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Select Add a permission  again . 

 

 

Select the APIs my organization uses  tab on the Request API permissions  dialog 

and search for Office .  

 

Click on Office 365  Exchange Online  in the result list to open it.  
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Select Application permissions

 

 

Select  

Exchange.ManageAsApp  

Manage Exchange As Application  

 

Click Add p ermission s   
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Click Grant admin consent for  your tenant.  

 

Click Yes  to confirm the consent.  

 

 

  



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

50  

API permissions  are assigned  to the registered A pplication . 

 

 

Accordingly, select Microsoft Graph  at  the Assigned API permissions  group box in  

the Exchange Online App Registration dialog.  

 

 

Please note, if you also use contactSync policies  in GALsync, it will be  necessary to 

configure additional API permissions. Please take a look at the  Assign API 

permissions to the registered Application  chapter in the contactSync manual .  
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API permission s for Exchange Web Services (deprecated)  

Please note, Microsoft has announc ed that on 1. October 2026  blocking Exchange Web 

Services (EWS) requests from non -Microsoft apps to Exchange Online . 

Retirement of Exchange Web Services in Exchange Online  

https://techcommunity.microsoft.com/t5/exchange - team - blog/retirement - of - exchange - web - services - in -

exchange - online/ba - p/3924440  

Go to API permissions , then select Add a permission  

 

Select the APIs my organization uses  tab on the Request API permissions  dialog 

and search for Office .  

 

Click on Office 365  Exchange Online  in the result list to open it.  
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Select Application permissions

 

Select  

full_access_as_app  

Use Exchange Web Services with full access to all mailboxes  

and  

Exchange.ManageAsApp  

Manage Exchange As Application  

 

Click Add p ermission s    
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Click Grant admin consent for  your tenant.  

 

Click Yes  to confirm the consent.  
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API permissions  are assigned  to the registered A pplication . 

 

 

Accordingly, select Exchange Web Services  at the Assigned API permissions  group 

box in  the Exchange Online App Registration dialog.  

 

 

  



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

55  

Exchange Administrator role or Exchange Recipient Administrator role for the 

registered Application (App Registration)  

The Exchange Recipient Administrator role  or the Exchange Administrator role  for  

Exchange Online  is necessary because GALsync communicates via the Exchange 

Online PowerShell  with the Microsoft 365 tenant.  

Please note that the Exchange Recipient Administrator role  for Exchange Online  has 

restrictions, e.g.  it is not possible to check whether application access policies exist 

for the registered application (App Registration).  

It may be that the Exchange Administrator role must be assigned to the registered 

application (App Registration) in the event of problems.  

The application requires Exchange Recipient Administrator role  or the Exchange 

Administrator role  in the Microsoft 365 tenant, otherwise GALsync will not have access 

to the complete set of Exchange Online PowerShell  cmdlets which are needed  to function 

properly .  

 

Expand Roles & admins . If you do not see Roles & admins  in the Identity  menu, click 

Show more é .  
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Go to Roles & admins  in the expanded Roles & admins  menu and  search for 

Exchange .  

 

The result is Exchange Administrator  and Exchange Recipient Administrator .  

Decide which of the two roles should be assigned to the App  Registration . 

Please note that the Exchange Recipient Administrator role for Exchange Online  has 

restrictions, e.g.  it is not possible to check whether application access policies exist 

for the registered application (App Registration).  

It may be that the Exchange Administrator role must be assigned to the registered 

application (App Registration) in the event of problems.  

For example, the Exchange Recipient Administrator  for Exchange Online . 

Click on the Exchange Recipient Administrator  in the result list to open the Exchange 

Recipient Administrator role.  

 

 

Click Add assignments , then search for the newly registered application . 
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Select the newly registered application and click Add .  

The application has been assigned the Exchange  Recipient  Administrator r ole .  
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Overview of the registered Application in App registrations  

Go t o Identity  in the Microsoft Entra admin center  menu, expand Applications  and 

select  App registrations .  

 

 

Select the registered Application to see the overview.  
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Please check whether the values of the registered Application  correspond  with the values 

in the Exchange Online App Registration  dialog.  

 

 

Organization / Tenant  needs the .onmicrosoft .com  domain name of the Microsoft 

365 tenant. Otherwise, you might encounter cryptic permission issues when you run a 

policy  in the app context.  

 

Application Display Name  must have the value of the Display name  of the registered 

Application.  

 

Application ID  must have the value  of the Application (Client) ID  of the registered 

Application.  
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A Certificate  is created and selected from Current User Personal Certificates store

and the corresponding certificate file is attached to the Entra ID  application .

 



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

61  

The selection of the Assigned API permissions  group box in  the Exchange Online 

App Registration  dialog  must correspond  with the API permissions  in the App 

Registration.  

 

Please check the settings of the API permissions for Microsoft Graph .  

 

 

Accordingly, select Microsoft Graph  at the Assigned API permissions  group box in  

the Exchange Online App Registration dialog.  

 

 

Please note, if you also use contactSync policies  in GALsync, it will be  necessary to 

configure additional API permissions. Please take a look at the  Assign API 

permissions to the registered Application  chapter in the contactSync manual .  

 



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

62  

 

To complete the Exchange Online App Registration  dialog, insert an Email Address  

of an Exchange Online mailbox.  

Email Address  of an Exchange Online mailbox is necessary to send and receive email. 

We recommend using  a dedicated Exchange Online mailbox for this purpose.  

Click Apply  to finish and close the  Exchange Online App Registration  dialog.  
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Limit the scope of application permissions  to access mailboxes  

The registered application (App registrations) for GALsync only needs access to the 

Exchange Online mailbox, which GALsync uses to send and receive email, if only GALsync 

policies should be configured.  

Please note, if contactSync policies should be  configured, the application needs 

access to all the Exchange mailboxes, which should receive  the contacts.  

Please take a look at following chapters in the GALsync manual:  

How to check existing application access policy for the application  

How to restrict access to specific mailbox es  for the application  
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Test the Exchange Online PowerShell connection and the Exchange mailbox  
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Click the Test  button for the Remote Power Shell Connection Test ,  to test 

connectivity to Exchange Online PowerShell.  

Please wait for the test to finish before proceeding.  

Upon a successful connection, a green circle with a checkmark will be displayed.  

 

If the connection test fails , click the Show log  button for detailed information.  
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A test email can also be sent to the desired recipient as a n additional  test to validate mail 

flow. To do this, click the Send test email  button  for the Exchange Mailbox Test .  

 

 

Please note  that the e - mail address of the recipient for the test email will  not  be  

saved.  
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Active Directory Permission for the Import OU ( on - p remises)  

The GALsync Service Account needs write permissions to all Organizational Units where 

you want to import data to with GALsync.  

Note: The resulting permissions must be for ñThis object and all descendant objectsò 

and for all properties.  

Use Active Directory Users and Computers . After creating the OU right -click the OU 

and choose Delegate Control .  
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Follow the wizard and click  Next .  

 

Add the GALsync Service account to the list and click  Next .  
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Choose the option Create a custom task  to delegate and click Next .  

 

Leave the next window as it is and click  Next .  
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In the next dialog select all permissions exclude  Full Control  in the Permissions : list 

and click Next .  

 

You complete the wizard clicking Finish .  
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After that , right -click the OU and choose  Properties .  
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Select the GALsync Service account  and click Advanced .  

 

Select the GALsync Service account  again and c lick Edit .  
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Check that the permission applies to:  

This object and all descendant objects  

 

Select the permissions:  Delete  and Delete subtree  

 

Click OK  to close all Dialogs.  
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GALsync components  

Files  

The executables are stored by default in C: \ Program Files \ NETsec GALsync , but you 

may change this during setup routine. This folder will be removed if you uninstall the 

software.  

Files containing your configured policies, created encryption keys, logfiles etc.  are placed 

in folder %programdata% \ NETsec GmbH & Co. KG \ GALsync . This folder will persist 

if  you uninstall the software.  

Note: the folder %programdata% usually is hidden. you may activate the option 

óShow hidden files, folders, and drivesô in folder óoptionsô of the Windows Explorer. 

 

Environment Configuration  

An Environment Configuration  describes  the  Exchange  environment for which the Policies 

will  be configured  and contains the environment -specific  settings . 

¶ The Exchange environment can be an on -premises Exchange environment .  

¶ The Exchange environment can be a hybrid Exchange  environment . 

¶ The Exchange environment  can be a Microsoft 365 Exchange Online environment.  

 

Policy  

Policies are the core logical component. A policy defines  

¶ which data you want to share with your partner ,  

by filtering objects from your own directory , 

¶ the method by which to transfer the data to your partner,  

mail, ftp, network share including encryption , 

¶ to which target you want to send the data included in this policy,  

¶ to which email address you want to send an administrative report,  

¶ at what times you want the policy to be executed automatically.  
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GUI  

 

The Graphical User Interface is used to configure the environment configuration for the 

Exchange environment and the corresponding policies for export and import. You can 

also test and execute policies manually.  

Note: If you run a policy using the GUI the policy runs in the context of the user that 

is logged in. Therefore,  it is recommended to log in with the same account which is 

configured for the GALsync service.  

The GUI is executed as  a process named GALsync.exe .  
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Information Bar  

The bar at the bottom of the GALsync window shows information about the user account 

running the GALsync Graphical User Interface (GUI), and the status of the GALsync 

Service. Additionally, it will inform you about the licensing state  and indicate  whether a 

policy is being run . 

 

 

Click on the policy icon to open the Global Logging  dialog.  

 

Show Last Logs  

Show Last Logs  displays the most recent log entries from global logging.  

Global Logging  

Global Logging  can be enabled  and disabled. When Global Logging is disabled, it is not 

possible to determine whether a policy is currently being executed.  

Recreate Database  

The database can be recreated if problems occur when displaying whether a policy is 

being executed.  
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Policy Wizard  

The GALsync Console also provides Wizards for simplifying the tasks of creating export 

and import policies. The Wizards walk you through each step , in order to  create a usable 

policy that you can run manually or scheduled. If you go through the wizard GALsync 

provides you with different information  

 

Indicates a positive validation   

 

Indicates that some conditions in this step have not been validated yet   

 

Feature is not used   

 

Indicates a configuration process   

 

Service  

The GALsync Service is only used to execute the scheduled policies.  

The GALsync Service checks once a minute if there are enabled policies to be executed. 

These policies will be added to the execution queue and run sequentially.  

The service is executed as a process named GALsyncService.exe .  

Every scheduled policy runs in the context of the user that is used by the GALsync 

Service.  
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Running GALsync Policies via command line  

Start a GALsync policy with the following command:  

Syntax  

cd "<program files> \ NETsec GALsync \ "  

NETsecPolicyExecuter.exe "%p rogram data %\ NETsec GmbH & Co. 

KG\ GALsync \ policies \ <policy file>"  

 

Note: the folder %programdata% usually is hidden. you  may activate the option 

óShow hidden files, folders, and drivesô in folder óoptionsô of the Windows Explorer. 

Example  

cd "C: \ Program Files \ NETsec GALsync \ "  

NETsecPolicyExecuter.exe "C: \ ProgramData \ NETsec GmbH & Co. 

KG\ GALsync \ policies \ policyname.xml"  

 

 

 

As of GALsync Version 7.0.5 the GALsyncPolicyExecuter.exe  is renamed to 

NETsecPolicyExecuter.exe .  

Important: If you use the Windows Task Scheduler for running the policies, then you 

have to correct the command in your scheduled tasks.  
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Internal Marks  

NoGALsync (internal mark)  

If you do not want a special object to be exported, you may insert the value NoGALsync  

in any of the custom attributes (on -premises  Exchange : extensionattribute1  -  

extensionattribute15  or Exchange Online: customAttribute1  -  customAttribute15 ). 

This prevents GALsync from adding this object to the export list.  

 

galsync:joe.dole@netsec.de (internal mark)  

If you change the primary SMTP address of already synchronized objects GALsync cannot 

match the appropriate contact during import. It will delete the existing contact and 

create a new one with the modified SMTP address.  

To prevent this behavior, you can change the primary SMTP address of an object in the 

source environment and note the old primary SMTP address in one of the custom 

attributes (on -premises  Exchange : extensionattribute1  -  extensionattribute15  or 

Exchange Online: customAttribute1  -  customAttribute15 ) using the prefix galsync:  

Example  

galsync:joe.dole@netsec.de  

 

Now the existing contact in the target environment will not be deleted and recreated, but 

instead GALsync will match the contact and change the primary SMTP address of the 

exiting contact .  

 

SyncWithGALsync (internal mark)  

If you want to synchronize an existing Guest User (GuestMailUser)  by GALsync, you 

may insert the value SyncWithGALsync  in any of the custom attributes (Exchange 

Online: customAttribute1  -  customAttribute15 ).  
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Global Settings  
The Global Settings are available if you click the GALsync  node in the left hierarchy tree. 

The content pane now displays the Settings , Exchange , Environments , Policies , 

Status  and Help  tabs . 

 

 

Settings Tab  

Here you can configure general settings used in all policies.  

 

Log file directory.  

GALsync stores the log files in the application data of the program for all users. If the log 

files should be  stored else where,  the suitable directory path can be chosen  here.  

 

Property for source domain  

This feature is used to distinguish between objects being imported from multiple source 

organizations. As value, the objectsô distinguishedName  (DN) and further technical 

information will be present. Please choose an appropriate attribute where to store the 

value . 
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Property for marks  

This feature is used to store marks as history about actions taken or to be taken 

concerning imported objects. Please choose an appropriate attribute where to store the 

marks. GALsync provides three different types of marking:  

 

Mark objects for deletion  

Select this option if you do not want objects to be deleted automatically. Instead,  they 

will be marked for deletion.  

Note: If you choose this option, you may have objects in your Active Directory / 

Microsoft 365 tenant that are no longer related to objects in your partnerôs Active 

Directory / Microsoft 365 tenant .  

 

Mark objects that have been modified.  

Select this option if  you want to mark modified objects for later viewing.  

You can list all modified objects by creating a new Saved Query with a custom search in 

MMC Active Directory Users and Computers  for on -premise environments or with 

PowerShell commands for Microsoft 365 tenants.  

 

Mark newly created objects.  

Select this option if  you want to mark newly created objects for later viewing.  

Check this option if you want to list all created objects by creating a new Saved Query 

with a custom search in MMC Active Directory Users and Computers  for on -premise 

environments or with PowerShell commands for Microsoft 365 tenants.  
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Exchange Tab  

Here you can configure General settings  for Exchange used in all policies  and some 

Local on - premises Exchange Server settings for non - migrated policies , which  

used in all old policies, which are not yet migrated to an Environment Configuration.   
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General Settings for Exchange  

Maximum attachment size  

This setting enables you to limit the attachment size of the data GALsync sends via 

email. Once the data file gets larger than  set here the limited size, GALsync will send the 

data via multiple emails.  

Note: This option is not activated by default.  

Move lost packet emails to GALsyncArchiv mail folder after x days.  

If your partner is sending GALsync data in chunked emails, this setting enables moving 

lost chunk emails to the GALsyncArchiv  mailbox folder, so they get deleted according 

the setting Delete mails in GALsyncArchiv  mail folder .  

Note: This option is not activated by default.  

Delete mails in "GALsyncArchiv" mail folder and Sent items folder and all data 

files in the "GALsyncArchiv" folder of other data transport modes after x days.  

Email used for GALsync on the import side is stored in the GALsyncArchiv  folder. To 

keep the mailbox small in size, you can configure email should be deleted from this 

folder .  

On the export side, all GALsync email in the Sent Items  folder is also deleted within the 

same interval. GALsync also deletes data files in GALsyncArchiv  folder after the 

configured number of days . 

Delay for sending mail with the next package of a split data file after x seconds.  

This  option is only  valid when combined with the option  Maximum attachment size . 

GALsync sends the next mail with an attached package of a split data file after GALsync 

waited x seconds.  

Note: This option is not activated by default.  
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Local on -premises Exchange Server settings for non -migrated policies  

These settings are for  old  policies of the on -premises Exchange environment , if the policy 

is not yet migrated  to an Environment Configuration . 

Note: This setting is also on the óExchange Server on-premisesô tab of the 

Environment Configuration for the migrated  policies.  

Use Autodiscover to find the Exchange Web Services URL  

If you work with  on -premises  Exchange  Server  you can choose Use Autodiscover to 

find the Exchange Web Services URL .  

Manual setting  

If Autodiscover does not work you may set the value for Exchange Web Services URL 

manually. If you click the SEARCH icon then GALsync  tries to discover the Exchange 

Web Services URL  via Autodiscover .  

For example:  

https://casserver.domain.local/EWS/Exchange.asmx  

 

No local mailbox for service account available in the hybrid environment, but the 

service account has an Exchange Online mailbox.  

If you export and import to the on -premises part of your hybrid Exchange environment 

and the mailbox of your local GALsync service account is moved to Exchange Online, 

please enable also the option Use Exchange Online for mailing  and insert the 

credentials of your GALsync service account to use its Exchange Online mailbox for send 

and receive email.  

No Exchange Server available. Only Active Directory Preparation  

You can import / export objects using an Active Directory Forest  without installing 

Exchange Server. In order to do so you need to extend the Active Directory Schema to 

actually have Exchange properties (start Exchange Setup with the flag /adprep ). If you 

work with such a forest,  you can choose the option No Exchange server available. 

Only Active Directory Preparation .  

Important:  We do not recommend extending the Active Directory Schema in the 

following scenario:  

Your current Active Directory is synchronizing  via Azure Active Directory Connect 

(AADC) to your existing Microsoft 365 tenant.  

Note: This option is only for special scenarios.  

In this case you cannot use an internal Exchange server for mailing, you can use an 

Exchange Online account selecting the option Use Exchange Online for mailing .  

Please note the announcement  that  Microsoft will start blocking EWS requests to 

Exchange Online on October 1, 2026.  

Retirement of Exchange Web Services in Exchange Online  

https://techcommunity.microsoft.com/blog/exchange/retirement -of - exchange -web -

services - in -exchange -online/3924440  

https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440


 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

85  

Environments Tab  

GALsync requires details concerning the Exchange environment and general settings for 

which a synchronization should be configured. The information about the Exchange 

environment is set in an Environment Configuration . 

 

 

Before you configure an Environment Configuration, please ensure the GALsync GUI is 

running in the same credentials as the GALsyncService. This can be verified in the 

information bar at the bottom of the GUI . 

 

 

Create Environment  

An Environment Configuration  can be created on the Environment s tab by clicking on 

Create Environment .  This opens the Environment Configuration dialog .  

 

Upon commencement, only the General tab  and the Exchange Scenario tab  are 

visible.  
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Depending on the selection of the Exchange scenario on the Exchange Scenario tab , a 

variance  of additional tabs appears . There is an Exchange Server on - premises tab  

and an Exchange Online tab . One of the two tabs can appear , or both.  

After an Exchange Configuration  is configured, it is possible to create policies for it.  

 

Buttons of the Environment Configuration dialog  

 

 

Ok   will save the Environment Configuration  and close the dialog.  

Cancel  will close the dialog without saving the Environment Configuration . 

Apply   will  only  save the Environment Configuration , but not close the dialog.  

 

Edit  

Select an Environment Configuration  entry of the existing Environment Configuration  

list and click on Edit  to open the Environment Configuration dialog  for the selected 

Environment Configuration.  

 

The Environment Configuration can be modified at t he Environment Configuration 

dialog .  
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Delete  

Select the  Environment Configuration , which should be deleted,  in  the existing 

Environment Configuration list and click on Delete .  

 

Note: An Environment Configuration can only be deleted if  no further polic y  exist s for 

the Environment Configuration . This will  ensure that no Environment Configuration is 

deleted that is still in use by a Policy.  
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Policies Tab  

The Policies  tab lists all existing export and import policies. Select a listed policy to see 

or modify configuration. After initial setup, if there is no policy created yet,  this list is 

empty.  

 

 

Before you configure a policy, please ensure the GALsync GUI is running in the same 

credentials as the GALsyncService. This can be verified in the information bar at the 

bottom of the GUI . 
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Create Policy  

A Policy  can be created on the Policies  tab by clicking on Create Policy .  This opens the 

Policy wizard .  

 

Please note that an Environment Configuration is required first to be able to create a 

Policy. If you have not yet created and configured an Environment Configuration for 

your Exchange environment, please create and configure one first.  

Please take  a look at the Environment Configuration  chapter.  

After finishing the Policy Wizard , the newly  created policy will be listed on the Policies  

tab.  
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Edit policy  

Click on the policy entry to show the policy configuration in the main window . 

 

By clicking the tabs,  you can view and modify the configuration of the policy.  

Please take  a look at the Policy Configuration  chapter.  

After modifying the policy, please do not forget to save the policy.  

 

 

Delete  

Select the desired Policy  to be deleted and  click Delete .  
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Clone  

Select the desired Policy  to be cloned and  click Clone .  

Please insert a new policy name and click Clone  on the Clone Policy dialog.  
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Test  

 

The policy is checked rudimentary if the configuration is complete or anything is still 

missing . It is the same test as at the end of the wizard when creating a new policy . 

 

 

Counter  

 

Counts the number of objects that are expected to be exported . This option is only 

available for export policies.  

 

Run 

 

You can run the policy manually.  

Please ensure beforehand the GALsync GUI is running in the same credentials as the 

GALsyncService. This can be verified in the information bar at the bottom of the GUI . 
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Status  

For each policy run  a log file  entry is displayed on the status tab . 

 
Note: If a policy is just  running, access to the log file may not be possible. The log 

file will be displayed at the top of the list and is depicted with ñerrorò. 

 

Retain status information  

Here a retention policy can be configured to specify the amount of time the status 

information (log files) is kept before it is deleted. Also, thereôs a link to the folder where 

the log files are stored. Please keep in mind that windows explorer usually hi des this 

folder by default. If you do not see this link, please click at the folder symbol at the 

bottom to open the folder with the windows explorer .  
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Open and export log files  

The log file of the corresponding policy run can be opened with a double -click on the 

entry, or from the context menu with a right -click . 

 

For support purposes you may open or export the status files / log files.  

Open log file.  

¶ You can double -click an entry of the status table,  and the log file will open in the 

NETsec LogViewer .  

¶ Or you can right -click the status entry to open the context -menu, where Open log 

file  can be selected to open it in the  NETsec LogViewer .  

Export log file  

Exports only the select log file and saves it to a zip file .  

Export all log files  

1.  Exports all filtered log files which are currently displayed in the status table, and 

saves them to a zip file .  

For example: all log files of the last week or all log files of a selected policy.  

2.  The menu ACTION  ->  Export Status  exports all log files to a zip file.  

 

 

NETsec LogViewer  

Please take  a look at the NETsec LogViewer manual  

https://www.netsec.de/fileadmin/download/LogViewer/NETsec_LogViewer_manual.pdf  

https://www.netsec.de/fileadmin/download/LogViewer/NETsec_LogViewer_manual.pdf
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Help Tab  

The help  tab provides you with a hyperlink for downloading the latest documentation  as 

well as mail -addresses and phone numbers for support and sales.  

 

 

For more information, please see the chapter  

Support: What to do when I notice an error / bug?  

 

  



 

 

 

G
A

L
s
y
n

c
 8

.6
 M

a
n

u
a

l 

96  

Environment Configuration  
For the purpose of connecting to Exchange, GALsync needs some general information 

about the Exchange environment it connects to. Details such as where, and how it 

connects to Exchange are configured here . 

 

 

After the Environment Configuration has been configured, GALsync policies will be 

associated with, and fall under the Environment to which they connect .  

 

 

Environment  Configuration dialog  

In  the beginning , only the General tab  and the Exchange Scenario tab  are visible.  

 

Depending on the selection of the Exchange scenario on the Exchange Scenario tab , a 

variance of additional tabs appears. There is an Exchange Server on - premises tab  

and an Exchange Online tab . One of the two tabs can appear, or both . 
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Buttons of the Environment Configuration dialog  

 

 

Ok   will save the Environment Configuration  and close the dialog.  

Cancel  will close the dialog without saving the Environment Configuration . 

Apply   will  only  save the Environment Configuration , but not close the dialog.  

 

General Tab 

  

On the General tab  of the Environment Configuration dialog the Name  of the 

Environment Configuration must be defined,  and a Description  of the Exchange 

environment can be added.  

Next,  switch to the Exchange Scenario tab  of the Environment Configuration dialog . 
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Exchange Scenario Tab 

 

Please choose the  Exchange scenario  for which you want to configure the 

synchronization.  

Three Exchange scenarios can be configured . 

¶ On-premises Exchange environment  

¶ Hybrid Exchange environment  

¶ Exchange Online environment  
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On-premises Exchange environment  

 

 

 

The Exchange scenario is an on -premises Exchange environment. GALsync needs in each 

on -premises Exchange environment a non -critical member server of the on -premises 

Active Directory, where GALsync is installed.  
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Select the On - premises  Exchange environment . The GALsync Server must be a  

member of the on -premises Active Directory.  

Note: Only one Environment Configuration with an on - premises Active Directory part 

can be configured in each environment.  

 

After selecting the Exchange scenario , switch to the Exchange Server on - premises  

tab  of the Environment Configuration dialog . 
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Hybrid Exchange environment  

Synchronizing with  both parts of the hybrid, on -premises Exchange and Exchange Online  

 

The Exchange scenario is a hybrid Exchange environment. GALsync is installed on a non -

critical member server of the on -premises Active Directory, which is part of the hybrid 

Exchange environment.  GALsync can communicate to  the on -premises Exchange part 

and the Exchange Online part of the hybrid Exchange environment.  
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Select the Hybrid Exchange environment  and enable the option The GALsync Server 

is member of on - premises Active Directory .  

Note: Only one Environment Configuration with an on - premises Active Directory part 

can be configured in each environment.  

After selecting the Exchange scenario , switch to the Exchange Server on - premises  

tab  and the Exchange Online tab  of the Environment Configuration dialog . 
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Synchronizing only with Exchange Online  of the hybrid Exchange environment.  

 

 

The Exchange scenario is a hybrid Exchange environment. The GALsync Server is not 

part of Hybrid Exchange environment. GALsync communicates only to the Exchange 

Online part of the hybrid Exchange environment.  
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Select only the Hybrid Exchange environment .  

Please d o not enable the option The GALsync Server is member of on - premises 

Active Directory , because GALsync is not part of the on -premise Active Directory of the 

Hybrid Exchange environment . 

 

After selecting the Exchange scenario , switch to the Exchange Online tab  of the 

Environment Configuration dialog . 
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Exchange Online environment  

Synchronizing with Exchange Online  

 

The Exchange scenario is a n Exchange  Online  environment.  An on -premises Active 

Directory can be connected with the Microsoft 365 Exchange Online tenant via Microsoft 

Azure Active Directory Connect.  The GALsync Server is not part of the on -premises Active 

Directory . GALsync communicates with  the Exchange Online.  
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Select only the Exchange  Online  environment .  

Please do not enable the option The GALsync Server is member of on - premises 

Active Directory , because GALsync is not part of the on -premise Active Directory of the 

Exchange  Online  environment . 

 

After selecting the Exchange scenario , switch to the Exchange Online tab  of the 

Environment Configuration dialog . 
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Synchronizing with Exchange Online and GALsync is part of the corresponding on -

premises Active Directory  

 

The Exchange scenario is a n Exchange  Online  environment.  An on -premises Active 

Directory is connected with the Microsoft 365 Exchange Online tenant via Microsoft Azure 

Active Directory Connect.  The GALsync Server is member  of this on -premises Active 

Directory . GALsync communicates with  the Exchange Online.  
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Select the Exchange  Online  environment  and enable the option The GALsync Server 

is member of on - premises Active Directory .  

Note: Only one Environment Configuration with an on - premises Active Directory part 

can be configured in each environment.  

 

After selecting the Exchange scenario , switch to the Exchange Online tab  of the 

Environment Configuration dialog . 
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Exchange Server on -premises Tab 

On-premises Exchange environment  

 

Use Autodiscover to find the Exchange Web Services URL  

If you work with  on -premises  Exchange  Server  you can choose Use Autodiscover to 

find the Exchange Web Services URL .  


























































































































































































































































































































































































































