
 
 

 

 

 

 

 

GALSYNC® V8.0 

Manual  

 

 

 

  

NETsec  

02. August  202 2 

 

NETsec GmbH & Co.KG | Schillingsstrasse 117 | DE -  52355 Düren  

 



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

2  

Introduction  ................................ ................................ ................................ .......  8  

GALsync  ................................ ................................ ................................ ............  8 

contactSync  ................................ ................................ ................................ .......  8 

What are the principles?  ................................ ................................ ......................  9 

How to start?  ................................ ................................ ................................ .....  9 

Recommendations (Doôs and Donôts) ................................ ................................ .....  9 

Junk Mail Filter  ................................ ................................ ................................  9 

Suggestions to test GALsync policies  ................................ ................................ ..  9 

Never delete manually  ................................ ................................ .....................  9 

Schedule without overlaps  ................................ ................................ ................  9 

One import policy for exact one organizational unit (on -premises)  ........................ 10  

Only one export policy from the same source environment for the same Exchange 

Online target environment  ................................ ................................ ............... 10  

Performan ce (Exchange Online)  ................................ ................................ ....... 11  

Licensing  ................................ ................................ ................................ .......... 12  

Trial license  ................................ ................................ ................................ ... 12  

How to add a license  ................................ ................................ ....................... 13  

How m any objects are to be licensed?  ................................ ............................... 13  

Deployment Guide  ................................ ................................ ............................  14  

Introduction  ................................ ................................ ................................ ...... 14  

Synchronize m ultiple Exchange environments in a hub -spoke topology  .................... 15  

Step 1: Partners export for the Central  ................................ ............................. 15  

Step 2: Central imports the received data file of each Partner  .............................. 16  

Step 3: Central exports all contact information for the Partners  ............................ 17  

Step 4: Partners import the received data file of the Central  ................................ 18  

Synchronizing between different Exchange Online envir onments  ............................. 19  

Own GALsync Server for each Office 365 Exchange Online tenant  ......................... 19  

One GALsync Server for all Office 365 Exchange Online tenant  ............................. 20  

System Requirements  ................................ ................................ .......................  21  

Prerequisites  ................................ ................................ ................................ ....  22  

Service Account (on -premises)  ................................ ................................ ............ 22  

Mailbox (on -premises Exchange)  ................................ ................................ ......... 22  

Local service account o n a standalone server  ................................ ........................ 23  

Service Account (Office 365 Exchange Online)  ................................ ...................... 24  

Execution Policy (Office 365 Exchange Online)  ................................ ...................... 25  

ExchangeOnlineManagement PowerShell module (Office 365 Exchange Online)  ......... 25  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

3  

Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access 

Exchange Online ................................ ................................ ................................ 26  

ñUser consentò or ñAdmin consent requestò required in Azure Active Directory 

Enterprise Applications to register NETsec GALsync as Enterprise Application  ......... 26  

User consent  ................................ ................................ ................................ .. 28  

Admin consent request (recommended)  ................................ ............................ 36  

Active Directory Permission for the Import OU (on -premises)  ................................ .. 48  

GALsync components  ................................ ................................ ........................  55  

Files  ................................ ................................ ................................ ................. 55  

Environment Configuration  ................................ ................................ ................. 55  

Policy  ................................ ................................ ................................ ............... 55  

GUI  ................................ ................................ ................................ ................. 56  

Information B ar  ................................ ................................ ................................ .56  

Policy Wizard  ................................ ................................ ................................ .... 57  

Service  ................................ ................................ ................................ ............. 57  

Running GALsync Policies via command line  ................................ .......................... 58  

Internal Marks  ................................ ................................ ................................ ..  59  

NoGALsync (internal mark)  ................................ ................................ ................. 59  

galsync:joe.dole@netsec.de (internal mark)  ................................ ......................... 59  

SyncWithGAL sync (internal mark)  ................................ ................................ ....... 59  

Global Settings  ................................ ................................ ................................ .  60  

Settings Tab  ................................ ................................ ................................ ..... 60  

Log file directory.  ................................ ................................ ........................... 60  

Property for source domain  ................................ ................................ .............. 60  

Property for marks  ................................ ................................ ......................... 61  

Mark objects for deletion  ................................ ................................ ................. 61  

Mark objects that have been modified.  ................................ .............................. 61  

Mark newly crea ted objects.  ................................ ................................ ............ 61  

Exchange Tab  ................................ ................................ ................................ ... 62  

General Settings for Exchange  ................................ ................................ ......... 63  

Local on -premises Exchange Server settings for non -migrated policies  .................. 64  

Environments Tab  ................................ ................................ ............................. 65  

Create Environment  ................................ ................................ ........................ 65  

Edit  ................................ ................................ ................................ .............. 66  

Delete  ................................ ................................ ................................ ........... 67  

Policies Tab  ................................ ................................ ................................ ...... 68  

Create Policy  ................................ ................................ ................................ .. 69  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

4  

Edit policy  ................................ ................................ ................................ ..... 70  

Delete  ................................ ................................ ................................ ........... 70  

Clone  ................................ ................................ ................................ ............ 71  

Test  ................................ ................................ ................................ .............. 72  

Counter  ................................ ................................ ................................ ......... 72  

Run ................................ ................................ ................................ .............. 72  

Status  ................................ ................................ ................................ ........... 73  

Open and export log files  ................................ ................................ ................. 74  

Help Tab  ................................ ................................ ................................ .......... 75  

Environme nt Configuration  ................................ ................................ ...............  76  

Environment Configuration dialog  ................................ ................................ ..... 76  

General Tab  ................................ ................................ ................................ ... 77  

Exchange Scen ario Tab  ................................ ................................ ................... 78  

Exchange Server on -premises Tab  ................................ ................................ .... 89  

Exchange Online Tab  ................................ ................................ ...................... 93  

Policy Configuration  ................................ ................................ .........................  97  

General Tab  ................................ ................................ ................................ ...... 97  

Migrate an existing policy  ................................ ................................ ................ 98  

Synchronization mode  ................................ ................................ ......................  100  

Export policy  ................................ ................................ ................................  100  

Import policy  ................................ ................................ ...............................  101  

Data transfer mode ................................ ................................ ..........................  102  

manual  ................................ ................................ ................................ .......  102  

via email  ................................ ................................ ................................ .....  104  

via network share  ................................ ................................ .........................  106  

via FTP  ................................ ................................ ................................ ........  107  

Directory  ................................ ................................ ................................ ........  108  

Export  ................................ ................................ ................................ .........  108  

Import  ................................ ................................ ................................ ........  109  

Encryption  ................................ ................................ ................................ ......  110  

Symmetric Keys  ................................ ................................ ...........................  111  

Asymmetric Keys (Public Key)  ................................ ................................ ........  111  

Status notification emails  ................................ ................................ .................  112  

Schedule Service  ................................ ................................ .............................  113  

Export Policy  ................................ ................................ ................................ ..  114  

Select objects for export  ................................ ................................ ..................  114  

Choose (on -premises)  ................................ ................................ ...................  114  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

5  

Choose (Exchange Online)  ................................ ................................ .............  118  

Search (on -premises)  ................................ ................................ ...................  121  

Search (Exchange Online)  ................................ ................................ .............  124  

Properties  ................................ ................................ ................................ ....  125  

NoGALsync (internal mark)  ................................ ................................ ............  127  

Special Options for Export  ................................ ................................ ................  128  

Export (Exchange on -premises)  ................................ ................................ .....  128  

Export (Exchange Online)  ................................ ................................ ..............  129  

Maximum errors to transfer da ta file  ................................ ...............................  130  

Minimum objects to transfer data file  ................................ ..............................  130  

Disabled objects (on -premises only)  ................................ ...............................  130  

Include hidden objects (on -premises only)  ................................ ......................  130  

Synchronize Manager  ................................ ................................ ....................  130  

Export óMasteredOnPremiseô objects (Exchange Online only) ..............................  130  

Compatible with version 7 and earlier versions (Exchange Online only)  ...............  131  

Synchronize Picture (on -premises only)  ................................ ...........................  131  

Support cross - forest delegation (on -premises only)  ................................ ..........  132  

Export Settings: Object Filter  ................................ ................................ .........  132  

Imp ort Policy  ................................ ................................ ................................ ..  133  

Filter and Modify objects for import ................................ ................................ ....  133  

Choose (on -premises only)  ................................ ................................ ............  133  

Properties  ................................ ................................ ................................ ....  133  

Special Options for Import  ................................ ................................ ................  142  

Import Settings: General (Exchange on -premises)  ................................ ...........  142  

Import Settings: General (Exchange Online)  ................................ ....................  142  

Synchronize  Guest User (Exchange Online only)  ................................ ...............  143  

How to tell GALsync which existing Guest Users should be synchronized in the target 

Office 365 tenant.  ................................ ................................ ........................  143  

Create sub -OUs for each sending domain (on -premises only)  .............................  144  

Use MAPI rich text format (on -premises only)  ................................ ..................  145  

Build the  cn of the distinguishedName (on -premises only)  ................................ .  145  

Import Settings: E -Mail Addresses (Exchange on -premises)  ...............................  146  

Import Settings: E -Mail Addresses (Exchange Online)  ................................ .......  147  

Modify target address with domain  ................................ ................................ .  147  

Modify primary SMTP address with domain  ................................ ......................  148  

galsync:joe.d ole@netsec.de (internal mark)  ................................ ....................  149  

Modify mail address with domain (on -premises only)  ................................ ........  149  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

6  

Import only primary SMTP address  ................................ ................................ .  150  

Import X500 addresses  ................................ ................................ .................  150  

Import legacyExchangeDN as X500  address  ................................ .....................  150  

Import SIP addresses ................................ ................................ ....................  150  

Add suffix to MailNickname (on -premises only)  ................................ ................  151  

Retain targetAddress of users and contacts ................................ ......................  151  

Import Settings: E -Mail Addresses 2  ................................ ...............................  152  

Add additional secondary smtp addresses to proxyAddresses  .............................  152  

Import Settings: Address Lists (Exchange on -premise)  ................................ .....  153  

Assign Address Lists to imported objects (on -premises only)  .............................  153  

Hide from Address Lists (all Objects) (on -premise only)  ................................ ....  154  

Import Settings: Object Filter  ................................ ................................ ........  154  

Object Filter: Exclude all objects of the data file from import, which has one of the 

followi ng conditions  ................................ ................................ ......................  154  

Synchronize Group (Exchange on -premises)  ................................ ....................  156  

Synchronize Group (Exchange Online)  ................................ ............................  157  

Synchronize imported contacts as members to existing group  ............................  158  

Synchronize group as group [not recommended]  ................................ ..............  160  

Synchronize User  ................................ ................................ .........................  162  

Synchronize user with RecipientTypeDetails as mail -enabled user  .......................  162  

How to  ................................ ................................ ................................ ............  164  

How to build the displayName attribute during the import  ................................ ....  164  

Step 1: Build Property rule for displayName attribute  ................................ ........  164  

Step 2: Remove the first part, if firstname and lastname attribute are empty.  .....  167  

Step 3: Remove the second part, if firstname and lastname attribute are not empty

 ................................ ................................ ................................ ..................  169  

How to check the Po werShell version on the GALsync server  ................................ .  172  

How to export guest users  ................................ ................................ ................  173  

How to tell GALsync to match non -GALsynced objects in Exchange Online (Office 365) 

for synchronization.  ................................ ................................ .........................  175  

How to tell GALsync to modify GALsynced objects in Exchange Online (Office 365) 

again  ................................ ................................ ................................ .............  179  

Modify all objects at the next execution  ................................ ...........................  179  

How to change the primary SMTP address of users in the source environment, which 

are synced to partners with GALsync  ................................ ................................ .  180  

Troubleshooting and Support Guide  ................................ ...............................  181  

How do I resolve NDR (Non -Delivery Report) problems?  ................................ .......  181  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

7  

11021 -  LegacyExchangeDN of the GALsync service account is in the old syntax. Please 

update this by re -mailenabling the service account or create a new GALsync service 

account.  ................................ ................................ ................................ .........  182  

19031 -  Not all mails arrived ...  ................................ ................................ .........  182  

Solution  ................................ ................................ ................................ ......  182  

28104 -  Error adding value of property showInAddressBook to the contact.  ............  183  

Solution  ................................ ................................ ................................ ......  183  

How to Troubleshoot PowerShell  ................................ ................................ ........  184  

Failure to Establish Connection to Exchange Online  ................................ ...........  18 4 

12010 -  Error getting Exchange Online connection  ................................ ...............  185  

Could  not load file or assembly 'netstandard, Version=2.0.0.0, Culture=neutral, 

PublicKeyToken=cc7b13ffcd2ddd51' or one of its dependencies. The system cannot find 

the file specified.  ................................ ................................ .............................  186  

Support: What to do when I notice an error / bug?  ................................ ........  187  

Environment Overview  ................................ ................................ .....................  187  

Description of the issue  ................................ ................................ ....................  187  

Configuration and log files  ................................ ................................ ................  187  

  



 

 

 

G
A

L
s
y
n

c
 8

.0
 M

a
n

u
a

l 

8  

Introduction  

GALsync  

GALsync synchronizes the Global Address List (GAL) between different Exchange 

environments, which can be on -premises Exchange environments or Exchange Online of 

Office 365 tenants . 

For each Exchange environment, you can configure which mail -enabled objects will be 

synchronized as mail -enabled contacts to the other Exchange environments. Also, you 

can configur e how the received mail -enabled objects from the other Exchange 

environments will be synchronized as mail -enabled contacts to your own Exchange 

environment. This will make the mail -enabled objects from the other Exchange 

environments visible as contacts in  the Global Address List (GAL).  

GALsync Documentation  

https://www.netsec.de/en/products/galsync/documentation.html  

 

contactSync  

contactSync synchronizes contacts contained in a mo dern Public Folder into usersô 

mailboxes in the same Exchange environment.  

contactSync also synchronizes the Global Address List (GAL) into usersô mailboxes, that 

are in the same environment. Mail -enabled objects in an on -premises Active Directory 

can be s ynchronized into Exchange mailboxes in the same Exchange environment and 

mail -enabled objects in an Office 365 tenant can be synchronized into Exchange Online 

mailboxes in the same Office 365 tenant.  

It also synchronizes the contacts into a subfolder withi n the userôs mailbox contacts. 

Please take a look at the contactSync documentation for additional information.  

contactSync Documentation  

https://www.netsec.de/en/products/cont actsync/documentation.html  

 

  

https://www.netsec.de/en/products/galsync/documentation.html
https://www.netsec.de/en/products/contactsync/documentation.html
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What are the principles?  

¶ Independency ï each  company only shares that information it wants to share  

¶ No trust is needed between the companies  

¶ The software is easy to install and easy to configure  

¶ Exchanging only the data you want to share should be very easy and secure ï so we 

have chosen email as the preferred data transfer method between companies .  

 

How to start?  

1.  Check out the System Requirements  and the Prerequisites .  

2.  Check  out  the Global Se ttings  of GALsync.  

3.  Configure an Environment Configuration  corresponding to the Exchange 

environment.  

4.  Configure the Policy Configuration  for the corresponding Environment 

Configuration .  

 

Recommendations (Doôs and Donôts) 

Junk Mail Filter  

If you choose email as the data transfer method to exchange data, we strongly 

recommend you configure the receiving mailbox to not block email from your partner 

site. Especially in Exchange Online when GALsync email is often treated as junk email .  

 

Suggestions to test G ALsync policies  

We recommended to test GALsync before using with your production accounts. This way 

you will prevent any unwanted changes , or impacts you might not have considered 

during setup.  

¶ First use some test accounts and groups  

¶ Then use only 1 -5 rea l accounts  

 

Never delete manually  

Never manually delete synced accounts in the target organization after they have been 

used by clients! Outlooks NK2 Cache / AutoComplete Cache  respective the name 

resolution of Outlook will not take care of the new object s with the same cn  without 

having the legancy Exchange DN  of the former object as x500 address present.  

 

Schedule without overlaps  

It is strongly recommended that you configure the scheduler in such a way, that exports 

and imports do not overlap. Try the ti me for each policy will run by a manual execution. 

After that configure your schedules.  
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One import policy for exact one organizational unit ( on-premises)  

It is strongly recommended never to configure more than one import -policy to save the 

objects in the same organizational unit. Following the architecture of GALsync all 

previous objects could be deleted if they are not identical to  one in the import set.  

Example:  

Import p olicy 1 : contains user1@ company a.com  and user2@ company a.com  

Import p olicy 2 : contains user1@ company a.com  and group1@ company a.com  

Both policies are configured to import to OU Contacts Company A  and both data files 

come from the same source environment. If now policy 1  runs user1@ company a.com  

and user2@ company a.com  are created. If afterwards policy 2  runs then 

user2@ company .com  will be removed and group1@ companya .com  is created.  

 

Only one export  policy  from the same source environment  for the same  

Exchange Online target environment  

It is strongly recommended to never configure more than one export policy whose target 

environment is the same Exchange  Online  organization.  Following the architecture  of 

GALsync all previous objects would be deleted if they are not identical to  one in the 

import set.  

Example:  

Export policy 1 of Company A  contains for  an Exchange Online  import  policy 1 : 

contains user1@companya.com  and user2@companya.com  

Export policy 2 of Company A  contains for an Exchange Online i mport policy 2 : 

contains user1@companya.com  and group1@companya.com  

Both policies are configured to import to  same  Exchange Online tenant of  Company 

B  and both data files come from the same source envi ronment . If now policy 1  runs 

user1@companya.com  and user2@companya.com  are created. If afterwards policy 

2  runs then user2@company.com  will be removed and group1@companya.com  is 

created.  
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Performance (Exchange Online)  

When using any Office 365 Exchange Online related Policy in GALsync, please be aware 

of the possibility of some lag. This is due Exchange Online being a remote environment, 

which GALsync connects to using Remote PowerShell. This puts GALsync inside any 

existing limitation Microsoft might ap ply to the connection.  

 

Export from Office 365 Exchange Online  

Our experience exporting 200000 objects from Office 365 Exchange Online:  

We used  

Å 5 service accounts, with the Exchange Administrator role  

  and 2 connections per account to the Office 365 t enant,  

Å and an Azure VM with 16 GB RAM and 4 cores.  

Note: There are a lot of components in the local computer center, which may 

influence the remote PowerShell connections to the Office 365 tenant.  

Using the above settings, we exported the 200,000 objects  within 1 hour from the Office 

365 tenant.  

 

Import into Office 365 Exchange Online  

Our experience importing 100000 objects into Office 365 Exchange Online:  

We used  

Å 5 service accounts, with the Exchange Administrator role  

  and 2 connections per account to the Office 365 tenant,  

Å and an Azure VM with 16 GB RAM and 2 cores.  

Note: There are a lot of components in the local computer center, which may 

influence the remo te PowerShell connections to the Office 365 tenant.  

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the 

Office 365 tenant.  
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Licensing  

Trial license  

It is possible to run GALsync without a license. Please note that in t his case only up to 

100 objects can be exported or imported for up to 21 days. If you try to run a policy in 

the trial mode, which has been cloned or copied, then it will not work. If any GALsync 

version was previously installed on the same machine, the tr ial mode will not work . 

If you try to export more objects than licensed, the data file will not be transferred and 

an error is written to the log file.  

If your license is not valid or version -compatibility is not given, the data file will not be 

transferre d, because importing it could lead to unwanted results in the target Active 

Directory.  

Data files with more than 100 objects cannot be imported.  

If you run GALsync as trial this is displayed in the information bar at the bottom of the 

program window.  

 

Not e: If you run the contactSync module without a license you will be able  to 

synchronize  contacts into maximum  20 mailboxes  for up to 21 days !  

If you have any licensing questions or queries, please feel free to contact our  

GALsync Sales Team  

by phone +49 2421 998 78 20  

or via e -mail sales@netsec.de  

  

mailto:sales@netsec.de
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How to add a license  

Click Help  and select About .  

GALsync will provide you with basic information about your current license status.  

To add a license, press the Add License  button, and then select the license file you 

received.  

 

 

How many objects are to be licensed?  

 Create an export policy, choose the appropriate objects. Then you can count all 

of the objects which are valid for export and would be exported during a run. This can 

help you choose for how many sync objects you need to license.  

If you have any licensing questions or queries, please feel fr ee to contact our  

GALsync Sales Team  

by phone +49 2421 998 78 20  

or via e -mail sales@netsec.de  

 

 

  

mailto:sales@netsec.de
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Deployment Guide  

Introduction  

This chapter will help you to plan your GALsync installation. To simplify the descripti on of 

each scenario below, only a unidirectional synchronization is focused. Based on this 

technique you may configure bidirectional (one -way) or multidirectional synchronizations.  

Some key notes before  

¶ You can synchronize a limitless number of Exchange Fo rests. We have customers 

with over 45 forests using GALsync. You may design a hub -spoke topology  

synchronizing all branch offices to the Headquarter and receiving all objects from 

HQ.  

¶ In a single policy configuration there are no technical limitations for  the number of 

objects to select for synchronization . 

¶ You can create a limitless number of policies. Multiple policies must be scheduled for 

execution ï no concurrent executions are possible. Policies are kept in a queue and 

will be run sequentially.  

¶ If there are multiple forests to import from, every exporting site must use its own 

subject line (when transferring the data via email). This permits multiple import 

policies to be configured using the same mailbox for receiving, and still determine 

the corre ct data file per policy . 

 

Note: Synchronizing between different Exchange environments  we recommend to 

choose email as preferred transport method.  
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Synchronize multiple Exchange environments in a hub - spoke 

topology  

The main goal of a hub - spoke topology is that all Exchange environments have the same 

contact information of the shared mail - enabled objects.  

Step 1: Partners export for the Central  

First, each partner (spoke) configures an export policy, adding only the desired objects to 

be sent to the central (hub) environment .  

We recommend scheduling all export policies from each partner (spoke) in the same time 

slot.  
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Step 2: Central imports the received data file of each Partner  

Second, the central (hub) configures an import policy for each p artner, which imports the 

contents of the received corresponding data file.  

After all export policies from the partners are finished and the data files received at the 

central (hub), schedule the import policies for the central environment .  
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Step 3: C entral exports all contact information for the Partners  

Thirdly, configure the export policy of the central with the own mail -enabled objects 

selected and all contacts imported from the partners, so that all contact information from 

all environments is inc luded.  

After all import policies are finished, schedule the export policy of the central 

environment .  
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Step 4: Partners import the received data file of the Central  

Fourth, each partner configures an import policy that imports the receiving data file f rom 

the central office.  

After the central export policy is finished, and the partners receive the data file, we 

recommend scheduling all partner (spoke) import policies for the same time slot .  
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Synchronizing between different Exchange Online environments  

Own  GALsync Server for each Office 365  Exchange  Online  tenant  

If you want directly synchronize between different Office 365 Exchange Online tenants, 

you can use a n own  GALsync Server for each Office 365 tenant.  

 

In this scenario the administr ator of each Office 365 Exchange Online tenant configure s 

an Environment Configuration for its  Exchange environment.  The corresponding policies 

for export and import are configured to the Environment Configuration  of the Exchange 

environment.  
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One GALsyn c Server for all Office 365 Exchange Online tenant  

You can use one GALsync Server for all Office 365 Exchange Online tenants. This is only 

possible for Exchange environments, where you do not need to synchronize the Global 

Address List (GAL) to an on -premi ses Exchange . 

 

In this scenario, the GALsync service account credentials from each Office 365 Exchange 

Online tenant are configured within an Environment Configuration, one of which is 

configured for each Exchange Online tenant. Each corresponding export/import policy is 

then configured within its own respective Environment Configuration . 
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System Requirements  
 

 

* Microsoft stopped supporting Exchange 2010 on the 13th October 2020 and 

Exchange 2007 on the 11th April 2017.  

Microsoft also stopped supporting Windows  Server  2008 R2 and Windows 7 

Professional on the 14th January 2020.   

Microsoft will be stopping  suppo rt for Windows Server 2012 and Windows Server 

2012 R2 on the 10th October 2023.  

As much as we would like to keep up compatibility for all versions, we cannot 

support an Environment, which is no longer supported by the manufacturer.  

 

  

Components  Required  

OS (64Bit)  Windows  Server  2012  *  

Windows  Server  2012  R2 *  

Windows  Server  2016  

Windows  Server  2019  

Windows  Server  2022  

In small environments or for testing purposes you can also install GALsync on a client 

computer running Windows 10 Professional . 

Hardware  Processor: minimum dual core  

RAM: minimum 4GB  

Software  .NET Framework 4.7.1 and later  

Windows PowerShell 5.1  and the ExchangeOnlineManagement PowerShell module  for 

Exchange Online PowerShell V2  

Recommendations  Exchange On - Premise s : We recommend to install GALsync on a member server within 

the domain ( e.g.,  dedicated GALsync server  or  file server). The machine should be 

uncritical ( e.g.,  may be restarted without complications). The GALsync server must have 

a high bandwidth connection to the DC/GC.  

Exchange Online : See recommendations for On -Premise s; but you  can use also a 

standalone computer.  

Supported 

Exchange 

Versions *  

Exchange 2010 *  SP1 and later  

Exchange 2013 and later  

Exchange 201 6 and later  

Exchange 201 9 and later  

Office 365 Exchange Online  
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Prerequisites  

Service  Account  (on - premises)  

The on -premises GALsync service account is a domain user of the on -premises Active 

Directory.  

The on -premises service account is  a member of the Local Administrators  group  on the 

Windows Server, where GALsync is installed.  

The on -pre mises service account needs the local right to run as a service  on the 

Windows Server, where GALsync is installed. This permission is added to the service 

account during the installation.  

Make sure you can logon as the on -premises  service account  to the Wi ndows Server, 

where GALsync is installed.  It is likely that the  on -premises  service account  requires 

membership in the  local  Remote Desktop Users  group.  

Note: We strongly recommend logging on as the service account to run the GALsync 

GUI.  

The GALsync Service  must run in the credentials of the on -premises  service  account.  

In order to install GALsync you need administrative permission.  Setup will also install the 

GALsync Service on the Windows Server  you install GALsync on . 

Important: If you configure the logon information for the  Active Directory  domain 

service account in the GALsync GUI using on - premises Exchange, it will be necessary 

use the format domain \ username.  

The on -premises GALsync service account needs the permission to create, modi fy and 

delete objects and their attributes below your defined Import -OUs for synchronizing into 

an on -premises Exchange environment .  

Please take  a look at the chapter   

Active Directory Permission for the Import OU ( on - p remises) .  

 

Mailbox (on - premises Exchange)  

For an on -premise Exchange scenario, the on -premises GALsync service account needs a 

mailbox at the on -premises Exchange Server.  

¶ GALsync must have direct access to the user mailbox of the service account via 

Exchange Web Services (EWS).  

¶ Ensure the mailbox is accessible ( e.g.,  by Outlook Web Access).  

¶ Ensure the mailbox can send to and receive email from the other organization.  

¶ Ensure incoming mai l from the other organization does not get caught by your spam 

filter or firewall .  
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Local service account on a standalone server  

If you run GALsync on a standalone Windows server , please create a local account for 

GALsync.  This is only valid for  Exchange O nline cloud -only scenarios.  

Please use the local account to configure and run the GALsync Service and the GALsync 

GUI in the credentials of this local account.  

The local account needs the same local permissions as a domain user described abov e. 

The local a ccount will be required to use Modern Authentication for Office 365 Exchange 

Online. The GALsync Service Account of the Office 365 Exchange Online tenant is 

independent of this local account.  

For example: galsync  is a local account of the standalone Window s server .  

Please run also the GALsync GUI in the credentials of this local account.  

Important: If you configure the logon information for the local service account in the 

GALsync GUI, it will be necessary use the format computername \ username.  
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Service Account (Office 365 Exchange Online)  

The GALsync service account needs to be a licensed Exchange Online mailbox user in the 

Office 365 tenant .  

For example: Microsoft 365 Business Basic ,  Exchange Online (Plan 1)  or Office 365 

E1 license will work for the service account.  

The service account  must be member of the Exchange Administrator role . GALsync uses 

the Exchange Online PowerShell commands, which are incomplete if the service account 

is not an Exchange Administrator for Exchange Online . 

Note: By default, the Exchange Online password has to be changed within 30 days. 

To ensure, that GALsync works properly, you have to configure user passwords to 

never expire. To configure your password please follow the s teps described in the 

following article:  

https://support.office.com/en - us/article/Set - a- user - s- password - expiration - policy -

0f54736f - eb22 - 414c - 8273 - 498a0918678f   

¶ GALsync must have direct access to the user mailbox  of the service account  via 

Exchange Web Services (EWS)  of Exchange Online . 

¶ Ensure that the mailbox is accessible ( e.g.,  by Outlook Web Access).  

¶ Ensure that the mailbo x can send to and receive email from the other organization.  

¶ Ensure that incoming email from the other organization does not get caught  by your 

spam filter or firewall.  

 

Please note, service accounts are non -human privileged accounts used by applications, 

automated services, and that execute other IT pr ocesses. Because these are machine 

accounts, they cannot be protected by multi - factor authentication (MFA) , since there 

is no way for it to interactively logon.  

We recommend disabling  multi - factor authentication (MFA)  for this account, and use 

conditional access policies to lock down this account, such as allowing login only from 

trusted public IP addresses.  

 

For using Modern Authentication OAuth2 for Exchange Web Services (EWS) to access 

Excha nge Online, please take  a look at the chapter:  

Modern Authentication OAuth  2 .0  for Exchange Web Services (EWS) to access 

Exchange Online  

Please note, tha t Microsoft will stop supporting and fully decommission the Basic 

Authentication for Exchange Web Services (EWS) to access Exchange Online.  

 

  

https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f
https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f
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Execution Policy (Office 365 Exchange Online)  

If you configure a policy  for Office 365 Exchange Online , GALsync  needs the parameter  

ExecutionPolicy  to be set to  RemoteSigned  for the Windows PowerShell to connect to 

Exchange Online . 

The reason for this is a security setting built into Windows PowerShell called execution 

policy. Execution  policy determines how  (or if) PowerShell runs scripts. By default, 

PowerShellôs execution policy is set to Restricted; this means that scripts will not run. 

GALsync requires that scripts can be run.  

Get - ExecutionPolicy  

http://technet.microsoft.com/en -us/library/hh849821.aspx  

Set - ExecutionPolicy RemoteSigned  

https://technet.microsoft.com/en -us/library/hh849812.aspx  

 

ExchangeOnlineMana gement PowerShell module  (Office 365 

Exchange Online)  

GALsync requires Windows PowerShell 5.1  and the ExchangeOnlineManagement 

PowerShell module  for Exchange Online PowerShell V2.  

On the  GALsync  Server you need to install the ExchangeOnlineManagement 

Power Shell module  so GALsync can directly communicate  with an Office 365 Exchange 

Online tenant.  

On the GALsync Server, open Windows PowerShell  as Administrator ,  

then run the following:  

Install - Module - Name ExchangeOnlineManagement - Force  

 

When prompted, enter Y for Yes then Return  

 

Please have look at the Prerequisites for the EXO V2 module  chapter of the  

Microsoft Docs: About the Exchange Online PowerShell V2 module  

https://docs.microsoft.com/en -us/powershell/exchange/exchange -online -powershell -

v2?view=exchange -ps#p rerequisites - for - the -exo -v2 -module  

http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx
https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#prerequisites-for-the-exo-v2-module
https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps#prerequisites-for-the-exo-v2-module
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Modern Authentication OAuth  2 .0  for Exchange Web Services 

(EWS) to access Exchange Online  

The GALsync service account of an Office 365 tenant needs access to its own mailbox, 

therefore, Modern Authentication OAuth 2.0 for  Exchange Web Services (EWS) must be 

configured.  

Please note, that Microsoft will stop supporting and fully decommission the Basic 

Authentication for Exchange Web Services (EWS) to access Exchange Online.  

First, please verify the GALsync GUI is running in the credentials of the local GALsync 

service account, otherwise GALsync cannot decrypt the token later .  

This can be confirmed on the information bar at the bottom of the GALsync GUI.  

 

 

ñUser consentò or ñAdmin consent requestò required in Azure Active Directory 

Enterprise Applications to register NETsec GALsync as Enterprise Application  

User consent  or Admin consent request  required in Azure Active Directory Enterprise 

Applications to register NETsec GALsync as Enterprise Application . 

Please note, that GA Lsync cannot request the necessary User consent  for a non 

admin user with restricted settings Consent and permissions  for Modern 

Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online.  
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Azure Active Directory admin center  -> Enterprise applications  - > Consent and 

permissions  

 

There are 2 options if you do not want to permanently use the Allow user consent for 

apps  option . 

 

User consent :  

Set the Allow user consent for apps  option temporary for the first login.  

 

Admin consent request  (recommended) :  

The Consent and permissions  settings of the Enterprise applications  are restricted  

and a Global Administrator account of the Office 365 tenant r eview permissions and 

consent  the request.  
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User consent  

To temporarily switch t o the Allow user for apps  option  

Azure Active Directory admin center  -> Enterprise applications  - > Consent and 

permissions  

 

 

After that, proceed with the Login for Modern Authentication OAuth 2.0 for Exchange 

Web Services (EWS) of Exchange Online with your GALsync Service Account, for 

successful consent of required permissions . 
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Please note, that the User - ID and the E - mail address can be different for an 

Exchange Online mailbox user. This depends on your Office 365 Exchange Online 

tenant.  

Insert the cr edentials of the GALsync service account,  

select the  Modern Authentication  OAuth 2.0  authentication method  

for Exchange Web Services (EWS) of the Office 365 tenant and click the Login  button.  
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Select the same GALsync service account, which you have use d in the Exchange Online 

Credential  dialog before.  

 




























































































































































































































































































































