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Introduction

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange
environments, which can be on - premises Exchange environments or Exchange Online of
Microsoft 365 tenants

For each Exchange environment, you can configure which mail -enabled objects will be
synchronized as mail -enabled contacts to the other Exchange environments. Also, you

can configure how the received mail -enabled objects from the other Exchange
environments  will be synchronized as mail  -enabled contacts to your own Exchange
environment. This will make the mail -enabled objects from the other Exchange
environments visible as contacts in the Global Address List (GAL).

GALsync Documentation

https://www.netsec.de/en/products/galsync/documentation.html

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public
Folder into usersd mailboxes in the same Exchange enyv

It wi | also synchronize the GI obal Address List (GAL
the same environment. Mail -enabled objects of an on  -premises Active Directory can be

synchronized into Exchange mailboxes from the same Exchange environment and mail -

enabled objects from a Microsoft 365 tenant can be synchronized into Exchange

mailboxes in the same Exchange environment

contactSync synchronizes the contacts into a subfol de
contacts.

Please look at the contactSync documentation for additional information.
contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html



https://www.netsec.de/en/products/galsync/documentation.html
https://www.netsec.de/en/products/contactsync/documentation.html

What are the principles?

Independency 1 each company only shares that information it wants to share
No trust is needed between the companies

il
1
1 The software is easy to install and easy to configure
il

Exchanging only the data you want to share should be easy and secure T so we have
chosen email as the preferred data transfer method between companies

How to start?

1. Check out the System Requirements and the Prerequisites
2. Check out the Global Settings of GALsync.

3. Configure an Environment Configuration corresponding to the Exchange
environment.

4. Configure the Policy Configuration for the corresponding Environment
Configuration

Recommendati ons (Dods and Dondt s)

Junk Mail Filter

If you choose email as the data transfer method to exchange data, we strongly
recommend you configure the receiving mailbox to not block email from your partner
site. Especially in Exchange Online when GALsync email is often treated as junk email

Suggestions to test GALsync policies

We recommend testing GALsync before using with your production accounts. This way
you will prevent any unwanted changes , or impacts you might not have considered
during setup.

f First use some test accounts and groups

 Thenuseonlyl -5real accounts

Never delete manually

Never manually delete synced accounts in the target organization after they have been

used by clients! Outlooks NK2 Cache / AutoComplete Cache respective the name
resolution of Outlook will not take care of the new objects with the same cn without
having the legancy Exchange DN of the former object as x500 address present.

Schedule without overla  pping

It is strongly recommended that you configure the scheduler in such a way that exports
and imports do not overlap. Try the time for each policy will run by a manual execution.

After that, configure your schedules.
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One import policy for ~ exactly one organizational unit (  on-premises)

It is strongly recommended never to configure more than one import -policy to save the
objects in the same organizational unit. Following the architecture of GALsync all

previous objects  could be deleted if they are not identical to one in the import set.

Example:
Import policy 1 :contains userl@ company a.com and user2@ company a.com

Import policy 2 :contains userl@ company a.com and groupl@ company a.com

Both policies are configured to import to OU Contacts Company A and both data files
come from the same source environment. If now policy 1 runs userl@ company a.com
and user2@ company a.com are created. If afterwards policy 2 runs then

user2@ company .com will be removed and groupl@ companya .com is created.

Only one export policy  from the same source environment for the same
Exchange Online target  environment
It is strongly recommended to never configure more than one export policy whose target

environment is the same Exchange Online organization. Following the architecture of
GALsync all previous objects would be deleted if they are not identical to one in the
import set.

Example:

Export policy 1 of Company A contains for an Exchange Online import policy 1
contains userl@companya.com and user2@companya.com

Export policy 2 of Company A contains foran  Exchange Online i mport policy 2
contains userl@companya.com and groupl@companya.com

Both policies are configured to import to same Exchange Online tenant of Company
B and both data files come from the same source environment .Ifnow policy 1 runs
userl@companya.com and user2@companya.com are created. If afterwards policy
2 runs then user2@company.com will be removed and  groupl@companya.com is
created.



Performance (Exchange Online)

When using any  Microsoft 365 Exchange Online related Policy in GALsync, please be

aware of the possibility of some lag. This is due Exchange Online being a remote

environment, which GALsync connects to using Remote PowerShell. Microsoft can , and
has been known to apply connection limitations though throttling.

Export from  Microsoft 365 Exchange Online

1. Our experience using certificate  -based authentication via App registration
exporting 200 ,000 objects from  Microsoft 365 Exchange Online:

We used

A 1 Enterprise Application (App registration) , with the Exchange Administrator role

A and 2 connections to the Microsoft 365 tenant,

A and a Windows Server 2022 with 16 GB RAM and 2 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we exported the 200,000 objects within 1 hour from the
Microsoft 365 tenant.

2. Our experience using user credentials exporting 200 ,000 objects from  Microsoft
365 Exchange Online:

We used

A 5 service accounts, with the Exchange Administrator role

A and 2 connections per account to the Microsoft 365 tenant,

A and an Azure VM with 16 GB RAM and 4 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we exported the 200,000 objects within 1 hour from the
Microsoft 365 tenant.
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Importinto  Microsoft 365 Exchange Online
1. Our experience importing 100 ,000 objects into  Microsoft 365 Exchange Online:

We used to create 100 ,000 objects at the same import policy run

A 1 Enterprise Application (App registration) and additional 2 service accounts
with the Exchange Administrator role ,

A and 2 connections per account to the Microsoft 365 tenant,
A and a Windows Server 2022 with 16 GB RAM and 2 cores.

*|f less than 20 ,000 objects have to be created or modified during a policy run
Enterprise Application  (App registration) without any user credentials is sufficient.
If more than 20,000 objects are to be created or modified during a policy run,
additional service accounts will speed up the process.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the
Microsoft 365 tenant.

2. Ourexperience using only user credentials importing 100 ,000 objects into
Microsoft 365 Exchange Online:

We used

A 5 service accounts, with the Exchange Administrator role

A and 2 connections per account to the Microsoft 365 tenant,
A and an Azure VM with 16 GB RAM and 2 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the
Microsoft 365 tenant.

*

one



Licensing

Trial license

It is possible to run GALsync without a license. Please note that in this case only up to

100 objects can be exported or imported for up to 21 days. If you try to run a policy in

the trial mode, which has been cloned or copied, then it will not work. If any GALsync
version was previously installed on the same machine, the trial mode will not work

If you try to export more objects than licensed, the data file will not be transferred, and
an error is written to the log file.

If your license is not valid or version -compatibility is not given, the data file will not be
transferred, because importing it could lead to unwanted results in the target Active
Directory.

Data files with more than 100 objects cannot be imported.

If you run GALsync as trial this is displayed in the information bar at the bottom of the
program window.

A\ Trial version with random results. For purchase please contact zalesi@nei=zec.de

Note: If you run the contactSync module without a license you will be able to
synchronize contacts into maximum 20 mailboxes for upto 21 days !

If you have any licensing questions or queries, please feel free to contact our
GALsync Sales Team

by phone +49 2421 998 78 20

orviae -mail sales@netsec.de
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How to add a license
Click Help and select About .

GALsync will provide you with basic information about your current license status.

To add a license, press the Add License  button, and then select the license file you
received.

L-,l L-,l METsec GALsync 4
FILE ACTION  OPTIONS HELFP GALsync Version 8.0
O [ GALsyne @ ke NETsec GmbH & Co. KG 2008-2022.
D[g contactSync |\L| Aboi ] Al rights reserved.
@ Se Contact: seles@netsec de
Please contact us for a license: sales@netsec.de
Palicy D

GALsync

Add License

How many objects are to be licensed?

%] Counter Create an export policy, choose the appropriate objects. Then you can count all
of the objects which are valid for export and would be exported during a run. This can
help you choose for how many sync objects you need to license.

If you have any licensing questions or queries, please feel free to contact our
GALsync Sales Team

by phone +49 2421 998 78 20

or viae -mail sales@netsec.de
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Deployment Guide

Introduction

This chapter will help you to plan your GALsync installation. To simplify the description of
each scenario below, only a unidirectional synchronization is focused. Based on this
technique you may configure bidirectional (one -way) or multidirectional synchr onizations.

Some key notes before

1 You can synchronize a limitless number of Exchange Forests. We have customers

with over 45 forests using GALsync. You may designh a hub - spoke topology
synchronizing all branch offices to the Headquarter and receiving all objects from
HQ.

1 Inasingle policy configuration, there are no technical limitations for the number of
objects to select for synchronization

1 You can create a limitless number of policies. Multiple policies must be scheduled for
execution T no concurrent executions are possible. Policies are kept in a queue and
will be run sequentially.

91 If there are multiple forests to import from, each exporting site must use its own
subject line (when transferring the data via email). This permits multiple import
policies to be configured using the same mailbox for receiving, and still determine
the correct data file per policy

Note: Synchronizing between different Exchange environments  we recommend
choosing email as preferred transport method.
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Synchronize multiple Exchange environments in a hub -spoke
topology
The main goal of a hub  -spoke topology is that all Exchange environments have the same

contact information of the shared mail -enabled objects.

Step 1: Partners export for the Central
First, each partner (spoke) configures an export policy, adding only the desired objects to
be sent to the central (hub) environment

We recommend scheduling all export policies from each partner (spoke) in the same time
slot.

Step 1: J Office 365

EL’J GALsync Server

GALsync Server GALsync Server L:I
Partner B Partner C Partner D
o 7
\‘:'(j;\ ” Export to Partner A /"
N\ at 1.00 o’clock Y 4
Export to Partner A \:Q\ I/-' Export to Partner A

at 1.00 o’clock “i.}\ Y/ at 1.00 o’clock

R

&= &7 GALsync Server

Partner A - Central



Step 2: Central imports the received data file of each Partner
Second, the central (hub) configures an import policy for each partner, which imports the
contents of the received corresponding data file.

After all export policies from the partners are finished and the data files received at the
central (hub), schedule the import policies for the central environment

Step 2: J Office 365

A
FA Eﬂ E}a %ﬁ ‘-:;\:}:

E[’] “-g. |'_':| - GALsync Server

GALsync Server a2 &3 GALsync Server L:I
Partner C Partner D

Partner B Y

L/ T
7 <

| & /}\
Partner B Partner C Partner D
- A L B8
Import the data file from each partner.
Start at 3.00 o'clock
..h E
=1
e e [—:I

with the first import policy
&= &7 GALsync Server

Partner A - Central
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Step 3: Central exports all contact information for the Partners

Thirdly, configure the export policy of the central hub with the own mail -enabled objects
selected and all contacts imported from the partners, so that all contact information from

all environments is included.

After all import policies are finished, schedule the export policy of the central
environment

Step 3: ] Office 365

Er_j GALsync Server

GALsync Server GALsync Server I-_:I
Partner B Partner C Partner D
[ | ]
4

One export to all partners
at 5.00 o’clock

L

A

&> &7 GALsync Server

Partner A - Central



Step 4: Partners import the received data file of the Central
Fourth, each partner configures an import policy that imports the receiving data file from
the central office.

After the central export policy is finished, and the partners receive the data file, we
recommend scheduling all partner (spoke) import policies for the same time slot

Step 4: J Office 365

Er_j GALsync Server

GALsync Server GALsync Server I-_:I
Partner B Partner C Partner D
7
=
mparr . Import from Partner A — Import from Partner A Y Import from Partner A
" at7.00 o'clock at 7.00 o’clock Vi at 7.00 o’clock

e @
&= &3 GALsync Server

Partner A -Central
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Synchronizing between different Exchange Online environments

Own GALsync Server for each
to directly synchronize between different
your own GALsync Server for each

If you want

tenants, you can use

J

tenant.

1. Export
mail-enabled
objects
of Company A

In this scenario

configure s an Environment Configuration for
corresponding policies for export and import are configured to the

Configuration

Company A

Office 365

3. Import as

mail contacts 2. Transfer

to Company B

into Company A from Company A

Microsoft 365 Exchange Online tenant

Microsoft 365 Exchange Online
Microsoft 365 / Office 365

] Office 365

Company B
&=

1. Export
mail-enabled
objects
of Company B

3. Import as

mail contacts

SR

]
. E E.] into Company B

GALsync Server 2. Transfer

from Company A

to Company B

the administrator of

of the Exchange environment.

GALsync Server

each Microsoft 365 Exchange Online tenant
its Exchange environment.  The

Environment



One GALsync Server forall  Microsoft 365 Exchange Online  tenants

You can use one GALsync Server for all Microsoft 365 Exchange Online tenants. This is
only possible for Exchange environments, where you do not need to synchronize the

Global Address List (GAL) to an on -premises Exchange

] Office 365 1] Office 365

4., Import as
mail contacts
into Company A

mail-enabled

1. Export objects
mail-enabled of Company B
objects

2. Import as
mail contacts
into Company B

of Company A

In this special scenerio
the GALsync data file is only on the local %
hard disk of the GALsync server. EJ
Encryption and compression for the GALsync Server

GALsync data file is not necessary.

In this scenario, the GALsync service account credentials from each Microsoft 365
Exchange Online tenant are configured within an Environment Configuration, one of

which is configured for each Exchange Online tenant. Each corresponding export/import
policy is then configured within its own respective Environment Configuration
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System Requirements

Components Required

OS (64Bit) Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Hardware Processor: minimum dual core
RAM: minimum 4GB

Software .NET Framework 4.8.0 or later

Windows PowerShell 5.1  and ExchangeOnlineManagement PowerShell module version

3.6 or later for Exchange Online PowerShell V3

Recommendations Exchange On -Premise s: Werecommend installing GALsync on a member server
within the domain ( e.g. dedicated GALsync server  or file server). The machine should be
uncritical ( e.g. may be restarted without complications). The GALsync server must have

a high bandwidth connection to the DC/GC.

Exchange Online  : See recommendations for on-premise s; but you can

standalone computer.

Supported Exchange 2013 * SP1 and later
Exchange
Versions *

Exchange 201 6* and later
Exchange 201 9* and later
Exchange Server SE

Microsoft 365 Exchange Online

* Microsoft will be stopping support for E xchange 2016 and Exchange 2019

14th October 202 5.

Microsoft stopped supporting Exchange 2013 on the 11th April 2023
Microsoft stopped supporting  for Windows Server 2012 and
Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot
support an Environment, which is no longer supported by the manufacturer.

alsouse a

on the

Microsoft will start blocking EWS requests to Exchange Online on 1 st October 2026.
https://techcommunity.microsoft.com/blog/exchange/retirement -of-exchange -web -

services -in-exchange -online/3924440



https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440

Prerequisites

Overview

GALsync requires a service account. The GALsync service account is only a domain user
in the Active Directory and has an Exchange mailbox . The mailbox of the GALsync service

account can be located at the on -premises Exchange or in Exchange Online.
On your GALsync server, the service account should be the local administrator, and it
should be possible to log on to the server as this account. Remote desktop connectivity

may also be required.

Furthermore, the service account on the GALsync server needs the right to run as a
service.

It is recommended to run the GALsync GUI always in the credentials of the local GALsync
service account.

This can be confirmed  on the information bar at the bottom of the GALsync GUI.

s NETSECDEMOC\svc_galsync = & x64 ‘*1"' GALsyncService is Runnina 'h MET=zecDemo'sve_galsync

Exchange on -premises and on - premises Active Directory:

The on -premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import -OUs of the on -premises
Active Directory  for synchronizing into an on - premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU ( on-premises)

Exchange Online:

Synchronizing directly with Exchange Online, you must configure an App registration in
the Microsoft Entra Id with Microsoft Graph permissions for the certificate -based
authentication. Certificate  -based authentication for Exchange Online is recommended so
the GALsync service account  will not require any additional authorizations.

The certificate -based authentication for Exchange Online is described in the chapter
Exchange Online certificate -based authentication via App Registration
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Service Account (on -premises)

The on -premises GALsync service account is a domain user of the on -premises Active
Directory.
The on -premises service account is a member of the  Local Administrators group onthe

Windows Server, where GALsync is installed.

The on-premises service account needs the local right to run as a service on the
Windows Server, where GALsync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where GALsync is installed. Itis likely that the on-premises service account requires
membership in the  local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the GALsync
GUI.

The GALsync Service must run in the credentials of the on -premises service account.

In order to install GALsync you need administrative permission. Setup will also install the
GALsync Service onthe  Windows Server you install GALsync on

Important: If you configure the logon information for the Active Directory domain
service account in the GALsync GUI using on-premises Exchange, it will be necessary
use the format domain  \username.

The on -premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import  -OUs for synchronizing into
an on - premises Exchange environment

Please look at the chapter
Active Directory Permission for the Import OU ( on-premises)



Exchange mailbox for the GALsync Service Account

The GALsync service account needs a licensed Exchange mailbox in the environment.

1 GALsync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS)  for Exchange on -premises .

Ensure the mailbox is accessible ( e.g. by Outlook Web Access).
Ensure the mailbox can send to and receive email from the other organization.

Ensure incoming mail from the other organization does not get caught by your spam
filter or firewall

1 Ensure the email protection does not replace the attachment of an incoming mail to
a link to download the attachment file. GALsync needs direct access to the
attachment which needs to be in the mailbox itself. The GALsync data file is attached
as zip file to an email.

On-premises mailbox
For an on -premises Exchange scenario, the on -premises GALsync service account needs
a mailbox located on the on -premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the GALsync service account needs to be licensed with
an Exchange Online license inthe Microsoft 365 tenant .

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 EL1 license will work for the service account.
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Local service account on a standalone server

If you run GALsync on a standalone Windows Server , please create a local account for
GALsync. Thisis only valid for Exchange Online cloud -only scenarios.

Please use the local account to configure and run the GALsync Service and the GALsync
GUI in the credentials of this local account.

The local account needs the same local permissions as the domain user described abov e.
The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The GALsync Service Account of the Microsoft 365 Exchange Online

tenant is independent of this local account.
For example: galsync is alocal account of the standalone  Windows Server .
Please also run the GALsync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
GALsync GUI, it will be necessary use the format computername \username.

Execution Policy ( Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, GALsync needs the
parameter ExecutionPaolicy to be setto RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,

Power Shell 6s execution policy is set to Restricted;

GALsync requires that scripts can be run.

Get - ExecutionPolicy

http://technet.microsoft.com/en -us/library/hh849821.aspx

Set - ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en -us/library/hh849812.aspx

t


http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx

ExchangeOnlineManagement PowerShell module (Microsoft 365
Exchange Online)

GALsync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3.6 orlater for Exchange Online PowerShell V3.
Onthe GALsync Server you need to install the ExchangeOnlineManagement
PowerShell module so GALsync can directly communicate with a Microsoft 365

Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator ,
then run the following to install:

Install - Module - Name ExchangeOnlineManagement - Force

When prompted, enter Y for Yes then Return

' EX Administrator: Windows PowerShell — [m] X

lWindows Pow hell
Copyright (C) Microsoft Corporation. All rights reserved.

Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Windows\system32> Install-Module ExchangeOnlineManagement
NuGet provider is required to continue

PowerShellGet requir NuGet provider version ' .5.201" or newer to interact with NuGet-based repositories. The NuGet
provider m I lable in ogram Fil t\ProviderAssemblies' or

EC rs\Svc_ i T \ / emblies u can also install the NuGet provider by
i i on 2.8.5.201 -Force'. Do you want PowerShellGet to install

[S] Suspend [?] Help (default is "Y")
stem32> _

Please have look atthe  Prerequisites for the Exchange Online PowerShell module
chapter of the  Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en - us/powershell/exchange/exchange -online -powershell -
v2?view=exchange -ps#install -the -exchange -online - powershell -module

Update ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator ,
then run the following to update:

Update - Module - Name ExchangeOnlineManagement - Force

Please have look atthe  Prerequisites for the Exchange Online PowerShell module
chapter of the  Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en - us/powershell/exchange/exchange -online -powershell -
v2?view=exchange -ps#update -the -exchange -online - powershell -module
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How to install a specific version of Exchange Online Power Shell?

This applies if you need a specific version of the Exchange Online PowerShell module in
Windows PowerShell 5.1 on the Windows Server, because a higher version does not
currently work.

Start the Windows PowerShell as Administrator

# Uninstall all existing versions

Uninstall - Module - Name ExchangeOnlineManagement - AllVersions;
# Install the required version, e.g. version 3.6.0
Install - Module - Name ExchangeOnlineManagement - RequiredVersion 3.6.0 - Force;

# Check installed version
Import - Module ExchangeOnlineManagement; Get - Module ExchangeOnlineManagement;



Exchange Online authentication via App registration or Service
Account

On the Exchange Online tab in the Environment Configuration , there is now only one
available method to establish a connection to Exchange Online

Please use the certificate  -based authentication via App registrations in the Microsoft
Entra ID.

Manage the settings for the Exchange Online tenant
Please use the certificate-based authenbcation via App registrations in the Microsoft Entra ID.

Credentials
Gad | @ Moty | @ HRemove @

lIsemame Max. Connection

'] PartnerDemo Exchange Online - Environment Configuration - M X
Exchange Online E3
Exchange Online

Organization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
¢ Ok 6 Cancel B Apply
As of version 8.5.6, user - based authentication for applications no longer works.
For this reason, the option to create a new user -based credential account has been
deactivated. Please note, Microsoft requires multifactor authentication for user -based

accounts and restricts access via Exchange Web Services for Exchange Online.

It is still possible to modify existing user -based accounts, but the switch to certificate -
based authentication and access to Exchange Online mailboxes via Microsoft Graph will
be required.

If you still have user  -based accounts, you will find information on switching to certificate
based authentication in the chapter

How to switch from user -based authentication to certificate -based
authentication
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Exchange Online certificate -based authenticationvia  App registration

The Add button will open a dialog window in which to configure certificate  -based
authentication via App registration for the Exchange Online tenant.
eneral Exchange Scenano Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant :
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID

Credentials

(‘.}Add @ / Modify @ xRemove @

:] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure

AD) App registrations that enables access to Exchange Online

Organization / Tenant @

I

Application Display Name @
SN

Application ID D

| | Certificate

Detailed description is in chapter
Exchange Online certificate -based authentication via App Registration

Exchange Online authentication via Service Account
The Add button on the right has been disabled because user -based authentication
Service Account for the Exchange Online tenant has been deprecated by Microsoft.

It is still possible to modify existing user -based accounts, but the switch to certificate
based authentication and access to Exchange Online mailboxes via Microsoft Graph will
be required.

If you still have user  -based accounts, you will find information on switching to certificate
based authentication in the chapter

How to switch from user -based authentication to certificate -based
authentication

via



Exchange Online certificate - based authentication via App
Registration

First, please verify the GALsync GUI is running in the credentials of the local GALsync
service account, otherwise GALsync cannot decrypt the Application Id and cannot find the
certificate later.

This can be confirmed  on the information bar at the bottom of the GALsync GUI.

¥ NETSECDEMO\svc_galsync = & x64 & GALsyncServiceisRunnina % NETsecDemolsve_galsync
Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center )and enter the
corresponding values in the Exchange Online App Registration dialog .
eneral Exchange Scenano Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID

Credentials
ard @ | P Modfy | @ | ¥ Remove @
.:] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online

Organization / Tenant @
|
Application Display Name @
e D
Application ID @
Certificate
Friedly Name FriedlyName
Not After Not After
Subject Subject
Thumbprint Thumbprint _
Has PrivateKey Has PrivateKey g
<
User User s
©
= . > 0
Choose Certificate Create Certificate @ o
7
-
<
O]

Assigned APl permissions
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The following description is based on the Microsoft Documentation article :

App -only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en - us/powershell/exchange/app -only -auth -powershell -

v2?view=exchange -ps

[:l Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Organization / Tenant @
| |
Application Display Name @
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mat After Mat After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange Web Services @

Maxi
Cna:ll'ir;cu'trir{‘m @' Set as primary account @I

Email Address @

o Lpply £ Cancel



https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps
https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-v2?view=exchange-ps

Register an Enterprise Application in Microsoft Entra 1D
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity ~ (formerly Azure A ctive Directory).
Microsoft Entra admin center B search resources, services, and docs (G+/) _
Home >
Iﬁ Home
X
W Favorites N
@ Identity ~ ‘
@  overview M . ft E t d . t
Q Users ~
Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v
Learn more (3
1 Devices ~
@ Applications N ) 3
E| Protection ~
Microsoft Entra ID (Azure AD) ID Protection
i v
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
ER External Identities ~
*  Show more
Go to Microsoft Entra ID Go to ID Protection
& Protection N
Expand Applications and goto App registrations . Then select New registration
Microsoft Entra admin center e ey _
: Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
> Identity - All applications Owned applications  Deleted applications
@ overview
P Start typing a display name or application (client) ID to filter these ... +v Add filters
,Q, Users N
A Groups A This account isn't listed as an owner of any applications in this directory.
View all applications in the directo
R y
B Applications N
Enterprise applications
I App registrations
3. Roles & admins Voo
& Lean& support N
«
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Microsoft Entra admin cent P Search resources, services, and docs (G+/) _

Home » App registrations >

‘ﬂ‘ Home . . .
Register an application X
¥ Favorites v
¥ Name
S Identity o The user-facing display name for this application (this can be changed lzter).
@ Overview | GALsync Enterprise App v
R Users ~
Supperted account types
2 Groups '
Whe can use this application or access this API?
‘i ~ . .
D Devices Accounts in this arganizational directory only (NETsec Demo anly - Single tenant)
B Applications ~ O Accounts in any organizational directory (Any Azure AD directory - Multitenant)
O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)
Enterprise applications (O Personal Microsoft accounts only

I App registrations Help me choose..

3. Roles & admins oor -

you agree to the Microsoft Platform Policies =

be

Learn & support I

Enter a name for the  Application .

In this example, it has been named GALsync Enterprise App .

Select the Accounts in this organizational directory only (<YourOrganizationName>
only - Single tenant) radio button and click Register

Transfer the information of the registered Application to the Exchange Online App

Registration dialog.

Microsoft Entra admin center SRS _

Home » App registrations >
ﬁ Home .
unn .
i GALsync Enterprise App = X
%* Favd ] Exchange Online App Registration x|
[ Delete &P Endpoints [ Preview features
& 1 Corresponding seftings for the Enterprise Application inthe Microsoft Entra D (formerly Azure
er]  AD) Appregistrations that encbles access to Exchange Online. @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for N
developer).
() Over Organization/ Tenant @
netsecdemotenant.onmicrosoft com
R User] A Essentials
Application Display Name @
4 Grou  [GALsyne Ertermrise Aop < lepla name ’ Client credentials
. GA prise App
£ Devi| ApplicationD (&5 Application (client) ID
b 788 T7e 14225 o 74 208 ToHedid < 9b5fb788-77e1-4225-5f74-2967cBfedSd
BB acpl Certiicate Object ID
7f6435-68a3- -84eb-16dca 0e
Friedly Name Ees 8b7f64a3-68a3-42c0-84eb-16dca3bddlel
s Y. Not After
Subject Subject
| App
Thumbprint Thumbprint
Role] | Has Privatekey Has PrivateKey
User User
B sili @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App
ertific: Create Certificate @ registrations (Legacy)? Learn more
Settil W
o He@ 7| Setas primary secount (D
D Get Started Documentation
Email Address (6]
Dorr
Build your application with the Microsoft identity
Mab
of serly & Cancel platform




Organization / Tenant needs the .onmicrosoft .com domain name of the Microsoft
365 tenant. Otherwise, you m ay encounter cryptic permission issues when you run a
policy inthe app context. = The next chapter will describe where to find the domain name

of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value  of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more  to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity Pal D ldent ity A
I'fl~J Overview Iff-' Overview

H Users o ,-Li, Users

o Groups A Groups

Io)  Devices o I Devices v
BR applications N BB Applications .
1 Protection A 8. Roles & admins A
'::E-:;' Identity governance W B Billing s
Iih External Identities . 93 sett ngs

Show more & Protection
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Expand Settings

Microsoft Entra admin center L Search resources, services, and docs (G+/)

>
0]
_
oy
=)
&
%
B
&

Please do not confuse the Microsoft 365 tenant domain name

Identity
Overview
Users

Groups
Devices
Applications
Roles & admins
Billing
Settings
Preview hub
Domain names
Mobility

Protection

, goto Domain names and use the .onmicrosoft .com domain name.

Fas

Home »
Custom domain names X
Azure AD for workforce

T Add custem domain C‘ Refresh 4 Troubleshoot Columns ,Oj Got feedback?

® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?

|/‘7’ Search domains *7 Add filters
Name Status Federated Primary
netsecDemo.com @ Verified
netsecdemotenant.onmicrosoft.com @ Available

s with the Exchange

Online accepted domain s.



Certificate for the registered Application

For app -only authentication in Microsoft Entra ID (formerly known as Azure A ctive
Directory ), you typically use a certificate to request access. Anyone who has the

certificate and its private key can use the app lication , and the permissions granted to the
app lication .

] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Crganization ! Tenant Ed]

netsecdemotenant . onmicrosoft.com

Application Display Name & &)
GALsync Enterprise App

Application 1D i
Sb5fb788-77e1-4225af 74-a96f Vo Hfedd

Certificate

Friedly Name NETsechemo GALsync Server
Mot After 2025-07-20
Subject CHN=NETsecDemoGALsyncServer
Thumbprint AEDSDEZAD12C115CBET1D4FE3FS5SERBE524C8C
Has Privatekey True
User NETSECDEMO\sve_galsync

Choose Certificate Create Certificate 'é;'

Assigned APl permissions

#| Microsoft Graph kL'
Exchangs \Web Services LL'
Maximum =] «= Ed)
Connection e @ =
Email Address @
gvc_galsync@netsecdemo .com
( Apply '& Cancel
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Choose Certificate
Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the GALsync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.

Create Certificate

Create a self -signed certificate , which will be saved in the current user certificate store

and will be used to authenticate your Application against Identity  (formerly Azure A ctive
Directory) , while requesting the app  -only access token.

METsec GALsync - M
Create certicates m cument user store
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: NETsecDemoFromGALsyncServer L&)
Friendly Mame:  |NETsecDemo from GALsync Server &8
NotAfter: 712012025 - | &
KeylLength: 4096 - @ keySpec: |KeyEschange @D
FilePath: C:\ProgramData*METsec GmbH & Co. KGWGALsync certficate &5
files"NETsecDemoFromGALsync Server_2025-07-20.cer
Creating self-signed certificateis onby
possible starting with '\Windows Server 2016 * Create
) Certificate Directory o €3 Close

Enter the Subject ,and Friendly Name of the certificate.

In the example above , the forest name (  NETsecDemo ) and the name of the server
(GALsync Server ) from which the connection is established will be incorporated in both.

Click Create to generate a new certificate.



METsec GALsync - %

Create certicates m cument user stone

Create 3 self-signed certificate for the Azure AD Enterprise Application registration.

Subject: NETsecDemoFromGALsyncServer '\_LI
Friendly Mame: | NETsecDemo from GALsync Server @D
NotAfter: 7/20/2025 | @
KeyLength: 4096 - @ keySpec: |KeyExchange @
FileFath: C:\ProgramData*METsec GmbH & Co. KG\GALsync \certficate '\E,.a'

files'METsecDemoFromGALsyncServer_2025-07-20.cer

Creating self-signed certificate is only
possible starting with Windows Server 2016 * Create

“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ ~

Code: 0

Message: The public part of Cedificate BDEES7E2A2035FGC046E2DFFC1ABSETEE1433AB2 is
exported ta the file C:\ProgramData“METsec GmbH & Co. KGYWGALsync cerfficate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.

Code: 0
| Message: Operation successfully completed b4
'f__.'? Certificate Directory { Apply 'g Close
The public key file is created in the default path
C:\ ProgramData \ NETsec GmbH & Co. KG \ GALsync\ certificate files \
Click on the Certificate Directory button to open the folder in File Explorer
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METsec GALsync - X
Create certicates m cument user stone
Create 3 self-signed certificate for the Azure AD Enterprise Application registration.
Subject: [NETsecDemoFromGALsync Server @
Friendly Name: | NETsecDemo from GALsync Server | @
NotAfter: \7/20/2025 ] @
KeyLength ® erSpes: [pchse | @
FileFath: C:\ProgramData*METsec GmbH & Co. KG\GALsync \certficate @
files'ME TsecDemoFromGALsyncServer_2025-07-20.cer
Creating self-signed cerificate is onby
possible starting with Windows Server 2016 o Create
“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ ~
Code: 0
Message: The public part of Cedificate BDBE5782A2035FC046E2DFFC1ARSE7EE1433AB2 is
exported to the file C:\ProgramData*MNETsec GmbH & Co. KGYGALsync certificate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.
Code: 0
Message: Dperation successfully completed W
G Certificate Directory | of Apply €3 Close
View
Disk (C:) » ProgramData » METsec GrbH & Co. KG ¢ GALsync » certificate files
Marme Date modified Type
5] METsecDemoFromGALsyncServer_2025-07-20 202023 918 AM Security

Then click Apply to close the Create Certificate dialog .



Upload certificate file for the registered Application
Goto Certificates & secrets  of the registered Application in Microsoft Entry I D (Azure
AD), and selectthe Certificates  tab.

st ? admin center eSS _

Home > App registrations > GALsync Enterprise App

ﬂ Home
GALsync Enterprise App | Certificates & secrets # - X
¥ Favorites ~
P Searc | « 5’ Got feedback?
@ Identity ~ # overview
. Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens
® QOverview at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using 2
# Integration assistant certificate (instead of 2 client secret) as a credential.
R Users N
Manage
8 Groups ' ®
B Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
51 Devices ~
3D Authentication
% Applications ~ ST e e S |_.>| Certificates (0) Client secrets (0) Federated credentials (0)

1l Token configuration Certificates fcan be used as secrets to prove the application’s identity when requesting a token. Also can be referred

Enterprise applications
2 2 to as publigkeys.
v

2 API permissions
I App registrations =
& Expase an API T Upload ce
EI Frotection ~ & App roles Thumbprint Description Start date Expires
= i v .
& EmiyEsErn - & Owners Mo certificates have been added for this application.
dls Roles and administrators
.'2 Learn & support N M Manifest
<« Support + Troubleshooting -
Select Upload certificate , then browse to the location where the certificate was saved.

Select, and open it. The default path is:

C:\ ProgramData \ NETsec GmbH & Co. KG \ GALsync\ certificate files

Microsoft Entra admin center A Sl _

- Home > App registrations > GALsync Enterprise App Upload Certiﬁcate e
 dentity & GALsync Enterprise App | Certificates &
@ oOverview Upload a certificate (public key) with one of the following file types: .cer, jpem, crt *
A Got feedback? Select a file ‘E
R Users N
Overview Description
"' Groups A Quickstart Credentials enable confidential ap |EntEI’a(\EscriptinnfDrII"\'scem'ﬁca!e |
addressable location {usingr==—t-t
I Devices ~ 5 Integration assistant client secret) as 2 credentia| ¥ Open X
% At A Manage T~ « GALsy... » cetificate files v O Search certificate files
Enterprise applications = Branding & properties @ Appiication registrat Orgﬂ_mze T Hew folder N =- O @
5 - B
. 2 Authentication 5] Documents Name Date modified Trpe
I T OEIEEIES Certificates (@) Cli ¥ Downloads 5 NETsecDemoFromGALsyncServer 2025-07-20  7/20/2023 312 AN Security
Certificates & secrets ertificates (0) en b Music
& Protection v I " =
Il Token configuration Certificates can be used a =] Pictures
keys. Vidl
{8 Identity govemnance hd - AP| permissions B videos
_ s Local Disk (C)
o a T Upload certificate
HB  External Identities ~ @ Expose an API P . & >
- App roles Thumbprint File name: | NETsecDemoFromGALsyncServer 2 | | Custom files -
- & Owners No certificates have been _
i Learn & support ™~
= 2 d. Roles and administrators
53 Bl Meanifest .
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Microsoft Entra admin center ([T _

Home > App registrations > GALsync Enterprise App HH
ppre yneEniereree fop Upload certificate @ upioad compietea for X
P ldentity ~ GALsynC Enterpnse App | Certificates & NETsecDemoFromGALsyncServer_2025-...
1.29 KiB | "Streaming upload"

@ overview Upload a certificate (public key) with onewmmenonowmgpmeypesseerspemztg-

S AP Got feedback? [ "NETsecDemoFromGALsyncserver_2025-07-20.cer”
R Users N

Overview Description
o Groups A Quickstart Credentials enable canfidential ap | Enter a description for this certificate
addressable location {using an HT

I3 Devices N % Integration assistant client secret) as a credential.
i) Applications A Manage

£ Branding & properties @ Application registration certi

Enterprise applications

9 Authentication
I App registrations

Certificates & secrets Certificates (0) Client secre
E] Protection N m .
1l Token configuration Certificates can be used as secre
keys.
[ O] Identity governance N - API permissions
-~ ~ a T Upload certificate
EE  External Identities N @ Expose an API "
T EL approles Thumbprint
& Owners No certificates have been added
2 Leam& support AN

di. Roles and administrators

«“ i Menifest

Add the selected certificate.

Micrasoft Entra admin center [ ——— _

o e lome > sync Enterprise App
GALsync Enterprise App | Certificates & secrets = X

% Favorites ~

3 A7 Got feedback?
@ Identity ~ Overview
o & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location

Overview (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret) as 2 cradential

#" Integration assistant
8 users v :

Manage x
A8 Groups v @ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.

Branding & properties
& P ™ 3 Authentication
Certificates (1) Client secrets (0)  Federated credentials (0)

#  applications ~ Certificates & secrets -

Certificates can be used as secrats to prove the application’s identity when requesting 3 token. Also can be referred to 35 public keys.

Enterprise applications Token canfiguration

9 APl permissions T Upload certificate
| App regisirations

@ Expose an API Thumbprint Description Start date Expires Certificate ID

2 Protection ~
App roles BDB65TE2A2035F6C046E2..  CN=NETsecDemoFromGALs...  7/20/2023 7/20/2025 50f53215-317f-4a... [

Identity governance N . B Owners

&, Roles and administrators
2 Learn & support A E Manifest

Support + Troubleshooting




Assign API permissions to the

registered Application

API permissions for Microsoft Graph

Goto API permissions

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations > GALs

Identity

Overview

b3

®

R users

# Groups

& Devices

i) Applications
Enterprise applications

I App registrations

Protection

Identity governance

b

I External Identities

-

B

Learn & support

, then sele

ct Add a permission

~

S~ AP| permissicns

Enterprise App

= GALsync Enterprise App | APl permissions =

® Overview

& Quickstart

# Integration assistant

Manage

Branding & properties
2 Authentication
Certificates & secrets

1I! Token configuration

@ Expose an API

5 app roles

& Owners

b Roles and administrators

< () Refresh A&7 Got feedback?

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This calumn may not reflect the value in your organization, or in organizations where this app will be
used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissicns the application needs. Learn more about permissions and consent

Add a permission

API / Permissions n.. Type

Description Admin consent req...  Status

Mo permissions added

Other permissions granted for NETsec Demo

These permissions have been granted for NETsec Demo but aren't in the configured permissians list. If your application requires these
permissians, you should cansider adding them to the configured permissions list. Learn mare

Selectthe Microsoft APIs and click on Microsoft Graph

Identity

Overview

>
®
R Users
A Groups
5 Devices
B  Applications
Enterprise applications
I App registrations
\'i". Roles & admins
Roles & admins

Admin units

Delegated admin partners

rosoft Entra admin cente P search resources, services, and docs (G+/)

~

a

» Ghlsyne Entererize App |47 Request API permissions
- GALsync Enterpri

B Overview

& Quickstart

# Integration assistant

# Diagnose and solve problems
Manage

B2 Branding & properties

D Authentication

Certificates & secrets

| Token configuration
9= API permissions

@ Expose an API

Select Application permissions

Identity

Overview

>
®
A users
A Groups
5 Devices
B Applications
Enterprise applications
I App registrations
é‘. Roles & admins
Roles & admins

Admin units

Delegated admin partners

rosoft Entra admin cente:

Select an API

Microsoft APIs  APls my organization uses My APIs

Commonly used Microsoft APIs

— Microsoft Graph
‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mability + Security, and Windows 10.
Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more
\.‘_, through 2 single endpaint @

(™) Azure Rights Management
L&, Services
Allow validated users to read and write
protected content

B Azure Communication
1

Services S\, Azure Service Management

Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

Programmatic access to much of the
functionality available through
theAzure portal

P search resources, services, and docs (G+/)

~

a

> G

- GALsync Enterpri

B Overview
& Quickstart
5 Integration assistant

. Diagnose and solve problems

Manage

B9 Branding & properties

D Authentication
Certificates & secrets

il! Token configuration

-©- AP permissions

@ Expose an API

yneEntererize App |47 Requiest APl permissions
< All APIs
, Microsoft Graph
https://graph.microsoft.com/ Docs
What type of permissions does your application require?
Delegated permissions Application permissions
Your application needs to access the APl as the signed-in Your application runs as a background service or dasmon without a
signed-in user,
Select permissions expand all

|ﬂ Start t on to filter these results

ng a pe

Permission Admin consent required

> AccessReview

> Acronym

-
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Search for

Select
Mail.ReadWrite
and

Mail.Send

Identity

Overview

>
Q@
8 users
' Groups
& Devices
[i7) Applications
Enterprise applicatians
I App registrations
& Roles & admins
Roles & admins
Admin units.
Delegated admin partners
B Pprotection
Identity Governance
EE  External Identities

Show more

&2 Leana support

mail

and expand the

Mail

in the result list.

P Search resources, services, and docs (G+/)

NETSEC DEMO (NETSECDEMO.

~

-

> GALsync Enterprise App | AF

- GALsync Enterpri

B Overview

& Quickstart

# Integration assistant

X Diagnose and solve problems

Manage

B2 Branding & properties

2 Authentication
Certificates & secrets

{I! Token configuration

9 API permissions

& Expose an AP

HL App roles

& Owners

di. Roles and administrators

M Manifest

Support + Troubleshooting

& New support request

Request API permissions

<all apis
‘E} Microsoft Graph
hittps://graph.microsoft.com/ Docs ¢

What type of permissions does your application reguire?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user,

expand all

[ mail

X

Permission

MailboxFolder

s

v

Mailboxitem

v

Mailboxsettings

 Mail (2)

Mail.Read ()
Read mail in all mailboxes

Mail.ReadBasic ©
Read basic mail in all mailboxes
Mail.ReadBasic.All &

Read basic mail in all mailboxes
Mail.Readwrite @O

Read and write mail in all mailboxes

B 000

Mail.Send @

Send mail as any user

<]

> User-Mail

Admin consent required

Yes

Please note, if you also use

contactSync policies

configure additional APl permissions. Please take a look at the

permissions to the registered Application

Click Add permission s

in GALsync, it

chapter in the

Assign API
contactSync manual

will be necessary to




Select Add a permission again .

rosoft Entra admin cente: P Search resources, services, and docs (G+/)

4 Identity 4 -~ > GALsync Enterprise App | AP permissions > App registrations > GALsync Enterprise App | APl permissions > App regis terprise App
© ovenview - GALsync Enterprise App | APl permissions = x
2 users ~ N
e Grou ps ~ Overview
. A\ You are editing permission(s) to your application, users will have to cansent even if they've already done sa previously.

£ Devices v & Quickstart

5" Integration assistant @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per &
B3 applications I = permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be

¥ Diagnose and solve problems used. Leam more

Enterprise applications

Manage

I App registrations Configured permissions

B2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
~ figure i e permi a eds. Learn more about permissions and ¢
& Roles & admins D Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent

Roles & admins Certificates & secrets Add a permission " Grant admin consent for NETsec Demo

m
A CTS Il Token configuration API / Permissions n... Type Description Admin consent req... ~ Status

- API permissions \ Microsoft Gra

Delegated admin partners
@ Expose an API

A\ Not granted for NETsec _

MailReadWrite Application  Read and write mail in all mailboxes  Ves

B Protection N A ) _
PP roles MailSend Application  Send mail s any user Ves A\ Not granted for NETsec ===

Identity Governance ~ &2 Owners
BB External Identities v & Roles and administrators To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio

M Moanifest

Show more
Support + Troubleshooting
& New support request
-

£ Learn & suppart ~

Select the APIs my organization uses
and search for Office .

Microsoft Entra admin center P Search resources, services, and docs (G+/)

tab onthe Request API permissions dialog

rome > Appregististons » GALy - Request API permissions X
D Identi ~ i
L - GALsync Enterpri
Select an API
@ overview
Microsoft APls  APls my organization uses My APls
A users g —_—
Overview
- ! Apps in your directory that expase APIs are shawn below
G N 5
LS & Quickstart
_ . 2 office 385
1 Devices N~ # Integration assistant
Name Application (client) ID
i Applications I Manage ~ ) R PR ~
Office 365 Enterprise Insights 9d02341-e72a-456d-026d-4alca599fbee
= = eranding & properties .
Enterprise applications g sprep Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
D Authentication _
I App registrations 2 Office 2365 Information Protection 23f02c8-5679-4a5¢-2605-0de55b07d135
Certificates & secrets
Office 365 Management APls €5393580-f803-4401-95e8-24bTadef2fc2
& Frotection ~ Il Token configuration
h g Office 365 Mover d621213-e023-4972-b6b0-794190c0fd9S
23 Identity governance N <2~ AP| permissions N
Office 365 Search Service 66288757-258¢-4c72-393c-3e8bed4d6299
5 i @ Expose an AP
R h ’ Office 365 SharePoint Online 00000003-0000-0ff1-¢200-000000000000
@ App roles
2 Leana support Pas &8 Owners
« il Roles and administrators

Click on Office 365

Exchange Online

in the result list to open it.
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Select Application permissions

2dmin center e e, _

Microsoft Ent

Home > App registrations > GALsy Request Apl permissions W

S Identity R - GALsync Enterpri
< All APIs
@ overiew . .
Office 365 Exchange Online

R users v https://ps.outiock.com

I8 Overview What type of permissions does your application require?

7
e EmpE & Quickstart
Delegated permissions Application permissions
o Devices - # Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signec-in user,
) Applications o~ Manage
Enterprise applications B 8randing & properties
3 Authentication
I App registrations
Certificates & secrets

B Protection ™ "

il Token configuration
{23 Identity governance ~ - AP permissions
f External Identities ~ v @ Exposean API

@ App roles
2 Learn & support A & Owners

&k, Roles and administrators

Select
Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin centel P search resources, services, and docs (G+/) _

a

w2 iy -~ e Request APl permissions %
@ oveniew = GALsync Enterprl
< All APIs -
R users A o Office 365 Exchange Online
https://outlook.office.com
o G ~ S Overview i
. What type of permissions does your application require?
) Devices Y% & Quickstart
Delegated permissions Application permissions
@) applications ~ # Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as  backaround service or daemon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
4 2 Branding & properties ‘ﬂ Start typing a pe on to filter these results
Roles & admins N
D Authentication Permission Admin consent required
Roles & admins Certificates & secrets
- > Other permissions
. iI! Token configuration
-5 APl permissions > Calendars
Delegated admin partners
@ Expose an API
&  protection ~ > Contacts
FL Approles
{23 Identity Governance N~ &2 Owners v Exchange (1)
:E e nalll e TS 3 ik Roles and administrators .
- Yes
H manifest Manage Exchange As Application
Show more
Support + Troubleshooting > IMAP
& New support request
> Mailbox
. -
£ Learn & support A~

Add permissions
«

Click Add permission s



Click Grant admin consent for your tenant.

rosaft Entra admin center [ —————" ]
Identi ~ - > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise A
ity ! P PP P Pp reg 3 p PP p PP reg Y P PP
@ Ovenview - GALsync Enterprise App | API permissions = %
8 Users ~
A Groups N
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Devices e & Quickstart
-
% e A~ # Integration assistant o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
PERCERES permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
# Diagnose and solve problems used. Learn more
Enterprise applications
Manage . -
I App registrations Configured permissions
B Branding & properties .
9 & prap Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
Zs Roles & admins fay 2D Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Roles & admins Certificates & secrets Add a permission  ~/ Grant admin consent for NETsec Demo
W
Admin units fIt Token configuration APl / Permissions n...  Type Description Admin consent req...  Status
vp p q
9 API permissions Micrasoft Grash 21 .
Delegated admin partners v Microsaft Graph (3]
@ Expose an API -
P MailReadWrite Application Read and write mail in all mailb... Yes A Notgranted for NETsec | «=+
& Pprotection s B App roles
o Amp Mail.5end Application  Send mail as any user Yes A Not granted for NETsec =+
) ~ &
Identity Governance & Owners O 385 Bxchange .
T 5 Roles and administrators L .
EB  External Identities g “ ExchangeMana Application Manage Exchange As Application  VYes A Not granted for NETsec | =+
M Manifest
Show more
Support + Troubleshooting Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise app
A New support reguest
-
£ Learn & support ~
@
0

Click Yes to confirm the consent.

rosoft Entra admin center ([T _
% Identity ~ " -+ > GALsync Enterprize App | AP permissions > App registrations > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App
© Overview - GALsync Enterprise App | AP| permissions  # - X
R Users ~ "y 57
ch < O Refresh Ar Got feedback?
A Groups N
S Overview . 3 B
N Grant admin consent confirmation.
& Devices 4 & Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any .
, N . existing admin consent records this application already has te match what is listed below.
# Integration assistant
B Applications ~
%
. Diagnose and solve problems
Enterprise applications
Manage
I App registrations
B Branding & properties . .
o @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
Roles & admins 4 I permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
3 Authentication e
Roles & admins Certificates & secrets
admin units il! Token configuration Configured permissions
APl permissions Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Delegated admin partners g P P PP P
@ Expose an AP
8 protection v Add a permission  ~/ Grant admin consent for NETsec Demo
App roles
{8 identity Govenance W & Owners API / Permissions n... Type Description Admin consent req...  Status
. - v Microsaft Graph (3) ..
BB External Identities v ik Roles and administrators
H Manifest MailReadWrite Application Read and write mail in all mailb... ~Ves A Notgranted for NETsec -+
Show more
Mail.Send Application  Send mail as any user Yes A Mot granted for NETsec | ==
Support + Troubleshooting
- v Office 365 Exchange e
2 New support request
ExchangeMana Application Manage Exchange As Application  Yes & Notgranted for NETsec  ««+
£ Leans support N Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio
«
-
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API permissions

are assigned tothe registered A pplication .

Microsoft E e e S _
& Identity A ™ . > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App
@ Ovenview - GALsync Enterprise App | API permissions = %
8 Users ~
A Groups g "
% Overview @ Successiully granted admin consent for the requested permissions.
& Devices e & Quickstart
# Integration assistant @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per *
B Applications A permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
¥ Diagnose and solve problems used. Leam more
Enterprise applications
Manage X .
I App registrations Configured permissions
2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
Ze  Roles & admins ~ D suthenticstion configured permissions should include all the permissions the application needs. Leam more sbout permissions and consent
Roles & admins Certificates & secrets Add a permission " Grant admin consent for NETsec Demo
m
A CTS Il Token configuration API / Permissions n...  Type Description Admin consent req... ~ Status
2 API permissions . -
v Microsaft Graph (2) .-
Delegated admin partners
@ Expose an API MsilReadWrite Application Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo -
B Protection N A !
PP roles MailSend Application  Send mail 2z any user Vs @ Granted for NETsec Demo =+
{8  Identity Governance ~ 2 Owners v Offce 355 Buchange
EP  External Identities A & Roles and administrators ExchangeMana Application Manage Exchange As Application Yes @ Granted for NETsec Demo  ses
M Manifest
Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& New support reguest
-
£ Learn & support ~
«

Accordingly,

select Microsoft Graph at the Assigned API permissions group box in

the Exchange Online App Registration dialog.

Please note, if you also use

configure addi

permissions to the registered Application

| Microsoft Graph ey

Exchange \Web Services E§ ]

Assigned AF| permissions

contactSync policies in GALsync, it will be necessary to
tional API permissions. Please take a look at the Assign API
chapter in the  contactSync manual




API permission s for Exchange Web Services (deprecated)
Please note, Microsoft has  announc ed thaton 1. October 2026 blocking Exchange Web
Services (EWS) requests from non -Microsoft apps to Exchange Online .

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/t5/exchange -team -blog/retirement -of-exchange -web -services -in-
exchange -online/ba -p/3924440

Goto API permissions , then select Add a permission

s e — _

Home > App registrations > GALsync Enterprise App

S dentity A = GALsync Enterprise App | APl permissions = - s
@ oveniew

« () refresh A Got feedback?
R Users ™ -

B Overview
Eler V & Quickstart

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

32 Devices v A Integration assistant T o This column may not reflect the value in your organization, or in arganizations where this app will be
i) Applications FaS Manage

= - Configured permissions
Enterprise applications = Branding & properties 9 P

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissicns the application ne Learn more about permissicns and consent

|- Add a permission

3 Authentication
I App registrations

Certificates & secrets

Protection ~
& 1I! Token configuration

API / Permissions n... Type Description Admin consent req...  Status
@ Identity governance e -9~ AP| permissions ! » ’ ‘

Mo permissions added
9B External Identities v o, @ Bposeananl

i App roles
0 lonacEz A B Owners QOther permissions granted for NETsec Demo
ol d st These permissions have been granted for NETsec Dema but aren't in the configured permissions list. If your application reguires these
« & Reles and administrators permissions, you should consider adding them ta the configured permissions list. Learn more

Select the APIs my organization uses tab onthe Request API permissions dialog
and search for Office .

ke — _

Home > App registrations > GALsy Request API| permissions %
S Identi ~ 0
L = GALsync Enterpri
Select an API
@ overview
o
Microsoft APls  APls my organization uses My APls
2 users ~ s
B Overview
- ! Apps in your directory that expase APls are shawn below
Gi s ~
LS & Quickstart
_ . 2 Office 385
& Devices ~ #" Integration assistant
Name Application (client) ID
7 Applications ~ Manage ~ ) R PR ~
Office 365 Enterprise Insights 9d02341-e72a-456d-026d-4alca599fbee
= = eranding & properties .
Enterprise applications g sprep Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
D Authentication _
I App registrations 2 Office 2365 Information Protection 23f02c8-5679-4a5¢-2605-0de55b07d135
Certificates & secrets
Office 365 Management APls €5393580-f803-4401-95e8-24bTadef2fc2
& Frotection ~ Il Token configuration
h g Office 365 Mover d621213-e023-4972-b6b0-794190c0fd9S
23 Identity governance N <2~ AP| permissions N
Office 365 Search Service 66288757-258¢-4c72-393c-3e8bed4d6299
5 i @ Expose an AP
T Bl paviine h ’ Office 365 SharePoint Online 00000003-0000-0ff1-¢200-000000000000
i App roles
2 Learn & support N & Owners
« al, Roles and administrators

Click on Office 365  Exchange Online in the result list to open it.
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Select Application permissions

Microsoft Entra admin center

Identity

Querview

Users

Groups

Devices

&g o £ o O ¢

Applications
Enterprise applications

I App registrations

8 Protection

{2} identity governance
90 External Identities
2 Learn & support

P search resources, services, and docs (G+/)

Home > App registrations > GALsy

= GALsync Enterpri

B overview
& Quickstart

# Integration assistant

Manage

B2 eranding & properties

3 Authentication
Certificates & secrets

il Token configuration

- API permissians

@ Expose an API

@ App roles
&b Owners

&k, Roles and administrators

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Application permissions

Your application runs as a background service o dasmon withaut 2

Select

full_access_as_app

Use Exchange Web Services with full access to all mailboxes

and

Exchange.ManageAsApp
Manage Exchange

Identity

Overview

Users

Groups

Devices

&g fa £ o 0 ¢

Applications
Enterprise applications

I App registrations

=)

Protection

{2 Identity governance
8 External Identities

Show maore

& Protection

(& Identity governance

Verifiable credentials

]

Learn & support

As Application

Microsoft Entra admin center P search resources, services, and docs (G+/)

Home > App registrations > GALsy

= GALsync Enterpri

A Se

B Overview
& Quickstart

# Integration assistant

Manage

B2 eranding & properties

D Authentication
Certificates & secrets

ill Token configuration

5 APl permissions

@ Expose an API

i App roles

&b Owners

il Roles and administrators
i \anifest

Suppart + Troubleshooting
£ Traubleshooting

& New support request

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlock.com

What type of permissions doas your application require?

Delegated permissions

Your application nesds to access the AP as the signed-in user

Select permissions

Application permissions

Your application runs as a background service or dasmon withaut a
signed-in user.

expand all

P Start typing a permission to filter these results

Permission
/ Other permissions (1)

full_access_as_app @

Use Exchange Web Services with full access to all mailboxes

> calendars
> Contacts

~ Exchange (1)

= Exchange.ManageAsApp @
~ Manage Exchange As Application

Admin consent required

Click Add permission s




Click Grant admin consent for

Microsoft Entra admin cent: L Search resources, services, and docs (G+/)

your tenant.

Home > App registrations » GALsync Enterprise App
S identity & = GALsync Enterprise App | APl permissions % - X
@  overview
8 users ~
Ouerview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Groups v .
P & Quickstart
I Devices ~ # Integration assistant
% Applications ~ Manage o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
PP g ermission, user, or app. This column may not reflact the value in your organization, or in organizations whers this app will be
P PP Y bj g g PP
— used. Learn more
Enterprise applications = Branding & properties
D Authentication .
I App registrations Configured permissions
a Certificates & secrets Aapplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent procass. The list of
Protection % figure e permi a ed more about pe s and ¢
1l Token configuration configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent
{8 identity governance e - API permissions Add a permission | ~ Grant admin consent for NETsec Dema
dB External Identities ~ @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
i App roles A e VEE Fushae e § .
O  Office 365 Exchange (
42 Owners . - A T
ExchangeManage, Application Manage Exchange As Application Yes A Notgranted for NETsec | +=+
£ Protection g &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Notgranted for NETsee ==+
M Manifest
Support # Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support AN P Troubleshooting
« & New support request

Click Yes to

Microsoft Entra admin cent: L Search resources, services, and docs (G+/)

confirm the consent.

Home > App registrations » GALsync Enterprise App
> identity A = GALsync Enterprise App | APl permissions % - X
@  overview
8 users ~
Overview . X .
vervien Grant admin consent confirmation.
= Groups ~ — ; .
% Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any existing
5 . N admin consent records this application already has to match what is listed below.
B Devices v #" Integration assistant PP v
8  Applications ~ Manage
— used. Learn more
Enterprise applications Branding & properties
3 Authentication X e
I App registrations Configured permissions
a Certificates & secrets Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process, The list of
Protection N figure e permi a ed more about pe s and ¢
11! Token configuration configured permissions should include all the permissians the application needs. Learn mora about permissicns and consent
{8 identity governance N o API permissions Add a permission " Grant admin consent for NETsec Dema
HB  External dentities v @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
i App roles Office 365 Exchange (
Show more  Office 365 Exchange (
£ Owners , " - P -
ExchangeManage, Application Manage Exchange As Application Yes A Notgranted for NETsee - ==+
£ Protection Y &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Not granted for NETsec ==+
M Manifest
Support + Troubleshooting To view and manage consented permissions fer individual apps, as well as your tenant's consent settings, try Enterprize applications,
A Learn & support AN 2 Troubleshooting
@ & New support request
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API permissions

Microsoft Entra admin cent:

Identity

Overview

Users

Groups

Devices

& 1 4 o O ¢

Applications
Enterprise applications

I App registrations

=)

Protection

{& identity governance
:D External Identities

Show more

& Protection

(]

Learn & support

are assigned

to the registered A pplication .

L Search resources, services, and docs (G+/)

Home > App registrations » GALsync Enterprise App

= GALsync Enterprise App | APl permissions =

B overview
& Quickstart

# Integration assistant

Manage
B eranding & properties
D Authentication
Certificates & secrets
Token configuration
-©- AP| permissions

@ Expose an API

App roles
48 Owners

i Roles and administrators
M Manifest

Support + Troubleshooting
£ Troubleshooting

a MNew support request

(

@ Grant consent o
Grant consent successful

() Refresh | A Got feadback?

@ Successiully granted admin consent for the requested permissions.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in erganizations where this app will be
used. Learn more

Configured permissions

Applicatians are authorized to call APIs when they are granted permissions by users/admins 2s part of the cansent process. The list of
configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent

Add a permission /" Grant admin consent for NETsec Demo

API / Permissions n... Type Description Admin consent req...  Status
 Office 365 Exchange (
ExchangeManage: Application Manage Exchange As Application Yes @ Granted for NETsec Demo ==+

> Application  Use Exchange Web Services with fu... Yes @ Granted for NETsec Demo ==+

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly,

select Exchange Web Services

at the Assigned API permissions group

box in the Exchange Online App Registration dialog.

Microsoft Graph

Assigned APl permissions

| Exchange \Web Services




Exchange Administrator role or Exchange Recipient Administrator role for the
registered Application (App Registration)

The Exchange Recipient Administrator role
is necessary because GALsync communicates via the

Exchange Online
Online PowerShell

Please note that the Exchange Recipient Administrator role

restrictions,

or the Exchange Administrator role for
Exchange
with the Microsoft 365 tenant.

for Exchange Online  has

e.g. itis not possible to check whether application access policies exist

for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

The application requires

Administrator role

to the complete set of

properly .

Exchange Recipient Administrator role
in the Microsoft 365 tenant,
Exchange Online PowerShell

or the Exchange
otherwise GALsync will not have access
cmdlets which are needed to function

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

“ Home » App registrations » GALsync *  Home >
S identity A - GALsync Enterprise @ Identity R » Roles and administ
Al
NETsec Demo - Azure AD for workforce
@ overview @ overview
|FJ Search ‘ « «
9 users v 8 Users hd &t All roles
HE Overview
~ ~ & Protected actions
= Groups & Quickstart 2 Groups
; . : # Diagnase and solve problems
I Devices N #" Integration assistant B Devices N
Activity
@ Applications e Manage @ Applications e
_ I= Access reviews
Enterprise applications & Branding & properties Enterprise applications .
E Audit logs
- 3 authentication -
I App registrations App registrations % Bulk operation results
Certificates & secrets
B Protection hd 1! Token configurstion Se Roles & admins ”~ Troubleshooting + Support
{23 Identity governance ~ 9 API permissions I Roles & admins & New support request
:E External Identities R & Expose an APl
Pp roles w
0 @O i Learn & support "
f8 owners

Expand Roles & admins

Show mor e

.Ifyoudonotsee Roles & admins inthe Identity  menu, click

é
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Go to Roles & admins
Exchange

in the expanded

Roles & admins

menu and search for

Microsoft Entra admin center P search resources, services, and docs (G+/)

Home > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments

>

[ preview features | A Got feedback?

D Identity ~
4, Roles and administrators | All roles

@ overview NETsec Demo

8. Users v < + New customrole [ e L Download assignments (D) Refresh
&, Allroles

' Groups e N @ Getjustein-time access to a role when you need it using PIM. Learn more about PIM =
& Protected actions

& Devices N K Diagnose and solve problems (@ Your Role: Global Administrator

& Applications ~ Activity Administrative roles

Administrative roles are used for granting access for privik

Enterprize zpplications = Access reviews broad application configuration permissions without gran

Audit logs
App registrations o o

% Bulk operation results

leged actions in Micresoft Entra ID. We recommend using these built-in roles for delegating access to manage
ting access to manage other parts of Microsoft Entra ID not related to application configuration. Leam more.

Leam more about Microsoft Entra ID role-based access control

2 +
€a Roles & admins ~ |2 Exchange | T Add fiters
Troublesho BoTt
1. T ... T T
I e - Role L Description Privileged L Ass.Ty Type v
& New support request
= ppertred [ exchange Administrator Can manage all aspects of the Exchange product. ) Buitt-in
Admin units
G ts date Exch Onli its within th
[ exchange Recipient Administrator an create or update bxchange Oniine reciplents within the 1 Built-in

Exchange Of

Delegated admin partners

The resultis Exchange Administrator

Decide which of the two roles should be assigned to the App

Please note that the Exchange Recipient Administrator
restrictions, e.g. itis not possible to check whether a
for the registered application (App Registration).

It may be that the Exchange Administrator role must be

application (App Registration) in the event of problems.
For example, the  Exchange Recipient Administrator

Click on the Exchange Recipient Administrator
Recipient Administrator role.

nline organization.

and Exchange Recipient Administrator

Registration

role for Exchange Online  has
pplication access policies exist

assigned to the registered

for Exchange Online

in the result list to open the Exchange

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > Roles and administrators | All roles > Exchange Recipient Administrator

@ Identity ~
ga Exchange Recipient Administrator | Assignments X
@ overview Allroles
8 users ~ < >( Remove a e L Download assignments ) Refresh (' Manage in PIM & Got feedback?
K Diagnose and solve problems
= Groups o
Manage *
B Devices o o @ ou can aiso assign built-in roles to groups now. Learn More (7'
2 Assignments
8 applications & [ Description search
[ search by name J
Enterprise applications Activity o
App registrations % BylOperation results [an V]
Name UserName Type scope
| Roles & acmins ~ Bubleshooting + support
I . y L New support reguest
Admin units

Click Add assignments , then search for the newly reg

istered application



Microsaft € admin center o e e ) _
8 users ~  Add assignments X
2 Groups N
B Devices ~ @ Try changing or adding filters if you don't see what you're looking for. Selected (1)

Reset
|% Applications )
x| = GALsync Enterprise App i

Enterprise applications Wy 9b5fb7s 617

AEPIETEE e Al Users  Enterprise applications
& Roles & admins ~

Name Type Details
Roles & admins ™ 3 == PP
GALsync Enterprise App Enterprise ap... 9b5fh788-77e1-4225-3f74-a06f7c8fedsd
Admin units

Delegated admin partners

M Rilina 7 ~
2 Learn & support ~

Select the newly registered application and click Add .

The application has been assigned the Exchange Recipient Administrator role

Micrasoft Entra admin cente s _

& Devices ™ % Home » Roles and administrators | All roles > Exchange Administrator
@ Successfully added assignment %
B Applications ~ ga Exchange Administrator | Assignments - Successfully added assignment GALSync Enterprise App
All roles
Enterprise applications
P
¢ Add assignments L Download assignments () Refresh (' Manage in PIM A7 Got feedback?
App registrations ¥ Diagnose and solve problems
Roles & admins ~ Manage .
|g. @ vou can slso sxsign built-in roles to groups now. Learn More [
Roles & admins A assignments
2 Deseription Search
Admin units ‘ Search by name ‘
Activity e
Delegated admin partners 2
&% Bulk operation results ‘ Al > ‘
B siling v Name UserName Type Scope
Troubleshooting + Support
& settings ~ . [J GALsync enterprise App 9b5fh788-T7e1-4225-2174-206(7cBled... ServicePrincipal Directory
& New support request
. _— < [ sve_contactsync Svc_contactSync@NETsecDemo.com User Directory
O sveeasync svc_galsync@NETsecDemo.com User Directory
£ Learn & support ~
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Overview of the registered Application in App registrations
Goto Ildentity inthe Microsoft Entra admin center

menu, expand Applications and

X

4 Download [ Preview features Qﬁ Got feedback?

+7 &dd filters

select App registrations .
Microsoft Entra admin center P Search resources, services, and docs (G+/)
Home >
ﬂ Home . .
App registrations =
W Favorites ~
MNew registration @ Endpoints &9 Troubleshooting 'C' Refrash
i ~
S Identity All applications Owned applications  Deleted applications
® overview
P Start typing a display name or application (client) ID to filter these r...
R Users Y
1 applications found
& Groups '
Display name * Application (client) ID
& Devices ~ E GA prise App
fa Applications Fa

Enterprise applications

| IAppregistrahons

3. Roles & admins I
Roles & admins

Admin units -

b

Learn & support AN

9b5fb788-77e1-4225-3f74-3... 7/12/2023

Created on T}  Certificates & secrets

@ current

Select the registered Application to see the overview.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations >

ﬁ Home .
= GALsync Enterprise App =
* Favorites v
[ search | « [il Delete @ endpoints [ Previ
@ Identity ~ B overview
@ overview & Quickstart
# Integration assistant A Essentials
R Users v
Manage lepla‘w name
2 Groups ~ A
& Branding & properties Application (client) ID
& Devices hd . 9bsfb788-T7e1-4225-2f74-2067cafed5d
.3,) Authentication
: Object ID
#3  Applications N Certificates & secrets 8b7f6425-6833-4ect-84eb-16dca3bdg0el

Directory (tenant) ID
20148e42-2027-4845-2c11-8c056e5achac

m
Enterprise applications 'I Token configuration

- APl permissions
I App registrations
& Expose an API
\?- Roles & admins A~ -
fL App roles
Get Started ~ Documentation
Roles & admins B& Owners —_—
Admin units L, Roles and administrators
H Manifest
;‘] Learn & support I Support + Troubleshooting
« P Troubleshooting

eatures

@ Got 2 second? We would love your feedback on Micrasoft identity platform (previously Azure AD for developer). =

Managed appt on in local directory

GALsync Entery

Build your application with the Microsoft identity

platform

The Microsoft identity platform is an authentication service, open-source
- libraries, and application management tools. You can create modern, -




Please check whether the values of the registered Application correspond with the values

in the Exchange Online App Registration dialog.
Eii GALSynC Enterprise App ﬁ ‘:l Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the M
AD) App registrations that enables access to Exchange Online

#t Entra 1D (f rly Azure

E Delete @ Endpoints [ Preview features

Organization / Tenant @
0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for

netsecdemotenant onmicrosoft com

Application Display Name )

A Essentials

GALsync Enterprise App
Display name Client credentials
GALsync Enterprise App 1 certificate_0 secret Application ID @
Application (client) ID Redirect URIs SDIOTBE 77142250 74096 TcBledSd
9b5fb788-77e1-4225-274-29617c8fed5d Add 3 Redirect UR Certificate
Object ID Application 1D URI Friedly Name NETsecDemo from GALsync Server
8b716435-6833-4ec9-84eb-16dca3bd20e1 Add an Application ID URI Not After 2025-07-20
Directory (tenant) ID Managed application in local directory] | Sublect CN=NETsecDemoF romGALsyncSenver
€9148e43-2027-4845-8¢11-8¢056e5acbsc GALsync Enterprise App Thumbprint BDB65782A2035F 6C046E2DF FC1A55878B1433AE2
Supported account types Hiaa Privalelioy True
My organization only User NETSECDEMO'sve_galsync

Choose Certificate Create Certificate @

Get Started  Documentation
ee—— Assigned AP| parmussions

Build your application with the Microsoft ide| *"~="**" ®
platform Exchange Web Services @
e spphiuion mamsgement toos vou canerectemodem, | s % o ®
Email Address @
@ coe
Organization / Tenant needs the .onmicrosoft .com domain name of the Microsoft
365 tenant.  Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.
Application Display Name must have the value of the Display name of the registered
Application.
Application ID must have the value  of the Application (Client) ID of the registered
Application.

GALsync 8.6 Manual




GALsync 8.6 Manual

A Certificate is created and selected

from

Current User Personal Certificates store

File Action View Help

X A RERREEER N

ﬁ certmgr - [Certificates - Current User\Personal\ Certificates]

Eﬁl Certificates - Current User
w || Persanal

| Certificates
|| Trusted Root Certification Aur
[ | Enterprise Trust
| Intermediate Certification Au
[ Active Directory User Object
] Trusted Publishers
[ Untrusted Certificates
[ Third-Party Root Certificatior
[ ] Trusted People
| Client Authentication lssuers
[ | Other People
[ | Certificate Enrollment Reque:
1 Srnart Card Trusted Roots

Issued To

WOW W W W W W W W W W Y

and the corresponding certificate file is attached to the

| + | certificate files

€ v

Share View

v MNETsec GmbH & Co. KG ~ » MName

» contactSync
v GALsync
cache

certificate files

@a MNETsecDemoFremGALsyncServer

=) NETsecDemoFromGALsyncServer_2025-07-20

D Exchange Online App Registration

App registrations that enables access to Exchange Online.

Organization / Tenant

T 1ant.onmi com

Application Display Name
GALsync Enterprise App

Application ID
Sb5b 788-77e 1-4225-5f 74-2 96 7o Bed5d

Certificate
Friedly Name METzecDemo from GALsync Server
Not After 2025-07-20
Subject CN=NETsecDemoFremGALsyncSenver
Thumbprint BOB65782A2035F6C046E2DFFC1AB5878E1433A82
Has PrivateKey True
User WETSECDEMO'sve_galsyne

Choose Certificate Create Certificate

Lssigned AP permissions

Correspending settings for the Enterprise Application in the Office 365 Azure Active Directory

| Microsoft Graph \_f)
Exchange Web Services @
Maximum 2= @ v @
Connection = @ Set as primary account
Email Address @
svc_galsync@netsecdemo com
( Apply a Cancel

<« Local Disk (C:) » ProgramData » NETsec GmbH & Co. KG » GALsync » certificate files

Issued By Expiration Date
MNETsecDemoFremGALsyncServer 7/20/2025
EntraID  application
i (<] e
- Date modified Type

7/20/2023 9:18 AM

Security Certificate




The selection of the
App Registration
Registration.

Assigned API permissions group box in the Exchange Online
dialog must correspond with the API permissions in the App

Please check the settings of the API permissions for Microsoft Graph

Microsoft Entra admin center [T e _
4 Identity ~ * - » GALsync Enterprise App | AP| permissions > App registrations > GALsync Enterprise App | APl permissions » App registrations > GALsync Enterprise App
© ovenview - GALsync Enterprise App | AP| permissions = - X
A users ~
A Groups S =
I8 Overview @ Successfully granted admin consent for the requested permissions.
) Devices % & Quickstart
# Integration assistant @ The "Admin consent required" calumn shows the default value for an organization, However, user consent can be customized per *
B Applications A permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
K Diagnose and solve problems uszd. Learn more
Enterprise applications
Manage . -
I App registrations Configured permissions
2 eranding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
o~ configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Ze Roles & admins D Authentication 1} 2 P PP 3
Roles & admins Certificates & secrets - Add a permission " Grant admin consent for NETsec Demo
W o
A CES Il Token configuration AP/ Permissions n...  Type Description Admin consent req...  Status
-2~ API permissions . P
v Microsoft Graph (2)
Delegated admin partners Hlieresatt Bree
@ Expose an API Mail ReadWrite Application  Read and write mail in 2ll mailboxes  Yes @ Granted for NETsec Demo -+
&  Protection ~ B A I
L Approles MailSend Application  Send mail as zny user s @ Granted for NETsec Demo +s
{21 Identity Governance ~ M Owners v Office 365 Exchange
Bb  external identities ~ & Roles and administrators ExchangeMans Application  Manage Exchange As Application  ¥es @ Granted for NETsec Dema -+
M Manifest
- Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
& New support request
£ Learn & support A~
«

Accordingly, select Microsoft Graph atthe Assigned API permissions
the Exchange Online App Registration dialog.

group box in

Assigned AF| permissions

| Microsoft Graph L!J
@

Exchange \Web Services

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual
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[:.l Exchange Online App Registration x

Caorresponding settings for the Enterprise Application in the Office 365 Azure Active Directory
App registrations that enables access to Exchange Online.

Crganization / Tenant Ed)

netsecdemotenant onmicrosoft.com

Application Display Name 1

GALsync Enterprise App

Application (D i)
Sh b 7EE-7Te 1-4225-af 74-a 96 7o Bfed hd

Certificate

Friedly Mame METsecDema from GALsync Server
Mot After 2025-07-20
Subject CN=NETsecDemoF romGALsyncSerer
Thumbprint BDBEETE2A2035FRCO46E2DFFCARRRTEE1433AB2
Has Privatekey True
ser NETSECDEMO\svc_galsync

Choose Certificate Create Certificate '\.i:,:-'

Assigned AP permissions

| Microsoft Graph '».L'
Exchange \Web Services 'd,)
Maximum 9[= . 7] Set . ey
Connection = 3 as pnmary account WS
Email Address @
gvc_galsync@netsecdemo.com
( Apply '& Cancel
To complete the  Exchange Online App Registration dialog, insert an  Email Address

of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend using a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.



Limit the scope of application permissions to access mailboxes

The registered application (App registrations) for GALsync only needs access to the
Exchange Online mailbox, which GALsync uses to send and receive email, if only GALsync
policies should be configured.

Please note, if contactSync policies should be configured, the application needs
access to all the Exchange mailboxes, which should receive the contacts.

Please take a look at following chapters in the GALsync manual:
How to check existing application access policy for the application

How to restrict access to specific mailbox es for the application
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Test the Exchange Online PowerShell connection and the Exchange mailbox

1 NETsecDemo Hybrid Exchange - Environment Configuration - [ X
General Exchange Scenario Exchange Server on-premises | Exchange Online ’i@i
Exchange Online

Manage the settings for the Exchange Online tenant )
Please use the certificate-based authentication via App registrations in the Microsoft Entra ID.

| Credentials |
(4 Add @ _ /Modnfy@ _xRu'rme_(D
Usemame Max. Connection
Primary Mailbox Account
) GALsync Enterprise Graph App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
Exchange Web Services URL https //outlook office365.com/EWS/Exchange. asmx
Organization Settings ‘

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

Test _ @ —

Show log -

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address
Sendtestemail | (@)

of Ok I eCancei: -




Click the Test button forthe Remote Power  Shell Connection Test , to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

(M| MNETsecDemao Hybrid Exchange - Environment Configuration - 0 X
General Exchange Scenario Exchange Server on-premises | Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant.
Please use the certificate-based authentication via App registrations in the Microsoft Entra D,

| Credentials |
C Gad | @ PMedy | @ | HRemoe| @
Uzemame Max. Connection
Primary Mailbox Account
@GALS}'T‘IC Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud
Exchange ‘Web Services URL https /loutlook . office 365. com/EWS/Exchange asmo
Crganization Settings

| Remote PowerShell Connection Test |

Flease test the Remote PowerShell connection to Exchange Online

Test ® Warning | Mo remote PowerShell connections is available anymore.
Connection test was successful for GALsync Enterpnze App

Test finished.

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |
| Sendtestemail | @

‘ o Ok ‘ | t:f-::anoe|| =

If the connection test fails, click the Show log button for detailed information.
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A test email can also be sent to the desired recipient as a n additional test to validate mail

flow. To do this, click the Send test email button forthe Exchange Mailbox Test
GAlLsync ey
Code: 0
fMessage: Run as svc_galsync
Code; 12081
fMessage: Hybrid Exchange scenario is configured.
Code; 12052
Message: GALsync Server is member of the on-premises Active E.ESMK

Directory of the Hybrid Exchange scenario.

Code: 12102
Message: Sve_GALsync mailbox is on-premises.

Code: 12093
Message: The email settings for on-premises Exchange are
used.
line
Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful,

oK

Excchange Mailbox Test

Send a test email to the recipient:

Email address administrator@netsecdemao.com
Send test email '\.!.J
of Ok €3 Cancel =
Please note that the e -mail address of the recipient for the test email will not be
saved.



Active Directory Permission for the Import OU (

on-premises)

The GALsync Service Account needs write permissions to all Organizational Units where
you want to import data to with GALsync.

Not

and for all properties.

Use Active Directory Users and Computers

e The

resul

ting

and choose Delegate Control

File

Action

View Help

permi ssions

. After creating the OU right

&9 1[E

fBXEd= Hm ?h

] Active Directery Users and Computers [forestB-DC forestB.com]
B[] Saved Queries
4 [F3 forestB.com

k [] Builtin
e [ Computers

I 2] Demain Controllers
t- || ForeignSecurityPrincipals

2| Import ou|

b (=] ImportFroy |

Delegate Control...

B [ LostfndFo
b || Managed &
B (2] Microsoft b

b+ [ Program D)

Move...

Find...

Mew

mu st be

f

o

r

-click the OU

AThi
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Follow the wizard and click Next .

Welcome to the Delegation of Control
Wizard

This wizard helps you delegate control of Active Directory
objects. You can grart users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To cortinue, click Mexdt.

< Back

Add the GALsync Service account to the list and click Next .

Users or Groups
Select one or mare users or groups to whom you want to delegate control.

Selected users and groups:

& galsync (galsync@forestB.com)




Choose the option  Create a custom task to delegate and click ~ Next .

Tasks to Delegate
You can select commen tasks or customize your own.

() Delegate the following common tasks:

[ ] Create, delete, and manage user accourts

[ Reset user passwords and force password change at next logon
[ | Read all user information

[ | Create, delete and manage groups

[ | Modify the membership of @ group

[ ] Manage Group Policy links

Generate Resultant Set of Policy (Flanning)
< m

(®) Create a custom task to delegate

Leave the next window as it is and click Next .

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder
() Only the following objects in the folder:

[ | accourt objects

[ | aC5ResourceLimits objects
[ | addIn ohiects

[ ] addrType objects

[ ] adminExtension objects

[ ] applicationVersion ohjects

[ ] Create selected objects in this folder
[ | Delete selected objects in this folder

<Back |
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In the next dialog select all permissions exclude Full Control  inthe Permissions : list
and click Next .

Permissions
Select the pemissions you want to delegate.

Show these permissions:
[v] General

[w] Property-specific
[w] Creation./deletion of specific child objects

Permissions:

[ ] Ful Contral

[+] Fead

[v] Write

[+] Create Al Child Objects
[+] Delete Al Child Objects
[+] Fead &l Properties

You complete the wizard clicking Finish .

Completing the Delegation of Control
Wizard

fou have successfully completed the Delegation of Contral
wizard.

fou chose to delegate control of objects "
in the following Active Directony folder: |

forestB .com/mport QL

The groups, users, or computers to which you
have given control are:

galsync (galsync@forest B .com)

They have the following permissions:

To close this wizard, click Finish.




After that , right -click the OU and choose

B[] Saved Cueries

4 i forestB.com
=[] Builtin
[ Computers

] Active Directory Users and Computers [forestB-DC forestB.com]

= 2| Dormain Controllers
[ | ForeignSecurityPrincipals

4| Import QLI
B2 ImportF
|| Lostfnc
B[] Manage
B 2] Microso
I [ Program
B[] System
(2] Test
B | Users
B | Microso
b ] NTDS G
B TPM De

Delegate Control...
Move...

Find...

Mew

All Tasks
View

Cut

Delete
Rename
Refresh
Export List...

Properties

Help
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Select the GALsync Service account and click Advanced

| General | Managed By | Object | Securty | COM= | Attribute Editor

GI’CIIJD ar User names:

% Exchange Trusted Subsystem (FORESTBEExchange Trusted 5. A

% Exchange Windows Pemissions (FORESTB BExchange Windo...
galsync (galsync@forestB.com)

% Domain Admins (FORESTEYDamain Admins)

% Ertemprise Admins (FORESTE\Enterprise Admins)

82, Administrators (FORESTB\Administrators)

Permissions for galsync

Full control

Read

Write

Create all child objects
Delete all child objects

]DDDDDE‘

For special permissions or advanced settings, click
Advanced.

E

Select the GALsync Service account again and c¢ lick Edit .

Owner: Domain Admins (FORESTB\Domain Admins) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permissicn entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan...
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan...
galsync (galsync@forestB.co... Special This ebject and all descendan...
Allow  Domain Admins (FORESTE\D... Full control MNone This chject only
Allow  ENTERPRISE DOMAIN CONT... Special Mone This object onl
P J Y
82 Allow  Authenticated Users Special MNone This chject only
82 Allow  SYSTEM Full control MNone This chject only
Allow  Exchange Windows Permissi..  Change password DC=forestB,DC=com Descendant User objects
g ge p: I}
Allow  Exchange Windows Permissi...  Reset password DiC=forestB,DC=com Descendant User objects
g B I}
Allow  Exchange Servers (FORESTB\... Special DiC=forestB,DC=com Descendant User objects
g P I}

[t ] [emove | [

| Disable inheritance |

ok || cancel || pply |




Check that the permission applies to:

This object and all descendant objects

~
Principal:  galsync (galsync@forestB.com) | E
Type: |Allow
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBCentainer ohjects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [#] Delete msExchManitorsContainer objects
[[] Delete [w] Create msExchMSOSyncServicelnstance objects
[[] Delete subtree [#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [#] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource ohjects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[+ Delete account objects [#] Create msExchOmaDeliveryProvider objects
[w] Create applicationVersion objects [w] Delete msExchOmaDeliveryProvider objects v
ok | [ cancel
Select the permissions: Delete and Delete subtree
~
Principal:  galsync (galsync@forestB.com) Select a principal E
Type: |Allow v |
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBContainer objects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [w] Delete msExchMonitorsContainer objects
[#] Delete [] Create msExchMSOSyncServicelnstance objects
[#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [w] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource objects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[w] Delete account objects [w] Create msExchOmaDeliveryProvider objects
[+ Create applicationVersion objects [#] Delete msExchOmaDeliveryProvider objects -
ok | [ cancel

Click OK to close all Dialogs.
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GALsync components

Files

The executables are stored by default in C:\ Program Files \ NETsec GALsync , butyou
may change this during setup routine. This folder will be removed if you uninstall the

software.

Files containing your configured policies, created encryption keys, logfiles etc. are placed

in folder %programdata% \ NETsec GmbH & Co. KG \ GALsync . This folder will  persist
if you uninstall the software.

Note: the folder %programdata% usually is hidden. you may activate the option
6Show hidden files, folders, and drivesd in folder

Environment Configuration

An Environment Configuration describes the Exchange environment for which the Policies

will be configured and contains the environment -specific settings .
1 The Exchange environment can be an on -premises Exchange environment
I The Exchange environment can be a hybrid Exchange environment

i The Exchange environment can be a Microsoft 365 Exchange Online environment.

Policy

Policies are the core logical component. A policy defines
1 which data you want to share with your partner ,
by filtering objects from your own directory ,

1 the method by which to transfer the data to your partner,
mail, ftp, network share including encryption ,

9 to which target you want to send the data included in this policy,
to which email address you want to send an administrative report,

at what times you want the policy to be executed automatically.

(



GUI

FILE ACTION OPTIONS  HELP

| - n

o G R [

O | 2] contactSync
E] @Environments R Delete

@ settings [ Exchange @ Environments | &7 Policies| ] Status @) Help
Pokicy Name Description

s EOHYEBRID\galsync & 64 & *‘6 Mo service installed. & Trial version with random results. For purchase please contact sales@netsecde

The Graphical User Interface is used to configure the environment configuration for the
Exchange environment and the corresponding policies for export and import. You can
also test and execute policies manually.

Note: If you run a policy using the GUI the policy runs in the context of the user that
is logged in. Therefore, itis recommended to log in with the same account which is
configured for the GALsync service.

The GUI is executed as  a process named GALsync.exe
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Information Bar

The bar at the bottom of the GALsync window shows information about the user account

running the GALsync Graphical User Interface (GUI), and the status of the GALsync
Service. Additionally, it will  inform you about the licensing state and indicate whether a
policy is being run

5 FORESTA\galsync & x4 & QGALSj,'ncServiceisRunning ihforest.r-'\\galsync A

Fg] e AL . Tral version with random
b results. For purchase please
contact sales®netsec de

§ FORESTA\galsync 4 x64 & & GAlsyncServiceisRunning % forestA\galsync 4 Trial version with random results

Click on the policy icon to open the Global Logging dialog.

& *q': GALsyncService is Running s NET=ecDemo'\galsync

L—l MNETsec GALsync - Global Logging

Global Logaing is reguired to determine whether a policy is currently being executed.

The |atest log entries can be viewed for investigation purposes.
Global Logaing can be enabled and disabled, and the global logging database can be recreated if necessary.

(,O Show Last Logs | (@) /| Global Logging (1) | Recreate Datsbase | (1)

Ma policy is running |

€3 Close

Show Last Logs
Show Last Logs displays the most recent log entries from global logging.

Global Logging
Global Logging can be enabled and disabled. When Global Logging is disabled, it is not
possible to determine whether a policy is currently being executed.

Recreate Database
The database can be recreated if problems occur when displaying whether a policy is
being executed.



Policy Wizard

The GALsync Console also provides Wizards for simplifying the tasks of creating export

and import policies.  The Wizards walk you through each step , inorderto create a usable
policy that you can run manually or scheduled. If you go through the wizard GALsync

provides you with different information

= Indicates a positive validation

= Indicates that some conditions in this step have not been validated yet
= Feature is not used
O

Indicates a configuration process

Service

The GALsync Service is only used to execute the scheduled policies.

The GALsync Service checks once a minute if there are enabled policies to be executed.
These policies will be added to the execution queue and run sequentially.

The service is executed as a process named GALsyncService.exe

Every scheduled policy runs in the context of the user that is used by the GALsync
Service.
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Running GALsync Policies via command line

Start a GALsync policy with the following command:

Syntax

cd "<program files> \ NETsec GALsync \ "
NETsecPolicyExecuter.exe "%p rogram data % NETsec GmbH & Co.
KQ GALsync\ policies \ <policy file>"

Note: the folder %programdata% usually is hidden. you may activate the option
6Show hidden files, folders, and drivesodo i

Example

cd "C: \ Program Files \ NETsec GALsync \"
NETsecPolicyExecuter.exe "C: \ ProgramData \ NETsec GmbH & Co.
KQ GALsync\ policies \ policyname.xml"

= Command Prompt

sProgram FilessMETzec GALsync>METszecPolicyExecuter.exe "C:“ProgramData“HETszec
mhH & Co. KGNGALsynchpoliciespolicyname.xml™_

n

f

As of GALsync Version 7.0.5 the GALsyncPolicyExecuter.exe is renamed to
NETsecPolicyExecuter.exe

Important: If you use the Windows Task Scheduler for running the policies, then you
have to correct the command in your scheduled tasks.

ol

der

e



Internal Marks

NoGALsync (internal mark)

If you do not want a special object to be exported, you may insert the value NoGALsync
in any of the custom attributes (on -premises Exchange : extensionattributel -
extensionattribute15 or Exchange Online:  customAttributel - customAttributel5

This prevents GALsync from adding this object to the export list.

galsync:joe.dole@netsec.de (internal mark)

If you change the primary SMTP address of already synchronized objects GALsync cannot
match the appropriate contact during import. It will delete the existing contact and
create a new one with the modified SMTP address.

To prevent this behavior, you can change the primary SMTP address of an object in the
source environment and note the old primary SMTP address in one of the custom

attributes (on -premises Exchange : extensionattributel - extensionattribute1l5 or
Exchange Online:  customAttributel - customAttributel5 ) using the prefix  galsync:
Example

galsync:joe.dole@netsec.de

Now the existing contact in the target environment will not be deleted and recreated, but
instead GALsync will match the contact and change the primary SMTP address of the
exiting contact

SyncWithGALsync (internal mark)

If you want to synchronize an existing Guest User (GuestMailUser) by GALsync, you
may insert the value SyncWithGALsync in any of the custom attributes (Exchange
Online: customAttributel - customAttribute15 ).

).
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Global Settings

The Global Settings are available if you click the GALsync node in the left hierarchy tree.
The content pane now displays the Settings , Exchange , Environments , Policies |,
Status and Help tabs.

& C
FILE ACTION  OFTIONS  HELP
=4[, | GALsynd L] GALsync = I W
(=3 [g contactSync
@Environmens
@ Seftings [__ﬂ Exchange @ Environments | &4 Policies Eﬂ Status 9 Help
Policy Name Description

Settings Tab

Here you can configure general settings used in all policies.

& - 5

FILE ACTION  OPTIONS HELP

&[] GALsyne L GALsync = I o

(=3 [g contactSync
@ Environment

@ Settings [j Exchange @ Environments &% Policies EI—J Status e Help
General settings

Log file directory
C:\ProgramData'NETsec GmbH & Co. KG'GALsync'log files k.!,)

Property settings for import to an on-premises Active Directory or an Office 365 tenant

Property for source domain. | extensionAttributeS , CustomAttributed - @
Property for marks. extensionAttribute 10 , Custom Atribute 10 - k,!)
Cinly mark to delete '\.!.4
Mark as changed '\.!.4
Mark as created QJ

(On-premises Active Directory settings

Use LDAP over SSL (LDAPS) Test '\j.;'

Log file directory.
GALsync stores the log files in the application data of the program for all users. If the log
files should be stored else where, the suitable directory path can be chosen here.

Property for source domain

This feature is used to distinguish between objects being imported from multiple source
organizations. As vdslingushedNamee o (DN)eand ferther technical
information  will be present. Please choose an appropriate attribute where to store the

value .




Property for marks

This feature is used to store marks as history about actions taken or to be taken
concerning imported objects. Please choose an appropriate attribute where to store the
marks. GALsync provides three different types of marking:

Mark objects for deletion
Select this option if you do not want objects to be deleted automatically. Instead, they
will be marked for deletion.

Note: If you choose this option, you may have objects in your Active Directory /
Microsoft 365 tenant that are no | onger related to object
Directory / Microsoft 365 tenant

Mark objects that have been modified.
Select this option if you want to mark modified objects for later viewing.

You can list all modified objects by creating a new Saved Query with a custom search in
MMC Active Directory Users and Computers for on -premise environments or with
PowerShell commands for ~ Microsoft 365 tenants.

Mark newly created objects.
Select this option if you want to mark newly created objects for later viewing.

Check this option if you want to list all created objects by creating a new Saved Query
with a custom search in MMC Active Directory Users and Computers for on -premise
environments or with PowerShell commands for Microsoft 365 tenants.
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Exchange Tab

Here you can configure
Local on -premises Exchange Server settings for non

General settings for Exchange used in all policies and some

- migrated policies

used in all old policies, which are not yet migrated to an Environment Configuration.

, which

|

FILE ACTION

OPTIONS

NETsec GALsync

HELP

@[] GALsyne
(=3 L—?_l contactSync

@ Environments £ Create Policy

@ Settings @ Exchange @ Environments & Policies E_I] Status e Help
| General settings |

|| Maximum attachment size ME. @
[ Move lost packet emails to the GAL syncArchiv mail flder sfter [0 ] ays @

Delete mails inthe GALsyncArchiv mail folder, Sent ltems folder and all data files
in the GALsyncArchiv folder of other dat transportmodes after days. @

] Delay for sending mail with the next package ofa split atafileafier | 0| seconds (@

| Local on-premises Exchange Server settings for non-migrat ‘pDIiciesI

Please note: These setiings are only valid for existing policies that have not yet been migrated to an
Environment Conhguration.

® |Jse Autodiscover tofind the Exchange \Web Services URL

) Manual setting |

€.g. https.//casserver. domain. local/EwWS/Exchange asmx

' Nolocal mailbox for service account available in the hybrid environment, @
but the service account has an Exchange Online mailbox.

_ No Exchange Server available. Only Active Directory Preparation. @

@




General Settings for Exchange

Maximum attachment size

This setting enables you to limit the attachment size of the data GALsync sends via

email. Once the data file gets larger than set here the limited size, GALsync will send the
data via multiple emails.

Note: This option is not activated by default.

Move lost packet emails to GALsyncArchiv mail folder after x days.

If your partner is sending GALsync data in chunked emails, this setting enables moving

lost chunk emails to the GALsyncArchiv mailbox folder, so they get deleted according
the setting Delete mails in GALsyncArchiv mail folder

Note: This option is not activated by default.

Delete mails in "GALsyncArchiv" mail folder and Sent items folder and all data

files in the "GALsyncArchiv" folder of other data transport modes after x days.

Email used for GALsync on the import side is stored inthe GALsyncArchiv folder. To
keep the mailbox small in size, you can configure email should be deleted from this

folder .

On the export side, all GALsync email in the Sent ltems  folder is also deleted within the
same interval. GALsync also deletes data files in GALsyncArchiv folder after the
configured number of days

Delay for sending mail with the next package of a split data file after x seconds.
This option is only valid when combined with the option Maximum attachment size
GALsync sends the next mail with an attached package of a split data file after GALsync
waited x seconds.

Note: This option is not activated by default.
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Local on -premises Exchange Server settings for non -migrated policies
These settings are for  old policies of the on -premises Exchange environment , iIf the policy
is not yet migrated  to an Environment Configuration

Note: This setting is also opréemesé&dchabgef Seheer
Environment Configuration for the migrated policies.

Use Autodiscover to find the Exchange Web Services URL
If you work with  on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then GALsync tries to discover the  Exchange
Web Services URL via Autodiscover

For example:

https://casserver.domain.local/EWS/Exchange.asmx

No local mailbox for service account available in the hybrid environment, but the
service account has an Exchange Online mailbox.

If you export and import to the on -premises part of your hybrid Exchange environment
and the mailbox of your local GALsync service account is moved to Exchange Online,
please enable also the option Use Exchange Online for mailing and insert the
credentials of your GALsync service account to use its Exchange Online mailbox for send
and receive email.

No Exchange Server available. Only Active Directory Preparation

You can import / export objects using an Active Directory Forest  without installing
Exchange Server. In order to do so you need to extend the Active Directory Schema to
actually have Exchange properties (start Exchange Setup with the flag /adprep ). If you

work with such a  forest, you can choose the option No Exchange server available.
Only Active Directory Preparation

Important: We do not recommend extending the Active Directory Schema in the
following scenario:
Your current Active Directory is synchronizing via Azure Active Directory Connect

(AADC) to your existing Microsoft 365 tenant.
Note: This option is only for special scenarios.

In this case you cannot use an internal Exchange server for mailing, you can use an
Exchange Online account selecting the option Use Exchange Online for mailing

Please note the announcement that Microsoft will start blocking EWS requests to
Exchange Online on October 1, 2026.

Retirement of Exchange Web Services in Exchange Online

https://techcommunity.microsoft.com/blog/exchange/retirement -of-exchange -web -
services -in-exchange -online/3924440

(


https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440
https://techcommunity.microsoft.com/blog/exchange/retirement-of-exchange-web-services-in-exchange-online/3924440

Environments Tab

GALsync requires details concerning the Exchange environment and general settings for
which a synchronization should be configured. The information about the Exchange
environment is set in an Environment Configuration

|:| NETsec GALsync - [ %

FILE ACTION  OPTIONS HELP

8- [ GALsyne L.l GALsync = I by I
&[] contactSync

@Create Environment @Edit @Delete
@ Settings [ﬂ Exchange @ Environments | &F Policies [I'I-J Status @ Help
Name Description

Before you configure an Environment Configuration, please ensure the GALsync GUI is
running in the same credentials as the GALsyncService. This can be verified in the
information bar at the bottom of the GUI

34 GALsyncService is Running % eohybrid\galsync

$ EOHYBRID\galsync' “ x64

Create Environment

An Environment Configuration can be created on the Environment s tab by clicking on
Create Environment . This opens the Environment Configuration dialog
.| GALsync = L3

@Create Enviranment @ Edit @ Delete

] Environment Configuration - MO =%

General | Exchange Scenaric

Upon commencement, onlythe Generaltab  andthe Exchange Scenario tab are
visible.
.| GALsync = L3
@Create Environment @Edit @Delete
| Environment Configuration - [ X t_:U
8
=
@
General | Exchange Scenano| Exchange Server on-premises  Exchange Cnline 0
£
)
—
<
O
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Depending on the selection of the Exchange scenario on the Exchange Scenario tab , a

variance of additional tabs appears . There is an Exchange Server on - premises tab
and an Exchange Online tab . One of the two tabs can appear , or both.
After an Exchange Configuration is configured, it is possible to create policies for it.

Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2pply

Ok will save the  Environment Configuration and close the dialog.

Cancel will close the dialog without saving the Environment Configuration

Apply will only save the Environment Configuration , but not close the dialog.
Edit

Select an Environment Configuration entry of the existing Environment Configuration
listand clickon  Edit to openthe Environment Configuration dialog for the selected

Environment Configuration.

@Create Environment &4 Create Paolicy @Edit @Delete

iﬁ‘&;‘} Settings [j Exchange @ Environments & Policies EI—_I Status ﬁ Help
MName Description

@ NETsec Demo
@ Partner Demo

L'] MNETsec Demo - Environment Configuration - 0 =
General Exchange Scenarnio Exchange Server on-premizes Exchange Online
The Environment Configuration can be modified at t he Environment Configuration
dialog



Delete
Select the Environment Configuration , which should be deleted, in the existing
Environment Configuration list and click on Delete

@Create Environment &4 Create Policy @ Edit @ Delete

@ Settings E__{] Exchange @ Environments | & Policies ET] Status ﬁ Help
| MName | Description |
@ MNETsec Demo

O I

GALsync

o Do you want to delete the selected environment file?

Partner Demao

Yes Mo
Note: An Environment Configuration can only be deleted if no further polic vy exist s for
the Environment Configuration . This will ensure that no Environment Configuration is

deleted that is still in use by a Policy.
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(00)
(00]

Policies Tab

The Policies tab lists all existing export and import policies. Select a listed policy to see

or modify configuration. After initial setup, if there is no policy created yet, this listis
empty.
| NETsec GALsync - "

FILE ACTION  OPTIONS HELP

o m GALsync L.l GALsync = I 3
D@ METsec Demo -
6 Export Policies @Envimnmens 4 Create Policy 52 Delete ) Clone
[ & Import Policies @ Settings [_Ej Exchange @ Environments | &5 Policies EI—J Status @ Help

. contactSne
=) —'l contactsyne Palicy Name Description

Before you configure a policy, please ensure the GALsync GUI is running in the same
credentials as the GALsyncService. This can be verified in the information bar at the
bottom of the GUI

- - >
® EOHYBRID\galsync @ x64 ¥ GALsyncServiceisRunning = % eohybrid\galsync




Create Policy

A Policy can be created onthe  Policies tab by clickingon Create Policy . This opens the
Policy wizard

m NETsec GALsync - New Policy X

Environment Configuration

[CJ Environment Configuration

o Environment Configuration
B Synchronization mode
B Data transfer mode Please choose the Environment Configuration for the new policy
B Mode =
M Directory

Notification emails
B Scheduler service
[ General

B Summary

Please note that an Environment Configuration is required first to be able to create a
Policy. If you have not yet created and configured an Environment Configuration for
your Exchange environment, please create and configure one first.

Please take alook atthe Environment Configuration chapter.
After finishing the  Policy Wizard , the newly created policy will be listed on the Policies
tab.
™| -0 x
FILE ACTION  OPTIONS HELP
0[] GALsyne L.l GALsync = I = I
D@ METsec Demo -
Dé Export Policies @Envimnmenh & Create Palicy @Delete @Clnne
: 5 Export Company A @ Settings [-_ﬂ Exchange @ Envircnments | & Policies [ITJ Status e Help

----- ¥ Import Policies

Palicy Name Description
(=3 1 contactSync

METsec Demo Export Policies
Export Company &
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Edit policy
Click on the policy entry to show the policy configuration in the main window

| METsec GALsync - A %
FILE ACTION  OPTIONS HELP
B D GALsyne &  Export Company A = I =3 I
D@ NETsec Demo -
D,& Export Policies @Envimnmem C-XT'DeIete @CIDne @Test gCDunter D Run EHSEtus
{8 = Export Company A g General ﬁ Synchronisation mode E Data transfer mode [ﬂ Via email % Directory @' Status notificationer 4 ¥
" @i Import Policies
= —_l contactSync General
Falicy Name @
Export Company A

By clicking the tabs, you can view and modify the configuration of the policy.
Please take alook atthe Policy Configuration chapter.

After modifying the policy, please do not forget to save the policy.

| NETsec GALsync - m X

FILE ACTION OPTIONS  HELP

B [ GALsync £  Export Company A e save I @ Cancel '

o @ NETsec Demo

T 6 Exmwpdimd” any [@]Environment &R Delete & Clone @ Test &3, Counter B Run ] status
- . m@:# dobislstisshuibiriend !fa:z::‘:‘-‘.‘w*‘v: '\j ia email ﬁ' OJ netd D
o Import Policies
=] -] contactSync
Policy Name @
Export Company A
Delete

Select the desired  Policy tobe deleted and click Delete

@Envirnnment & Create Palicy @Delete @Ch:-ne @Test g{lnunter D‘Run E_I—]SEtus

g General ﬁ Synchronisation mode E Data transfer mode [_Ej Via email % Directory Q} Status r




Clone
Select the desired Policy tobe cloned and click Clone .

Please insert a new policy name and click Clone on the Clone Policy dialog.

£  Export Company A

@Envirnnment -E'R_"Delete @Ch:-ne @Test g{lnunter B‘Run [;_I—]Status
1 GALsync x

Clone Policy

Flease enter a descriptive name for your GALsync palicy. You can also add some
comments descnbing your policy.

MName

vort Comparry A

Diescription

« Clone ﬁ Cancel
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Test

&  Export Company A
@Environmens &d Create Policy QDelete @Clo =

8 Counter D Run

The policy is checked rudimentary if the configuration is complete or anything is still
missing . It is the same test as at the end of the wizard when creating a new policy

£  Export Company A

@Envimnment g{]lnse

Policy Configuration Test

€3 Error & ok (Dot Used
'@' Palicy name Export Company A
'@' Synchronisation mode Export (On-Premise)
'@' Data transfer mode email

'@' email Legen to mailbaox
'@' email Send test mail to recipient
@ Encryption

€3 Directory Objects selected
&) MNetification

@ Scheduler servics

Counter

£  Export Company A
@Environmens &4 Create Policy &R Delete @Clone LG Test

Counts the number of objects that are expected to be exported . This option is only
available for export policies.

Run

&  Export Company A
@Environments 4 Create Policy &% Delete @Clone £@Test gCounte [m

You can run the policy manually.

Please ensure beforehand the GALsync GUI is running in the same credentials as the
GALsyncService. This can be verified in the information bar at the bottom of the GUI

- - >
® EOHYBRID\galsync @ x64 ¥ GALsyncServiceisRunning = % eohybrid\galsync




Status
For each policy run a log file entry is displayed on the status tab

o L-'I GALsync &  Export Company A = I = I
D@ NETsec Demo

Drﬁ Excport Policies @Environmenh &4 Create Policy
- Excport Company A @,! Settings I;_’] Exchange @ Envirenments & Policies EI] Status G Help
o q;licltgr::%“c'es P All = & Hide: @Completed /% Canceled '@Errors @Heload
Policy Name Start Time Operati...  Emors Analy... | Added Modffi.. = Upto-.. | Deleted
Export Policies

@ Export Compa.. 4/11/2022 230:0.. Completed 0 14 5 0 0 0

E!—_lHelainslatusinformationfor 75| day(s). @ 9 z

Note: If a policy isjust running, access to the log file may not be possible. The log
file wild.l be di splayed at the top of the I|ist and i

Retain status information

Here a retention policy can be configured to specify the amount of time the status

information (log files) is kept before it is deleted.
the log files are stored. Please keep in mind that windows explorer usually hi des this

folder by default. If you do not see this link, please click at the folder symbol at the

bottom to open the folder with the windows explorer
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Open and export log files

The log file of the corresponding policy run can be opened with a double -click on the
entry, or from the context menu with a right -click .
{l',:,i Settings [ Exchange @ Environments & Policies Eﬂ Status | gl Help
? All = & Hide: £ Completed /*\Canceled &3Errors ) Reload
Policy Mame Start Time Operati... | Emors Analy... | Added Modifi... = Upto-..  Deleted

Export Policies
-@ Export Compa...

.\ Open log file
; Export log file

E, Export all log files

For support purposes you may open or export the status files / log files.

Open log file.

il

You can double -click an entry of the status table, and the log file will open in the

NETsec LogViewer

Or you can right -click the status entry to open the context -menu, where
file can be selected to open it in the NETsec LogViewer

Export log file
Exports only the select log file and saves it to a zip file

Export all log files

1.

Exports all filtered log files which are currently displayed in the status table, and
saves them to a zip file
For example: all log files of the last week or all log files of a selected policy.

The menu ACTION -> Export Status exports all log files to a zip file.
ACTION OPTIONS  HELP

@ Create Environment
[ Create GALsvync Policy

|:§ ExportConfiguration
$ Import Configuration
|:§ Export Status

L-ﬁ Impart Status

@ Configure Service

NETsec LogViewer
Please take a look at the NETsec LogViewer manual

https://www.netsec.de/fileadmin/download/LogViewer/NETsec_LogViewer_manual.pdf

Open log



https://www.netsec.de/fileadmin/download/LogViewer/NETsec_LogViewer_manual.pdf

Help Tab

The help tab provides you with a hyperlink for downloading the latest documentation as
well as mail -addresses and phone numbers for support and sales.

1 -0 %
FILE ACTION  OPTIONS HELP
B ] GALsyne Ll GALsync = I X I

- | 2] contactSync

@ Environment & Create Policy
@ Seftings [__‘j Exchange @ Environments & Policies Eﬂ Status a Help

Help
For further assistance please refer to the newest version of GALsync documentation available at
hitps Jfwww netsec. delen/products/galsync/documentation. himl

Support

For supportin English or German please contact
support@netsec.de or call +43 2421 338 78 20.

Sales

For a new license or other questions regarding licensing please contact

sales@netsec.deor call +49 2421 938 78 20.

For more information, please see the chapter

Support: What to do when | notice an error / bug?
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Environment Configuration

For the purpose of connecting to Exchange, GALsync needs some general information
about the Exchange environment it connects to. Details such as where, and how it
connects to Exchange are configured here

|—:.| MNETsec GALsync - [ %

FILE ACTION  OPTIONS  HELP
0 [ GALsyne Ll GALsync = I W I
= (& contactSyme @Create Environment @Edit @Delete
@ Seftings [__ﬂ Exchange @ Environments | & Policies Eﬂ Status g Help
Name Description

After the Environment Configuration has been configured, GALsync policies will be
associated with, and fall under the Environment to which they connect

|—:.| MNETsec GALsync - [ %

FILE ACTION  OPTIONS HELP

= D R L.l GALsync =] I K I
D"@ NETsec Demo
6 Export Policies @Create Environment & Create Policy @Edit @Delete

lﬂ Import Policies @ Settings [__ﬂ Exchange @ Environments | & Policies ﬁﬂ Status g Help

Partner D
Erinet emo_ X Name Description
>.§ Export Policies
@ METsec Demo

@ Partner Demo

----- ¥ Import Policies
&[] contactSync

Environment Configuration dialog
In the beginning , onlythe Generaltab andthe Exchange Scenario tab are visible.

] Environment Configuration - [ %

General Exchange Scenaric

Depending on the selection of the Exchange scenario on the Exchange Scenario tab , a
variance of additional tabs appears. There is an Exchange Server on - premises tab
and an Exchange Online tab . One of the two tabs can appear, or both

L",l Environment Configuration - [ ®

General | Exchange Scenano| Exchange Server on-premises  Exchange Online



Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2eply
Ok will save the  Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration
Apply will only save the Environment Configuration , but not close the dialog.
General Tab
. =
General Exchange Scenaric
General
Mame @
Description l\Ll
of Ok €3 Cancel =
Onthe General tab of the Environment Configuration dialog the Name of the
Environment Configuration must be defined, and a Description  of the Exchange

environment can be added.

Next, switchtothe Exchange Scenariotab  of the Environment Configuration dialog
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Exchange Scenario Tab

L-,| Environment Configuration

Gensral  Exchange Scenano
Exchange Scenaro

Flease choose the Exchange scenario
On-premises Exchange environment

Hybrid Exxchange environment

Exchange Online environment

o Ok €3 Cancel

Please choose the Exchange scenario for which you want to configure the
synchronization.

Three Exchange scenarios can be configured

1 On-premises Exchange environment
1 Hybrid Exchange environment

1 Exchange Online environment




On-premises Exchange environment

, @

DC Exchange

Import/Export

: e[

GALsync Server

GALsync installed on a non-critical member server in the Active Directory domain

The Exchange scenario is an on  -premises Exchange environment. GALsync needs in each
on-premises Exchange environment a non -critical member server of the on -premises
Active Directory, where GALsync is installed.
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] Envirenment Configuration - O

General | Exchange Scenano| Exchange Server on-premisss
Exchange Scenarp

Flease choose the Exchange scenano

(@ On-premises Exchange envirgnment |

The GALsync Server must be member of the on-premises Active Directory.

Hybrid Exxchange enviranment

Excchange Online environment

Selectthe On-premises Exchange environment . The GALsync Server must be a
member of the on  -premises Active Directory.

Note: Only one Environment Configuration with an on -premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario , Switch to the Exchange Serveron -premises
tab of the Environment Configuration dialog




Hybrid Exchange environment
Synchronizing with both parts of the hybrid, on-premises Exchange and Exchange Online

S
] Office 365

Exchange Online

Microsoft Azure
Active Directory
Connect
(MS AAD Connect)

Import/Export

- A . @8

DC Exchange

Import/Export

=[]

GALsync Server

GALsync installed on a non-critical member server in the on-premises Active Directory domain

The Exchange scenario is a hybrid Exchange environment. GALsync is installed on a non -
critical member server of the on -premises Active Directory, which is part of the hybrid

Exchange environment. GALsync can communicate to the on -premises Exchange part

and the Exchange Online part of the hybrid Exchange environment.
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] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Serveron-premises  Exchange Online
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

®  Hybrid Exchange environment
i The GALsyne Server is member of the on-premises Active Directory, |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select the Hybrid Exchange environment and enable the option ~ The GALsync Server
is member of on - premises Active Directory
Note: Only one Environment Configuration with an on -premises Active Directory part

can be configured in each environment.

After selecting the Exchange scenario , Switchtothe Exchange Serveron -premises
tab andthe Exchange Online tab of the Environment Configuration dialog




Synchronizing only with Exchange Online of the hybrid Exchange environment.

G
IJ Office 365

Exchange Online &=

&=

P
= 5
b %]
= - O %
3 9 c L
- 'tl' - —_
< g Y o -
— = W ] o
& = C o
o0 cn £
8 v O g =1L
- = U < - L
SE o —
=g S
: ]
GALsync Server
The GALsync Server is not part
P of the Hybrid Exchange
“. environment
&

The Exchange scenario is a hybrid Exchange environment. The GALsync Server is not
part of Hybrid Exchange environment. GALsync communicates only to the Exchange
Online part of the hybrid Exchange environment.
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] Envirenment Configuration - O

senerzl | Exchange Scenano  Exchangs Onlines
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

i® Hybrid Exchange environment |

The GALsync Serveris member of the on-premises Active Directory.

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select only the Hybrid Exchange environment

Please d o not enable the option The GALsync Server is member of on - premises
Active Directory , because GALsync is not part of the on -premise Active Directory of the
Hybrid Exchange environment

After selecting the Exchange scenario , switch to the Exchange Online tab of the
Environment Configuration dialog




Exchange Online environment
Synchronizing with Exchange Online

Office 365

Exchange Online

Import/Export

]

GALsync Server

The Exchange scenarioisa n Exchange Online environment. An on -premises Active
Directory can be connected with the Microsoft 365 Exchange Online tenant via Microsoft
Azure Active Directory Connect. The GALsync Server is not part of the on -premises Active
Directory . GALsync communicates  with the Exchange Online.
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] Envirenment Configuration - O

senerzl | Exchange Scenano  Exchangs Onlines
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

i@ Exchanae Online environment ;

The GALsync Serveris member of the on-premises Active Directory.

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Selectonly the Exchange Online environment

Please do not enable the option The GALsync Server is member of on - premises
Active Directory , because GALsync is not part of the on -premise Active Directory of the
Exchange Online environment

After selecting the Exchange scenario , switch to the Exchange Online tab of the
Environment Configuration dialog




Synchronizing with Exchange Online and GALsync is part of the corresponding on -
premises Active Directory

&
] Office 365

Exchange Online -7-

Import/Export

Microsoft Azure
Active Directory

Connect
(MS AAD Connect)

|
GALsync Server

e
ot

GALsync installed on a non-critical member server in the on-premises Active Directory

The Exchange scenarioisa n Exchange Online environment. An on -premises Active
Directory is connected with the Microsoft 365 Exchange Online tenant via Microsoft Azure
Active Directory Connect. The GALsync Serveris member of this on -premises Active
Directory . GALsync communicates  with the Exchange Online.

GALsync 8.6 Manual




GALsync 8.6 Manual

] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

#® Exchange Online environment

1 The GALsync Serveris member of the on-premises Active Directory, |

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Selectthe Exchange Online environment and enable the option ~ The GALsync Server
is member of on - premises Active Directory

Note: Only one Environment Configuration with an on -premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario , switch to the  Exchange Online tab of the
Environment Configuration dialog




Exchange Serveron -premises Tab

On-premises Exchange environment

Use Autodiscover to find the Exchange Web Services URL
If you work with  on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL
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