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Introduction

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public
Folder into users’ mailboxes in the same Exchange environment.

It will also synchronize the Global Address List (GAL) into users’ mailboxes, which are in
the same environment. Mail-enabled objects of an on-premises Active Directory can be
synchronized into Exchange mailboxes from the same Exchange environment and mail-
enabled objects from a Microsoft 365 tenant can be synchronized into Exchange
mailboxes in the same Exchange environment.

contactSync synchronizes the contacts into a subfolder within the user’s mailbox
contacts.

contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange
environments, which can be on-premises Exchange environments or Exchange Online of
Microsoft 365 tenants.

For each Exchange environment, you can configure which mail-enabled objects will be
synchronized as mail-enabled contacts to the other Exchange environments. Also, you
can configure how the received mail-enabled objects from the other Exchange
environments will be synchronized as mail-enabled contacts to your own Exchange
environment.

This will make the mail-enabled objects from the other Exchange environments visible as
contacts in the Global Address List (GAL).

Please take a look in the GALsync documentation for further information.
GALsync Documentation

https://www.netsec.de/en/products/galsync/documentation.html



https://www.netsec.de/en/products/contactsync/documentation.html
https://www.netsec.de/en/products/galsync/documentation.html

How to start?

Check out the System Requirements and the Prerequisites.
2. Check out the Global Settings of contactSync.

Configure an Environment Configuration corresponding to the Exchange
environment.

4. Configure the Policy Configuration for the corresponding Environment
Configuration.

Recommendations (Do’s and Don’ts)

Suggestions to test contactSync policies

We recommended to test contactSync before using with your production accounts. This
way you will prevent any unwanted changes, or impact you might not have considered
during setup.

First use some test accounts and groups
Then use only 1-5 real accounts

Schedule without overlaps

It is strongly recommended that you configure the scheduler in such a way, that policies
do not overlap. Try the time for each policy will run by a manual execution. After that
configure your schedules.

Performance (Exchange Online)

When using any Exchange Online related policy in contactSync, please be aware of the
possibility of some lag. This is due Exchange Online being a remote organization, which
contactSync connects to using Exchange Online PowerShell and the Exchange Web
Services of Exchange Online. This puts contactSync inside any existing limitation
Microsoft might apply to the connections.
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Licensing

Trial license
It is possible to run contactSync without a license. Please note that in this case only up to
20 mailboxes can be synchronized with contacts for up to 21 days.

If you run contactSync as trial this is displayed in information bar at the bottom of the
program window.

A\ Trial version with random results. For purchase please contact zalesi@nei=zec.de

If you have any licensing questions or queries, please feel free to contact our
contactSync Sales Team

by phone +49 2421 998 78 20

or via e-mail sales@netsec.de

How to add a license
Click Help and select About.

contactSync will provide you with basic information about your current license status.

To add a license, press the Add License button and then select the license file you
received.

[_i;'.l [EI METsec contactSync »
FILE ACTION  OPTIONS HELP contactSync Version 8.0
B || contaciSyne @ Help ‘ NETsec GmbH & Co. KG 2008-2022.
@ Aboi e Al rights reserved.
@ o Contact: szles @netsec.de
Palicy | Please contact us for a license: sales@netsec.de
olicy
e contactSync
Add License
L
|

How many objects are to be licensed?

%) Counter Create a contactSync policy, choose the appropriate objects. Then you can
count all of the mailboxes which are valid for synchronization and would be synchronized
during a run. This can help you choose for how many sync mailboxes you need to
license.


mailto:sales@netsec.de

System Requirements

Components Required

0OS (64Bit) Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Hardware Processor: minimum dual core
RAM: minimum 4GB

Software .NET Framework 4.8.0 or later

Windows PowerShell 5.1 and ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3

Recommendations Exchange On-Premises: We recommend to install contactSync on a member server
within the domain (e.g., dedicated contactSync server or file server). The machine
should be uncritical (e.g., may be restarted without complications). The contactSync
server must have a high bandwidth connection to the DC/GC.

Exchange Online: See recommendations for on-premises; but you can use also a
standalone computer.

Supported Exchange 2013* SP1 and later
Exchange Exchange 2016 and later
Versions*

Exchange 2019 and later
Microsoft 365 Exchange Online

* Microsoft stopped supporting Exchange 2013 on the 11th April 2023.
Microsoft stopped supporting for Windows Server 2012 and
Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot
support an Environment, which is no longer supported by the manufacturer.
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Prerequisites

Overview

contactSync requires a service account. The contactSync service account is only a
domain user in the Active Directory and has an Exchange mailbox. The mailbox of the
contactSync service account can be located at the on-premises Exchange or in Exchange
Online.

On your contactSync server, the service account should be a local administrator and it
should be possible to log on to the server as this account. Remote desktop connectivity
may also be required.

Furthermore, the service account on the contactSync server needs the right to run as a
service.

It is recommended to run the contactSync GUI always with the credentials of the local
contactSync service account.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

e

B w64 & contactSyncService is Running

¥ METSECDEMO\svc_contactSync e NETsecDemo\Svc_contactSync

Exchange on-premises:

To access the mailboxes on your on-premises Exchange server, the contactSync service
account needs to be member of the Exchange Application Impersonation role to gain
access to the mailboxes to which the contacts are to be synchronized.

Please take a look at the chapter
How to configure Exchange Application Impersonation

Exchange Online:

To access the mailboxes in Exchange Online, you have the option of user-based
authentication or certificate-based authentication. Certificate-based authentication for
Exchange Online is recommended so the contactSync service account will not require any
additional authorizations.

The certificate-based authentication for Exchange Online is described in the chapter
Exchange Online certificate-based authentication via App Registration



Service Account (on-premises)

The on-premises contactSync service account is a domain user of the on-premises Active
Directory.

The on-premises service account is a member of the Local Administrators group on the
Windows Server, where contactSync is installed.

The on-premises service account needs the local right to run as a service on the
Windows Server, where contactSync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where contactSync is installed. It is likely that the on-premises service account requires
membership in the local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the
contactSync GUI.

The contactSync Service must run in the credentials of the on-premises service account.

In order to install contactSync you need administrative permission. Setup will also install
the contactSync Service on the Windows Server you install contactSync on.

Important: If you configure the logon information for the Active Directory domain
service account in the contactSync GUI using on-premises Exchange, it will be
necessary use the format domain\username.

Exchange mailbox for the contactSync Service Account

The contactSync service account needs a licensed Exchange mailbox in the environment.

e contactSync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS).

e Ensure that the mailbox is accessible (e.g., by Outlook Web Access).

e Ensure that the mailbox can send and receive email.

On-premises mailbox
For an on-premises Exchange scenario, the on-premises contactSync service account
needs a mailbox located on the on-premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the contactSync service account needs to be licensed
with an Exchange Online license in the Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.

Local service account on a standalone server

If you run contactSync on a standalone Windows server, please create a local account for
contactSync. This is only valid in Exchange Online cloud-only scenarios.
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Please use the local account to configure and run the contactSync Service and the
contactSync GUI in the credentials of this local account.

The local account needs the same local permissions as a domain user described above.

The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The contactSync Service Account of the Microsoft 365 Exchange Online
tenant is independent of this local account.

For example: contactSync is a local account of the standalone Windows server.
Please run also the contactSync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
contactSync GUI, it will be necessary use the format computername\username.

Execution Policy (Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, contactSync needs the
parameter ExecutionPolicy to be set to RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,
PowerShell’s execution policy is set to Restricted; this means that scripts will not run.
contactSync requires that scripts can be run.

Get-ExecutionPolicy

http://technet.microsoft.com/en-us/library/hh849821.aspx

Set-ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en-us/library/hh849812.aspx



http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx

ExchangeOnlineManagement PowerShell module

contactSync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3.6 or later for Exchange Online PowerShell V3.

On the contactSync Server you need to install the ExchangeOnlineManagement
PowerShell module so that contactSync direct can communicate with a Microsoft 365
Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EN Administrator: Windows PowerShell - [m| X
1

rosoft Corporation. All ri

t PowerShell for new features and
Install-Module

equired to

es. The NuGet

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the contactSync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module
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How to install a specific version of Exchange Online PowerShell?

This applies if you need a specific version of the Exchange Online PowerShell module in
Windows PowerShell 5.1 on the Windows Server, because a higher version does not
currently work.

Start the Windows PowerShell as Administrator

# Uninstall all existing versions

Uninstall-Module -Name ExchangeOnlineManagement -AllVersions;

# Install the required version, e.g. version 3.6.0

Install-Module -Name ExchangeOnlineManagement -RequiredVersion 3.6.0 -Force;

# Check installed version

Import-Module ExchangeOnlineManagement; Get-Module ExchangeOnlineManagement;



Exchange Online authentication via App registration or Service
Account

There are two available methods to establish a connection to Exchange Online on the
Exchange Online tab in the Environment Configuration.

[_';Tl Environment Configuration - [ %

General Exchange Scenario | Exchange Online m

>

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

Credentials

Badd | @ | &Gnrd | @ | A Modity | @ | FRemove | @

Ilzemame Max. Connection
Organization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud =
of Ok €3 Cancel (==

Note, the user-based authentication is deprecated. The certificate-based
authentication is recommended.

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is hosted by a
national cloud, please use Exchange Online certificate-based authentication via
App Registration.
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Exchange Online certificate-based authentication via App registration
The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Bxchan

| Credentials |
| aadd | @ Gad | @ | Avodty | @ | HRemove | @
L':l Exchange Online App Registration x
Corresponding settings for the Enterprizse Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.
Organization / Tenant @
| |
Application Display Mame @
Application ID @
| Certificate |
Friedly Mame FriedlyMame
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
| Choose Certificate | | Create Certificate @
| | Assigned AP| permissions | |

Detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Exchange Online authentication via Service Account
The Add button on the right, will open a dialog window in which to configure user-based
authentication via Service Account for the Exchange Online tenant.

Note, the user-based authentication is deprecated. The certificate-based
authentication is recommended.

Please note, that user-based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is
hosted by a national cloud, please use Exchange Online certificate-based
authentication via App Registration.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have BExchange Administrator role permission for Exchange €

| Credentials |

L G (@ G (@ Pyoity | @ | KRemove| @

[#] Exchange Online Credentials x
User-1D: | @
Password: | @
E-mail: | @

gna:gcut:r;n @ Setas primary account (D)

—| The authentication method for Exchange \Web Services of the Office 365 tenant |——

Please login for the Modern Authentication OAuth 2.0

® Modern Authentication Oduth 2.0 | Login @

o Spply &9 Cancel

Detailed description is in chapter
Exchange Online authentication via Service Account
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Exchange Online certificate-based authentication via App
Registration

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the Application Id
and cannot find the certificate later.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync '!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center) and enter the
corresponding values in the Exchange Online App Registration dialog.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Bxchan

Credentials

fpadd | @ | GGoadd @ | A Modity | @ | FRemove | @

[_IT] Exchange Online App Registration x
Corresponding settings for the Enterprise Application in the Microsoft Entra (D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Crganization / Tenant '\!J
|
Application Display Mame I\y
Application D @
Certificate

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User User

Choose Certificate Create Certificate '\L‘
Assigned AF| permissions




The following description is based on the Microsoft Documentation article:

App-only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-
v2?view=exchange-ps

E] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
ADY) App registrations that enables access to Exchange Cnline.

Organization / Tenant @
| |
Application Display Mame EI}
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange \web Services @

Maxi
Cna:ll'nr:cutrirclm @ Set &s primary account @

Email Address @

o Lpply €3 Cancel
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Register an Enterprise Application in Microsoft Entra ID
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity (formerly Azure Active Directory).

Microsoft Entra admin center B search resources, services, and docs (G+/) _

Home >
Iﬁ Home
s

% Favorites e
@ Identity ~ ‘
o Microsoft Entra admin center
R Users ~

Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v

Learn more &3
£ Devices ~
@ Applications N } &
E| Protection ~

Microsoft Entra ID (Azure AD) ID Protection
i ~
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
ER External Identities ~
*  Show more
Go to Microsoft Entra ID Go to 1D Protection

& Protection g

Expand Applications and go to App registrations. Then select New registration.

Microsoft Entra admin center S Sl _

Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
i ~
> Identity All applications Owned applications  Deleted applications
@ overview
P start typing a display name or application (client) ID to filter these r... T add filters
R Users '
A Groups A This account isn't listed as an owner of any applications in this directory.
= v View all applications in the directory
evices
B Applications N

Enterprise applications
I App registrations

3. Roles & admins Voo

be

Learn & support N



https://entra.microsoft.com/

Microsoft E admin center P Search resources, services, and docs (G+/)

ﬁ Home

% Favorites ~
% Identity o~
@ overview

,Q\ Users N
2 Groups '
& Devices v
i) Applications o~

Home > App registrations >

Register an application

* Name

The user-facing display name for this application (this can be changed later).

‘ contactSync Enterprise App

Supported account types

Who can use this application or access this API1Z

Accounts in this organizational directory only (METsec Deme only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

Enterprise applications

I App registrations

E| Protection St
£ Identity governance N
{8 Extemal Identities N
8 lLeana support s

O Accounts in any organizational directory (&ny Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

By proceeding, you agree to the Microsoft Platform Policies =

Enter a name for the

Application.

In this example, it has been named contactSync Enterprise App.

Select the Accounts in this organizational directory only (<YourOrganizationName>

only - Single tenant) radio button and click Register.

Transfer the information of the registered Application to the Exchange Online App

Registration dialog.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

@ Got = second? We would love your feedback on Microsoft identity platform (previously Azure AD for

Client credentials
Add a certificate or secret

Redirect
Add 5 Re

URI

Application ID URI
Add an Application 10 URS

lication in loca
nterprise App

@ Welcome to the new and improved App registrations. Looking to lear how it's changed from App

Build your application with the Microsoft identity
platform

Home » App registrations >
ﬁ Home
g3 contactSync Enterprise App &
iy
* Favd (3] Exchange Online App Registration x|
] pelete & Endpoints [ Preview features
Corresponding seftings for the Entarprise Application in the Microsoft Entra D (farmerly Azure
@ Iden| AD) App registrations that enables access to Exchange Orline.
developer).
(D) Over] Organization/ Tenant @
netsecdemotenart. onmicrosoft com
R Uszer) A Essentials
Application Display Name @
Display name
2 Groy  |contactSync Enterprise App < P rterprise App
[ Devi{ Application D @ Application (client) ID
36535982 4b 30 Aadd-a5F X 5040 a2 - 2653598a-4b3le-4ad4-a59f-2f504bf2bas2
& appl Certificate Object ID
. 17f216c5-236e-4962-878b-T1daTc114724
Friedly Name FriedlyName
Entel Nt After Not After Directory (tenant] ID .
I . Subject Subject e9148e42-2027-4845-8c11-8c056e5achac
PP | Thumbprint Thumbprint Supported account types
rote] | Has Privatekey Has FrivateKey ——
User User
B eilin - ® :
Certifics Create Certificate @ registrations (Legacy)? Learn more
Setti W X
c::'ﬂg;:’;n He 7| Set as primary account &)
e Get Started Documentation
rey
Email Address @
Do
Mob)
o Spply 3 Cancel
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Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you may encounter cryptic permission issues when you run a
policy in the app context. The next chapter will describe where to find the domain name
of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity Pal > Identity A
I'-’:‘J Overview Iff-' Overview

w—-' Users o .-*-‘-. Users

o Groups A Groups

Io)  Devices ' I Devices v

523 Applications e 223 Applications g

1 Protection a4 8. Roles & admins A

':E-:;' Identity governance W B Billing s

l’ﬁ" External Identities o £23 Settings

Show mare & Protection




Expand Settings, go to Domain names and use the .onmicrosoft.com domain name.

Microsoft Entra admin center e e _

> Identity ~ Home >
® overview Custom domain names =
Azure AD for workforce
R Users ' .
- Add custom domain () Refresh & Troubleshoot Columns ,Oj Got feedback?
£ Groups ~
i N
E [z ® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
B Applications N
0 Search domai +
& Roles & admins v |/ Search domains 7 Add filters
Name Status Federated Primary
55} Billing ~
netsecDemo.com @ Verified
i‘é:i Settings ~
netsecdemotenant.onmicrosoft.com @ Available
Preview hub
I Domain names
Mability
E] Protection '

Please do not confuse the Microsoft 365 tenant domain names with the Exchange
Online accepted domains.
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Certificate for the registered Application

For app-only authentication in Microsoft Entra ID (formerly known as Azure Active
Directory), you typically use a certificate to request access. Anyone who has the
certificate and its private key can use the application, and the permissions granted to the
application.

[E3) Exchange Online App Registration X
Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @
netsecdemotenant.onmicrosoft.com
Application Display Name @
contactSync Enterprise App
Application ID @
| 2653598a-4b3e-4ad4-a5%-2A504bf 2ba52
Certificate

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719ASSA5BA61FDIF72E3CDSD51783D79DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate Create Certificate @
Assigned APl permissions
| Microsoft Graph Lij
Exchange Web Services @
g:rfrl\g‘?on 25 @ | Set as primary account @
Email Address @
m—— o
. of Aoply | €3 Cancel

Choose Certificate

Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the contactSync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.



Create Certificate

Create a self-signed certificate, which will be saved in the current user certificate store
and will be used to authenticate your Application against Identity (formerly Azure Active
Directory), while requesting the app-only access token.

NETsec contactSync - ¥
Create certiicates m cument user stome
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: NETsecDemoFromContact SyncServer (€ 4]
Friendly Name: | NETsecDemo from contactSync Server D
Notidter: 3/18/2025 -] D
KeylLength: 4096 | \L 1 keySpec: |KeyExchange [ \L 1
FilePath: C:\ProgramData"METzec GmbH & Co. KiG\contact Sync (€ 4]
woertificate files\NETsecDemoFromContact SyncServer 2025~
(8-13.cer
Creating self-signed cerificate is only
possible starting with Windows Server 2016 + Create
4 Certificate Directory ﬂ}v’.{’\ €3 Close

Enter the Subject, and Friendly Name of the certificate.

In the example above, the forest name (NETsecDemo) and the name of the server
(contactSync Server) from which the connection is established will be incorporated in
both.

Click Create to generate a new certificate.
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NETsec contactSync -

b 4

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: | NETsecDemoFromContact SyncServer

[]
®@6e 6606

Friendly Mame: |NI:—I'secDernn from contactSync Server

NotAfter: 18/18/2025
KeyLength: @ keySpec: |KeyExchange |
FilePath: C:\ProgramData*NETsec GmbH & Co. K&G\contact Sync
wcertificate files \NETsecDemoFromContact SyncServer 2025~
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7719A9A5BAGTFDSF7ZE3CDA0517E307I0CE254F is
exported to the file C:\ProgramData'METsec GmbH & Co. KiG\contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W

'{Eﬂ Certificate Directory ¢ Apply ﬁ Close

The public key file is created in the default path

C:\ProgramData\NETsec GmbH & Co. KG\contactSync\certificate files\

Click on the Certificate Directory button to open the folder in File Explorer



I
x

Create certiicates m cument user stiore

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: | MNETsecDemoFromContact SyncServer

[]
®6e 666

Friendly Mame: |NI:—I'secDernn from contactSync Server

NotAfter: 18/18/2025
KeyLength: @ keySpec: |KeyExchange |
FilePath: C:\Program Data*NETsec GmbH & Co. KG\contact Sync
wcerificate files \NETsecDemoFromContact SyncServer 2025~
(8-18.cer
Creating self-signad certificate is onby
possible starting with Windows Server 2016 + Create
“MNETsecDemoFromContact SyncServer_2025-08-18.cer’ ~
Code: 0

Message: The public part of Cerificate 7/19A9A5BAGTFDSF7ZEICDA0517E307I0DCE254F is
exported to the file C:\ProgramData'METsec GmbH & Cao. KG'contact Synccerificate files
“MNETsecDemoFromContact SyncServer_2025-08-18 cer.

Code: 0
Message: Operation successfully completed W

'{Eﬂﬂertiﬁ{:ate Directory ‘ «;‘-‘-.pply ‘ ‘ ﬁCInse

hare View

< Local Disk (C:) » ProgramData » METsec GmbH & Co. KG ¢ contactSync » certificate files

Py

Mame Date modified Type

5] METsecDemoFromContactSyncServer_2025-08-18  2/18/2023 2:33 AM Security Ce

Then click Apply to close the Create Certificate dialog.
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Upload certificate file for the registered Application
Go to Certificates & secrets of the registered Application in Microsoft Entry ID (Azure
AD), and select the Certificates tab.

il SOt it itk a _

Home > App registrations > contactSync Enterprise App
ﬁ Home . .
contactSync Enterprise App | Certificates & secrets = X
* Favorites N
P Search ‘ < A7 Got feedback?
S Identity ~ B overview ~
. & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving
©  overview tokens at a web addressable location {using an HTTPS scheme). For a higher level of assurance, we recommend
# Integration assistant using a certificate (instead of a client secret) as a credential.
R Users N
Manage
& Groups ~ %
B Branding & properties @ 2pplication registration certificates, secrets and federated credentials can be found in the tabs below.
&1 Devices g .
D Authentication
@ Applications ~ Certificates & secrets Certificates (0) | Client secrets (0) Federated credentials (0)
Enterprise applications ill Token configuration Certificates gan be used as secrets to prove the application's identity when requesting a token. Also can be
referred to 35 public keys,
- AP| permissions )
I App registrations —
@ Expose an API T Upload certificate
i s
8. R AT i App roles Thumbprint Description Start date Expires
® & Owners No certificates have been added for this application.
4 Learn & support N .
dbs Roles and administrators
“ M Manifest o

Select Upload certificate, then browse to the location where the certificate was saved.
Select, and open it. The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\contactSync\certificate files

Microsoft Entra admin center P Search resources, services, and docs (G+/) _

* Home Home > App registrations > contactSync Enterprise App Upload certlflcate e
contactSync Enterprise App | C¢
% Favorites N Upload a certificate (public key) with one of the following file types: .cer, .pem, .crt *
P Searc ‘ € A7 Got feedback ‘ Select 3 file |E
@ Identity o~ i overview = Description
i Credentials enable ‘ Enter a description for this certificate |
. &
® Overview Quickstart I tokenc at 3 wah ad
# Integration assistant e Open x
,Q Users Y
Manage + <« contactSync » certificate files v O L Search certificate files
* Groups ~ B
53 Branding & properties Organize ¥ New folder E- O @
2 Devices v D Authentication =] Pictures A Name - Date modified Type Size
B videos 5 NETsecDemoFromContactSyncServer_20...  £/12/2023 2:33 AM Security Certificats
Applications A yncServer_20...  §/18/2023 2:33 Al ecurity Certificate
& app Certificates & secrets . Local Disk ()
m
Enterprise applications 'l Token configuration QNetwurk
2 API permissions o= >
I App registrations
@ Expose an API File name: | NETsecDemoFromContactSyncServer_2025-08-18 v‘ Custom files ~
Sa Roles & admins hd Cancel
Ei Approles
® 48 Ouners No certificates hat
& Learn & support ) -
il Roles and administrators -
33 Bl manifest =




Microsoft & 2dmin center e _

Home > App registrations > contactSync Enterprise App H =
S . Upload certificate X
contactSync Enterprise App | C¢
*  Favorites N Upload a certificate (public key) with ane of the following file types: .cer, .pem, .crt *
P Search ‘ « £ Got feedback ‘ "NETsecDemoFromContactSyncServer_2025-08-18.cer” |E
& Identity ~ B overview = Description
9 . Credentials enable ‘ Enter a description for this certificate |
B & Quickstart
@ oveniew tokens at a web adh
#  Integration assistant using a certificate (i
R users N
Manage
* Groups ~
B Branding & properties © Applicationn
&1 Devi v
Sfiees 3 Authentication
# Applications G Certificates & secrets Certificates (0)
Enterprise applications Token configuration Certificates can be
referred to as pub
- AP| permissions
I App registrations —
@ Expose an API T Upload certi
i ~
\-2. Roles & admins 5 App roles Thumbprint
-~ 48 Quners No certificates har
& Learn & support N

dbs Roles and administrators

M Manifest o

Add the selected certificate.

AcrosnitE i el sk bt () _

2 Home > App registrations > contactSync Enterprise App
ﬁ Home
contactSync Enterprise App | Certificates & secrets = - X
* Favorites v
@ Identity ~ Qverview = o .
Credentizls enable confidential applications to identify themselves to the authentication service when receiving tokens at a web -
& Quickstart addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret)
@ overview
as a credentiall
” Integration assistant
L users v
Manage x
A Groups £ @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B2 Branding & preperties
&1 Devices ~ .
3 Authentication i
Certificates (1) Client secrets (0)  Federated credentials (C)
@ Applications ~ Certificates & secrets E—
. Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys
Enterprise applications {Ii" Token configuration
. %~ AP| permissions T Upload certificate
I App registrations
@ Expose an API Thumbprint Description Start date Expires Certificate ID
Sa  Roles & admins v : ~
App roles 7719A90ASBA61FDOF..,  CN=NETsecDemaFro... 8/18/2023 8/18/2025 a78elf63-e17f-40.. O [0
A Lean& support ey & Owners
L. Roles and administrators v
«
Bl ntomignce i
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Assign API permissions to the registered Application

API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

MerosnitE Bl Pl e _

Home > App registrations > contactSync Enterprise App
ﬁ Home
- contactSync Enterprise App | APl permissions & - X
* Favorites v
@ Identity ~ B overview =
& Quickstart
@ overview @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per X
# Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
K users 2 more
Manage
¥ Groups ~ i g .
B eranding & properties Configured permissions
& Devices v D aun § Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of
Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent
#8  applications ~ Certificates & secrets
~/ Grant admin consent for NETsec Dema
Enterprise applications Token configuration
API / Permissions na... Type Description Admin consent req...  Status
. S AP permissions
I App registrations
@ Expose an API
& Roles & admins g
hd App roles
2 Lean& support ey & Owners

~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications
& Roles and administrators 9 P PP ¥ gs, try prise app

B nsemifacs

Select the Microsoft APIs and click on Microsoft Graph

osoft & 2dmin center sl bl el ol _
i A > contactSync Enterprise App | AP ieci
S identity contactsyne Enterprise 40 |47 Request API permissions x
® ovenview - contactSync Enterp
Selectan API -
8 users Y
« )
Microsoft APls  APls my organization uses My APls
A " -
B Groups B Overview i
Commonly used Microsoft APls
& Devices v £ Quickstart
B applications ~ # Integration assistant \ Microsoft Graph
‘ Take advantage of the tremendaus amount of data in Office 365, Enterprise Mobility = Security, and Windaws 10.
Di d sol bl < P
R M- K Diagnose and solve problems ’ Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more
R " through a single endpaint
Manage - @
| app registrations
&2 Branding & properties
Avd .
% Roles & admins D Authentication
Azure Communication ) Azure Rights Management .
& erotection v Certificates & secrets BR covees i Services £\ Raure Service Management
S, ; Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
Identity Governance ~ Token configuration the same secure CPaa5 platform used protected content functionality available through
by Microsoft Teams the Azure portal

N <=~ API permissions
g8 External Identities v

& Expose an API

Select Application permissions

& S e A (EY) _
S Identity A > contactSync Enterprise App | AP Request API permissions %
® ovenview - contactSync Enterp
CAll APIs -
u: N i
R users . , Microsoft Graph '
E https;//graph.microsoft.com/ Docs '
" EENE e I Overview 3
. What type of permissions does your application require?
& Devices v £ Quickstart
Delegated permissions Application permissions
) i A # Integration assistant Your application needs to access the AP a5 the signed-in user, Your application runs s a background service or dagmon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties O start typing a permission 1o filter these results
& Roles & admins Y .
D Authentication Permission Admin consent required
B protaction N Certificates & secrets
> AccessReview
e ! Token configuration
Identity Governance v © g
. - AP| permissions > Acronym
EF  External dentities A
@ Expose an API




Search for contact and expand the Contacts in the result list.

Select

Contacts.ReadWrite

Identity

Querview

>

0]

B users

2 Groups

& Devices

B Applications
Enterprise applications

I App registrations
Roles & admins

‘%
B Pprotection
=

Identity Governance

)

External |dentities

Show more

P Search resources, services, and docs (G+/)

~ " - > contactSync Enterprise App | AP

- contactSync Enterp

g -
-<

Y
B Overview
Y & Quickstart
A # Integration assistant
K Diagnose and solve problems
Manage
B Branding & properties
v
3 Authentication
N Certificates & secrets
) il! Token configuration
- AP permissions
v
@ Expose an API
App roles
£ Owners

Request API permissions

< All APIs
, Microsoft Graph
‘g' https://graph.microsoft.com/ Docs (!

‘What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand

all

P contact

X

Permission

v/ Contacts (1)

Contacts.Read (
Read contacts in all mailboxes

O

Contacts.ReadWrite @O
Read and write contacts in all mailboxes

> OrgContact

Search for mail and expand the Mail in the result list.

Select

Mail.ReadWrite

and
Mail.Send

osoft Ei

Identity

Overview

>

O]

8 users

2 Groups

£ Devices

@  Applications
Enterprise applications

I App registrations
Roles & admins

&%
& Protection

Identity Gevernance

&

External Identities

Show more

2 Learn & support

Admin consent required

£ search resources, services, and docs (G+/)

A ™ .. > contactSync Enterprise App | AP
- contactSync Enterp
Y
AP search <
™ B overview
' & Quickstart
~ # Integration assistant
# Diagnose and solve problems
Manage
B2 Branding & properties
~ D Authentication
™ Certificates & secrets
~ ! Token configuration
= AP| permissions
A
& Expose zn API
App roles
42 Owners
ik Roles and administrators
B Manifest
support + Troubleshooting
& New support request
~

Request APl permissions

<Al &PIs
Microsoft Graph
https://graph.micresoft.comy Docs

What type of permissions dees your applicaticn require?

Delegated permissions

Your application needs to access the AP a5 the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or dazmen without a
signed-in user.

expand all

£ mail

X

Permission

> MailboxFalder

> Mailboxitem

> MailboxSettings

v Mail (2)

MailRead @
Read mail in all mailboxes

Mail.ReadBasic
Read basic mail in all mailbaxes

Mail.ReadBasic.All
Read basic mail in all mailboxes
Mail.Readwrite @

Read and write mail in all mailboxes

B 00O O

Mailsend ©
Send mail as any user

<]

> User-Mail

ions Discard

Admin consent required

Yes

Click Add permissions
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Select Add a permission again.

asoft Entra admin center [, _
S Identity ~ " > contactSync Enterprise App | API permissions > App registrations > contactSync Enterprise App | AP permissiont
@ Updating permissions X
@ oveniew - contactSync Enterprise App | APl permissions Successfully saved permissions for contactsync
Enterprise App.
8 users Y
L search « O Refresh &7 Got feedback?
2 Groups N "
& Cveniew A\ Vou are editing permission(s) to your application. users will have to consant even i they've already done so previously.
& Devices v £ Quickstart
# Integration assistant
F3  Applications ~ 9
K Diagnose and solve problems @ The "Admin consent required” column shows the defautt value for an organization. However, user consent can be customized per =
Enterprise applications permission, user, o app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage e
I App registrations
EE Branding & properties. .
. Configured permissions
% Roles & admins e D Authentication
Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of
B erotection W Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissions and consent
'
dentity Governance v Token configuration Add a permission  ~ Grant admin consent for NETsec Demo
T EE o > APl permissions APl / Permissions na... Type Description Admin consent req...  Status
i xterna ientities
@
Expose an API v Microsaft Graph (3)
Show more Lop roles
PP Contacts Read\ Application  Read and write contacts in all mailboxes Yes A Notgranted for NETsec | +e»
4 Guiners MailReadWrite Application Read and write mail in all mailboxes ~ Yes A Notgranted for NETsee e
& Roles and administrators Mail.Send Application  Send mail as any user Yes A\ Notgranted for NETsec ==+
M Manifest
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& New support request
2 Learn & support ~
«

Select the APIs my organization uses tab on the Request API permissions dialog
and search for Office.

P Search resources, services, and docs (G+/)
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o Home » App registrations > contactS S
At Request APl permissions X
- contactSync Enterg
& Flvorites v Select an API
>
se i Microsoft APls  APls my organization uses My APls
D Identity ~ B overview q
Apps in your directory that expose APIs are shown below
@ overview & Quickstart
. S Office 365
# Integration assistant
8 users v Name Application (client) ID
Manage
 Groups vz o Office 365 Enterprise Insights 9d0234 1-e72a-456d-026d-4a0ca590fbee
B3 Branding & properties
) 9 s prep Office 365 Exchange Online 00000002-0000-0ff1-¢e00-000000000000
E DR e 2 Authentication
Office 365 Informatian Protection 2f3f02¢9-5679-435¢-3605-0de55b07d 135
B8 applications ~ Certificates & secrets
L Office 365 Management APIs £5393580-f805-4401-95e8-94b7a6ef2fc2
m
bt Token configuration
Enterprise applications ! 9 Office 365 Mover d62121f3-e023-4972-b6b0-794190c07d98
2 AP permissions ~
I App registrations P Office 365 Search Service 66a88757-258¢-4c72-803¢-3e8bed4d6809
& Expose an API
. Office 365 sharePoint Online 00000003-0000-0ff1-¢e00-000000000000
& Roles & admins ~
- App roles
2 Learn & support A 4@ Owners
il Roles and administrators
«
B Ninnifact b

Click on Office 365 Exchange

Online in the result list to open it.




Select Application permissions

Micra=oft Entra admin center e _

ﬁ e Home > App registrations > contactS Request Apl perm|55|on5 x
- contactSync Enterg
< All APIs
* Favorites v . .
o [ e 2% teange onine
£
https;//outlock office. com
4 i ~ B o W = |
S Identity & Overview What type of permissions does your application require?
& Quickstart
® overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
R users N signed-in
Manage
2 Groups v
B2 granding & properties
& Devices ~
D Authentication
f8  applications ~ Certificates & secrets

m
Enterprise applications Il Token configuration

9 AP permissions
I App registrations

@ Expose an API

S Roles & admins v
v Hi Approles

& Owners

]

Learn & support ~

k. Roles and administrators

B ndonifact

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need only Microsoft Graph permissions.

Select
Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin center [ _
a - nc Enter App ..
S identity ~ cEnterprise Aop [ AP Request APl permissions x
® ovenview - contactSync Enterp
CAll APIs -
i - ‘ Orfice 369 Bxchange Gniine
https://outlook.office.com
' Groups Y H Gueniew .
. e What type of permissions does your application require?
& Devices v £ Quickstart
Delegated permissions Application permissions
# Integration assistant four application neds 1o ac signed-in use i r -
B applications S g Your application needs to access the APl a5 the signed-in user Your application runs s a background service or dazmon without a
signed-in user.
# Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B2 Branding & properties 0 Start typing a permission ta filter these results
& Roles & 2dmins N
D Auvthentication Permission Admin consent required
5 Protection v Certificates & secrets
> Other permissions
o3 Il Token configuration
Identity Governance v L 9
. < AP permissions > Calendars
EP  External Identities v
& Expose an API
Show more . > Contacts
i Approles
48 Owners v/ Exchange (1)
£, Roles and administrators -
Exchange ManageAsApp (@
. Ves
H Manifest Manage Exchange As Application
Suppert + Troubleshooting > IMAP
& New support request
> Mailbox
<
-
2  Learn & support ~
s emisirs
«

Click Add permissions
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Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

Select

full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp

Manage Exchange As Application

Microsoft Entra admin center £ e e e T _

@ Identity ~ * -~ > contactSync Enterprise App | AP Request API permissions x

® oveniew - contactSync Enterp
CAllAPIS
R users e o Office 365 Exchange Online
https://outlook office.com
B EEmE M B ovenew ) )
- ‘What type of permissions does your application require?
& Devices v & Quickstart
Delegated permissions Application permissions
B3  Applications ~ 5 Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.
K Diagnose and solve problems
Enterprise applications
. Manage Select permissions expand all
I App registrations
= Branding & properties 2 Start typing a permission to filter these results
& Roles & admins v
D Authentication Permission Admin consent required
& Protection Y Certificates & secrets
~/ Other permissions (1)
{8 identity Goverance W ill Token configuration
o full_access_as_ app @
& API permissions - -3s.3pp O . Yes
EE  External Identities v Use Exchange Web Services with full access to all mailboxes
@ Expose an API
Shaw more > Calendars
App roles
£ Owners > Comtacts
b Roles and administrators
~
M Manitest Exchange (1)
Suppert + Troubleshooting Erg A EE R (O Yes
Manage Exchange As Application
& New support request
> IMap
-
£ Leamn& support N

Add permissions
«

Click Add permissions



Click Grant admin consent for your tenant.

rosoft Entra admin center [T " _
& Identity A .. > contactSync Enterprise App | API permissions > App ragistrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions e
8 users ~
“ O Refrash &7 Got feedback?
2 Groups v
Guenview A\ Vou are editing permission(s) to your application, users will have to consent even if they've already done so previsusly.
& Devices v £ Quickstart
# Integration assistant
F3  Applications ~ 9
Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
ol P! 2 ! P
Enterprise 2pplications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app wil be used, Learn
Manage e
I App registrations
Branding & properties L
. Configured permissions
%5 mmEaTE e D Authentication
Applications are authorized to call APl when they are granted permissions by users/admins as part of the consent pracess. The list of
B Protaction N Cortificates & secrats configured permissians should include all the permissions the application needs. Learn more about permissians and consent
"
{2) Identity Governance i I} Token configuration t Add a permission " Grant admin consent for NETsec Demo
- APl permissions - ) . )
s § APl / Permissions name Type Deseription Admin consent required  Status
BB  External Identities N / P P q
& Expose an API v Microsoft Gray .
Show more Lop roles
% Aep Contacts ReadWrite Application  Read and write contacts in al... Ves A Not granted for NETsee
& Owners Mail ReadWrite Application  Read and write mail in all ma... Yes A Notgranted for NETsec .+
& Roles and administrators MailSend Application  Send mail as any user Vs & Not granted for NETsec
[ Manifest \ Office 365 Exchange Online (2) .
Support + Troubleshooting ExchangeManagefsApp  Application  Manage Exchange As Applic...  Yes 4 Notgranted for NETsec |+
& New support request
2 Learn & support A~ To view and manage consented permissions for dual apps, as well as your tenant's consent settings, try Enterprise applications,
«

Click Yes to confirm the consent.

rosoft Entra agmin center ([ ) _
S Identity A ™ .+ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® ovenview - contactSync Enterprise App | APl permissions = X
8 users Y
rch « O Refrash Q\j Got feedback?
2 Groups ~
o . X .
enen Grant admin consent confirmation.
& Devices v % Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Dema? This will update any
4 ntearation assistant existing admin consent records this application already has to match what is listed below.
#8  Applications ~ - 9
] %
X Diagnose and solve problems
Enterprise applications =m
Manage e
I App registrations
EE Branding & properties. . L.
Configured permissions
% Roles & admins e D Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
B protaction W Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
[5) Identity Governance v 1! Token configuration t add a permission  ~ Grant admin consent for NETsec Demo
R — o = API permissions API / Permissions name Type Description Admin consent required  Status
{8 External Identities
@ Bxposean A7l \/ Microsoft Grap .
Show more Lop roles
PP Contacts ReadWrite Application  Read and write contacts in al... Ves A Not granted for NETsee
48 Owners Mail ReadWrite Application  Read and write mail in all ma... Yes A Notgranted for NETsec
& Roles and administrators MailSend Application  Send mail as any user Yes A Notgranted for NETsec
H Manifest \v Office 365 Exchange Online (2) .
Support + Troubleshooting ExchangeManagefsApp  Application  Manage Exchange As Applic...  Yes 4 Notgranted for NETsec |+
& New support request
£ Learn & support ~ To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
«
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API permissions are assigned to the registered Application.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need these API permissions.

Microsoft Entra admin center [T e, _
S Identity ~ " -+« > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® ovenview - contactSync Enterprise App | APl permissions = X
8 users Y .

e @eis Y B overview ) _
& @ Successfully granted admin consent for the requested permissions.
& Devices v £ Quickstart
B Applications A # Integration assistant
X Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per -
Enterprise 2pplications permission, user, o app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage e
I App registrations
B2 Branding & properties X L.
Configured permissions
8. (= BT e D Authentication
Applications are authorized to call APIs when they are granted permissions by users/admins s part of the consent process. The list of
ogra—— ) Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
dentity Governance ~ 1! Token configuration t Add a permission  ~ Grant admin consent for NETsec Demo
R — o = API permissions API / Permissions na... Type Description Admin consent req...  Status
{8 External Identities
@ a
Expose an API v Microsoft Graph (3
Show more S App roles
T App Contacts.ReadW Application  Read and write contacts in all mailboxes  Yes @ Granted for NETsec Demo ++»
& Ouners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
&, Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
[ Manifest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application s @ Granted for NETsec Demo ==+
& New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
2 Learn & support ~
«

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

Assigned APl permissions

+| Micresoft Graph 2

=0

Exchangs \Web Services 1)




Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
need additionally the permission for Exchange Web Services at the moment.

Microsoft Entra acimin center e e e e S ) _
Identi ~ -+ > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
ity - tactSync Enterprise App | AP App registrat tSy P pp | APl p pp registrat t Enterpi P
@ oveniew - contactSync Enterprise App | APl permissions % X
K users A N
2 Groups v ™
& Ovenview @ Successfully granted admin consent for the requested permissians.
& Devices v £ Quickstart
B Applications A #' Integration assistant
Diagnose and solve problems & "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
K Diags d solve probl The "Ad quired” column shows the default value f g H b d p =
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage —
I App registrations
&= Branding & properties ) .
Configured permissions
& Roles & admins Y .
D Authentication .
Applications are authorized to call APIs when they are granted permiszions by users/admins 23 part of the consent process, The list of
&  protection v Certificates & secrets configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
Identity Governance v 1! Token configuration = Add a permission /" Grant admin consent for NETsec Dema
- AP permissions ;. o
~ N API / Permissions na... Type Description Admin consent req...  Status
@ External Identities ~ / P 4 a
@
Expose an API \v Microsoft Graph (3)
Show more S App roles
= App Contacts Read\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
48 Owners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo ++»
M Manifest .
Support + Troubleshooting Application  Manage Exchange As Application Yes @ Granted for NETsec Demo s
& New support request a Application Use Exchange Web Services with full a... Yes @ Granted for NETsec Demo =+«
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2  Learn & support N
«

Accordingly, select Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box in the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph '...,L'

| Exchange Web Services kLl
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API permissions for Exchange Web Services (deprecated)
Please note, Microsoft has announced that on 1. October 2026 blocking Exchange Web
Services (EWS) requests from non-Microsoft apps to Exchange Online.

Retirement of Exchange Web Services in Exchange Online
https://techcommunity.microsoft.com/t5/exchange-team-blog/retirement-of-exchange-web-services-in-
exchange-online/ba-p/3924440

Go to API permissions, then select Add a permission

Microsoft Entra admin center P search resources, services, and docs (G+/)

Home > App registrations > contactSync Enterprise App

ﬁ Home
- contactSync Enterprise App | APl permissions 2 - X
* Favorites v
@ Identity ~ B overview =
& Quickstart
@ overview @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
A Integration assistant permission, user, or app. This column may nat reflect the value in your organization, or in organizations whers this app will be used. Leam
R users 7 more
Manage
2 Groups N . J .
B Branding & properties Configured permissions
B Devices v 2 auh . Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
Authentication configured permissions should include all the permissions the application needs. Learn more zbout permissions and consent
& applications (oS Certificates & secrets
o ~/ Grant admin consent for NETsec Cema
Enterprise applications Il Token configuration
API / Permissions na... Type Description Admin consent req...  Status
= APl permissions
| App registrations
& Expose an API
Sa  Roles & admins ~
¥ L Approles
2 Leamn& support e & Owners

2. Roles and administrators To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications

B Rdenifact

Select the APIs my organization uses tab on the Request API permissions dialog
and search for Office.

contactSync 8.5 Manual

Microsoft En —— _
o Home » App registrations > contactS S
At Request APl permissions X
- contactSync Enterg
& Flvorites v Select an API
© MicrosoftAPls  APls my organizationuses My APls
D Identi ~ B overview q
v Apps in your directory that expose APIs are shown below
@ overview & Quickstart
. S Office 365
# Integration assistant
8 users v Name Application (client) ID
Manage
 Groups vz o Office 365 Enterprise Insights 9d0234 1-e72a-456d-026d-4a0ca590fbee
B3 Branding & properties
) 9 s prep Office 365 Exchange Online 00000002-0000-0ff1-¢e00-000000000000
E DR e 2 Authentication
Office 365 Informatian Protection 2f3f02¢9-5679-435¢-3605-0de55b07d 135
i) Applications ~ Certificates & secrets

m

Enterprise applications {It" Token configuration
9 APl permissions

| App registrations

& Expose an API

& Roles & admins ~
¥ § Approles

& Learn & support s & Owners

il Roles and administrators

B ndonifact

Office 365 Management APIs
Office 365 Mover
Office 365 Search Service

Office 365 SharePoint Online

€5393580-1805-4401-95e8-94b7a6ef2fc2
d62121f3-e023-4972-b6b0-794190c0fd98
66a88757-258¢-4c72-803¢-3e8bed4d6809

00000003-0000-0ff1-¢e00-000000000000

Click on Office 365 Exchange Online in the result list to open it.




Select Application permissions

M sl el _
A Lo Home > App registrations > contact§ Request Apl perm|55|on5 )
= contactSync Enterg.
< All APIs
% Favorites v ) .
Fswn ] price 265 Bxchenge Cnine
‘|
https://outlock.office.com
4 i ~ [ -
S Identity 8 Overview What type of permissions does your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the APl as the signed-in user. Yaur application runs as a background service ar daemon without a
A Users ~ signed-in user.
Manage
2 Groups %
B2 sranding & properties
& Devices ~
D Authentication
f8  applications ~ Certificates & secrets
m
Enterprise applications Il Token configuration
9 AP permissions
I App registrations
& Expose an API
S. Roles & admins ~
M pp roles
2 Learn & support A & Owners

k. Roles and administrators

B ndonifact

Select
full_access_as_app

Use Exchange Web Services with full access to all mailboxes
and

Exchange.ManageAsApp
Manage Exchange As Application

M il e S (R _
2 Home > App registrations > contacts Request APl permissions %
ﬁ Home q p
- contactSync Enterp
<Al APIS a
* Favorites v ) .
¢ Office 365 Exchange Online
hitps;//outlock.office.com
4 i ~ s
@ Identity B overview What type of permissions daes your application require?
& Quickstart
@ overview Delegated permissions Application permissions
# Integration assistant Your application needs to access the AP as the signed-in user. Your application runs as a background service or dasmon without a
Prl g PP &l
R users ™ signez-in user.
Manage
2 Groups N
B2 Branding & preperties Select permissions expand all
& Devices v D auth -
Authentication O Start typing a permission to filter these results
@ Applications ~ Certificates & secrets Permission Admin consent required
m
Enterprise applications Il Token configuration ' Gther permissions (1)
I - APl permissions
App registrations .
@ Eposean s EJHJE(E:\SSJST:HIJ \S) ith full toall I e
% Roles & admins & se Exchange Web Services with full access to all mailboxes
App roles
. Calendars
B siling v & Owners ?
B settings ~ &, Roles and administrators > Contacts
& H Manifest
v
Protection  Exchange (1)
@ Support + Troubleshooting
Identity governance N -
Exchange.ManageAsApp (
& Troubleshooting Mana fsxzhangeAsZp ;wialmn s
gB  External ldentities v < 9e £ fpp .
« & Newsupport request
£ Lean& support N
ipemiion:
«

Click Add permissions
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Click Grant admin consent for your tenant.

f Home
* Favorites

Identity

Qverview

%

0]

8 users

% Groups

& Devices

i) Applications
Enterprise applications

I App registrations

S Roles & admins

@ Billing

@ Settings

E| Protection

{8 identity govemance

BP  External Identities

]

Learn & support

P Search resources, services, and docs (G+/)

~
’
~ Overview
& Quickstart
# Integration assistant
v
Manage
v
B2 sranding & properties
v
D Authentication
& Certificates & secrets
Token configuration
9 AP permissions
& Expose an API
~
App roles
- & Owners
~ &b, Reles and administrators
M Manifest
~
Support + Troubleshooting
v
&P Troubleshooting
v -
= A New support request
~

- contactSync Enterprise App | APl permissions  »

Home > App registrations > contactSync Enterprise App

@ Updating permissions

Successfully saved permissions for contactsync
Enterprise App.
27 Got feedback?

() Refresh

A Vou are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Leam
more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs. Learmn more about permissions and consent

Add a permission | v Grant admin consent for NETsec Dema

API / Permissions na... Type Description Admin consent req...  Status

“ Office 365 Exchange €
ExchangeManage? Application Manage Exchange As Application Yes A Notgranted for NETsec ==+
full_access_as._ Application  Use Exchange Web Services with full ... Yes A Notgranted for NETsec | ==+

To view and manage consented permissions for individual apps, s well 2s your tenant's consent settings, try Enterprise app

x

Click Yes to confirm the consent.

rosoft Entra admin centel P Search resources, services, and docs (G+/)

f Home
* Favorites

Identity

Overview

%

O]

8 users
7 Groups

£ Devices

[i7) Applications
Enterprise applications
I App registrations

S Roles & admins
B siling

2% settings
G

Protection

2 lean& support

~
(
~ Overview
& Quickstart
# " Integration assistant
v
Manage
v
B3 eranding & properties
v
3D Authentication
) Certificates & secrets
1l Token configuration
9 AP permissions
& Expose an API
~
App roles
- 2 Owners
~ db. Reles and administrators
M Manifest
~

Support + Troubleshooting
A &2 Troubleshooting

& New support request

Home > App registrations > contactSync Enterprise App

- contactSync Enterprise App | APl permissions 2 - x

() Refresh 27 Got feedback?

Grant admin consent confirmation.

Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any
existing admin consent records this application already has to match what is listed below.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs. Learmn more about permissions and consent

Add a permission  ~/ Grant admin consent for NETsec Demao

API / Permissions na... Type Description Admin consent req...  Status

“ Office 365 Exchange €
Exchange.Manage? Application Manage Exchange As Application Yes & Not granted for NETsec ==+
full_access_as, Application  Use Exchange Web Services with full ... Yes & Notgranted for NETsec ==+

To view and manage consented permissions for individual apps, as well 2s your tenant's consent settings, try Enterprise applications.




API permissions are assigned to the registered Application.

Micrasoft Entra admin cen e _

Home > App registrations > contactSync Enterprise App
f Home
- contactSync Enterprise App | APl permissions  # X
* Favorites v
= Ay = .
y . A
S Identity o Overview @ Successully granted admin consent for the requested permissions.
@ GrETET & Quickstart
# " Integration assistant
8 users g -
" @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
% Groups o anage permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
mare
B2 sranding & properties
& Devices v 5
D Authentication X L
Configured permissions
Applications ~ .
B s Certificates & secrets Applications are authorized to call ABIs when they are granted permissions by users/admins as part of the consent process. The list of
- configurad permissions should include all the permissions the application needs, Learn more about permissions and consent
Enterprise applications Il Token configuration
o & API permissions { Add a permission ~/ Grant admin consent for NETsec Dema
I App registrations
& Expose an API API / Permissions na... Type Description Admin consent req...  Status
& Roles & admins v
L App roles o .
Billin v & i
& 9 & Owners Exchange.Manage? Application  Manage Exchange As Application Yes & Granted for NETsec Demo +++
& settings v &, Roles and administrators ful application  Use Exchange Web Services with full . Ves © Granted for NETsec Demo =+
B Manifest
E| Protection v
¥ support + Troubleshooting
A Learn & support A & Troubleshooting
« & New support request To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly, select Exchange Web Services at the Assigned API permissions group
box in the Exchange Online App Registration dialog.

Assigned AF| permissions

Microsoft Graph LL'

+| Exchange \Web Services '\.L'

contactSync 8.5 Manual




contactSync 8.5 Manual

Exchange Administrator role or Exchange Recipient Administrator role for the
registered Application (App Registration)
The Exchange Recipient Administrator role or the Exchange Administrator role for

Exchange Online is necessary because contactSync communicates via the Exchange
Online PowerShell with the Microsoft 365 tenant.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

The application requires Exchange Recipient Administrator role or the Exchange
Administrator role in the Microsoft 365 tenant, otherwise contactSync will not have
access to the complete set of Exchange Online PowerShell cmdlets which are needed to

function properly.

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations » GALsync Home >
S identity - contactSync Enterp| @ identity » Roles and administ
Al
NETsec Demo - Azure AD for workforce
@ overview ® overview
|;J Search ‘ « “
R Users A Users di. All roles
B overview
& Protected actions
= Groups & Quickstart 2 Groups
; . : # Diagnase and solve problems
I Devices #" Integration assistant B Devices
Activity
@ Applications Manage @ Applications
I= Access reviews
Enterprise applications & Branding & properties Enterprise applications .
E Audit logs
- 3 authentication -
I App registrations App registrations % Bulk operation results
Certificates & secrets
Protection X Roles 8 admins
=] iI! Token configuration % Troubleshooting + Support
{23 Identity governance 9 API permissions I Roles & admins & New support request
:E External Identities & Expose an APl
0 @O PP roles a Learn & support
f8 owners

Expand Roles & admins. If you do not see Roles & admins in the Identity menu, click
Show more ... .



Go to Roles & admins in the expanded Roles & admins menu and search for
Exchange.

Microsoft Entra admin center A search resources, services, and docs (G+/) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments >

D Identity ~
4, Roles and administrators | All roles X
@ overview NETsec Demo
3 s ~ < t Newcustemrole 5] Delete customrole & Download assignments () Refresh | [l Preview features | & Got feedback?
&, Allroles
M Groups e N @ Getjustein-time access to a role when you need it using PIM. Learn more about PIM =
& Protected actions
& Devices N K Diagnose and solve problems (@ Your Role: Global Administrator
& Applications ~ Activity Administrative roles
Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access to manage
Enterprise applications = Access reviews broad application configuration permissions without granting access to manage other parts of Microsoft Entra ID not related to application configuration. Learn more.
& Auditiogs Learn more about Microsoft Entra ID role-based access control
App registrations
% Bulk operation results
e Roles & admins ~ [~ Exchange <] e add fiiters
Troublesho ot
| Rols  acimins Role Ty Description Privileged T Ass.tL Type [
& New support request
[ exchange Administrator Can manage all aspects of the Exchange product. ) Built-in
Admin units G ts date Exch Onli its within th
[J exchange Recipient Administrator 2n create or upaate bxchange Gniine recipients within the 1 Built-in
Exchange Online organization.
Delegated admin partners

The result is Exchange Administrator and Exchange Recipient Administrator.
Decide which of the two roles should be assigned to the App Registration.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

For example, the Exchange Recipient Administrator for Exchange Online.

Click on the Exchange Recipient Administrator in the result list to open the Exchange
Recipient Administrator role.

Microsoft Entra admin center 0 Seatc resource,senices, and docs (G+1) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator

Identity ~

>
ga Exchange Recipient Administrator | Assignments X
@ overview Allroles
Q users ~ < >< Remove a e L Download assignments ) Refresh (' Manage in PIM & Got feedback?
X Diagnose and solve problems
= Groups o
Manage *
B pevices o . @ You can also assign buiit-in roles to groups now. Learn More '
& Assignments
& Applications a 2 Descriptian search
[ search by name |
Enterprise applications Activity e
App registrations 2 syiperstion results [an V]
Name UserName Type Scope
|3- Roles & admins ~ foubleshooting + Support
I e B, I/ & New support request
Admin units

Click Add assignments, then search for the newly registered application.
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M P Search resources, services, and docs (G+/)

B applications ~  Add assignments x
Enterprise applications a
AT @ Try changing or adding filters if you don't see what you're looking for. Selected (1)

Reset
| & oles & admins AN s
[2 conacisyne x| contactSync Enterprise App i
Rales & admins 2653508a-4b3e-4ad4-250f-21504bf2ba52
Admin units Al Users  Enterprise applications
Delegated admin partners
Name Type Details
B eiling ~ _ . e
contactSync Enterprise App 2653598a-4b3e-4ad4-a59f-2f504bf2ba52

€2 settings ~

B Pprotection ~

{8) Identity governance ~

2 Learn & support ~

Select the newly registered application and click Add.

The application has been assigned the Exchange Recipient Administrator role.

Microsaft En admin cent il S e _

-
A -+ > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments > Roles and administrators os ol added . «
Identity ~ uccessfully added assignmen!
o Exchange Recipient Administrator | Assignments Successfully added assignment contactSync Enterprise
@ overview All roles “op
¢ -
B users ~ < - Add assignments L Download assignments () Refresh (' Manage in PIM
# Diagnose and solve problems
A Groups v
Manage X
o pares " 9 @ ou can also assign built-in roles to groups now. Leam More '
& Assignments
B Applications o~ (2 Description Search
o [ search by name |
Enterprise applications Activity Type
App registrations 2% Bulk operation results ‘ All > ‘
Name UserName Type Scope
|8, ol T e ~ Troubleshooting + Support
- contactsync Enterprise 4| 14026243-a793-4430-bad1-f005fa118... ServicePrincipal Directon
P Y P PP P ¥
e & New support request
Admin units
Delegated admin partners
& Leana support N



Overview of the registered Application in App registrations
Go to Identity in the Microsoft Entra admin center menu, expand Applications and
select App registrations.

Micrasoft Entra admin center [y _

Home >
A Home
App registrations & X
*  Favorites N~
New registration B Endpoints 2 Troubleshooting () Refresh L Download [ Preview features & Got feedback?
i ~
S dentity All applications ~ Owned applications Deleted applications
® overview
A start typing a display name or application (dlient) D to filter these r... *7 add filters
R Users ~
1 applications found
2 Groups v
Display name Application (client) ID Createdon Ty Certificates & secrets
B Devices e H contactSyne Enterprise App 2653598a-4b3e-4ad4-a59f-21504bf2ba52 8/18/2023 @ current
f  Applications ~

Enterprise applications

| I App registrations

& Roles & admins ~
Roles & admins
Admin units .
2 Learn & support ~

Select the registered Application to see the overview.

Micrasoft Entra admin center [y _

Home > App registrations >

A Home
" .
- contactSync Enterprise App = %
*  Favorites 2
P Search « [ Delete & Endpoints B Preview features
’ A — -
S dentity L} @y ) Got 2 s=cand?,We woulkl love your feedback on Microsoft identity platform (previousy Azire AD for developer] =3
@ overview £ Quickstart -
5 Integration assistant A Essentials
R Users ~
Manage Display name Client credentials
2 Groups ~ Tprise App 1 certificate, 0 secret
= Branding & properties Application iclient) 1D Redirect URIs
B Devices ~ i 2653508a-4b3e-4ad4-3507-21504bT2bas2 Add 2 Redirect URI
2 Authentication
Object ID Application 1D URI
#  applications fas Certificates & secrets 76216c5-236e-4962-878b-71daTc 114724 Add an Application ID UR|
H I Directory (tenant) ID Managed application in local director
Il Token configuration ¥ g PP b
Enterprise applications £9148243-2027-4845-8¢11-8c05685achac App

9 API permissions X
I App registrations Supported account types
& Expose an API My organization only
& Roles & admins ~
BL Approles
GetStarted  Documentation

Roles & admins 2 Owners
RS &. Roles and administrators

= Build your application with the Microsoft identity platform

B Manifest

)

Le & t N -~
earn & suppor The Microsoft identity platform is an authentication service, open-source libraries, and

application management tools. You can create modem, standards-based authentication
2 Troubleshooi = solutions, access and protect APIs, and add sign-in for your users and customers. Learn .

Support + Troubleshooting
<«
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Please check whether the values of the registered Application are corresponding with the
values in the Exchange Online App Registration dialog.

0] Exchange Online App Registration ®

i contactSync Enterprise App  #

C ing settings for the Ei ise Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Delete @D endpoints [ Preview features

Organization / Tenant @
0 Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer). netsacdemotenant cnmicrosaft com
Agglication Display Name @
# Essentials contact Sync Enterprise App
Display name Client credentials Application 1D @
contactSync Enterprise App 1 certificate, 0 secret
E—— 265359824 Je-4ad4-a59- 25040 252
Apphcation (client) ID Redirect URIs
Certificate
2653598a-4b3e-4ad4-259f-2f504bf2bas2 Add 3 Redirect URI
Friedly Name NETsecDemafrom contactSync Server
ObjectID Application ID UR
N 2025081
£79216¢5-e36¢-4962-678b-71daTc 114724 Add an Application ID UR ofe s :
Subject CN=NETsecDemoF romContactSyncServer
Directory (tenant) ID Managed application in local directory |y bt TT19A99A5BA61F DIFT2E3CD9D51783D79DCB254F
e9148e43-2027-4845-8¢11-8c056e5achbac contactSyng Enterprise App Has Privatel T
Supported account types User NETSECDEMO'sve_contactSync
My organization only
Checse Certificate Create Certificate @
Get Started  Documentation Assigned AF1 permissions
| Microsoft Graph @
Build your application with the Microsoft identity| oo 5w ®

The Microsoft identity platform is an authentication service, open-source libraries, an
application management tools. You can create modern, standards-based authenticati|  Maximum 2h= @

! = Connection +| Set as primary account @
solutions, access and protect APIs, and add sign-in for your users and customers. Le:

Email Address @
svc_contactsync@netsecdemo com

Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.



A Certificate is created and selected from Current User Personal Certificates store

ﬁ certmgr - [Certificates - Current User\Personal\Certificates] - O *
File Action View Help

= | nmE 0l6= HE

I Certificates - Current User lssued To Issued By Expiration Date
vH P»._ersona_l . ?ﬂNI-_—I'secDemoFromContactSyncServer NETsecDemoFromContactSyncse..  8/18/2023
| Certificates

5[] Trusted Root Certification Au
» [ Enterprise Trust

and the corresponding certificate file is attached to the Entra ID application.

I + | certificate files

Home Share Wiew

“ v <« MNETsec GmbH 8 Co.KG » contactSync » certificate files w W] S Search certificate files
~
v METsec GmbH & Co. KG * Mame Date modified Type
seclemofFromContactSyncierver_ -Ug- THETE) 133 Al ecurity Certificate
v contactSync NETsecDemaFromC Syncs 2025-08-18  £/18/2023 2:33 AM Security Certifi
cache

certificate files

[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @

netsecdemotenant onmicrosoft.com
Application Display Name @

contactSync Enterprise App

Application ID @
2653598a-4b3e-4ad4-a5-2504bf 2ba52 '
| Certificate

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719AS9A5BA61FDOF72E3CDID51783D73DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate Create Certificate @

Assigned AF| permissions |

|| Microsoft Graph @

Exchange Web Services @
gﬁg{."m [ 25 @ | Set as primary account @
Email Address @

svc_contactsync@netsecdemo.com

R
| Yreny || @ Cerce
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The selection of the Assigned API permissions group box in the Exchange Online
App Registration dialog must be corresponding with the API permissions in the App

Registration.

Please check the settings of the API permissions for Microsoft Graph.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes,
which are located in Exchange Online, need these API permissions.

®  Identity
®  ovenview
B users
2 Groups

& Devices

B Applications
Enterprise applications
I App registrations
Roles & admins

Protection

& &

Identity Governance

External |dentities

(T

Shaw more

£ Leamn& support

Microsoft Entra admin center P Search resources, services, and docs (G+/)

~

-

> contactSync Enterprise App | APl permissions > App registrations » contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App

- contactSync Enterprise App | APl permissions  # - X

« () Refresh A Got feedback?

B Overview @ Ssuccessfully granted admin consent for the requested permissions.

& Quickstart

# Integration assistant

¥ Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
permission, user, or app. This column may not reflect the value in your organization, or in arganizations whera this app will be used. Learn
Manage s
B Branding & properties . L
Configured permissions
D Authentication - o
Applications are authorized to call APIs when they are granted permissions by users/admins 23 part of the consent process, The list of
Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissicns and consent
i
Il Token configuration { Add a permission /" Grant admin consent for NETsec Demo
= API permissions API / Permissions na... Type Description Admin consent req...  Status
@
Expose an API \v Microsoft Graph (3)
App roles Contacts Reac\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
& Owners MailReadWrite  Application Read and write mail in all mailboxes ~ Yes @ Granted for NETsec Demo »-s
&, Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo -
W Manifest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==+

& New support request

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Accordingly, the Microsoft Graph at the Assigned API permissions group box must
be selected in the Exchange Online App Registration dialog.

| Microsoft Graph

Exchange \web Services '-._!,J

Assigned AF| permissions

@




Please check the settings of the API permissions for Microsoft Graph and Exchange
Web Services, if Public Folder contacts from Exchange Online need to be
synchronized in the users’ mailboxes.

Policies synchronizing contacts from Public Folder, which are located in Exchange
Online, need additionally the permission for Exchange Web Services at the moment.

Microsaft Entra admin center [ Iy _
Identi ~ " -+ > contactSync Enterprise Aj APl permissions > App registrations > contactSync Enterprise Aj APl permissions > App registrations > contactSync Enterprise A|
ity Y p PP p pp reg e P pp P PP reg Y P PP
® oveniew - contactSync Enterprise App | APl permissions  # - b
K users ~
« O Refresh | A& Got feedback?
2 Groups e =
& Overview @ Successfully granted admin consent for the requested permissions.
& Devices v & Quickstart
) fpmmies A # Integration assistant
Diagnose and solve problems The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per #
g p G 9 P
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in arganizations whera this app will be used. Learn
more
Manage
I App registrations
5 Branding & properties . L.
Configured permissions
& Roles & admins v
D Authentication _— -
Applications are authorized to call APIs when they are granted permissions by users/admins a3 part of the consent process, The list of
8 Pprotection N3 Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissicns and conzent
f2) identity Governance ~ Il Token configuration |- Add a permission ~ Grant admin consent for NETsec Demo
% AP| permissions . .
o - API / Permissions na... Type Description Admin consent req...  Status
f  Exemal Identities v / P P a
@
Expase an A7 v Micrasoft Gragh (3}
Shaw more B Ao roles
PP Contacts ReadWw Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Dema =+
& Owners Mail ReadWirize  Application  Read and write mail in all mailboxes  Ves @ Granted for NETsec Demo +-+
& Roles and administrztors MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo. -
[ Manifest v Office 365 Exc
suppert + Troubleshooting ExchangeMana: Application Manage Exchange As Application Yes @ Granted for NETsec Demo «««
& New support request full_access_as_a Application  Use Exchange Web Services with full a.. Yes @ Granted for NETsec Demo «++
-
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications
2 Leana support N
«

Accordingly, the Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box must be selected in the Exchange Online App
Registration dialog at the moment.

Assigned APl permissions

| Microsoft Graph LL'

| Exchange \Web Services '\.!.z'
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[ Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra ID (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant @

'netsecdemotenarl .onmicrosoft.com

Application Display Name @
:contactSync Enterprise App '
Application ID @
|2653598a-4b3e-4add-a5% 250420252 |
| Certificate |

Friedly Name NETsecDemo from contactSync Server

Not After 2025-08-18

Subject CN=NETsecDemoFromContactSyncServer

Thumbprint 7719A99A5BA61FDIF72E3CDSD51783D79DCB254F

Has PrivateKey True

User NETSECDEMO\svc_contactSync

Choose Certificate . Create Certificate . @

| Assigned APl permissions |

|| Microsoft Graph @

Exchange Web Services @
l(\:d(;az'l‘n;g;won _' 2-3— @ \/| Set as primary account @
Email Address @

: svc_contactsync@netsecdemo.com

o Apply €3 Cancel

To complete the Exchange Online App Registration dialog, insert an Email Address
of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend to use a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.



Test the Exchange Online PowerShell connection and the Exchange mailbox

[]

Envirenment Configuration

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.

0O X

All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
 Gadd | @ Goad @ | Aoty | @ | HRemove | @
|lzemame Max. Connection
Primary Mailbox Account
gcurrtactS'_.'nc Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchange Web Services URL https:loutlook office365 com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remaote PowerShell connection to Exchange Online

Test @
Show log
| Exchange Mailbox Test |
Send a test email to the recipient:
Email address |

| Sendtestemail | @

o Ok €3 Cancel
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Click the Test button for the Remote PowerShell Connection Test, to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

]

Envirenment Configuration - O

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |

C Gadd | @ Gad | @ | Aoty | @ | HRemove | @

lzemame Max. Connection
Primary Mailbox Account
'@'cnrrtacts'_mc Enterprize App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC

Microsoft Azure public cloud

Exchangs Web Services URL https:loutlook officed&b com/EWS/BExchange asmx

Organization Settings

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

T

Connection test was successful for contactSyne Enterprise App
Test finished.

If the connection test failed, click the Show log button for detailed information.




A test email can also be sent to the desired recipient as an additional test to validate mail
flow. To do this, click the Send test email button for the Exchange Mailbox Test.

contactSync >
Code: 0
Message: Run as swve_contactSync
Code: 12098
Message: Exchange Online scenario is configured.
Code: 12063
Message: Organization: netsecdemotenant.onmicrosoft.com
Code: 12064
Message: App Registration Display Mame: contactSync LEZTIE
Enterprise App
Code: 12065
Message: Exchange Web Services URL:
https:/foutlook. office365.com/EWS/Exchange.asmx
Code: 12066
Message: Email address: sve_contacsync@netsecdemo.com
nline
Code: 12101
Message: Sending mail to administrator@netsecdemo.com
successful, L "
W
Exchange Mailbox Test
Send a test email to the recipient:
Email address administrator@netsecdemo.com
@
of Ok €3 Cancel =

Please note, that the e-mail address of the recipient for the test email will not be
saved.
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Exchange Online authentication via Service Account

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate-based authentication via App
Registration.

Note, the user-based authentication is deprecated. The certificate-based
authentication is recommended.

Service Account (Microsoft 365 Exchange Online)
The contactSync service account needs to be a licensed Exchange Online mailbox user in
the Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.

The service account must be a member of the Exchange Administrator role.
contactSync uses the Exchange Online PowerShell commands, which are incomplete if
the service account is not an Exchange Administrator for Exchange Online.

Note: By default, the Exchange Online password has to be changed within 30 days.
To ensure, that contactSync works properly, you have to configure user passwords to
never expire. To configure your password please follow the steps described in the
following article:

https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-
0f54736f-eb22-414c-8273-498a0918678f

e contactSync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS) of Exchange Online.

e Ensure that the mailbox is accessible (e.g., by Outlook Web Access).

e Ensure that the mailbox can send email.

Please note, service accounts are non-human privileged accounts used by applications,
automated services, and that execute other IT processes. Because these are machine
accounts, they cannot be protected by multi-factor authentication (MFA), since there
is no way for it to interactively logon.

We recommend disabling multi-factor authentication (MFA) for this account, and use
conditional access policies to lock down this account, such as allowing login only from
trusted public IP addresses.


https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f
https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f

Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access
Exchange Online

The contactSync service account of a Microsoft 365 tenant needs access to its own
mailbox, therefore, Modern Authentication OAuth 2.0 for Exchange Web Services (EWS)
must be configured.

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate-based authentication via App
Registration.

First, please verify the contactSync GUI is running in the credentials of the local
contactSync service account, otherwise contactSync cannot decrypt the token later.

This can be confirmed on the information bar at the bottom of the contactSync GUI.

¥ MNETSECDEMO\svc_contactSync '!1‘.' contactSyncService is Running e NETsecDemo\Svc_contactSync

Admin consent requires in Entra ID Enterprise Applications (formerly Azure AD
Enterprise Applications) to register NETsec contactSync as Enterprise Application.

Please note, that contactSync cannot request the necessary User consent for a non
admin user with restricted settings Consent and permissions for Modern
Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online.

How to check the Consent and permissions settings for Enterprise Applications?
Microsoft Entra admin center -> Identity -> Applications -> Enterprise
applications -> Consent and permissions
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Microsoft Entra admin cent P Search resources, services, and docs (G+/)

Home > Enterprise applications

ﬁ Home

* Favorites v
2 Identity ~
@  ovenview
R Users Y
' Groups ~
51 Devices v
@ Applications ~
| I Enterprise applications
App registrations
E| Protection ~
@ Identity governance N~
{8 Extemal Identities ~
Show more
2 Lean& support S

METsec Deme - Azure AD fo

Overview
@ overview

X Diagnose and solve problems

Manage

All applications
i Application proxy
A User settings

B8

i App launchers

o

Custom authentication
extensions (Preview)

Security

% Conditional Access

Enterprise applications | All applications - X
workfor

ﬁj Consent and permissions

Activity

o] Sign-in logs

@l Usage & insights
& Auditlogs

- Provisioning logs

New application C' Refresh % Download (Export)

= @ preview info Columns

View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity
Provider.

The list of applications that are maintained by your organization are in application regi:

P Search by application name or object I3

Application type == Enterprise Applications X Application D starts with X +V Add filters

Name T, Object ID Application ID Homepage URL Created on Ty

The Consent and permissions settings of the Enterprise applications are restricted:

Microsoft Entra admin cent L Search resources, services, and docs (G+/)

ﬁ Home

* Favorites

Identity
Overview
Users
Groups

Devices

g f 3 o 0 ¢

Applications

Enterprise applications

App registrations

Protection

&

Identity governance

El:El External Identities
Show more
& Leama support

Home > Enterprise applications | Consent and permissions >

o4 Consent and permissions | User consent settings X

Azure AD for workforce

Manage
&3 User consent settings
& Admin consent settings

&« Permission classifications

A Got feedback?

Control when end users and group owners are allowed to grant consent to applications, and when they will be required
to request administrator review and approval. Allowing users to grant apps access to data helps them acquire useful
applications and be productive, but can represent a risk in some situations if it's not monitored and controlled carefully.

User consent for applications

Configure whether users are allowed to consent for applications to access your organization's data. Learn more
Do not allow user consent

An administrator will be required for ll apps.

O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
All users can consent for permissions classified as "low impact”, for apps from verified publishers or apps
registered in this organization.

O Allow user consent for apps
All users can consent for any app to access the organization's data.

@ When user consent for applications s disabled, users may still be able to connect their work or school accounts with
Linkedln. You can manage Linkedin account connects in User Settings.

Group owner consent for apps accessing data
Configure whether group owners are allowed to consent for applications to access your organization's data for the
groups they own. Learn more
) Do not allow group owner consent
Group owners cannot allow all applications to access data for the groups they own unless the group owners have
been authorized in other ways. Learn more about the other ways that consent may be authorized.

O Allow group owner consent for selected group owners
Only selected group owners can allow applications to access data for the groups they own.

O Allow group owner consent for all group owners
All group owners can allow applications to access data for the groups they own.

The Consent and permissions settings of the Enterprise applications are restricted
and a Global Administrator account of the Microsoft 365 tenant must grant admin
consent for the permissions of the Enterprise Application.



Microsoft Entra admin center e Sl _

-

Home > Enterprise applications | Consent and permissions > Consent and permissions

ﬂ Home L. . .
Consent and permissions | Admin consent settings X
N Azure AD for workforce
W Favorites ~
(4
Manage
& Identity A~
A User consent settings Admin consent requests
@ overview ) .
Admin consent settings Users can request admin consent to apps they are unable to consentto @
.‘ Ye \.
R Users hd Zu Permission classifications @
HG v Who can review admin consent requests (0
roups
Reviewer type Reviewers
I Devices ~
Users
I@E Applications A Groups (Preview)

Enterprise applications Rales (Preview]

App registrations Selected users will receive email notifications for requests ©

E| Protection N
Selected users will receive request expiration reminders (O
Identity governance g ( )
HE  External Identities s Consent request expires after (days) @
30
Show more
-

a Learn & support A

<«

If the Admin consent requests in the Admin consent settings is No, the admin
consent for the permissions of the Enterprise Application can be done with a sign in of a
Global Administrator account during the first login process for Modern Authentication
OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online. This process is
described in the following chapter.

Please note, the contactSync service account should only be an Exchange
Administrator of Exchange Online, but not a Global Administrator of the Microsoft
365 tenant.

If the Admin consent requests in the Admin consent settings is Yes, the
contactSync service account will send an admin consent request during the first login
process for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of
Exchange Online.
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Microsoft Entra admin center L Search resources, services, and docs (G+/)

#

& B 2 0 0 ¢ *

& [P

L.
L=t

[ 23]

Home

Favorites

Identity

Overview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Protection

Identity governance

External Identities

Show more

Learn & support

<«

-

Home > Enterprise applications | Consent and permissions > Consent and permissions

Consent and permissions | Admin consent settings X

N Azure AD for workforce

Manage

A User consent settings
Admin consent settings

a . T
& Permission classifications

>< Discard

Admin consent requests

Users can request admin consent to apps they are unable to consentto @

Who can review admin consent requests (0

Reviewer type Reviewers

Users

Groups (Preview)

Roles (Preview) + Add roles
Selected users will receive email notifications for requests ©
Selected users will receive request expiration reminders (O
[ ves No )

Consent request expires after (days) &

S

After that a user, who can review admin consent requests, must accept the request,
before the contactSync service account does the login for Modern Authentication OAuth
2.0 for Exchange Web Services (EWS) of Exchange Online a second time to get the token
successfully.



Login for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of

Exchange Online
Proceed with the Login for Modern Authentication OAuth 2.0 for Exchange Web Services
(EWS) of Exchange Online with your contactSync Service Account.

L-l}-l Exchange Online Credentials x
User-10: svc_contactsync@netsecdema.com @
PE.S.E'\MI]H:I: SEFFRRRRRERRRREN @
E-mail: svc_contactsync@netsecdemo.com (69
Masimum 217 L!J | Set as primary account LL'

Connection

The authentication method for BExchange \Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

®) Modern Authentication Obuth 2.0 Login @D

« Apply '& Cancel

Please note, that the User-ID and the E-mail address can be different for an
Exchange Online mailbox user. This depends on your Microsoft 365 Exchange Online
tenant.

Insert the credentials for the contactSync service account, and click the Login button.
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Sign in to your account

2% Microsoft

Pick an account

E Svc_contactSync@MNETsecDemo.com

-I— Use another account

Terms of use  Privacy & cookies

Back

Select the same contactSync service account, which you have used in the Exchange

Online Credentials dialog before.




Sign in to your account *

2% Microsoft

<« syc_contactsync@netsecdemo.com

Enter password

Fa ssword

Forgot my password

Terms of use  Privacy & cookies

Insert the password of the contactSync service account.
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L

Sign in to your account

2= Microsoft

svc_contactsync@netsecdemo.com

Need admin approval

MNETsec GmbH & Co. KG #&

needs permission t0 access resources in your organization
that only an admin can grant. Please ask an admin to grant
permission to this app before you can use it.

EHave an admin account? Sign in with that accounté

Terms of use

Return to the application without granting consent

Privacy & cookies

NETsec contactSync needs a sign in of a Global Administrator, who will accept the

requested permissions for the Enterprise Application.

Click on Have an admin account? Sign in with that account.

Otherwise, a Global Administrator account grants consent for the requested permissions
to the application under Permissions of the NETsec contactSync Enterprise
Application in the Microsoft Entra ID, before the contactSync service account does the
login for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of

Exchange Online a second time to get the token successfully.




Sign in to your account >

2= Microsoft

Pick an account

E Svc_contactSync@NETsecDemao.com

—I— Use another account

O

Back

Terms of use  Privacy & cookies

Use another account to sign in as a Global Administrator.

Please note, the contactSync service account should only be an Exchange
Administrator of Exchange Online, but not a Global Administrator of the Microsoft
365 tenant.

contactSync 8.5 Manual




contactSync 8.5 Manual

Sign in to your account

2% Microsoft
Sign in

administrator@netsecdemo.com x

Can't access your account?

Qh Sign-in options

Terms of use  Privacy & cookies

Sign in with a Global Administrator account of the Microsoft 365 tenant.




Sign in to your account >

2= Microsoft

<« administrator@netsecdemo.com

Enter password

Password

Forgot my password

Signin

Terms of use  Privacy & cookies

Insert the password of the Global Administrator account.
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Sign in to your account

2= Microsoft

administrator@netsecdemo.com

Permissions requested

o MNETsec contactSync

#d NETsec GmbH & Co. KG #&

This app would like to:

~ Access mailboxes as the signed-in user via Exchange Web
Services

~ Miew users' basic profile

~ Maintain access to data you have given it access to

*" . Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization, Ne one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https.//myapps.microsoft.com. Show details

Does this app look suspicious? Repaort it here

Terms of use  Privacy & cookies

Enable Consent on behalf of your organization, then click Accept.




The OAuth2 authentication will fail after the first login process.

[ X
contactSync >
Uzer-10:
) ] Error: The user administrator@netsecdema. com is
Password: logged in, but the user sve_contactsync@netsecdemo.com
] was expected to login, Please check your settings.
E-mail:
OAuth2 authentication failed.
Maximum
Connection Code; 62008
Message: The account sve_contactsync@netsecdemo.com was
The not found in the token cache.
Please check the login of GAuth 2.0 for the Exchange Web
Services,
Please lof Code: 62005
Message: Acquired Token Interactive for
administrator@netsecdemo.com
®) Moder|

Proceed with the Login for Modern Authentication OAuth 2.0 for Exchange Web Services
(EWS) of Exchange Online with your contactSync Service Account again.

[_'Tl Exchange Online Credentials x
User-I0: svc_contactzync@netsecdemo.com ¢4
Password: SEsEEERRNEERERES .\!;.
E-mail: svc_contactsync@netsecdemo.com @
Masimum 2 @ | Set as primary account '\!,‘,'

Connection =

The authentication method for Exchange Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

@) Modern Authentication Ofuth 2.0 Login @

« Apply '@ Cancel
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Sign in to your account

2% Microsoft

Pick an account

E Svc_contactSync@MNETsecDemo.com

-I— Use another account

Terms of use  Privacy & cookies

Back

Once again select the same contactSync service account, which has been previously used

in the Exchange Online Credentials dialog.




Sign in to your account *

2% Microsoft

<« syc_contactsync@netsecdemo.com

Enter password

Fa ssword

Forgot my password

Terms of use  Privacy & cookies

Insert the password of the contactSync service account.
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The login will now be successful.

[] X
User-ID: | contactSync *
Password:

OAauth2 authentication successful.
E-mail:
Code: 62008
Maximum Message: The account sve_contactsync@netsecdemo.com was
Connection not found in the token cache.
Please check the login of G4uth 2.0 for the Exchange Web
Services,
The
Code; 62005
Message: Acquired Token Interactive for
Flease log sve_contactsync@METsecDemo.com
®) Moden
o Lpply &3 Cancel

contactSync can now use OAuth tokens for authentication to access the Exchange Web
Services (EWS) for your Exchange Online during the policy runs.

Click Apply to close the Exchange Online Credentials dialog.



A test email can also be sent to the desired recipient as an additional test to validate mail
flow. To do this, click the Send test email button for the Exchange Mailbox Test.

contactSync >

Code: O
Message: Run as sve_contactSync

Code: 120938
Message: Exchange Online scenario is configured.

Code: 12063
Message: Username: sve_contactsync@netsecdemo.com

Code: 12064

Message: Email address: sve_contactsync@netsecdemo.com L EEEIL

Code: 12065
Message: Exchange Web Services URL:
https://outlook. office365. com/EWS/Exchange.asmx

Code: 62004

Message: Acquired Token Silent far
Sve_contactSyno@METsecDemo.com
Online
Code: 12101

Message: Sending mail to administrator@netsecdemo.com
successful.

Exchange Mailbox Test

Send a test email to the recipient:

Email address administrator@netsecdemo.com

@

o Ok €3 Cancel (=

Please note, that the email address of the recipient for the test email will not be
saved.

Also, please see the contactSync manual chapter:

12010 - Error getting Exchange Online connection
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Account for access of Exchange Online mailboxes
contactSync uses the Primary Mailbox Account on the Exchange Online tab of the
Environment Configuration to access Exchange Online mailboxes by default.

In this example, the user credentials of a service account are configured as a Primary
Mailbox Account.

[] Envirenment Configuration - 0 X

seneral Exchange Scenario | Exchange Online r_ﬂ

>

Exchange Online

Manage the settings for the Exchange Cnline tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Bxchange Online.

Credentials

ad | @ | Gad | @ | Arodiy | @ | FRemove | @

|lsemame Max. Connection

Primary Mailbox Account
@' svc_contactsync@netsecdemo .com 2

If the user credentials of a service account are configured for Exchange Online,
contactSync requires the Exchange Application Impersonation role in Exchange Online for
this service account to access Exchange Online mailboxes.

contactSync can also use a dedicated Exchange Online mailbox user, which has the
Exchange Application Impersonation role in Exchange Online to access Exchange Online
mailboxes.

Please take a look at the chapter:

How to configure Exchange Application Impersonation



contactSync components

Files

The executables are stored by default in C:\Program Files\NETsec contactSync, but
you may change this during setup routine. This folder will be removed if you uninstall the
software.

Files containing your configured policies, created encryption keys, log files and so on are
placed in folder

%programdata® \NETsec GmbH & Co. KG\contactSync.

Note: the folder %programdata% usually is hidden. you may activate the option
‘Show hidden files, folders, and drives’in folder ‘options’ of the Windows Explorer.

Environment Configuration

An Environment Configuration describes the Exchange environment for which the Policies
are to be configured and contains the environment-specific settings.

e The Exchange environment can be an on-premises Exchange environment.

e The Exchange environment can be a hybrid Exchange environment.

e The Exchange environment can be a Microsoft 365 Exchange Online environment.

Policy
Policies are the core logical component. A policy defines
e which data you want to share,
by filtering the objects from your own directory,
e to which mailboxes you want to send the data included in this policy,
e to which email address you want to send an administrative report,

¢ at what times you want the policy to be executed automatically.
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GUI

L-ﬂ NETsec contactSync - M %
FILE ACTION  OPTIONS HELFP
B [£] contactsync [®  contactSync e I : I
@ Environments :f'( Delete

@}Ee:;"_:a i-___j Exchange @Eﬁ::mﬁl—l Status @He:

Policy Name Description

s ECHYBRID\contactsyne &' x64 ﬁ Mo service installed. A Trial version with random results. For purchase please contact sales@netsecde =

The Graphical User Interface is used to configure the environment configuration for the
Exchange environment and the corresponding policies for synchronize the contacts into
mailboxes. You can also test and execute policies manually.

Note: If you run a policy using the GUI the policy runs in the context of the user that
is logged in. Therefore, it is recommended to log in with the same account which is
configured for the contactSync service.

The GUI is executed as a process named contactSync.exe.

Information Bar

The bar at the bottom of the contactSync window shows information about the user
account running the contactSync Graphical User Interface (GUI), and the status of
contactSync Service. Additionally, it will inform you about the licensing state.

] ECQHYBRID\contactsyne & x64 ‘!f.' contactSyncService iz Running % echybridicontactsync A

Trizl wersion with random
razults. For purchass pleass

contact sales@netsec da

§ ECHYBRID\contactsync & x64 %': contactSyncService is Running % eohybridicontactsync & Trial version with randem resulis.




Policy Wizard

The contactSync Console also provides Wizards for simplifying the tasks of creating
policies. The Wizards walk you through each step-in order to create a usable policy that
can be run manually, or on a schedule. If you go through the wizard contactSync
provides you with different information

= Indicates a positive validation

= Indicates that some conditions in this step have not been validated yet
= Feature is not used
O

Indicates a configuration process

Service

The contactSync Service is only used to execute the scheduled policies.

The contactSync Service checks once a minute if there are enabled policies to be
executed. These policies will be added to the execution queue and run sequentially.

The service is executed as a process nhamed contactSyncService.exe.

Every scheduled policy runs in the context of the user that is used by the contactSync
Service.
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Running contactSync Policies via command line

Start a contactSync policy with the following command:

Syntax

cd "<program files>\NETsec contactSync\"
NETsecPolicyExecuter.exe "$programdata%$\NETsec GmbH & Co.

KG\contactSync\policies\<policy file>"

Note: the folder %oprogramdata% usually is hidden. you may activate the option
‘'Show hidden files, folders, and drives’ in folder ‘options’ of the Windows Explorer.

Example

cd "C:\Program Files\NETsec contactSync\"
NETsecPolicyExecuter.exe "C:\ProgramData\NETsec GmbH & Co.

KG\contactSync\policies\policyname.xml"

=X Command Prompt

:nProgram Files“NETsec contactSync>NETsecPolicyExecuter.exe "C:“ProgramData“MNETsec GmbH & Co.

KGpolicies“MyFirstContactSyncPolicy"

As of contactSync Version 7.0.5 the contactSyncPolicyExecuter.exe has been
renamed to NETsecPolicyExecuter.exe.

Important: If you use the Windows Task Scheduler for running the policies, then you
have to correct the command in your scheduled tasks.



Internal Marks

NoContactSync (internal mark)

If you do not want a special object to be synchronize as a contact, you may insert the
value NoContactSync in any of the custom attributes (on-premises Exchange:
extensionattributel - extensionattributel5 or Exchange Online: customAttributel
- customAttributel5). This prevents contactSync from adding this object to the
synchronization list.

NoMailboxSync (internal mark)

If you do not want to import into a special mailbox, you may insert the value
NoMailboxSync in any of the custom attributes (on-premises Exchange:
extensionattributel - extensionattributel5 or Exchange Online: customAttributel
- customAttributel5). This prevents contactSync from adding this mailbox to the list of
mailboxes, which get directory objects into the contact folder.
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Global Settings

The Global Settings are available if you click the contactSync node in the left hierarchy
tree. The content pane now displays the TABs Settings, Exchange, Environments,
Policies, Status and Help.

@] NETsec contactSync - M %

FILE ACTION  OPTIONS HELP

8T contactSyne [tz contactSync : I 5 I
@ Environments
@ Seftings [_:j Exchange @ Environments | & Policies EI—_I Status g Help
Policy Name Description

Settings Tab

Here you can configure general settings used in all policies.

L-';-‘] NETsec contactSync - M %
FILE ACTION  OPTIONS HELP

O [£] contactsync [¥  contactSync R I o3 I

@Environmens
@ Settings [__ﬂ Exchange @ Environments & Policies ﬁﬂ Status a Help

General settings

Log file directory
C:ProgramData‘NETsec GmbH & Co. KGcontactSyncilog files \L'
(Cin-premises Active Directory settings
Use LDAP over SSL (LDAPS) Test \1:1

Log file directory
contactSync stores the log files in the application data of the program for all users. If the
log files need to be stored elsewhere, the suitable directory path can be specified here.




Use LDAP over SSL (LDAPS)
Use LDAP over SSL (LDAPS) to connect an on-premises Active Directory.

If you have configured LDAP over SSL (LDAPS) in your on-premises Active Directory,
contactSync can use LDAP over SSL (LDAPS) to communicate with your on-premises
Active Directory.

Note: The Active Directory Schema Partition is only read using LDAP.

You can get more information about LDAP over SSL (LDAPS) in the Microsoft TechNet
Wiki article LDAP over SSL (LDAPS) Certificate

https://social.technet.microsoft.com/wiki/contents/articles/2980.ldap-over-ssl-ldaps-
certificate.aspx

You can check if LDAP over SSL (LDAPS) works at your environment/machine with
Microsoft Idp.exe tool.

Exchange Tab

Here you can configure general Exchange settings used in all old policies, which are not
yet migrated to an Environment Configuration.

L‘?‘] MNETsec contactSync - [ %

FILE ACTION  OPTIONS HELP

D"@D"MSV“" ‘ contactSync = I b3 I

@Environmenh
@ Settings Lj Exchange @ Environments &% Policies EI—J Status e Help
Local on-premises Exchange Server settings for non-migrated policies
Please note: These setlings are only valid for existing policies that have not yet been migrated to an
Environment Configuration.
®) Use Autediscover tofind the Exchange \Web Services URL

Manual setting L @

e.g. https:/icasserver. domain. local/EWS/Exchange asme

Local on-premises Exchange Server for non-migrated policies

If you work with on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL. If Autodiscover does not work you may set the
value for Exchange Web Services (EWS) manually. If you click the SEARCH icon then
contactSync tries to discover the Exchange Web Services URL via Autodiscover.

Note: This setting is also on the 'Exchange Server on-premises’ tab of the
Environment Configuration for the corresponding policies.
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Environments Tab

contactSync requires details concerning the Exchange environment and general settings
for which a synchronization should be configured. The information about the Exchange
environment is set in an Environment Configuration.

L;] NETsec contactSync - [ %
FILE ACTION  OPTIONS HELP
o Ber =11
@Create Environment @Edit @Delete
@ Settings [ﬂ Exchange @ Environments | &F Policies [I'I-J Status @ Help
Name Description

Before you configure an Environment Configuration, please ensure the contactSync GUI
is running in the same credentials as the contactSync Service. This can be verified in the
information bar at the bottom of the GUI.

#*

¥ EOHYBRID\contactsync & x64 contactSyncService is Running % eohybridicontactsync

Create Environment
An Environment Configuration can be created on the Environments tab by clicking on
Create Environment. This opens the Environment Configuration dialog.

contactSync

@Create Enviranment @ Edit @Delete

Li;-.l Environment Configuration - [ ®

General Exchange Scenaric

Upon commencement, only the General tab and the Exchange Scenario tab are
visible.

contactSync

@Create Environment @ Edit @Delete

Li;-.l Environment Configuration - [ ®

General | Exchange Scenano| Exchange Server on-premises  Exchange Cnline




Depending on the selection of the Exchange scenario on the Exchange Scenario tab, a
variance of additional tabs appears. There is an Exchange Server on-premises tab
and an Exchange Online tab. One of the two tabs can appear, or both.

After an Exchange Configuration is configured, it is possible to create policies for it.

Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2pply
Ok will save the Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration.
Apply will only save the Environment Configuration, but not close the dialog.

Edit

Select an Environment Configuration entry of the existing Environment Configuration
list and click on Edit to open the Environment Configuration dialog for the selected
Environment Configuration.

contactSync

@Create Environment &4 Create Paolicy @Edit @Delete
@ Settings [j Exchange @ Environments & Policies EI—_I Status 'a Help
MName Description

€] NETsecDem0

@ Partner Demo

m METsec Demo - Environment Configuration - [ =

[
®
=
151
=
=)
i
V]
']
[11]
5
=1)
=
(=]
m
5
=
i
5
=)
i
L
[q1]
[q1]

ver on-premises Exchange Online

The Environment Configuration can be modified at the Environment Configuration
dialog.
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Delete
Select the Environment Configuration to be deleted in the existing Environment
Configuration list, and click Delete.

contactSync

@Create Environment &4 Create FPaolicy @Edit @Delet&
@ Settings E{] Exchange @ Environments & Policies ETJ Status a Help

| MName | Description |
@ MNETsec Demo

&) Parner Demmo

contactSync

0 Do you want to delete the selected environment file?

Partner Demo

Note: An Environment Configuration can only be deleted if no further policies exist
for the Environment Configuration. This ensures no Environment Configuration is
deleted that is still being used by a Policy.



Policies Tab

The Policies tab lists all existing contactSync policies. Select a listed policy to view or
modify its configuration. After initial setup, as shown below, this list is empty until a
policy is created.

L-‘l-‘] NETsec contactSync - [ X
FILE ACTION  OPTIONS HELP

& E’J contactSync [z contactSync i I by I

----- @ MNETsec Demo

@ Environments 4 Create Policy
@ Settings [j Exchange @ Environments | && Policies EI-J Status a' Help
Palicy Name Description

Before you configure a policy, please ensure the contactSync GUI is running in the same
credentials as the contactSyncService. This can be verified in the information bar at the
bottom of the GUI.

= -

&' x64 ‘?1': contactSyncService is Running

¥ EOHYBRID\contactsync % echybridicontactsync
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Create Policy
A Policy can be created on the Policies tab by clicking on Create Policy. This opens the
Policy wizard.

L-.l}-.l MNETsec contactSync - New Policy x

Environment Configuration

[ Environment Configuration ; :
B Synchronization mode | e b bl
[ Access to Mailboxes l Please choose the Environment Configuration for the new policy
E Mailboxes g o
B Unknown Source —
B Contact Folder

B Netification emails

B Scheduler service

B General

B Summary

Cancel

Please note that an Environment Configuration is required first to be able to create a
Policy. If you have not yet created and configured an Environment Configuration for
your Exchange environment, please create and configure one first.

Please take a look at the Environment Configuration chapter.

After finishing the Policy Wizard, the new created policy will be listed on the Policies tab.

@ -0 x
FILE ACTION  OPTIONS HELP

DEJJ FrEEdiTY [©  contactSync . I X I
o @ NETsec Demo

""" & Contact List

@Environmens @Create Environment &4 Create Policy
@ Settings [j Exchange @ Environments | && Policies EI-J Status a' Help
Palicy Name Description

MNETsec Demo contactSync Policies

Contact List




Edit policy
Click on the policy entry to show the policy configuration in the main window.

E] NETsec contactSync - M %
FILE ACTION  OPTIONS HELP

o B =151
D@NEFGG De @Environmem C-XT'DeIete @Clone @Test gCUL.lnter DHun Eﬂ Status

& Contact List B
g General % Synchronisation mode &§ Access to Mailboxes Qd Mailboxes % Directory ﬁ Contact Folder €4 ¥

General
Policy Name \f)
Contact List

By clicking the tabs, you can view and modify the policy configuration.
Please take a look at the Policy Configuration chapter.

After modifying the policy, please do not forget to save your changes.

m NETsec contactSync - M %
FILE ACTION  OPTIONS HELP

DG’J contactSync &  Contact List Eﬁave 3 Cancel |

D@ NETsec Demo @Environmem CxT'DeIete @Clone @Test gCnJunter DHun Eﬂ Status

----- L4 Contact List )
g General % Synchrenisation mode &F Access to Mailboxes !d Mailboxes % Directory ﬁ Contact Folder §4 ¥
General
Falicy Name @
Contact List
Delete

Select the Policy to be deleted, and click Delete.

@Erﬁrirunment Ex_"l:lelete @'Clune @Test gCDunter DHun [ﬁ_l Status
&g General @ Synchronisation mode & AccesstoMailboxes B Mailboxes %
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o]
(o)

Clone
Select the Policy to be cloned, and click Clone.

Please insert a new policy name and click Clone on the Clone Policy dialog.

£  Contact List

@Envirnnment -E'R_"Delete @Ch:-ne @Test g{lnunter B‘Run [;_I—]Status
Li;'] contactSync x

Clone Policy

Please enter a descriptive name for your contactSync policy . fou can also add some
comments describing your palicy.

Mame

Clone of Contact List

Description

« Clone ﬁ Cancel




Test

£  Contact List

[@]Environment @Delete FClone gCDunter DHun EI—_I Status

A rudimentary check is run against the policy settings to see if anything is missing. It's
the same test as at the end of the wizard when creating a new policy.

£  Contact List

@Envirunment @ Cloze

Policy Configuration Test

&3 Error & ok @) Not Used

'@' Pelicy name Contact List

'@' Synchronisation mode Synchronize GAL to Mailbox (On-Premise)
'@' Directony Objects selectsd

'@' Mailboxes 1 entry found

'@' Contact Folder Mailbox\Contacts\contactSyne

@ Metification

@ Scheduler service

Counter

&  Contact List

@Envirunment @Delete @'Clune @Test DHun EI—_I Status

Counts the number of mailboxes that are expected to be synchronized.

Run

&  Contact List

@Erﬁrirunment Ex_"l:lelete @'Clune @Test gCDunter El—_l Status

This will run the policy manually.

Please check beforehand, that the contactSync GUI is running in the same credentials as
the contactSyncService. This can be verified in the information bar at the bottom.

-

¥ EOHYBRID\contactsync & xf4 4?4‘..' contactSyncService is Running e echybridicontactsync
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Status
For each policy run a log file entry is displayed on the status tab.

DE‘H contactSync &  (Contact List =] I 3 I

@Environmenk 4 Create Policy
@ Settings L_’] Exchange @EI"'i[CI"TEI':S & Policies EI] Status ’Q‘Helr

P & |Contact List %  Hide: ) Completed /% Canceled €3 Errors (@ Reload
Policy Name Start Time Operati...  Emors Analy... Added Modifi.. | Upto-.. | Deleted
contactSync
2 Contactlist 4122022 4:475.. Completed 0 ] 0 0 2 0

E!—_lﬁelainslatusinformationfor 712 day(s). D @ z

Note: If a policy just is running access to the log file may not be possible. The log file
will be displayed at the top of the list and is indicated with “error”.

Retain status information

Here you can configure how long status information (log files) is stored on your machine.
Logs older than the specified number of days will be deleted. Here you will find a link to
the folder where the log files are stored. Please keep in mind that windows explorer
usually hides this folder by default. If you do not see this link, please click at the folder
symbol at the bottom to open the folder with the windows explorer.



Open and export log files
You can open the log file of the corresponding policy run with a double click on the entry
or open the context menu with a right-click.

{l',:,i Settings Lﬂ Exchange @ Environments & Policies Eﬂ Status | gl Help

? All &4 |Contact List & Hide: @Cnmpleted /% Canceled '@'Erru:urs @‘HEIDad
Policy Name Start Time Operati... | Emors Analy... | Added Modifi... = Upto-..  Deleted
contactSync
@ .ﬁ Open log file L L L L

; Export log file
» Export all log files

For support purposes you may open or export the status files / log files.

Open log file.
1. You can double-click an entry of the status table and the log file will open in the
NETsec LogViewer.

2. After you select an entry of the status table, you can right-click to open the
context-menu and Open the log file will open it in the NETsec LogViewer.

Export log file
Exports only the selected log file to a zip file.

Export all log files
1. Exports all filtered log files from the status table to a zip file.
For example: all log files of the last week or all log files of a selected policy.

2. The menu ACTION -> Export Status exports all log files to a zip file.
ACTION  CPTIONS HELP

Create Environment
Create contactSync Policy
Export Configuration
Impart Configuration
Export Status

Import Status

PG ED0

Configure Service

NETsec LogViewer
Please take a look at the NETsec LogViewer manual
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Help Tab

The Help tab provides you with a hyperlink for downloading the latest documentation as
well as mail-addresses and phone numbers for support and sales.

L-';-‘] NETsec contactSync - M %
FILE ACTION  OFTIONS  HELP
O [£] contactsync [@  contactSync 5 I =) I
@Environmens
@ Settings [__‘j Exchange @ Environments & Policies Eﬂ Status W

Help
For further assistance please refer to the newest version of contactSync manual available at
hitps Jfwww netsec. delen/products/contactsyne/documentation. himl

Support

For supportin English or German please contact
support@netsec.de or call +43 2421 338 78 20.

Sales

Faor a new license or other guesti regarding li pl ntact
sales@netsec.deor call +43 2421 338 78 20.

For more information, please take a look at the chapter

Support: What to do when I notice an error / bug?




Environment Configuration

contactSync requires details concerning the Exchange environment and general settings
for which a synchronization should be configured. The information about the Exchange
environment is set in an Environment Configuration.

[ - A %
FILE  ACTION OPTIONS  HELP

0 [&] contactsyne [@  contactSync e I o3 I

@Create Environment @Edit @Delete
@ Seftings [_:j Exchange @ Environments | & Policies EI—_I Status g Help
Name Description

After the Environment Configuration is created, its settings will be used in the policies,
which can be configured for the Exchange environment.

[ =
FILE  ACTION OPTIONS HELP

(=3 @ contactSync ‘l mntactS}tnc - I X I

----- @ MNETsec Demo

@Create Environment & Create Policy @Edit @Delete

e @ Partnar Demo
@ Settings [j Exchange @ Environments | && Policies EI—J Status e Help
Name Description
@ METsec Demo

@ Partner Demo

Environment Configuration dialog
Upon commencement, only the General tab and the Exchange Scenario tab are
visible.

[#] Environment Configuration - M ¥

General Exchange Scenaric

Depending on the selection on the Exchange Scenario tab, a variance of additional tabs
appears. There is an Exchange Server on-premises tab and an Exchange Online tab.
One of the two tabs can appear or both.

L-'}-l Environment Configuration - [ X

General | Exchange Scenano| Exchange Server on-premises  Exchange Online
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Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2eply
Ok will save the Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration.
Apply will only save the Environment Configuration, but not close the dialog.
General tab
[# - O
General Exchange Scenaric
General
MName (€ §)
Description (€ §)
of Ok €3 Cancel =

On the General tab of the Environment Configuration dialog, the Name of the

Environment Configuration must be defined and a Description of the Exchange

environment can be added.

After that switch to the Exchange Scenario tab of the Environment Configuration

dialog.




Exchange Scenario tab

L‘H Environment Configuration - [ %

Gensral  Exchange Scenano
Exchange Scenaro

Flease choose the Exchange scenario
On-premises Exchange environment

Hybrid Exxchange environment

Exchange Online environment

o Ok €3 Cancel =

Please choose the Exchange scenario for which you want to configure the
synchronization.

Three Exchange scenarios can be configured.

e On-premises Exchange environment
e Hybrid Exchange environment

e Exchange Online environment
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On-premises Exchange environment

, @8

DC Exchange

Synchronize contacts [ —

into mailboxes
. [2]

contactsync Server

contactSync installed on a non-critical member server in the Active Directory domain

contactSync will need to be installed on a non-critical member server in the same domain
that hosts Exchange, if configured with an on-premises Exchange Environment
Configuration.



[_'Tl Environment Configuration - [ X

General | Exchange Scenano| Exchange Server on-premis

=

(7]
h

Exchange Scenarp

Flease choose the Exchange scenano

(@ On-premises Exchange envirgnment |

The contactSync Server must be member of the on-premises Active Directory.

Hybrid Exxchange enviranment

Excchange Online environment

Select the On-premises Exchange environment. The contactSync Server must be a
member of the on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario, switch to the Exchange Server on-premises
tab of the Environment Configuration dialog.
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Hybrid Exchange environment
Synchronizing with the on-premises Exchange and Exchange Online

&
] Office 365

Exchange Online

=)

.

y

™

Synchronize contacts
into mailboxes

Microsoft Azure
Active Directory

Connect
(MS AAD Connect)

contactSync Server

contactSync installed on a non-critical member server in the on-premises Active Directory

contactSync will need to be installed on a non-critical member server in the same domain
that hosts Exchange, if configured with a Hybrid Exchange Environment Configuration.



[_';Tl Environment Configuration - [ X

General | Exchange Scenano| Exchange Serveron-premises  Exchange Online
Exchange Scenarp

Flease choose the Exchange scenano

Cn-premises Exchange environment

®  Hybrid Exchange environment
i | The contactSync Server is member of the ar-premises_Active Directany. |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select the Hybrid Exchange environment and enable the option The contactSync
Server is member of on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario switch to the Exchange Server on-premises tab
and the Exchange Online tab of the Environment Configuration dialog.
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Synchronizing only with Exchange Online of the hybrid Exchange environment.

&
1] Office 365

Exchange Online

El

5

into mailboxes

Connect
(MS AAD Connect)
Synchronize contact

Microsoft Azure
Active Directory

contactsync Server

DC The contactSync Server is not
part of the Hybrid Exchange

environment

Exchange

If the Exchange scenario is a hybrid Exchange environment, and the contactSync Server
is not part of a Hybrid Exchange environment, contactSync will only communicate with
the Exchange Online component of the hybrid Exchange environment.



[_'Tl Environment Configuration - [ X

senerzl | Exchange Scenano  Exchangs Onlines

Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

® Hybrid Exchange environment

The contactSyne Server is. member of the on-premizes Active Directory, |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select only the Hybrid Exchange environment.

Please do not enable the option The contactSync Server is member of on-premises
Active Directory, because contactSync is not part of the on-premise Active Directory of
the Hybrid Exchange environment.

After selecting the Exchange scenario, switch to the Exchange Online tab of the
Environment Configuration dialog.
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Exchange Online environment
Synchronizing with Exchange Online

ala|
0
] Office 365

Exchange Online

=
—

Synchronize contacts
into mailboxes

contactSync Server

When the contactSync Server is not part of the on-premises Active Directory, and the
Exchange scenario is an Exchange Online environment, contactSync will communicate
with Exchange Online, and an on-premises Active Directory can be connected with the
Microsoft 365 Exchange Online tenant via Microsoft Azure Active Directory Connect.



[_'Tl Environment Configuration - [ X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

i@ Exchanage Online environment ;

The contactSync Serveris member of the on-premises Active Directory.

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Select only the Exchange Online environment.

Please do not enable the option The contactSync Server is member of on-premises
Active Directory, because contactSync is not part of the on-premise Active Directory of
the Exchange Online environment.

After selecting the Exchange scenario, switch to the Exchange Online tab of the
Environment Configuration dialog.
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Synchronizing with Exchange Online and contactSync is part of the corresponding on-
premises Active Directory

&
] Office 365

Exchange Online

=)

.

y

™

Synchronize contacts
into mailboxes

Microsoft Azure
Active Directory

Connect
(MS AAD Connect)

contactSync Server

contactSync is installed on a non-critical member server of the on-premises Active Directory

If the Exchange Scenario is an Exchange Online Environment, and an on-premises Active
Directory connects to the Microsoft 365 Exchange Online tenant via Microsoft Azure
Active Directory Connect, contactSync will only communicate with Exchange Online, even
if the contactSync server is a member of on-premises Active Directory.



[_';Tl Environment Configuration - [ X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

#® Exchange Online environment

i+ | The contactSync Server is member of the on-premises Active Directory, |

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Select the Exchange Online environment and enable the option The contactSync
Server is member of on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario switch to the Exchange Online tab of the
Environment Configuration dialog.
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Exchange Server on-premises tab

On-premises Exchange environment

L‘H Environment Configuration - M X

Seneral Exchange Scenario | Exchange Server on-premises
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

# ) lze Autodiscover tofind the Exchange \Web Services URL '\f,'

Manual setting

e.g. https /lcasserver. domain local/[EWS/Exchange. asme

Cnly for GALsync
Mote: This setting is only for GAL=zync in a special sychronization scenano with a hub-spoke topology.
Mo Exchange Server available. Only Active Directory Preparation. '-...!,J

Exchangs Mailbox Test

Send a test email to the recipient:

Email address

Send test email @

o Ok €3 Cancel =

Use Autodiscover to find the Exchange Web Services URL
If you work with on-premises Exchange Server, you can choose Use Autodiscover to
find the Exchange Web Services URL.

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then contactSync tries to discover the Exchange
Web Services URL via Autodiscover.

For example:

https://casserver.domain.local/EWS/Exchange.asmx



No Exchange Server available. Only Active Directory Preparation (GALsync only)
This setting is only for GALsync in a special synchronization scenario with a
hub-spoke topology.

Note: This option is only for special scenarios.

Exchange Mailbox Test
To test whether an email can be sent, insert a recipient email address and click Send
test email. A test email should be sent to the recipient.

Please note, that the e-mail address of the recipient for the test e-mail will not be
saved.
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On-premises Exchange part of a hybrid Exchange environment
[ - M0 x

General Exchange Scenario | Exchange Server on-premises | Exchange Cnline
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

®) Use Autodiscover tofind the Exchange Web Services URL I..E_,.I

Manual setting

e.g. hitps /lcasserver.domain.local/ EwWS/Exchange.asme

Exchangs Mailbox Test
Send a test email to the recipient:

Email address

Send test email I.J!J

o Ok €3 Cancel (=

Use Autodiscover to find the Exchange Web Services URL
If you work with on-premises Exchange Server, you can choose Use Autodiscover to
find the Exchange Web Services URL.

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then contactSync tries to discover the Exchange
Web Services URL via Autodiscover.

For example:

https://casserver.domain.local/EWS/Exchange.asmx

Please note: If the mailbox of the contactSync on-premises service account is located
in Exchange Online, it will be necessary to enter the Exchange Web Services URL for
the on-premises Exchange Server.

Exchange Mailbox Test
To test whether an email can be sent, insert a recipient email address and click Send
test email. A test email should be sent to the recipient.

Please note that the e-mail address of the recipient for the test e-mail will not be
saved.



Exchange Online tab

m Environment Configuration - [ X

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.
All accounts of the Office 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
35 @ [ |© [&reron] @
|zemame Max. Connection
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchange Web Services URL https:loutlook office365 com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remaote PowerShell connection to Exchange Online

Test @
Show log
| Exchange Mailbox Test |
Send a test email to the recipient:
Email address |

| Sendtestemail | @

o Ok €3 Cancel = Aeoly

contactSync 8.5 Manual




contactSync 8.5 Manual

Manage the Azure AD App Registration for Exchange Online
The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Bxchan

| Credentials |
| aadd | @ Gad | @ | Avodty | @ | HRemove | @
L':l Exchange Online App Registration x
Corresponding settings for the Enterprizse Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.
Organization / Tenant @
| |
Application Display Mame @
Application ID @
| Certificate |
Friedly Mame FriedlyMame
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
| Choose Certificate | | Create Certificate @
| | Assigned AP| permissions | |

Detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Manage the user credentials of the service accounts for Exchange Online
The Add button on the right, will open a dialog window in which to configure user-based
authentication via Service Account for the Exchange Online tenant.

Please note, that user-based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is
hosted by a national cloud, please use Exchange Online certificate-based
authentication via App Registration.

l_‘,-'] Exchange Online Credential X
User-1D: || | @
Password: | | @
E-mail: | @
Edsﬁ::gt?;n ':_i:' Set as pnmary account @
—| The authentication method for Exchange ‘Web Services of the Office 365 tenant |—

Please login for the Modern Authentication OAuth 2.0

® Modern Authentication Oduth 2.0 | Login @

f Apply ﬁ Cancel

Insert the User-ID, Password and E-mail address of an appropriate account in the
Exchange Online.

We recommend to use 2 maximum connections per account for the Exchange Online
PowerShell.

Please note, that Microsoft allows only 3 connections per account for the Exchange
Online PowerShell by default.

Detailed description is in chapter
Exchange Online authentication via Service Account
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Organization Settings
The default setting of My Microsoft 365 organization is hosted by is Microsoft 365
or Microsoft 365 GCC for the world-wide Microsoft cloud.

The settings for the Azure instance are also for the world-wide Microsoft 365 / Office 365
cloud by default. The Azure Cloud Instance is hosted by is set to the Microsoft
Azure public cloud and the corresponding Exchange Web Services URL of Exchange
Online.

Organization Settings b4

Microsoft 365 Exchange Online PowerShell W2 module
My Microsoft 365 organization is hosted by: '\_L-'
Microsoft 365 or Microsoft 365 GCC -

lsing ExchangeEnvironmentMame for Connect-ExchangsOnline.

Exchange Web Senvices URL of Exchange Cnline

# | Ise the default Exchange Web Services URL:
https:foutlock. office 365, com/EWS/Exchange.asmx

|se Autodiscover to find Exchange Web Services URL of Exchange Online

Manual setting  e.g. hitps:outl ook officed&b com/EWS/Bxchange asmx

@

My Azure Cloud Instance is hosted by:
Microsoft Azure public cloud + || |https:/Aogin microsoftonline.com I\_y
o Lpply &3 Cancel




If your Exchange Online tenant is hosted by a national cloud, you can select it. Please
note, that both settings must match to the Exchange Online environment.

For the Microsoft 365 organization:

e Microsoft 365 or Microsoft 365 GCC

e Office 365 Germany (Closed on 29 October 2021)
e Office 365 operated by 21Vianet

e Microsoft 365 GCC High

e Microsoft 365 DoD

For the Azure Instance:

e US Government cloud Azure Government
e Microsoft China national cloud Azure China 21Vianet
e Microsoft Germany national cloud Azure Germany (Closed on 29 October 2021)

For more information, please take a look at the Microsoft Docs article National clouds

https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-
national-cloud

and the -ConnectionUri parameter of Connect-ExchangeOnline at the Microsoft Docs
article Connect-ExchangeOnline

https://docs.microsoft.com/de-de/powershell/module/exchange/connect-
exchangeonline?view=exchange-ps

Please note, that we do not have an Exchange Online tenant hosted by one of the
national clouds, so we will be unable to test it and to support it at this point.

Remote PowerShell Connection Test

Click Test to start the Exchange Online PowerShell connection test. This test will check
that a PowerShell connection can be established from your server to Exchange Online.
The test will take a few minutes. Please wait until the test has completed before
proceeding.

You can then click Show log to view the connection test log.

Exchange Mailbox Test
To test whether an email can be sent, insert a recipient email address and click Send
test email. A test email should be sent to the recipient.

Please note, that the e-mail address of the recipient for the test e-mail will not be
saved.
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Policy Configuration
After you have created and configured an environment configuration, you can configure
the corresponding policies.

If you have not yet created and configured an Environment Configuration for your
Exchange environment, please create and configure one first.
Please take a look at the Environment Configuration chapter.

The actual synchronization process is configured with the help of the policies. There are
policies to synchronize mail-enabled objects as contacts into mailboxes and policies to
synchronize Public Folder contacts into mailboxes.

General tab

The General tab contains the name of the policy, possibly a description and to which
environment the policy belongs.

&7 General | B Synchronisation mode & Access toMailboxes M Mailboxes W Directory [ Contact Folder €
General

Palicy Name a@
Description a@
Emvironment Configuration a@

METzec Dema



Migrate an existing policy

Policies which were created by contactSync Version 7 or earlier, are not part of an
Environment Configuration.

DE] contactSync £  Contact List =] I X I

O @ Policies -

- X @Environmenk QDelete @CIone @Test ngnter DHun EI—J Status

@ METsec Demo g General @ Synchronisation mode & Credentials & Access to Mailboxes Q,d Mailboxes ﬁ Diirectory ﬁ (4 »
General
Policy Name \y
Contact List

, Description I\f,l

Environment Configuration \y

You can migrate such a policy to a corresponding Environment Configuration.
Please note that a policy can only be migrated once.

If you do not have an Environment Configuration for your Hybrid Exchange or Exchange
Online environment, please read the chapter How to create and configure an
Environment Configuration and an migrate existing policy to it.

Select the corresponding Environment Configuration on the General tab of the policy
and click Migrate to Environment Configuration.

Environment Configuration I\y

METsec Demal -

Migrate to Environment Configuration
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Once you are sure you have selected the correct Environment Configuration for the

policy migration, click Yes to migrate the policy to the selected Environment
Configuration.

Please note that a policy can only be migrated once.

g General @ Synchronisation mode &§f Credentials &§ Access toMailboxes W Mailboxes % Directony @

General
Palicy Name

Migrate Policy to Environment Configuration

Do you want to migrate the "Contact List’ policy to the "METsec
Demo’ environment configuration?

Environment Configuration

METsec Demo

Migrate to Environment Configuration

Next, please save the policy.

The policy now belongs to the corresponding Environment Configuration, and uses the

settings of the Environment Configuration for the Exchange environment.

DE‘H contactSyne £  Contact List = I X

5@ NETsec D =
@ ke @Environmenk QDelete @CIone @Test Engnter D’Hun EI—J Status
g General @ Synchronisation mode &4 Access toMailboxes B Mailboxes % Directory @ Coentact Fold
General
Policy Mame
Contact List

| Description

Environment Configuration

METsec Demo

Elg



Synchronization mode

The Synchronization mode tab indicates whether the policy has been set to
synchronize mail-enabled objects as contacts into mailboxes, to synchronize public folder
contacts into mailboxes, or to synchronize shared mailbox contacts into mailboxes.

g General ﬁ Synchronization mode| & Access to Mailboxes B Mailboxes % Directony @. Contact Folder §
Synchronization mode

1. What do you want to do?

Once a policy has been created, the Synchronization mode cannot be changed. To
modify the selection, a new policy must be created.

New Policy

B Environment Configuration N

O Synchronization mode S

B Access to Mailboxes 1. What do you want to do?

B Mailboxes ot ere” ralbores inthe Exchang oot @

B Unknown Source o ) ) )
Synchronize directory information (GAL) from Exchange Online i
B Contact Folder into users” mailboxes in the Exchange environment. &

B Notification emails Synchronize public folder contacts into users” mailboxes

- . i
. in an Exchange environment. z/
B Scheduler servics <
B General Synchronze shared mailbox contacts into users” mailboxes i
i ; WL
in an Exchange environment.
B Summary
©
=}
c
©
=
o
0
o
c
>
(2]
©
= Back MNext = Cancel <
c
(o]
o
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Synchronize directory information into mailboxes
contactSync synchronizes mail-enabled objects as contacts into mailboxes, if one of the
first two options on the Synchronization mode is selected.

Synchronzation mode

1. What do you want to do?

Synchronize directory information ((GAL) from on-premises
into users " mailboxes in the Exchange environment.

&

)

Synchronize directory information (GAL) from Exchange Online i
into users " mailboxes in the Exchange environment. L
Synchronize public folder contacts into users " mailboxes 5
in an Exchange environment. L
Synchronize shared mailbox contacts into users” mailboxes i
in an Exchange environment. 2

Synchronize Public Folder contacts into mailboxes
contactSync synchronizes contacts from a Public Folder into mailboxes, if the public
folder contacts options on the Synchronization mode is selected.

Synchronzation mode

1. What do you want to do?

Synchronize directory information (GAL) from on-premises 1
into users ~ mailboxes in the Exchange environment? o
Synchronize directory information (GAL) from Exchange Online (T
into users " mailboxes in the Exchange environment? L
Synchronize public folder contacts into users " mailboxes T
in an Exchange environment? o
Synchronize shared mailbox contacts into users” mailboxes G
in an Exchange environment? o

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.



Synchronize Shared Mailbox contacts into mailboxes
contactSync synchronizes contacts from a Shared Mailbox into mailboxes, if the last
option on the Synchronization mode is selected.

Synchronzation mode

1. What do you want to do?

Synchronize directory information ((GAL) from on-premises 5
~ into users " mailboxes in the Exchange environment. &/
Synchronize directory information (GAL) from Exchange Online i
~ into users " mailboxes in the Exchange environment. L
Synchronize public folder contacts into users " mailboxes 5
~ in an Exchange environment. L

Synchronize shared mailbox contacts into users” mailboxes
~"in an Exchange environment.

C
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Access to Mailboxes

contactSync needs an account that has the permission to access the mailboxes, into
which the contacts will be synchronized.

General ﬁ Synchronization mode | &§ Access to Mailboxes ._; Mailboxes Eg oid b
Access to Mailboxes

—| Accountfor access of on-premises Exchangemailboxes -
DDIJI'I‘t of concurrent mailboxes getting the contacts

€.g. 5 mailboxes concurrently

| ® Credentials of the on-premises service account

|| Credentials of a dedicated mailbox user

06066 6

|Iser Name | |
Password: | |
E-Mail Address: | |

4| Exchange Web Services URL of on-premises Exchange |7

o
1=
al
W
(1]
=)
@
i
e
=
[ 73]
(]
=1}
@
o
R
i
[t

omain.local/EwS/Exchange.asmx
O
J

| Accountfor access of Exchange Online mailboxes |

count of concurrent mailboxes getting the contacts @

e.g. b mailbowes concurrently

(@ Use the Environment Configuration settings

C G

| Credentials of a dedicated mailbox user

lJzer Name: | |
E-Mazil Address: | |
Modern authentication Obuth 2.0 for Exchange Online Log

My Azure Cloud Instance is hosted by

|f'a1i:r:-3:-f't.-l-.2|,r5 public cloud - | |I‘rl'tps:f;"|u:ugin.micrc:s-:lﬂ|:-nline.cu:um |

Exchange \Web Services URL of Exchange Online

|https:ff-:uut|u:u:uk.nﬁice 365.com/EW5/Exchange asmx |

If only an on-premises Exchange or only Exchange Online is available in your
environment, the Access to Mailboxes tab will only show the corresponding settings.

Please note, the access method Full Access to on-premises Exchange mailboxes has
been deprecated and will not be supported for new policies any longer.



Access method for on-premises Exchange mailboxes

The local contactSync service account needs the Exchange Application
Impersonation role to access the on-premises Exchange mailboxes where you want to
synchronize the contacts into.

contactSync can also use a dedicated mailbox user, which is member of the Exchange
Application Impersonation role to access the on-premises Exchange mailboxes.

Please take a look at the chapter
How to configure Exchange Application Impersonation

Count of concurrent mailboxes getting contacts
The contactSync service account can synchronize the contacts into multiple mailboxes
concurrently.

This is possible, if the account has the Application Impersonation role at the on-
premises Exchange.

Please note, that the count of concurrent mailboxes getting contacts depends on
Exchange Web Services (EWS) Throttling Policy limits.

Access method for Exchange Online mailboxes
contactSync can also synchronize the contacts in Exchange Online mailboxes in a hybrid
Exchange environment or Exchange Online environment.

contactSync uses the configuration on the Exchange Online tab of the Environment
Configuration for the access of the Exchange Online mailboxes by default.
Certificate-based authentication for Exchange Online is recommended so the contactSync
service account does not require any additional authorizations.

The certificate-based authentication for Exchange Online is described in the chapter
Exchange Online certificate-based authentication via App Registration

contactSync can also use a dedicated Exchange Online mailbox user, which has the
Exchange Application Impersonation role in Exchange Online to access Exchange
Online mailboxes.

Please take a look at the chapter
How to configure Exchange Application Impersonation

Count of concurrent mailboxes getting contacts
The contactSync service account can synchronize the contacts into multiple mailboxes
concurrently.

Please note, that the count of concurrent mailboxes getting contacts depends on
Exchange Web Services (EWS) Throttling Policy limits, which Microsoft allows for the
Exchange Online mailboxes.
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Mailboxes

Select the mailboxes to receive the contacts. In hybrid Exchange environments,
mailboxes can be selected from Exchange on-premises and Exchange Online within the
same policy if no Recipient Type has been selected in the Mailboxes tab.

g General ﬁ Synchronization mode & Access to Mailboxes |l Mailboxes % Directony @ Contact Folder €

Mailboxes (i)

Search and choose either Exchanage Online or on-premises mailbox users which will receive mail-enabled objects as
contacts.

'-:_"_ZE Choose é@ Search ﬁ‘ \r',.. x Remaove
Digplay Mame Primany SMTP Address Recipient Type Group Option Export Value Rule ]
£ >

If the mailboxes to get the contacts are members of a group, you can search for the
group with the Search dialog. If the group is selected, contactSync will resolve the
members of the group (which have mailboxes) during the policy run and these mailboxes
will be used for the synchronization.

Please note, if an existing policy has a selected Recipient Type on the Mailboxes
tab, it is recommended to migrate the selected Recipient Type to a dynamic
distribution group.

Please take look at the contactSync version 8.4 compared with contactSync
8.3.x chapter in the contactSync Upgrade Instructions

or the comparable description in the Migrate chapter for the Directory tab in this
manual.

NoMailboxSync (internal mark)

If you do not want to import into a special mailbox, you may insert the value
NoMailboxSync in any of the custom attributes (on-premises Exchange:
extensionattributel - extensionattributel5 or Exchange Online: customAttributel
- customAttributel5). This prevents contactSync from adding this mailbox to the list of
mailboxes, which get directory objects, Public Folder contacts or Shared Mailbox contacts
into the contact folder.


https://www.netsec.de/en/products/contactsync/documentation.html

Choose mailboxes (on-premises Exchange or hybrid Exchange)
Here you may tick a dedicated Organizational Unit in the listed domains. An Active
Directory tree with all domains and organizational units will be listed.

In forests with multiple domains all domains are displayed.
£ General ﬁ Synchronization mode &4 Access to Mailboxes |l Mailboxes % Directony ﬁ {

Maiboxes (@

Search and choose either Exchange Onling or on-premises mailbox users which will receive mail-enables
contacts.

@ Choose a@ Search ﬁ

[_l;-‘.l METsec contactSync - A X

Select organeatonal uni

An active directory tree with all organizational units of every domain in the forestand is listed. All
mailbox users included in a selected QLU (and all nested O LUs) will be recognized for import
contacts to their mailbox. Mote: You don't need to tick the nested Ols.

E:,, Computers -
._E:h Domain Controllers
= ._E:‘y Employes
E:,, Development
E:y Human Resource
._E:‘y Management
E:,, Marksting
2y Production
""" 'ﬁj Sales
i) ForeignSecurityPrincipals -

( Apply 'g Cancel
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OU Option

[_-;}] contactSync
ﬂ' Sales
OU Opbon | Exportable RecipientTypeletails
Cinly Sub-0Us @D
Ol + Sub-0OlUs 1
sty
Include group memberships @
Include nested (T
groups + memberships =~
Setting forall OUs 2 «Dk

Only this OU

All mailboxes included in the selected OU will be recognized for synchronization at
runtime.

Only Sub-OUs

All mailboxes in each sub-OU, which are nested in the selected OU will be recognized for
synchronization at runtime.

OU + Sub-OUs

All mailboxes included in a selected OU and all nested OUs will be recognized for
synchronization at runtime.

Include group memberships

All mailboxes, which are members of a group, will be recognized for synchronization at
runtime, if the group is in a selected OU.

Include nested groups + memberships

Nested groups and their members will be also resolved for synchronization at runtime.



Exportable RecipientTypeDetails

[_I;T.l contactSync x

":-r;":' Employes

Group Opticn | Exportable RecimeniTypeDetails

Exportable Recipient TypeDetails

Idzer Mailbos

Linked Mailbox

Shared Mailbox

Legacy M ailbox

Roormn Mailbo

E quiprnent b ailbox

b ail Contact

tdail-Enabled Universal Digtribution Group
t ail-E nabled Mon-Univerzal Distribution Group
Mail-Enabled Universal Security Group
Dyrarnic Digtribution Group

Public Falder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

Add/Remove RecipientTypelDetails .. '\iﬂ'
Setting for all OUs @ ka xCanoeI

contactSync synchronizes mailboxes which have one of the RecipientTypeDetails set in
the msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove
RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable
RecipientTypeDetails list by default, contactSync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible. A disadvantage is this can
potentially be misconfigured and produce undesirable results.
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Search mailboxes (on-premises Exchange)

You can search an object by inserting an expression. Uncheck all object types you do not
want to have in the results.

Note: The scope of the query is the Active Directory Forest.

[_-ﬂ METsec contactSync - M

Search Active Directory Search Exchange Online

fou can search an object by inserting an expression. Uncheck all object types which you do notwant to have as a result. The scope of the query is the complete
forest vour exchange organization belongs to. Theresult list contains all objects found. Select certain or all objects to be gathered for resolve mailbox users and press
apply.

sales (,O Search
User ou | DynamicDistributionGroup )
Container ~| Group maximum Results

500

= in the domain LDAP://echybnd local '

Active Dwectory search is finished. b
Display Name Primary Smtp Address Recipient Type DistinguishedMame
Group
Sales sales@Sysbox.com Group CN=5ales.OU=Gro..
Select all «ADD"I €3 Cancel

The search results contain a list of all objects found. Select specific or all objects to be
gathered for import by checking the checkbox, then click Apply.

With a wildcard * you can widen your search criteria, and broaden the results.

User
You can search for user objects with a mailbox and select dedicated mailboxes for import
matching the inserted expression.

Recommendation: Select dedicated mailbox users only if you are sure they will never
be deleted from Active Directory. Consider searching for objects with ‘dynamic’
members, such as OUs, groups, etc.

Container
You can search for container objects to retrieve all objects with a mailbox in this
container matching the inserted expression.

ou
You can search for Organizational Units to retrieve all objects with a mailbox in this OU
matching the inserted expression.

Dynamic Distribution Group

Dynamic Distribution Group (formerly Query-Based Group) provides a type of Distribution
Group with a flexible method to dynamically define the membership to this type of group.
It is not a static membership like regular groups.



Search for Dynamic Distribution Groups matching the inserted expression and select if
you want to get all members with a mailbox of this group.

Groups
Search for local, global and universal groups of type security group or distribution group.
[ X
&4 Sales
Group Ophon | Exportable RecipientTypeletails
® Cnly Membership .\L.
Include nested groups .\L.
Setting for all groups (T o Ok 98 Cancel

If you check Setting for all groups the configuration will be applied to all selected
groups. Otherwise, you will be prompted to confirm this option for each selected group.
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Exportable RecipientTypeDetails
[

& Sales
Group Option | Exporiable RecipientTypeDetails

Exportable Recipient Type Details of group members

ser Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Foom Mailbox

Equipment Mail box

Mail Contact

Mail User

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Secunty Group
Ohynamic: Distribution Group

Fublic Folder

Crosz-Forest Mail Contact

Group Mailbox (Office 265 Group)

| Add/Remove RecipientTypeDetails . | Iﬁ}

DSEl'ting for all groups Iﬁ} f'l:lk

contactSync synchronizes mailboxes which have one of the RecipientTypeDetails set in
the msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove
RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable
RecipientTypeDetails list by default, contactSync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible. A disadvantage is this can
potentially be misconfigured and produce undesirable results.



Search mailboxes (Exchange Online)

Here you may pick either all objects or specify a filter by ticking recipient types you want
to choose. With a wildcard * you can widen your search criteria, and broaden the results.
For example, if you tick only MailUniversalDistributionGroup, all
MailUniversalDistributionGroups will be returned in the results.

Li;-] METsec contactSync - 0

Search Active Directory Search Exchange Online

You can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result. The scope of the guery is the complete
forest your exchange organization belongs to. The result list contains all objects found. Select certain or all objects to be gathered for resolve mailbox users and press
apply.

sales pSearch

| UserMailbac « | MailUniversal SecurityGrowp |+ | Office365Group )

| MailUniversalDistributionGroup |+| DynamicDistributionGroup maximum Results
500 -2

The Connectioninfo method w
Information | A nect

d from: <ps_RemotePowershellDisconnected=b_ ~
ng

Warning | No remote PowerS vailabl e lzr'y"*' ore. v Show log
Display Name Primary Smtp Address Recipient Type DistinguishedMame
MailUniversalDistributionGroup
! Sales sales@Sysbox.com Mail Universz|Distributio.. CN=Sales,0U=nets..
Select all «’f“Ppl'.r' 9 Cancel

The listed results contain all objects found. Select specific, or all objects to be gathered
for import and click Apply.

You can limit the results which you want to be get.

Note: The default 500 is set to prevent you from a long-time search. If your result is
larger than the given value, the not listed objects are not included in the policy!
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Groups
Search for local, global and universal groups of type security group or distribution group.

[ X
&4 Sales
Group Ophon | Exportable RecipientTypeletails
& Only Membership .\y
Include nested groups .\y
Setting for all groups IJ_) (Dk xl:anoel

If you check Setting for all groups the configuration will be applied to all selected
groups. Otherwise, you will be prompted to confirm this option for each selected group.



Exportable RecipientTypeDetails

[£] Select Membership Handling *x

& Sales
Group Option | Exporiable RecipientTypeDetails

Exportable Recipient Type Details of group members

ser Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Foom Mailbox

Equipment Mail box

Mail Contact

Mail User

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Secunty Group
Ohynamic: Distribution Group

Fublic Folder

Crosz-Forest Mail Contact

Group Mailbox (Office 265 Group)

| Add/Remove RecipientTypeDetails . | @
DSEl'ting for all groups I.T} ka xCEI'IDE|

contactSync synchronizes mailboxes which have one of the RecipientTypeDetails set in
the msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove
RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable
RecipientTypeDetails list by default, contactSync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible. A disadvantage is that the
administrator can configure nonsense.
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Synchronize mail-enabled objects as contacts into mailboxes

A contactSync policy synchronizes mail-enabled objects as contacts into mailboxes, if one
of the first two options on the Synchronization mode is selected.

Synchronzation mode

1. wWhat do you want to do?

Synchronize directory information (GAL) from on-premises D
~ into users " mailboxes in the Exchange environment. 2

Synchronize directory information (GAL) from Exchange Online @
~ into users” mailboxes in the Exchange environment.

Synchronize public folder contacts into users” mailboxes
~"in an Exchange environment.

 Synchronize shared mailbox contacts into users” mailboxes
~"inan Exchange environment.

@

For such policies, the Directory and Contact Folder tabs are described in the chapter
Synchronize mail-enabled objects as contacts into mailboxes.

Directory
ﬁ Synchronisation mode && Access to Mailboxes ﬁ Mailboxes % Directony ﬁ Contact Folder Q]' Status notific: 4 #
Choose the mail-enabled objects, which should synchronize into the users ” mailboxes as contacts.
@Ch{)ﬂse ‘Q.’E‘raarch @ F"rnperties| @ Settings ﬁ @, x Remove
Name | Display Name | Mai | Logo.. | Option | Expo.. Expo.. | Distinguishe
£ >

Please see detailed information concerning the Directory tab in the Directory chapter.



Contact Folder

ﬁ Synchronisation mode && Access to Mailboxes ﬁ Mailboxes % Directory E Contact Folder Q]' Status notific: 4 #

Mailbox Contact Folder
@ Choose @
Eﬁ Properties @
| Selected contact folder for import |
Maothing selected

Please see detailed information concerning the Contact Folder tab in the Contact Folder
chapter.
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Synchronize Public Folder contacts into mailboxes

A contactSync policy synchronizes contacts from a Public Folder into mailboxes, if the
public folder contacts options in the Synchronization mode is selected.

Synchronzation mode

1. wWhat do you want to do?

Synchronize directory information (GAL) from on-premises D
~ into users " mailboxes in the Exchange environment. 2

Synchronize directory information (GAL) from Exchange Online @
~ into users” mailboxes in the Exchange environment.

Synchronize public folder contacts into users” mailboxes P
~"in an Exchange environment.

 Synchronize shared mailbox contacts into users” mailboxes @

~"inan Exchange environment.

For such policies, the Public Folder and Contact Folder tabs are described in the
chapter Synchronize Public Folder contacts into mailboxes.

Public Folder
ﬁ Synchronisation mode && Access to Mailboxes &_; Mailboxes % Public Folder E Contact Folder Q]' Status no 4 ¥

Public Folder (i)

Choose the Public Folder with the contacts, which will be synchronize into the users” mailbooc.

@ Choose Eﬁ F"rnperties| @ Settings ﬁ -!3, x Remove

Digplay Mame | Path

For detailed information concerning the Public Folder tab, please see the Public Folder
chapter.



Contact Folder

ﬁ Synchronisation mode && Access to Mailboxes ﬁ Mailboxes % Public Folder E Contact Folder Q]' Status no 4 ¥

Mailbox Contact Folder
@ Choose ®
| Selected contact folder for import |
Maothing selected

For detailed information concerning the Contact Folder tab, please see the Contact
Folder chapter.
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Synchronize Shared Mailbox contacts into mailboxes

A contactSync policy synchronizes contacts from a Shared Mailbox into mailboxes, if the
last option in the Synchronization mode is selected.

Synchronzation mode

1. wWhat do you want to do?

Synchronize directory information (GAL) from on-premises D
~ into users " mailboxes in the Exchange environment. 2

Synchronize directory information (GAL) from Exchange Online @
~ into users” mailboxes in the Exchange environment.

Synchronize public folder contacts into users” mailboxes
~"in an Exchange environment.

 Synchronize shared mailbox contacts into users” mailboxes
~"inan Exchange environment.

@

For such policies, the Shared Mailboxes and Contact Folder tabs are described in the
chapter Synchronize Public Folder contacts into mailboxes.

Shared Mailbox

ﬁ Synchronization mode && Access to Mailboxes ‘; Mailboxes % Shared Mailbox ﬁ Contact Folder Q]' Staid P

Shared Mailbax (i)

| No Shared Mailbox selected |

‘,Q Search
Search for the Shared Mailbox containing contacts, which will be synchronized into the users’ mailboxes.
tp Choose Eﬁ F"rnperties| @ Settings x Remove
' Display Name Path ' Folder ID

For detailed information concerning the Shared Mailbox tab, please see the Shared
Mailbox chapter.



Contact Folder

ﬁ Synchronization mode && Access to Mailboxes &; Mailboxes % Shared Mailbox E Contact Folder Q]' Staid P

Mailbox Contact Folder
3 Choose @
| Selected contact folder for import |
Maothing selected

For detailed information concerning the Contact Folder tab, please see the Contact
Folder chapter.
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Status notification emails

contactSync can send status notification emails to notify you of errors that may have
occurred. Status notification is a component of each policy. If this option is left
unchecked, no notification email will be sent.

]
al
5
=1
b
&
I
o
ih
b
nl
-
T
in
-
-
i
in
)
o
5
al

tact Folder 'Q;I’ Status notification emails

Subject contactSync Summary @
Send to (€ 4]
® ®

Subject: The email header
Send to: The SMTP-address of the person who will receive the administrative report
Test: contactSync will send an email to the specified email address.

Send only on error: contactSync will only send status notification email if at least one
error occurred during a running policy.

Note: contactSync will not send a status notification email if a policy has not been
started due to an error.



Schedule Service

contactSync can be scheduled to run policies automatically, on a schedule of your choice.

Synchronization policies can be scheduled to run on a weekly or monthly basis. You can
also select the specific days of the week, or month it will run. A start time and frequency
can also be configured (as often as every 15 minutes or as little as once a day).

We recommend scheduling the policies once a day.

Using start time and end time option contactSync starts only in the defined period. The
synchronization itself can take a longer time than is set in this time slot.

to Mailboxes B Mailboxes % Directory @ Contact Folder 'Q;I’ Status notification emails @ ScheduleService
Scheduler service
Noschedule service (1) ®\Weekly (1) Monthly (1)
| Monday | Tuesday | \wWednesday
o | Thursday | Friday o | Saturday
Sunday
every day
start time 1f2] h of2 min once & day - a
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Synchronize mail-enabled objects as contacts into
mailboxes

A contactSync policy synchronizes mail-enabled objects as contacts into mailboxes, if one
of the first two options on the Synchronization mode is selected.

Synchronzation mode

1. What do you want to do?

Synchronize directory information {GAL) from on-premises i
into users " mailboxes in the Exchange environment. p

Synchronize directory information (GAL) from Exchange Online i
into users " mailboxes in the Exchange environment. L

Synchronize public folder contacts into users ” mailboxes i
in an Exchange environment. 2/

Synchronize shared mailbox contacts into users " mailboxes i
in an Exchange environment. b

Directory

On the Directory tab of contactSync policies for mailbox contacts you can select mail-
enabled objects, which will synchronize as contacts into users’ mailboxes. You may also
remove a selected entry from the list.

ﬁ Synchronisation mode & Access to Mailboxes @ Mailboxes % Directony @ Contact Folder Qj Status notific
Directory (i)
Choose the mail-enabled objects, which should synchronize into the users ™ mailboxes as contacts.
'-:_"_ZE Choose ﬁ Search @ Properties ’;;@ Settings ﬁ‘ \r',.. x Remove
Mame Digplay Mame Mail Logo... = Option Expo... Expo.. | Distinguishe
£ >



NoContactSync (internal mark)

If you do not want a specific object to be synchronized as a contact, you may insert the
value NoContactSync in any of the custom attributes (on-premises:
extensionattributel - extensionattributel5 or Exchange Online: customAttributel
- customAttributel5). This prevents contactSync from adding this object to the
synchronization list.

Choose (on-premises)

Here you may tick a dedicated Organizational Unit in the listed domains. An Active
Directory tree with all domains and organizational units will be listed. All mail-enabled
objects (users, contacts and groups) included in a selected OU (and all nested OUs) will
be recognized for synchronization at runtime.

In forests with multiple domains, all domains are displayed.
Directory (i)

Choosethe mail-enabled objects, which should synchronize into the users ” mailboxes as contacts.

'{_"_Zﬂ Choose é,@ Search @ Properties @ Sethings ﬁ -
L‘.-‘l METsec contactSync - 0 %
Select erganeatonal unit

An active directory tree with all organizational units of every domain in the forest and 1s listed. All
mail objects included in a selected OL (and all nested OUs) will be recognized for export at
runtime. Mote: You don't need to tick the nested Olls.

= Ezl echybrid local =
0 &) DC=echybrid
i) Computers
._f__, Domain Controllers
ER ¥ 1 Employec
.E__, Development
._f__, Human Resource
i) Management
5y Marketing
5y Production
..... &y Sales
5\ ForeignSecurityPrincipals =

q’ Apply @' Cancel

contactSync 8.5 Manual




contactSync 8.5 Manual

Group Option

[_I.T.l contactSync x
ﬂ' Employes
Group Opbon | Exportable RecipientTypeletails  Add value for expor
® OnlythisOU @D
Cinly Sub-0Us @D
Ol + Sub-0OlUs 1
sty
Include group memberships @
Include nested (T
groups + memberships =~
Setting forall OlUs & ¥ o Ok 9 Cancel

Only this OU
All mail-enabled objects, included in the selected OU will be recognized for
synchronization at runtime.

Only Sub-0OUs
All mail-enabled objects contained in each sub-OU in the selected OU will be recognized
for synchronization at runtime.

OU + Sub-OUs
All mail-enabled objects included in a selected OU and all nested OUs will be recognized
for synchronization at runtime.

Include group memberships
All mail-enabled objects, which are members of a group, will be recognized for
synchronization at runtime, if the group is in a selected OU.

Include nested groups + memberships
Nested groups and their members will be also resolved for synchronization at runtime.



Exportable RecipientTypeDetails

Ll,-.l contactSync x

"f!;.l' Employes
Group Option | Exportable RecimeniTypeDetails | Ldd value for export

Exportable Recipient TypeDetails

ser Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbow

Room Mailbox

Equipment Mailbox

Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Security Group
Dhynamic Distribution Group

Public Folder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

| Add/Remove RecipientTypeletails .. | I.EI
. P
[ | Setting forall OUs 2 «Dk xCEI'IDE|

Please take a look at the Exportable RecipientTypeDetails chapter.
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Add value for export

[E.l contactSync x

{j Employes

Group Option  Exportable RecipientTypeDetails | Add value for export

Add value to the property during export

Setting forall Ols @ o Ok 98 Cancel

contactSync will add a value to an attribute of a synchronized object during the
synchronization. This value is only added to the synchronized object, but not to the
source object.



Choose (Exchange Online) [not recommended]

The selection by Recipient Type will be deprecated and is not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are synchronized as contacts with the group option Only
Membership. This allows you to specify much more precisely which objects will actually
be synchronized as contacts into the mailboxes.

Here you may tick either all objects or specify a filter by ticking recipient types you want
to choose.

Directory (i)

Search and choose the Exchange Online objects, which should synchronize into the users”
mailbones as contacts.

g Choose | | g Search | Hij Properties| | [ Settings | | 1) || 4} || $€ Remo

L-ET] METsec contactSync [NOT RECOMMENDED] x

Select Recpent Types

Expaort all
i@ Export Selected :
Recipient Type Description

serMailba: Izer with mailbox
Mailllser Mail-enabled User
MailContact Contact pointing to external address
MailUniversal DistributionGroup Mail-enabled Dhstnibution Group
MailUniversal Secunty Group Mail-enabled Secunty Group
CynamicDistributionGroup Crynamic Distribution Group
Office3s5Group Office 365 Group

Mote: Instead of using Recipient Types for the selection,

create a group in Exchange Online, which has the objects a5 members,
afterwards searchfor the group in the policy to selectit.

|Ise ‘only memberships® in the group option for the selected group.

« Apply '@' Cancel
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You can then define the list of RecipientTypeDetails for each Recipient Type to be
recognized for synchronization at runtime.

L‘.-‘l METsec contactSync x

&4 UserMailba

Exportable RecipientTypeDetails = Add value for export

Exportable Recipient Type Details of UserMailbox

Izer b ailbox

Linked Mailbos

Shared Mailbox

Legacy kailbox

Room kailbos

Equipment b ailbox

Mail Contact

kail Uzer

Public Folder
Crogs-Forest Mail Contact
Remote User Mailbox
Femote Foom Mailbos
Remate Equipment b ailbos
Remote Shared Mailbos

Add/Remove RecipientTypeDetails ... '-.L'

o Ok ¥ Cancel

The selected Recipient Type is listed on the Directory tab.
&g General ﬁ Synchronization mode & AccesstoMailboxes B Mailboxes % Directony @ Contact F
Directory (i)

Search and choose the Exchange Online objects, which should synchronize into the users” mailboxes as contacts.

"E'.g,f‘ Choose ﬁ Search ﬁ Properties @ Settings #) Migrate ﬁ @ x Remove
Mame Display Mame = Mail Recipient T... = Group Option Expo... Expo.
Recipient Type
zerMailba: UzerMailbo 622770...
£ >



Search (on-premises)
You can search an object by inserting an expression. Uncheck all object types you do not
want to have in the results.

Note: The scope of the query is the Active Directory forest.

£3 METsec contactSync - 0 %

Search Actve Dveciony

ou can search an object by inserting an exprezssion. Uncheck all object types which you do not
want to have & a result. The scope of the query is the complete forest your exchange
organization belongs to. The result list contains zll objects found. Select certain or all objects o
be gathered for expart and press apply.

1 4.0 Search
User @D Contact @) [«|Group Ed)]
Container '\L' ou .\L. | Oynamic Distribution Group '\L'

Fublic Felder (€ 4)

Mame Display Mame Mail Logo... | DistinguishedM

Select all

( Apply ﬁ' Cancel

The search results contain a list of all objects found. Select specific or all objects to be
gathered for import by checking the checkbox, then click Apply.

With a wildcard * you can widen your search criteria, and broaden the results.
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Search (Exchange Online)

Here you may pick either all objects or specify a filter by ticking recipient types you want
to choose. With a wildcard * you can widen your search criteria, and broaden the results.
For example, if you tick only MailUniversalDistributionGroup, all
MailUniversalDistributionGroups will be returned in the results.

Li;'] Search for Exchange Online Objects - 0O =

Seamh Exhange Onlne

ou can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result.

The scope of the query is the complete forest your exchange organization belongs to. The result list contains all objects

found. Select certain or all objects to be gathered for export and press apply.

- (,o Search
UserMailbo: | MailUniversalDistributionGroup || DynamicDistributionGroup )
MailContact MailUniversalSecurntyGroup Office365Group maximum Results

500 =

The SessonStati method was called from: ps_RemotePowershelDisconnected A

ProcessDiata | 0805ea1f-33b4-4db8-Bdbe-biebb157ef7a | StreamProgressDatafdded | 68 | parent=-1d

= [} act = Sleeping stat = Processing cur = pot =-1 sec = -1 type = Completed ™ Show log

Digplay Mame Mail Recipient Type Digtinguishedh -
Gruppel SMTP:rockme®@netsectes.. MaillUniversallistnbuton..  CN=Gruppe1.C
AlphaBoGroup SMTP:AlphaEc@netsecte.. MailUniversalDistribuion.. CN=AlphaEoGr
BetaEoGroup SMTP:BetaEo@netsectes . MaillniversalDistribuion..  Ch=BetaEolre
CharlieEaGroup SMTP:CharlieEo@netsect.. MailUniversalDistribubon..  CH=CharlieEo(
DeltaEoGroup SMTP:DeltaEo@netsecte.. MailUniversalDistribuion.. CN=DeltaEoGr{ =

| Sales SMTP:sales@sysboengt MailUniversalDistribuion..  CN=Sales,Ol=
b
£ m >
Select all «Appl‘_{ ﬁCanoel

The listed results contain all objects found. Select specific, or all objects to be gathered
for synchronization, and click Apply.

You can limit the results that are returned.

Note: The default 500 is set to prevent long search times. If your result is larger
than the given value, the not listed objects are not included in the view.



Group Option

[E.l Select Membership Handling
& Sales
Group Ophon | Exportable RecipientTypeletails  Add value for export
® Only group @
Cnly Membership .\y
Group + Membership .\y
Setting for all groups I.J!J (Dk xl:anoel

Only group
Synchronize the selected group object.

Only Membership
Synchronize the members of the selected group object

Group + Membership
Synchronize the group object and the members.

Include nested groups

Synchronize also the nested group objects and the members.
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Exportable RecipientTypeDetails

[£] Select Membership Handling *x

& Sales

Group Option | Exportable RecipientTypeDetails | Ldd value for export

Exportable Recipient Type Details of group members
Uzer Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Foom Mailbox

Equipment Mailbox

Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Secunty Group
Ohynamic: Distribution Group

Fublic Folder

Crosz-Forest Mail Contact

Group Mailbox (Office 265 Group)

| Add/Remove RecipientTypeDetails . | @
DSEl'ting for all groups I.T} ka xCEI'IDE|

Please take a look at the Exportable RecipientTypeDetails chapter.



Add value for export

[£] Select Membership Handling *x

& Sales

Group Option  Exportable RecipientTypeletails | Add valuwe for export

[ | Add value tothe property during export

[ | Setting for all groups kTJ ka xCanDEI

contactSync adds the specified value to the selected property during synchronization.
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[

contactSync x

7E_!u' Employee

Group Cption | Exportable RecipientTypeDetails  2dd value for export

Exportable Recipient TypeDetails

User Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Room Mailbox

Equipment Mailbox

Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Secunity Group
Dynamic Distribution Group

Public Folder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

Add/Remove RecipientTypeDetails ... | \T)

[ | Setting forall OUs @

o Ok ¥ cancel

[

Select Membership Handling

& Sales
Group Cphion | Exportable Reciment TypeDetails | Add value for export

Exportable Recipient TypeDetails of group members

User Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Room Mailbox

Equipment Mailbox

Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Security Group
Dynamic Distribution Group

Fublic Folder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

| Add/Remove RecipientTypeDetails .. | \T}
DSEﬂiI‘IngrE”gI’DLIDS @ ka x{:anoel
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contactSync synchronizes objects which have one of the RecpientTypeDetails set in the
msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove

RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable

RecipientTypeDetails list by default, contactSync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible. A disadvantage is that the

administrator can configure nonsense.




Add/Remove RecipientTypeDetails...

Opens a dialog, where you can modify the list of RecipientTypeDetails, which have

been selected for synchronization.

Awailable Recipient Type Details
Mzil User

Disabled User

Linked User

Room List

Remaote Mailbox

Remote Room Mailbox
Remote Equipment Mailbox
Remote Shared Mailbox
Public Folder Mailbox
Team Mailbox

Remote Team Mailbox
Monitoring Mailbox

Linked Room Mailbox
Remote Group Mailbox
Scheduling Mailbox

Restore Default

Ll;-‘] Add/Remove RecipientTypeDetails |

Exportable Recipiert Type Details

{ser Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Room Mailbox

Equipment Mailbaox

Mail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Non-Universal Distribution Group
Mail-Enzbled Universal Security Group
Dynamic Distribution Group

Public Folder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

o Ok ¥ cancel

Note: If the msExchRecipientTypeDetails / RecipientTypeDetails attribute is not set in

the Active Directory object, the object will be synchronized.
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Properties

Select which properties are to be synchronized.

L-I}-] contactSync » L-I}-] contactSync

Select popemnes Select popemnes

[f vou untick a property the value of this property will not be [f vou untick a property the value of this property will not be

exported. exported.

Property EQ Property AD Property
vliic ] iiCity |
| co + | Company company
V| companmy | Custométtributel extensionAttributel
| countryCode | Customdttribute? extensiondttribute?
+| department o | Custombitributed extensionfttribute3
«| description o | Customditributed extensionttributed
« | displayMame « | Customditributed extensionAttributed
+| displayMNamePrintable «|  Customdttributet extensionbttributeb
o | division o | Customditribute? extensionAttribute?
« |  employeslD o | Customdttributed extensiondttributed
+|  employesiumber | Customdttributed extensiondttributed
| employeeType | Customdttribute10 extensionAttribute10
+|  extensionfttributel | Custombitributel1 extensionttribute1
«|  extensiondttribute2 o | Custombitributel2 extensionittnibute12
« | extensiondttributed « | CustomAttributel3 extensionfttribute13
¥ | extensionAttributed +| Custombitributel4 extensiondttribute14
«| extensiondttributeb v « | Custombitributels extensiondttribute15
Select all Select all
(ﬁ-‘-.ppl*; ﬁ Cancel (ﬁ-‘-.ppl*; ﬁ Cancel
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Please note: There are certain properties that are available in source objects which

are not available in the Mailbox contacts folder.




Migrate
It is possible to migrate a selected Recipient Type on the Directory tab of a
contactSync policy to a dynamic distribution group.

The selection by Recipient Type will be deprecated and not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are synchronized as contacts with the group option Only
Membership. This allows you to specify much more precisely which objects should really
be synchronized as contacts into the mailboxes.

g General ﬁi—;-r:l'r:rizz:i:r mode &§ Access toMailboxes B Mailboxes %Eire:t:-r*,- @ Contact Folder €

Directory (i)

Searchand choose the Exchange Online objects, which should synchronize into the users” mailboxes as contacts.

'-:_"_ZE Choose é@ Search # Migrate ’;:9.-1:,! Settings ﬁ‘ \r',.. x Remove
Mame Digplay Mame Mail Recipient Type Group Option
Recipient Type
UserMailbac UserMailbax
Mailllzer Mailllzer
MailContact MailContact
£ >

Select one or multiple Recipient Type entries in the list and click Migrate.
g General ﬁ Synchronization mode & Access toMailboxes @ Mailboxes % Directory @ Contact Folder €
Directory (i)

Search and choose the Exchange Online objects, which should synchronize into the users " mailboxes as contacts.

'-:_"_ZE Choose é@ Search # Migrate ’;:9.-1:,! Settings ﬁ‘ \r',.. x Remove
Mame Digplay Mame Mail Recipient Type Group Option
Recipient Type
zerMailbox LzerMailbac
Mailllser Mailllser
MailContact MailContact
£ >
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The Migrate RecipientType selection to Dynamic Distribution Groups dialog will
open.

L‘.-‘l Migrate RecipientType selection to Dynamic Distribution Groups x

Migrate the RecipientType Selection to Dynamic Distribution Group.
Objects of each selected RecipientType will be migrated to a Dynamic Distribution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Mate: By default. all objects, whether they are hidden or not, are included when selecting 2 recipient type to be
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.

UserMailba: s

Migrate RecipientType UserMailbox to Dynamic Distribution Group
Dynamic Distribution Group Mame contact Sync-Addressbook-UserMailbox

Include object which are hidden from address lists

MailUser

Migrate RecipientType Mailllser to Dynamic Distribution Group
Dynamic Distribution Group Name contact Sync-Addressbook-Mail User

Include object which are hidden from address lists

MailContact b

| Show log f Migrate to Dynamic Distribution Groups ﬁ Cancel

For each Recipient Type a dynamic distribution group will be created in Exchange
Online.

The name of each dynamic distribution group must be unique in Exchange Online. The
proposed name of the dynamic distribution group can be changed accordingly in the
dialog before it is created in Exchange Online.

Click on Migrate to Dynamic Distribution Groups.

Migrate RecipientTypes to Dynamic Distribution Groups

Do you want to migrate the Recipient Types to Dynamic
Distribution Groups?




L'.-.l Migrate RecipientType selection to Dynamic Distribution Groups X

Migrate the RecipientType Selection to Dynamic Distribution Group.
Cibjects of each selected RecipientType will be migrated to a Dynamic Distribution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Maote: By default. all objects, whether they are hidden or not, are included when selecting & recipient type to be
exported. A recipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnbution groups.

| ' | A
| = o |
| |
Cynamic Distrik Group Name contact Sync-Addressbook-Mail Lser
| MailC =0t |
il |
[Cynamic Distrib Group Name contact Sync-Addresshook-MailContact
eobje are en from address "
ProcessData | e2353d3-He5-408d-bd15-beeb5204 101 | Local PowerShell Instanceld: e2353d 3-He5-408d- ﬁ
bd15-boeb5204101f
ProcessData | e2353d 3-fe5-2408d-bd 1 5-boeb5204 1011 | Connect-Exchangelnline command will take a few
seconds. Please wait...
ProcessData | Exception message: Invoke starts at 2024-03-18 12:05:43 W
:Shm'.'log Q;? ligrate to Dynamic Distnbution Groups £ Cance

To create the dynamic distribution groups in Exchange Online, the Exchange Online
PowerShell is used along with the settings from the Environment Configuration.

If the creation was successful, the dialog closes automatically.

If an error occurs, the dialog remains open and the log file can be viewed by clicking on
Show log in order to understand what did not work.
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Once the dynamic distribution groups have been successfully created, the Recipient
Type entries and the dynamic distribution group entries are displayed together until the
policy is saved.

£  Addressbook E Save ’a Cancel
Emriru:unment &Delete @Clune @Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Directony @ Contact Folder €

:

Searchand choose the BExchange Online objects, which should synchronize into the users” mailboxes as contacts.

'-:_"_ZE Choose ﬁ Search ﬁ Properties . @ Settings ﬁ‘ \H,.. x Remove

Mame Display Mame Mail Recipient Type Group Option
DynamicDistributionGroup

contactSync-Addressbook-User.. contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

Recipient Type

|IserMailboe |serMailbme
Mailllser Mailllser
Mail Contact Mail Contact

Please save the policy.

When the policy is saved, the migrated Recipient Type entries are removed from the
list.

&  Addressbook
[@] Environment T Delete & Clone £F Test EgCDunter bHun EI—J Status
g General @ Synchronization mode & Access toMailboxes @ Mailboxes % Directony @ Contact Folder €

Direciory ()
Search and choose the Exchange Online objects, which should synchronize into the users " mailboxes as contacts.

'-:_"_ZE Choose ﬁ Search ﬁ Properties . @ Settings ﬁ‘ \H,.. x Remove

Mame Digplay Mame Mail Recipient Type Group Option
DynamicDistributionGroup

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-Mal..  contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh

contactSync-Addressbook-User.. contactSync-Addres.. SMTP.contactSync-..  DynamicDistribution.. Only Membersh



contactSync Settings on the Directory tab

You can configure some optional Settings on the Directory tab

Exchange on-premises

Ll,-,l contactSync Settings

General Chbject Filter

[ Maximum errars to transfer data file.

=
=

[ | Minimum objects to transfer data file.
O Synchronize objects hidden from address lists
] Synchronize Ficture

] Mark synchronized contacts as private

® 6 6 6 6 6

M Maodify or delete existing contacts
with saurce domain

] Synchronize disabled user accounts @

It is recommended to read the manual for detailed information

o fpply €3 Cancel
Ll_-‘,l contactSync Settings
General  Obyect Filter
| Exclude all objects from exp as one of the g cond @
+ Add ,;5’ Edit x Remove
o spply €3 Cancel
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Exchange Online

Ll,-.l contactSync Settings

General Cbject Filter

[ | Maximum errors to transfer data file.
[ | Minimum ohjects to transfer data file.
] Synchronize objects hidden from address lists
Export "MasteredOnPremise’ objects

] Mark synchronized contacts as private

® 6 @ 0 6

] Madify or delete existing contacts @
with source domain

[tis recommended to read the manual for detailed information

o Lpply

€3 Cancel

L'_-'] contactSync Settings
General | Object Filter

o | Exclude all objects from export which has one ofth

i
3
=]

o Add 27 Edit

x Remowe

Property Condition | Value

ctom Atribn e 1-.15 rontaine Py e e
LS L LLNT LS 2 Ly d (L

artsum
Ladils

\"ﬁpply

ﬁ Cancel




Maximum errors to transfer data file

In the contactSync Settings you can set a limit how many errors may occur when
creating a data file before importing. If this limit of errors is exceeded, the affected data
file will not be imported into the mailboxes.

Minimum objects to transfer data file

In the contactSync Settings you can define a minimum number of objects to be written
to the data file before synchronizing into the mailboxes. If the data file contains less than
the specified number of objects, it will not be synchronized into the mailboxes.

For example, if you expect to synchronize over 1000 objects, you can set a minimum of
number of objects to 1000. Assuming that a network error occurs at runtime and
contactSync identifies only 600 objects for the synchronization (because of unavailability
of your domain controller). The data file will not be synchronized into the mailboxes.
Otherwise, the 400+ objects missing from the data file would be deleted from the user
mailboxes, even though they still exist in the environment.

Synchronize objects hidden from address lists.
Formerly known as Include hidden objects.

If this option in the contactSync Settings is selected, the objects which are hidden
from address lists, are also synchronized as contacts into the mailboxes.

Export ‘MasteredOnPremise’ objects (Exchange Online)

This allows you to export objects from Exchange Online (Microsoft 365), which are
synchronized with Microsoft Directory Synchronization tool. Microsoft Directory
synchronization allows identities to be mastered on-premises and all updates to that
identity are synchronized to Microsoft 365.

Mark synchronized contacts as private

This allows you to mark the synchronized contacts as private in the mailboxes. Private
contacts are not visible to other people, if the Microsoft Exchange account contacts are
shared.

Note: A person with delegate access or permission to read your shared folders could
view the contents of your private contacts and events by using other applications.

contactSync 8.5 Manual




contactSync 8.5 Manual

Synchronize Picture (on-premises)

If this option in the contactSync Settings is selected the user’s photos stored in the
source directory are exported as well. Photos usually are stored in attribute
thumbnailPhoto. This option is only available in an on-premises environment.

Note: Importing thumbnailPhoto into mailboxes is very slow.

The Exchange environment needs a few days to update the thumbnailPhoto of the
imported contacts in the mailboxes, before the thumbnailPhoto is visible in Outlook
clients.

Modify or delete existing contacts with source domain
Please be careful with this option.

You can add an additional source domain, which is not contained in the synchronization.

This means that contacts in mailboxes which have previously been synchronized with
contactSync, whose source domain is no longer included in the synchronization, can now
be synchronized.

To do this, the old source domain, as it is in the log file, must be added to the list on the
Old Source Domains dialog.

For example, the source domain is

DC=forestB, DC=com

= Maodify or delete existing contacts i ) i
with source domain WL/ Mo source domain Source Domain

Enable the Modify or delete existing contacts with source domain option and click
the Source Domain button to open the dialog to manage the old source domains.



The Old Source Domains dialog to manage the old source domain values.

contactSync - Old Source Domains o

After migrating objects. the source domain may change.

For example. objects were exported from an on-premises Exchange, migrated to
Exchangs Online and are now to be synchronized from Exchange Online to the
mailboxes without their email address having changed.

This option addiionally allows to modify and delete the corresponding
synchronized contacts in the mailbox, which are still marked with the old source
domain.

Flease use the notation of the on-premises Active Directory domain (e.g.
dec=company,dc=local) or the notation of the domain name of the Microsoft 365
Exchange Online tenant (&.g. company.onmicrosoft.com)

ar the notation 'foldenid=<Folder Id=' or *folder id: <Folder Id>" for the folder id of

the old Public Folder or Shared Mailbax (e.g.
folderid=A0 FutAADGKRzkKpmEc2bygAC EWgMAduzr2hy GegEDm 2y fl4 AAAM)

Source Domain

|
o Add &7 Modify 9 Remove

Old Source Domain

f Apply 6 Cancel

Insert the old source domain value and add it to the Old Source Domain List.

Source Domain

'.DE =forestB,DC= com
feadd & Modify 9 Remove

Qld Source Domain
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Source Domain

| |
e Add & Modify 9 Remove

DC=forestB, DC=com

Please note, the source domain syntax company.onmicrosoft.com Will be added as
DC=company, DC=onmicrosoft, DC=com to the Old Source Domain List.

Source Domain

|cnmpan}r.nnmimsuﬁ.cnm |
o Add & Modify 98 Remove

Old Source Domain |

Source Domain

| |
o Add &7 Modify 9 Remove

DC=company, DC=onmicrosoft, DC=com

Click Apply to close the dialog.

Maodify or delete existing contacts @

with source domain 1 source domain

Now, all existing contacts with the source domain will be modified or deleted.

This can be helpful e.g., after a migration.



Synchronize disabled user accounts (on-premises)

If this option in the contactSync Settings is selected, the user account objects that are
disabled in the on-premises Active Directory, are also synchronized as contacts into the
mailboxes.

Object Filter

This excludes all objects from the synchronization, which has one of the conditions. This
feature allows you to exclude objects from the synchronize process. If you enable this
feature inside your policy configuration dialog, you may add conditions containing a name
of the property of which value is compared to the given value using your chosen
comparison operator. During an export every object will be analyzed, if one or more
properties matches these conditions. If at least one condition is fulfilled, the object will
not be synchronized.
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Contact Folder

Configure all mailbox contact folder settings.

ﬁ Synchronisation mode & Access to Mailboxes @ Mailboxes % Directory @ Contact Folder @ Status notific
Mailbox Contact Folder
@Chmse kL'

Eﬁ Properties '\.!,)

Selected contact folder for import
Maothing selected

Choose the folder into which contactSync will synchronize the contacts. contactSync will
synchronize the contacts into this specific folder in each mailbox.



Choose (Mailbox contacts)
Add a new folder, where you want to store the imported directory information in and
select it.

L-ET] METsec contactSync x
Flease select & folder for contact synchronization. Y]
‘wie recommend to create a new folder in which to synchronize contacts.

All folders displayed by this control can be selected.
Ldding and deleting folders inside this diglog will not result
in physically removing or adding this folder inside a mailbox.
Selected Path: Mailbox\Contacts e ¥
g Contacts
Allow synchronization into the well-known contact folder of the mailboxes e ¥
Do not touch untagged contacts, these contacts will not be synchronized e )
Synchronize untagged contacts with contactSync 3
#) Synchronize an additional contact for each untagged contact ¢ ¥
Delete all unmatched mailbox contacts during the next execution i
Delete selected contact folder in the mailboxes during the next execution i
3 Create folder 1) ¢ ¥ « Ok x Cancel

Please select a folder for contact synchronization.
All folders displayed by this control are for selecting purpose.

Adding and deleting folders inside this dialog will only add and remove them within the
dialog itself, and not within the user mailbox.

The selected folder will be used in target mailboxes as the folder to be filled with
contacts. If the chosen folder does not exist in a target mailbox, it will be created during
the next synchronization.

Selected Folder
The selected folder will be used as the target folder inside mailboxes during
synchronization, so contacts will only be created inside this folder.
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Allow synchronization into the well-known contact folder of the mailboxes.

This option allows contactSync to create and synchronize the contacts into the well-
known contact folder of the mailboxes called Contacts. Please be careful with this option
because it allows you to directly change and delete contacts that your employees have
created. This could also confuse some of your employees.

We recommend to create and synchronize an additional contact for each existing contact
which was not created by contactSync.

Do not touch untagged contacts, these contacts will not be synchronized
All existing contacts will remain untouched, unless they were created by contactSync.

With this option, contactSync will not create or synchronize a contact if there is already
an existing contact which was not created by contactSync.

Synchronize untagged contacts with contactSync
Please be very careful with this option.

All existing contacts are synchronized, even if they were not created by contactSync. This
means that if contacts have been created by your employees below the selected contact
folder, contactSync will also synchronize and possibly delete them, which could cause
your employees to lose information.

Synchronize an additional contact for each untagged contact
contactSync creates and synchronizes an additional contact for each existing contact
which was not created by contactSync.

Delete all unmatched mailbox contacts during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

All contacts in the selected folder and sub-folders of mailboxes that are not synchronized
by this policy will be deleted once.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.

Delete selected contact folder in the mailboxes during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

The selected folder will be deleted in the synchronized users’ mailboxes, including all
contacts and sub-folders of the selected folder.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.



Create folder
You can create a new folder, into which contactSync creates and synchronizes the
contacts. This option gives you the possibility to separate the contacts, which have been

created by your employees, from the contacts, which have been created by contactSync.

Please keep in mind that the name of the folder should be unique and should not exist in
the mailbox of your employees. Otherwise contactSync will use the existing folder with
the same name below the well-known contact folder of the mailbox for the
synchronization.

For example:

[_I.T.| METsec contactsync x
Flease select a folder for contact synchronization. @
‘We recommend to create 2 new folder in which to synchronize contacts.

Al folders displayed by this control can be selected.
Ldding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbox.
Selected Path: Mailbox\Contacts\NewFolder ¥
B [‘j—‘] Contacts
& & Adressbook
Allow synchronization into the well-known contact folder of the mailboxes & ¥
Do not touch untagged contacts, these contacts will not be synchronized e )
Synchronize untagged contacts with contactSync e )
® ) Synchronize an additional contact for each untagged contact & ¥
Delete all unmatched mailbox contacts during the next execution i
Delete selected contact folder in the mailboxes during the next execution ¢ §]
Editing folder name done for Mailbox\Contacts\MewFolder to Adressboak.
-’Eﬁ.‘ Create folder |(I) ’p'._ﬁ Remove folder| () ( Ok x Cancel

Remove folder
This option removes a folder inside this dialog but will not remove a folder inside a
mailbox. Please select the folder, which you want to remove.
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Properties (Mailbox contacts)
Modify the values for the contactSync policy.

Usually in your synchronization list, there are different classes of objects (e.g., User,
contact and group). Because these classes have different attributes, rules are applied in
relation to the object class. For example, the attribute FileAs, displayName the first
rule displayed in the screenshot will be apply only to users and contacts, because a group
does not have an attribute givenName.

Ll?l] contactSync - Property Rule Editor - 0 =
ﬁ hloee up \I_I/ howve Down 'ﬁ Modify rule xDelete rule
Property to modify 64 ]
FileAsz, displayMame
Filedys, displayM arne -
Build ZGiventame? XSumame.. 0 user.contact
Add value a
Find and replace £ 4]
® Build property I
|gnore this property £ 4]
Build property (£ 4]
EGivenMame? Z5umame?
@ Add property
Ruleis only valid for source object
| User | Contact Group
DynamicDistributionlist ; PublicFolder
o Add
4| | LI Qf Apply @ Cancel
A

Please note that Public Folder means the old object class of Exchange 2003
technology and not the current Public Folder mailbox technology.

The property initials can be ignored for all object classes, because you cannot see the
imported value in the Outlook clients.

Property to modify
These attributes can be modified before import:

CompanyName, Department, Body, FileAs, BusinessFax, GivenName, HomePhone, Initials,
BusinessPhone, BusinessAddressCity, MobilePhone, Pager, Officelocation,
BusinessAddressPostalCode, Surname, BusinessAddressState, BusinessAddressStreet,
PrimaryPhone, JobTitle, BusinessHomePage, NickName, CarPhone, OtherFax,

OtherTelephone

Note: Some properties are not shown in Outlook, e.g., Initials.



We support this matrix to transform the property between on-premises Exchange,
Exchange Online and the Exchange Mailbox Contact:

Active Directory

Exchange Online Exchange Mailbox Contact

(on-premises Exchange)

C / Co / CountryCode *x BusinessAddressCountryOrRegion
Company Company CompanyName
Department Department Department
Description Body

DisplayName DisplayName FileAs
FacsimileTelephoneNumber = Fax BusinessFax
GivenName FirstName GivenName
HomePhone HomePhone HomePhone

Initials Initials *

L City BusinessAddressCity
Mail EmailAddress2
Mobile MobilePhone MobilePhone
OtherFacsimileTelephone OtherFax OtherFax

Number

IpPhone
OtherMobile
OtherTelephone

OtherTelephone

BusinessPhone2
CarPhone

OtherTelephone

Pager Pager Pager

PersonalTitle Title

PhysicalDeliveryOfficeName  Office OfficeLocation

PostalCode PostalCode BusinessAddressPostalCode
e e Emaladaress:

Sn LastName Surname

St StateOrProvince BusinessAddressState

StreetAddress StreetAddress BusinessAddressStreet
TelephoneNumber Phone BusinessPhone c_gf
ThumbnailPhoto Photo L%
Title Title JobTitle oé'
WWWHomePage WebPage BusinessHomePage i{g
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*QOutlook will not show the synchronized property value,
Outlook generates its own value, which is displayed.

**The Exchange Online Property CountryOrRegion returns only a localized user-
friendly name, which does not translate unambiguously into the ISO 3166
international standard Country Codes Alpha-2.

Add Value
You can add a text to a property. Choose the property that you want to add a value to,
and then choose the option Add value.

You then have the option to add your value before the property (Prefix) or after it
(Suffix).

E] contactSync - Property Rule Editor I |
ﬁ hloe up \I} howve Down '*a_"] Modify rule xDelete rule
Property to modify '\!:,'
Dfficel ocation, physicalDeliveryOFfficeM ame
Officelozation, physicalDelvernyOficeMame |~
Add [E stermal] 0 uger contact gro
®) Add value €5
Find and replace (€5
Build property '\‘!:,'
Ignore this property '\j:,'
Prefix
Suffix
[External)
Ruleis anly valid for source ohject
| User | Contact | Group
| DynamicDistributionList /| PublicFolder
o Add
4 | LI « Apply ﬁ Cancel

4




Find and Replace
You can replace a specific string with a new value. Choose the property, select find and
replace.

In the find textbox insert the text which you wish to replace and in the replace textbox
insert the new text.

[E] contactSync - Property Rule Editor - 0 =
ﬁ Mlowe up \I_I/ Mowe Down 1§] Maodify rule xDeIete rule
Property to modify £ 4]
BuzineszzPhone, telephoneNumber
BuzinezsPhone, telephoneM umber -
Replace 02421 +49 2421 0 user.contact,grg

Add value £ 4]
® ) Find and replace £ 4]

Build property 64 ]

|gnore this property 64 ]
Find
02421
Replace
+49 2421

Ruleis only valid for source ohject
| User +| Contact | Group
| DhynamicDistributionList
o Add
i | | LI ( Apply ﬁ Cancel
A
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Build Property
You can create values by concatenating other property values. Choose the property and
select the option Build Property.

In the Build property textbox, add the string which defines how the property is to be
built. With the aid of the Add property button, you can choose which properties are
used.

For Example, you want to generate the property, FileAs from the last name, and first
name comma separated. Choose the property Surname and the property GivenName
and insert a comma and space between them in the textbox Build Property.

Thereafter, all values in property FileAs will be created from a comma separated
Surname and GivenName.

Please keep in mind, that only users and contacts have a given name and surname, so
the rule should be only valid for objects, which are users or contacts in the on-premises
environment or Microsoft 365 tenant.

Note: This is a simplified example, because it does not take into account that the
GivenName and Surname properties could also be empty, as with Groups, in which
these properties are always empty.

LI,T_l contactSync - Property Rule Editor - 0 =
ﬁ hloee up \I_I/ howve Down '\ﬁ] Modify rule xDelete rule
Property to modify (6 4]
FileAsz, displayMame
Filedys, displayM arne -
Build ZGiventame? XSumame.. 0 user.contact
Add value £ 4]
Find and replace a$
® ) Build property a$
|gnore this property £ 4]
Build property
EGivenMame? Z5umame?
@ Add property
Ruleis only valid for source object
| User | Contact Group
L. DynamisDistributionist | PublicFolder
o Add
4| | LI Qf Apply @ Cancel

4




Ignore this Property
If you do not want to import a specific property, you can then select Ignore this
property.

Note: Values which are already assigned to the object’s property will not be modified
by contactSync.

Remove property
You can remove the value of a property which was previously synchronized.

Select the property to modify and select the option Find and replace.
The value for the Find and replace rule:

Enter the following Regular Expression at Find

/\'*$

Leave Replace empty.

This rule should apply to all source objects and is added to the rule list with Add.

Add value @
® | Find and replace Y]
Euild property (€ 4]
lgnars this property (€ 4]
Find
s
Replace

Rule is only valid for source object

| User + | Contact | Group
| DynamicDistributionList | PublicFolder
o Add

After the next synchronization the value of the attribute will be removed.
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Copy Property

To copy a property, choose the end property and select the option Build property. Then
choose the property you wish to copy via the Add property dialog. Add the rule with the
Add button.

Move Property
You can move a property by doing the following:

1. Choose the end property and selecting the option Build property. Then choose the
property you wish to copy via the Add property dialog. Add the rule with the Add
button.

2. Choose the initial property and select the option Ignore this property and add the
rule by clicking the Add button.

Ergo the property value moved from the initial property to the end property.



Synchronize Public Folder contacts into mailboxes

A contactSync policy synchronizes contacts from a Public Folder into mailboxes, if the
public folder contacts options in the Synchronization mode is selected.

Synchronzation mode

1. what do you want to do?

Y

Synchronize directory information ((5AL) from on-premises

into users " mailboxes in the Exchange environment. D
Synchronize directory information (GAL) from Exchange Online i
into users " mailboxes in the Exchange environment. &/
Synchronize public folder contacts into users " mailboxes i
in an Exchange environment. L
Synchronize shared mailbox contacts into users " mailboxes 1
in an Exchange environment. o

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.
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Public Folder

On the Public Folder tab of contactSync policies for mailbox contacts, you select a
Public Folder, which contains the contacts you want to synchronize into the mailboxes.
You may also remove a selected entry from the list.

ﬁ Synchronisation mode && Access to Mailboxes ﬁ Mailboxes % Public Folder E Contact Folder Q]' Status no 4 ¥
Public Folder @

Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailbosc.

@ Choose Eﬁ F"rnperties| @ Settings ﬁ -!3 x Remove

' Display Name | Path

Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.



Choose
The selection of the Public Folder, that contains the contacts, can be selected on-
premises or Exchange Online for hybrid Exchange environments within the same policy.

Here, a Public Folder tree with all Public Folders will be displayed. You may tick a Public
Folder in the tree, but only a Public Folder dedicated for contacts can be selected.

{5 General ﬁ Synchronization mode && Access to Mailboxes !;:4 Mailboxes % Public Folder ﬁ Contact Folde
Public Folder (i)

Choose the Public Folder with the contacts, which will be synchronize into the users " mailbaox.

[E.l METsec contactsync - A X
¥ Choose

Display N| % Select public folder on-premises Select public folder Exchange Online

Fleaze select a Public Falder with the contacts, which you like to synchronize into the mailboxes.

Flease note, that vou can only select 2 Public Folder, which is for contacts.

D--'\_"___."T' Management
D"\E__."-._' Production
+[] g External Contacts GALsync

- "\_"___."T' Internal Contacts

g All Employees
- [] 1 EXO Contacts from Shared Mailbox
T Sales

f Apply ﬁ Cancel

Next click on Apply and the Public Folder Settings dialog opens.
Please note, the Exchange Web Services URL is required to access Public Folders.

For on-premises Public Folder, the Exchange Web Services URL for the on-premises
Exchange Server must be set manually in the configuration or the mailbox of the
contactSync service account must be located on the on-premises Exchange Server.
The policy is cancelled if Autodiscover cannot detect the Exchange Web Services URL
for the on-premises Exchange Server.
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The Public Folder Settings dialog will help to determine the primary SMTP address of
the public folder. The determination procedure differs between a public folder that is
located on-premises and a public folder that is located in Exchange Online.



Determine the primary SMTP address of the public folder located on-premises

Determine the primary SMTP address of the public folder located Exchange
Online

Please do not confuse the Public Folder Settings dialog with the contactSync
Settings dialog, which opens by clicking on the Settings button.
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Determine the primary SMTP address of the public folder located on-premises
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name:  All Employees

Path (Identity): ‘Productioniinternal Contacts\All Employees

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the BExchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox - PublicFolder { Get-PublicFolder -ldentity "Production’internal Contacts'All Employees”).ContentMailboxMName). Primary SmipAddress. Address;

b

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

& x
Selected Public Folder

Display Name: All Employees

Path (Identity): Pr Internal Ci Il Employ

Public Folder Mailbox
Itis recommended to insert the primary SMTP address of the selected public folder's content mailbax for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder-Identity "\F ! Il Empl: ).C i . Primary SmtpAddress Address;

| Untitled - Motepad - O 'Y

File Edit Format View Help
H# NETsec contactSync - 2024-83-12 @9:85:39

# Selected public folder: All Employees
# Public folder identity: \Production\Internal Contacts\All Employees

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTP address of the
selected public folder's content mailbox.

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity "\Production\Internal Contacts\All Employees").ContentMailboxName).PrimarySmtpAddress.Address;

Ln1, Col 1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in the Exchange Management Shell on the on-premises
Exchange Server to retrieve the primary SMTP address of the selected public folder”s
content mailbox.



B Machine: DemoEx2019.NETsecDemo.Local - [m] x

ecDemo. Local .
cDemo. Local.

(Get-PublicFolder ).ContentMailboxName) . PrimarySmtpAddr

The result will be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder“s content mailbox.

[ Public Folder Settings ®

Selected Public Folder

Display Name:  All Employees

Path (Identity): ‘Productioniinternal Contacts\All Employees

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Usze the BExchange PowerShell command in the Exchange Management Shell on the on-premises Exchange Server to detect the primary SMTF address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Production'internal Contacts\All Employees™) . ContentMailboxMName). Primary SmipAddress. Address;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | NETsecDemo@netsecdemo.com

Cancel
Click Ok.
&g Genera '@ Synchronization mode && Access toMailboxes Bg) Mailbe —m@ Contact Folde
Public Folder (i)
Choose the Public Folder with the contacts, which will be synchronize into the users ™ mailboo.
’l_.g. Choose | |y Properties _Ez} Settings ‘|j C', x Remove
Display Mame Path {ldentity) Primary SMTP {Car
AD Public Folder
i 1Al Employees \ProductiontInternal Contacts\All Employees NETsecDemo@nel

Verify the selected public folder is displayed.
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Determine the primary SMTP address of the public folder located Exchange

Online
The Public Folder Settings dialog opens.

[ Public Folder Settings ®
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

Get-Mailbox -PublicFolder (Get-PublicFolder -ldentity "\ Partner Demo Public Folder\Demo Contacts'Contacts™). ContentMailboxName). Primany SmipAddress;

&

Primary SMTP Address of the Content Mailbox

xCanoel

contactSync needs the primary SMTP address of the selected public folder"s content
mailbox for optimal synchronization performance.

Click on the generated PowerShell command to copy it to Notepad.

@ x
| Selected Public Folder

Display Name: Contacts

Path (ldentity): ‘\Partner Demo Public Folder'\Demo Contacts\Contacts

Public Folder Mailbax
Itis recommended to insert the primary SMTF address of the selected public folder's content mailbox for optimal synchronization performance

Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected publicfolder’s content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox -PublicFolder (Get-PublicFolder -Identity “\Partner Demo Public Folder\Demo Contacts'Contacts™).C Name).Primary Smtp#

") Untitled - Notepad — O X

File Edit Format View Help
|# NETsec contactSync - 2024-03-12 18:56:15

# Selected public folder: Contacts
# Public folder identity: \Partner Demo Public Folder\Demo Contacts\Contacts

# It is recommended to insert the primary SMTP address of the selected public folder's content mailbox for optimal synchronization performance.
# Use the Exchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

|(Gethai1box -PublicFolder (Get-PublicFolder -Identity "\Partner Demo Public Folder\Demo Contacts\Contacts").ContentMailboxName).PrimarySmtpAddress;

Ln1, Col1 100%  Windows (CRLF) UTF-8

Run the PowerShell command in Exchange Online PowerShell for Microsoft 365
Exchange Online to retrieve the primary SMTP address of the selected public folder’s
content mailbox.



¥ Windows PowerShell - [m]

Unlike the EXO* prefixed cmdlets, the cmdlets in this

V3 cmdlets in the downloaded module are r ient to transient failui
REST backed EOP and SCC cmdlets are also available in the V3 module.

For more information chec

tentMailboxName) .PrimarySmtpAddr

The result will be the primary SMTP address of the Public Folder mailbox.
Copy the primary SMTP address to insert it in the Public Folder Settings dialog.

Enable the option Primary SMTP Address of the Content Mailbox and insert the
detected primary SMTP address of the selected public folder's content mailbox.

[ Public Folder Settings
Selected Public Folder

Display Name: Contacts

Fath (Identity): ‘Partner Demo Public Folder\Demo Contacts'\Contacts

Public Felder Mailbox
Iti= recommended to insert the primary SMTF address of the selected public folder's content mailbax for optimal synchronization performance.

Use the Bxchange PowerShell command in the Exchange Online PowerShell for Microsoft 365 Exchange Online to detect the primary SMTP address of the
selected public folder's content mailbox.

Click on the PowerShell command to copy it to Notepad:

(Get-Mailbox - PublicFolder (Get-PublicFolder -ldentity "\Partner Demo Public Folder\Dema Contacts\Contacts™) ContentMailboxMName). Primary SmitpAddress;

7| Primary SMTP Address of the Content Mailbox

Primary SMTP Address: | PartnerDemo_7077e%6c @partnerdematenant onmicrosaft.com|

@ Ok xCanceI

Click OK

Verify the selected public folder is displayed.
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Properties
Select which properties are to be synchronized.

[

LR L L L L N A L L L L L L L A A A S L A AT

Select popemes

Property

AszzistantMame

Body
BusinessAddressCity
BusinessAddressCountryOrRegion
BusinessfddressPostalCode
Businesslddres=s5State
BusinessiddressStregt
BusinessFax
BusinessHomePage
BusinessPhone
BusinessPhone?
CarPhone
CompanyMame
Department
Emailiddress1
Emailiddress2
EmailAddressd
GivenMame
HomePhone

Initials

JobTitle

MaobilePhone
OfficeLocation
OtherFax
OtherTelephone

Fager

Surname

| Select all

if Apply

If you untick a property the value of this property will not be
expaorted.

€3 Cancel




contactSync Settings on the Public Folder tab

You can configure some optional Settings on the Public Folder tab

Li}-] contactSync Settings x
General
Maximum errors to transfer data file. I\L‘
Minimum cbjects to transfer data file. '-.L'
Synchronize Picture (V)
Mark synchronized contacts as private '\L'

Maodify or delete existing contacts
with source domain

It is recommended to read the manual for detailed information

( Apply ﬁ Cancel

Maximum errors to transfer data file

In the contactSync Settings you can set a limit how many errors may occur when
creating a data file before synchronizing. If this limit of errors is exceeded, the affected
data file will not be synchronized into the mailboxes.

Minimum objects to transfer data file

In the contactSync Settings you can define a minimum number of objects to be written
to the data file before synchronizing into the mailboxes. As long as the data file contains
less objects it will not be synchronized into the mailboxes.

Synchronize Picture
If this option in the contactSync Settings is selected the photos of the Public Folder
contacts will be synchronized as well.
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Mark synchronized contacts as private

This allows you to mark the synchronized contacts as private in the mailboxes. Private
contacts are not visible to other people unless the Microsoft Exchange account contacts
are shared.

Note: A person with delegate access or permission to read your shared folders could
view the contents of your private contacts and events by using other applications.

Modify or delete existing contacts with source domain
Please be careful with this option.

You can add an additional source domain, which is not contained in the synchronization.

This means that contacts in mailboxes which have previously been synchronized with
contactSync, whose source domain is no longer included in the synchronization, can now
be synchronized.

To do this, the old source domain, as it is in the log file, must be added to the list on the
Old Source Domains dialog.

For example, the source domain is

DC=forestB, DC=com

7 Maodify or delete existing contacts i1 ) -
with source domain WL/ Mo source domain Source Domain

Enable the Modify or delete existing contacts with source domain option and click
the Source Domain button to open the dialog to manage the old source domains.



The Old Source Domains dialog to manage the old source domain values.

contactSync - Old Source Domains o

After migrating objects. the source domain may change.

For example. objects were exported from an on-premises Exchange, migrated to
Exchangs Online and are now to be synchronized from Exchange Online to the
mailboxes without their email address having changed.

This option addiionally allows to modify and delete the corresponding
synchronized contacts in the mailbox, which are still marked with the old source
domain.

Flease use the notation of the on-premises Active Directory domain (e.g.
dec=company,dc=local) or the notation of the domain name of the Microsoft 365
Exchange Online tenant (&.g. company.onmicrosoft.com)

ar the notation 'foldenid=<Folder Id=' or *folder id: <Folder Id>" for the folder id of

the old Public Folder or Shared Mailbax (e.g.
folderid=A0 FutAADGKRzkKpmEc2bygAC EWgMAduzr2hy GegEDm 2y fl4 AAAM)

Source Domain

|
o Add &7 Modify 9 Remove

Old Source Domain

f Apply 6 Cancel

Insert the old source domain value and add it to the Old Source Domain list.

Source Domain

'.DE =forestB,DC= com
feadd & Modify 9 Remove

Qld Source Domain
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Source Domain

| |
e Add & Modify 9 Remove

DC=forestB, DC=com

Please note, the source domain syntax company.onmicrosoft.com Will be added as
DC=company, DC=onmicrosoft, DC=com to the Old Source Domain list.

Source Domain

|cnmpan}r.nnmimsuﬁ.cnm |
o Add & Modify 98 Remove

Old Source Domain |

Source Domain

| |
o Add &7 Modify 9 Remove

DC=company, DC=onmicrosoft, DC=com

Click Apply to close the dialog.

Maodify or delete existing contacts @

with source domain 1 source domain

Now, all existing contacts with the source domain will be modified or deleted.

This can be helpful e.g., after a migration.



Contact Folder

Choose the folder into which contactSync will synchronize the contacts. contactSync will
synchronize the contacts into this specific folder in each mailbox.

ﬁ Synchronisation mode & Access to Mailboxes @ Mailboxes % Public Folder @ Contact Folder @ Status no
Mailbox Contact Folder

'-:_"_ZE Choose kL'

Selected contact folder for import
Maothing selected

Choose (Mailbox contacts)
Add a new folder where you want to store the Public Folder contacts in and select it.

LIT] METsec contactSync X
Flease select & folder for contact synchronization. .J;.
‘e recommend to create a new folder in which to synchronize contacts.

All folders displayed by this control can be selected.

Ldding and deleting folders inside this diglog will not result

in physically removing or adding this folder inside a mailbox.

Selected Path: Mailbox\Contacts .é';.

g Contacts
Allow synchronization into the well-known contact folder of the mailboxes IJ;I
Delete all unmatched mailbox contacts during the next execution .\L.
Delete selected contact folder in the mailboxes during the next execution l,,j;l
"\Eﬂ Create folder I\‘if;l "y I\‘if;l # Ok x Cancel
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Please select a folder for contact synchronization.
All folders displayed by this control are for selecting purpose.

Adding and deleting folders inside this dialog will only add and remove them within the
dialog itself, and not within the user mailbox.

The selected folder will be used in target mailboxes as the folder to be filled with
contacts. If the chosen folder does not exist in a target mailbox, it will be created during
the next synchronization.

Selected Folder
The selected folder will be used as target folder inside mailboxes during synchronization
so that contacts will only be created inside this folder.

Allow synchronization into the well-known contact folder of the mailboxes.

This option allows contactSync to create and synchronize the contacts into the well-
known contact folder of the mailboxes called Contacts. Please be careful with this option
because it allows you to directly change and delete contacts that your employees have
created. This could also confuse some of your employees.

We recommend to create and synchronize an additional contact for each existing contact
which was not created by contactSync.

Delete all unmatched mailbox contacts during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

All contacts in the selected folder and sub-folders of mailboxes that are not synchronized
by this policy will be deleted once.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.

Delete selected contact folder in the mailboxes during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

The selected folder will be deleted in the synchronized users’ mailboxes, including all
contacts and sub-folders of the selected folder.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.



Create folder
You can create a new folder, into which contactSync creates and synchronizes the
contacts. This option gives you the possibility to separate the contacts, which have been

created by your employees, from the contacts, which have been created by contactSync.

Please keep in mind that the name of the folder should be unique and should not exist in
the mailbox of your employees. Otherwise contactSync will use the existing folder with
the same name below the well-known contact folder of the mailbox for the
synchronization.

For example:

[_I.T.| METsec contactsync x
Flease select a folder for contact synchronization. @
‘We recommend to create 2 new folder in which to synchronize contacts.

Al folders displayed by this control can be selected.
Ldding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbox.
Selected Path: Mailbox\Contacts\NewFolder ¥
B [‘j—‘] Contacts
I =" Public Folder Contacts
Allow synchronization into the well-known contact folder of the mailboxes )
Delete all unmatched mailbox contacts during the next execution i
Delete selected contact folder in the mailboxes during the next execution ¢ §]
Editing folder name done far Mailbox\Contacts\NewFalder to Public Folder Contacts.
-’Eﬁ.‘ Create folder |(I) ’p'._ﬁ Remove folder| () ( Ok x Cancel

Remove folder
This option removes a folder inside this dialog but will not remove a folder inside a
mailbox. Please select the desired folder to remove.
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Synchronize Shared Mailbox contacts into mailboxes

A contactSync policy synchronizes contacts from a Shared Mailbox into mailboxes, if the
last option in the Synchronization mode is selected.

Synchronization mode
1. what do you want to do?

Synchronize directory information ((5AL) from on-premises 6
into users " mailboxes in the Exchange environment. W

Synchronize directory information (GAL) from Exchange Cnline i
into users " mailboxes in the Exchange environment. W

Synchronize public folder contacts into users " mailboxes i
in an Exchange environment. L

Synchronize shared mailbox contacts into users " mailboxes 1
in an Exchange environment. &




Shared Mailbox

On the Shared Mailbox tab of contactSync policies for mailbox contacts, search for a
Shared Mailbox and choose its contact folder, which contains the contacts you want to
synchronize into the mailboxes. You may also re-search a Shared Mailbox or remove a
selected contact folder from the list.

@ Synchronization mode && Access to Mailboxes !;;‘ Mailboxes % Shared Mailbox @ Contact Folder Qj

[¥e)

Shared Mailbax (i)
Mo Shared Mailbox selected

ﬁ Search
Search for the Shared Mailbox containing contacts, which will be synchronized into the users’ mailboxes.
n ﬁﬁ Properties ’;;@ Settings x Remove
Digplay Mame Path Folder ID
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Step 1: Search shared mailbox
Search for a Shared Mailbox, which contains a contact folder with the contacts you want
to synchronize into the mailboxes.

@ Synchronization mode & Access to Mailboxes @ Mailboxes % Shared Mailbox @. Contact Folder Q;I’

[¥e)

Shared Mailbax (i)

Mo Shared Mailbox selected
4,@ Search

Search for the Shared Mailbox containing contacts, which will be synchronized into the users’ mailboxes.

Click Search to open the Search for objects dialog.

E -

Search Active Directory Search Exchange Online

fou can search an object by inserting an expresszion. Uncheck all object types which you do notwant to have as a result. The scope of the guery is the complete
forest vour exchange organization belongs to. The result list containe all objects found. Select certain or all objects to be gathered for rezolve mailbox users and press
apply.

(,0 Search
| SharedMailbox ]
| RemoteSharedMailbox maximum Results
EDDES
Message: Search for objects in the domain LDAP://NETsecDemo. Local ~
Active Dwectory search is finished. w Show log
Digplay Name Primary Smtp Address Recipient Type DistinguishedMame
SharedMailbox
+| Demo Shared Mailbox demasharedmailbox@netsecdemo.com SharedMailbox CM=Demo Shared..
RemoteSharedMailbox
Sales Department SalesDept@netsecdemo.com RemoteSharedMailbox  CM=Sales Departm..
Select all «MP'Y @'Canoel

Select where you want to search in a hybrid Exchange environment. Search in the on-
premises Active Directory or search in Exchange Online for a Shared Mailbox.

Here you may pick either all objects or specify a filter by ticking recipient types you want
to choose. With a wildcard * you can widen your search criteria, and broaden the results.

Afterwards select the shared mailbox and click Apply.



Step 2: Choose contact folder

Synchronization mode & Access to Mailboxes @ Mailboxes % Shared Mailbox @ Contact Folder @ Status not

Selected on-premises Shared Mailbox

Display Name: Demo Shared Mailbox
Primary SMTF Address: demosharedmailbox@netsecdemo.com

ﬁ Search

| Chooseé Eﬁ Properties ’;;@ Settings x Remove

Digplay Mame Path Folder ID

After a shared mailbox is selected, click Choose to select the contact folder with the
contacts you want to synchronize into the mailboxes.

Li;-] METsec contactSync - 0 X

Select contacts folder

Flease select a Shared Mailbax folder with the contacts, which yvou like to synchronize into the
mailboxes,

Flease note, that vou can only select a Shared Mailbax folder, which is for contacts.

=gl @ Contacts
@ Management

« Apply '& Cancel

Here, a shared mailbox with all contact folders will be displayed. You may tick a contact
folder in the tree, but only a contact folder dedicated for contacts can be selected.
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Afterwards click Apply, the selected contact folder is listed on the Shared Mailbox tab.

In this example the Production folder contacts in the Demo Shared Mailbox will be
synchronized into the selected user mailboxes of the policy.

Synchronization mode && Access to Mailboxes ﬁ Mailboxes % Shared Mailbox E Contact Folder Q]' Status not 4 »

Shared Mailbax (i)

| Selected on-premises Shared Mailbox |
Q Search ) )
Display Name: Demo Shared Mailbox
Primary SMTF Address: demosharedmailbox@netsecdemo.com
@ Choose Eﬁ F"rnperties| @ Settings x Remove
' Display Name Path ' Folder ID
Shared Mailbox Folder
Production Contacts'\Production AAMIADY Y VAT




Properties
Select which properties are to be synchronized.

[_'Tl METsec contactsync »®

Select popemes

If you untick a property the value of this property will not be
expaorted.

Property

p'f»ss istantlame
Body
BusinessAddressCity
BusinessAddressCountryOrRegion
BusinessfddressPostalCode
Businesslddres=s5State
BusinessiddressStregt
BusinessFax
BusinessHomePage
BusinessPhone
BusinessPhone?
CarPhone
CompanyMame
Department
Emailiddress1
Emailiddress2
EmailAddressd
(Generation
GivenMame
HomePhone
Initialz
JobTitle
MiddleMame
MaobilePhone
Officelocation
OtherFax
OtherTelephone
Fager
Surname
Title

L A N L L L L L L N L L A A N L A N L N L L A N L A R A

| Select all

# Apply 'a Cancel
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contactSync Settings on the Shared Mailbox tab

You can configure some optional Settings on the Shared Mailbox tab

Li}-] contactSync Settings x
General
Maximum errors to transfer data file. I\L‘
Minimum cbjects to transfer data file. 'x.i.:-'
Synchronize Picture (V)
Mark synchronized contacts as private 'x.i.:-'
Maodify or delete existing contacts i
with source domain b=y

It is recommended to read the manual for detailed information

( Apply '& Cancel

Maximum errors to transfer data file

In the contactSync Settings you can set a limit how many errors may occur when
creating a data file before synchronizing. If this limit is exceeded, the affected data file
will not be synchronized into the mailboxes.

Minimum objects to transfer data file

In the contactSync Settings you can define a minimum number of objects to be written
to the data file before synchronizing into mailboxes. As long as the data file contains
fewer objects than specified, synchronization will not occur.

Synchronize Picture
If this option in the contactSync Settings is selected the photos of the Shared Mailbox
contacts will be synchronized as well.



Mark synchronized contacts as private

This allows you to mark the synchronized contacts as private in the mailboxes. Private
contacts are not visible to other people unless the Microsoft Exchange account contacts
are shared.

Note: A person with delegate access or permission to read your shared folders could
view the contents of your private contacts and events by using other applications.

Modify or delete existing contacts with source domain
Please be careful with this option.

You can add an additional source domain, which is not contained in the synchronization.

This means that contacts in mailboxes which have previously been synchronized with
contactSync, whose source domain is no longer included in the synchronization, can now
be synchronized.

To do this, the old source domain, as it is in the log file, must be added to the list on the
Old Source Domains dialog.

For example, the source domain is

DC=forestB, DC=com

7 Maodify or delete existing contacts i1 ) -
with source domain WL/ Mo source domain Source Domain

Enable the Modify or delete existing contacts with source domain option and click
the Source Domain button to open the dialog to manage the old source domains.
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The Old Source Domains dialog to manage the old source domain values.

X

After migrating objects. the source domain may change.

For example. objects were exported from an on-premises Exchange, migrated to
Exchangs Online and are now to be synchronized from Exchange Online to the
mailboxes without their email address having changed.

This option addiionally allows to modify and delete the corresponding
synchronized contacts in the mailbox, which are still marked with the old source
domain.

Please use the notation foldenid=<Folder Id=' or ‘folder id: <Fclder Id>" for the
folder i1d of the old Public Folder or Shared Mailbox (e.g.
folderid=00EuAAADGKRzkKpmEcZbygiC EwgMAduzrZhs GegBOmdyfl4A8AM)
or the notation of the on-premises Active Directory domain (e.g.

dec=company,dc=local) or the notation of the domain name of the Microsoft 365
Exchangs Online tenant (2.0, company .onmicrosoft. com).

Source Domain

o Add &7 Modify 9 Remove

Old Source Domain

f Apply '9 Cancel

Insert the old source domain value and add it to the Old Source Domain list.

Source Domain

'.DE =forestB,DC= com
feadd & Modify 9 Remove

Qld Source Domain




Source Domain

| |
e Add & Modify 9 Remove

DC=forestB, DC=com

Please note, the source domain syntax company.onmicrosoft.com Will be added as
DC=company, DC=onmicrosoft, DC=com to the Old Source Domain list.

Source Domain

|cnmpan}r.nnmimsuﬁ.cnm |
o Add & Modify 98 Remove

Old Source Domain |

Source Domain

| |
o Add &7 Modify 9 Remove

DC=company, DC=onmicrosoft, DC=com

Click Apply to close the dialog.

Maodify or delete existing contacts @

with source domain 1 source domain

Now, all existing contacts with the source domain will be modified or deleted.

This can be helpful e.g., after a migration.

contactSync 8.5 Manual




contactSync 8.5 Manual

Contact Folder

Choose the folder into which contactSync will synchronize the contacts. contactSync will
synchronize the contacts into this specific folder in each mailbox.

ﬁ Synchronization mode & Access to Mailboxes @ Mailboxes % Shared Mailbox @ Contact Folder @ Stal
Mailbox Contact Folder
@Chmse kL'

Selected contact folder for import
Maothing selected

Choose (Mailbox contacts)
Add a new folder where you want to store the Shared Mailbox contacts in, and select it.

[E.l METsec contactsync x
Flease select a folder for contact synchronization. I\LI
‘We recommend to create 2 new folder in which to synchronize contacts.

Al folders displayed by this control can be selected.

Ldding and deleting folders inside this diglog will not result

in physically removing or adding this folder inside a mailbox.

Selected Path: Mailbox\Contacts (€ 4]

g Contacts
Allow synchronization into the well-known contact folder of the mailboxes .\L.
Delete all unmatched mailbox contacts duning the next execution I\L‘
Delete selected contact folder in the mailboxes during the next execution .\L.
T Create folder @ = @ ( Ok x Cancel




Please select a folder for contact synchronization.
All folders displayed by this control are for selecting purpose.

Adding and deleting folders inside this dialog will only add and remove them within the
dialog itself, and not within the user mailbox.

The selected folder will be used in target mailboxes as the folder to be filled with
contacts. If the chosen folder does not exist in a target mailbox, it will be created during
the next synchronization.

Selected Folder
The selected folder will be used as the target folder inside mailboxes during
synchronization so contacts will only be created inside this folder.

Allow synchronization into the well-known contact folder of the mailboxes.

This option allows contactSync to create and synchronize the contacts into the well-
known contact folder of the mailboxes called Contacts. Please be careful with this option
because it allows you to directly change and delete contacts that your employees have
created. This could also confuse some of your employees.

We recommend to create and synchronize an additional contact for each existing contact
which was not created by contactSync.

Delete all unmatched mailbox contacts during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

All contacts in the selected folder and sub-folders of mailboxes that are not synchronized
by this policy will be deleted once.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.

Delete selected contact folder in the mailboxes during the next execution
This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

The selected folder will be deleted in the synchronized users’ mailboxes, including all
contacts and sub-folders of the selected folder.

Please note this will automatically delete the mailbox owner's contacts in the
selected folder and sub-folders which the individual user might still need, as they
may contain important information.
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Create folder

You can create a new folder, into which contactSync creates and synchronizes the
contacts. This option gives you the possibility to separate the contacts, which have been
created by your employees, from the contacts, which have been created by contactSync.

Please keep in mind that the name of the folder should be unique and should not exist in
the mailbox of your employees. Otherwise contactSync will use the existing folder with
the same name below the well-known contact folder of the mailbox for the
synchronization.

For example:

[_I.T.| METsec contactsync x
Flease select a folder for contact synchronization. @
‘We recommend to create 2 new folder in which to synchronize contacts.

Al folders displayed by this control can be selected.
Ldding and deleting folders inside this dialog will not result
in physically removing or adding this folder inside a mailbox.
Selected Path: Mailbox\Contacts\NewFolder ¥
B [‘j—‘] Contacts
i &7 Shared Production Contacts
Allow synchronization into the well-known contact folder of the mailboxes )
Delete all unmatched mailbox contacts during the next execution i
Delete selected contact folder in the mailboxes during the next execution ¢ §]
Editing folder name done for Mailbox\Contacts\MewFolder to Shared Production Contacts.
-’Eﬁ.‘ Create folder |(I) ’p'._ﬁ Remove folder| () ( Ok x Cancel

Remove folder
This option removes a folder inside this dialog but will not remove a folder inside a
mailbox. Please select the desired folder to remove.



How to

How to configure Exchange Application Impersonation

contactSync requires a service account with the Exchange Application Impersonation role
on the on-premises Exchange Server to access on-premises Exchange mailboxes.

If the user credentials of a service account are used for Exchange Online, contactSync
requires the Exchange Application Impersonation role on Exchange Online for this service
account to access Exchange Online mailboxes.

Exchange Application Impersonation enables a caller to impersonate a given user
account. This enables the caller to perform operations by using the permissions that are
associated with the impersonated account, instead of the permissions that are associated
with the caller's account.

For more information, please have look at the following Microsoft Docs:
Impersonation and EWS in Exchange

https://docs.microsoft.com/en-us/exchange/client-developer/exchange-web-
services/impersonation-and-ews-in-exchange

MSDN Library - Configuring Exchange Impersonation

https://docs.microsoft.com/en-us/previous-versions/office/developer/exchange-server-
2010/bb204095(v=exchg.140)?redirectedfrom=MSDN

Exchange Impersonation in Exchange 2013, 2016, 2019 and Exchange Online
How can you check existing management role for Exchange Application Impersonation
and how you can create a management role for Exchange Application Impersonation?

For on-premises Exchange:
Please log in on the on-premises Exchange Server with an Exchange Administrator
account and open the Exchange Management Shell.

For Microsoft 365 Exchange Online:
Please connect via Exchange Online PowerShell to the Microsoft 365 tenant with an
Exchange Administrator account.

Check existing Exchange Impersonation:
Please verify whether a Role Group for ApplicationImpersonation exists.

You can check the existing Exchange Impersonation via PowerShell:

Get-ManagementRoleAssignment -Role ApplicationImpersonation
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[PS]1 C:xWindowsssystemd2 *Get—ManagementRolefAssignment —Role ApplicationImpersonation

5 Machine: forestA-Ex.forestA.com

[PS]1 C:~Windows system32>Get—ManagementRoleAssignment —Role ApplicationImpersonation

ET T Role RolefAssigneeMame RolefissigneeType

pplicationImpersonation—Hy... ApplicationImp... Hygiene Manage... RoleGroup A1l Group Mem.
pplicationImpersonation—0Or ApplicationImp. Organization M... RoleGroup i All Group Mem.
ApplicationImpersonation—Im... ApplicationImp... Impersonation ... RoleGroup Direct All Group Mem...

[P2]1 C:*UWindows\system32>

You can find an existing Role Group in the Exchange Admin Center under
Permissions as Admin Roles.

E.g., the Impersonation Role to manage the ApplicationImpersonation

= | O -
oy &
°|®|_‘$ https://localhost/ecp/7ExchClientVer=13 0O ~ 3 Certificate error & || & admin roles - Microsoft Exc... | | 1 ok @

b= ﬂﬂ Exchange Admin Center

[J Enterprise  Office 365 Administrator ~ P -
Exchange admin center

admin roles user |

+FAmBk AL

NAME A
Compliance Management
pan - Impersonation Role ~
Delegated Setup
o Disco Management
mail fiow Help Desk Assigned Roles
m Hygiene Management ApplicationImpersonation
Impersonation Role
public folders Organization Management Members
Public Folder Management contactsync
Recipient Management
Records Management Managed By
Server Management rosoft Fxchange Sec
UM Management (Administrator
hybrid L
View-Only Organization Management
Write scope v

Miafanlt

1 selected of 1




Create an Impersonation Role Group for ApplicationImpersonation via PowerShell
You can create a new Role Group to manage the ApplicationImpersonation and add
your contactSync service account as member of the Role Group.

This example creates a Role Group called Impersonation Role:

New-RoleGroup -Name "Impersonation Role" -Roles "ApplicationImpersonation" -Members

contactsync@foresta.com

5y Machine: forestA-Ex.forestA.com \;Ii-

Impersonation Role {ApplicationImpersonation’ {ApplicationImpersonation—... {forestA.con/Microsoft Exc...

[PS] C:“Windows“system32>_

The Impersonation Role is also available in the Exchange Admin Center under
Permissions as Admin Roles.

°@|_‘$ https://localhost/ecp/TExchClientVer=15 0 ~ 3 Certificate error & || 4% admin roles - Microsoft Exc... | | ﬁ E’:‘f E’}

) Eﬂ Exchange Admin Center

[J Enterprise  Office 365 Administrator + P -

Exchange admin center

recipients admin roles user roles  Outlook Web A
permissions

+FAmBk AL

compliance manag

organization HAME .
. Compliance Management I‘rpE'so“atwon Role :
protection Delegated Setup
o Discovery Management
mail fiow Help Desk Assigned Roles
mabile Hygiene Management ApplicationImpersonation
public folders Organization Management Members
Public Folder Management contactsync
unimed messaging Recipient Management
Records Management Managed By
SEMVErs Server Management om/Microsoft Exchange Security Groups/Ory
UM Management A.com/Users/Administrator L

View-Only Organization Management
Write scope v

L0015 Niafanlt

1 selected of 13 total
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Create an Impersonation Role for ApplicationImpersonation via Exchange Admin

Center

You can create a new Role Group in the Exchange Admin Center under Permissions

as Admin Roles.

Add new admin role:

€ @)=
{g aﬂ Exchange Admin Center

[J Enterprise  Office 365
Exchange admin center

recipients
permissions
compliance management
organization
protection

mail flow

mobile

public folders
unified messaging
servers

hybrid

tools

W l& admin reles - Microsoft Exc..

admin roles user roles Outlook Web App policies

NAME

Compliance Management

Delegated Setup
Discovery Management
Help Desk

Hygiene Management
Organization Management
Public Folder Management
Recipient Management
Records Management
Server Management

UM Management
View-Only Organization Management

1 selected of 12 total

A 11

Administrator = P

| >

Compliance Management

Membership in this role group is synchronized
across services and managed centrally. This role
group is not manageable through Microsoft
Exchange. Members of this role group may include
cross-service helpdesk or password administrators,
as well as external partner groups and Microsoft
Suppeort. By default, this group is not assigned any
roles. However, it will be a member of the View-
Only Organization Management role group and will
inherit the rights of that group. —

Assigned Roles

Data Loss Prevention
Information Rights Management
Retention Management
View-Only Audit Logs
View-Only Configuration

TR WU S




The new role group dialog:
Add the name Impersonation Role
Add ApplicationImpersonation to the Roles

Add your contactSync service account to the Members

new role group

*Mame:

Imperscnation Role

Description:

Write scope:

® | Default

Organizational unit:

£

Applhicationlmpersonation

DISPLAY NAME -
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Afterwards the new Impersonation Role is available as Admin Role.

You can check the Assigned Roles and the Members of the Impersonation Role.

1% admin roles - Microsoft Exc... % .

= EZ Exchange Admin Center

0

Enterprise  Office 365

Fxchange admin center

Administrator *+ P

| >

recipients admin roles user roles Outlock Web App policies
permissions
. m E s
compliance management +/7su@bkAog
o MAME -
organization
Compli M nt
) mplance Managems Impersonaticn Role
protection Delegated Setup
) Discovery Management
mail flow Help Desk Assigned Roles
mobile Hygiene Management Applicationlmpersonation
Impersonation Role
public folders Organization Management Members
Public Folder Management contactsync
unified messaging Recipient Management
Records Management Managed By
servers Server Management forestA.com/Microsoft Exchange Security Groups/Orf
forestA.com/Users/Administrator
X UM Management
hybrid . .
View-Only Organization Management X
Write scope
tocls Default

1 selected of 13 total

How to disable EWS Throttling for the contactSync account?

Exchange 2013, Exchange 2016 and Exchange 2019
Open the Microsoft Exchange Management Shell (EMS) or connect via remote
PowerShell.

New-ThrottlingPolicy ContactSyncPolicy;

Set-ThrottlingPolicy ContactSyncPolicy -RCAMaxConcurrency Unlimited -
EWSMaxConcurrency Unlimited -EWSMaxSubscriptions Unlimited -CPAMaxConcurrency
Unlimited -EwsCutoffBalance Unlimited -EwsMaxBurst Unlimited -EwsRechargeRate

Unlimited;

Set-Mailbox "contactSyncAccount" -ThrottlingPolicy ContactSyncPolicy;




How to re-configure certificate-based authentication in the
Environment Configuration

Someone has configured the certificate-based authentication via App Registration in the
Environment Configuration with a different account other than the local service account.

You also notice contactSync fails to complete successfully when it runs on a schedule. But
it completes successfully when you run it manually.

L-';-‘] NETsec contactSync - M %

FILE ACTION  OPTIONS HELP

D"E’Jmmﬁds‘f”f‘ &  All Employees = I &3 I

=8 METsecDemo Hybryd Exchange
@ yor g @Environmens 4 Create Policy

- 3§ Ml Employees
@ Settings L__ﬂ Exchange @ Environments & Policies ﬁﬂ Status g Help
B & |AllEmployees - | $&  Hide: ) Completed /2 Canceled &3 Enors &) Reload
Policy Name Start Time QOperati... = Emors Analy... | Added Modffi... = Upto-.. Delsted
contactSync

€3 Al Employees 412412024 7455, Canceled 3 0 0 ] 0 0
|| &3 All Employees 4/24/2024 5:005. Canceled 2 0 0 ] 0 0
'@' All Employess 472472024 815:0. Completed 0 41 35 ] 0 0

The bottom of the GUI displays the logged-on user on the left and the user of the
contactSync Service on the right. When creating a certificate, it must always be created
under the context of the contactSync Service account. It is apparent in this example; the
certificate was created under the context of the Administrator account.

| ¥ NETSECDEMO\administrator. @ %64 & contactSyncService is Running % NETsecDemo\Sve_contactSync

To resolve the issue, logon to the contactSync Server as the contactSync service
account.
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Open the Environment Configuration, and from Exchange Online tab, select the
contactSync application then click Modify.

A new window opens which provides details that will be needed to create a new
certificate. The private key for self-signed certificate created by contactSync is saved in
the current logged on user’s certificate store. In this example, this makes it impossible
for contactSync to decrypt and authenticate as shown in the error message below.

[_13-L.| METsecDemo Hybryd Exchange - Environment Configuration
Decrypting Errar! Application [d. This application credential is
encrypted by METSECDEMO‘administrator
General Exchange Scenario Exchange

Serveron-premises  Exchange Online Application Credential
Exchange Online |

Jrganization/Tenant: netsecdemotenant.onmicrosoft.com
Application Display Mame: contactSync Enterprise App
Primary Account: True

Email Address: sve_contactsync@netsecdema.com

[r=1

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for B

Encrypted by: METSECDEMOh\administrator

Credentials | Current user: NETSECDEMO\sve_contactsync
£ , . In the event of a migration to a new server, the Application
Add (€5 &Add -i-l Modify Ii- xRerm'.re [65] n 9 . PR
4 = et f v = Credential must be recreated. Please make a note of this

infarmation!

Usemame Mazx. Connection

Primar}r Mailbox Account Key not valid for use in specified state.

0contact5‘mc Enterprise App
Do you want to copy the message to Notepad?

Organization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC

Microsoft Azure public cloud

« Ok @ Cancel H

Click Yes to copy the message to Notepad.

The details highlighted below will need to be used to create a new credential account for
the contactSync application on the Exchange Online tab of the Environment
Configuration.

j Untitled - Motepad - m} X

File Edit Format View Help

|contactSync 8.4.1.@

Environment Configuration: Application Credential
Created at 2024-04-24 08:47:17

Decrypting Error! Application Id. This application credential is encrypted by NETSECDEMO‘\administrator

Application Credential

Organization/Tenant: netsecdemotenant.onmicrosoft.com
Application Display Name: contactSync Enterprise App
Primary Account: True

Email Address: swvc_contactsync@netsecdemo.com

Encrypted by: NETSECDEMO\administrator
Current user: NETSECDEMO‘\svc_contactsync

In the event of a migration to a new server, the Application Credential must be recreated. Please make a note of this information!

Key not wvalid for use in specified state.

Ln1, Col1 100%  Windows (CRLF) UTF-8




Select the credential account of the contactSync application and click Remove.

[El MNETsecDemo Hybryd Exchange - Environment Configuration - [ x
General Exchange Scenario Exchange Server on-premises | Exchange Online m
Exchange Online -

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

Credentials

fhngd | @ | Ead | @ | Modify @@

Usemame Max. Connection
Primary Mailbox Account

ﬁcorﬂad&-ﬂc Enterprise App 2

Organization Settings
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

of Ok i Cancel =

Next click the Add button on the left to create a new credential account for the
contactSync application.
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The Exchange Online App Registration dialog window opens.

EI Exchange Online App Registration x
Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

(Organization / Tenant @
[ |
Application Display Name @
Application 1D O
| Certificate |
Friedly Name FriedlyName
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has PrivateKey
User User
; ; ey
Choose Certificate | | Create Certificate | e 5
i ey
arimen, © Dsctsspimarysccont @
Email Address O
| ¢ Apply | ‘ ﬁ Cancel ‘

Copy and paste the

highlighted details from notepad to the relevant fields shown below

) Untitled - Notepad

sve_contactsync@netseedemo com

Please make a note of this information!

100%  Windows (CRLF) UTF-8

6] " File Edit Format View Help
fcontactSync 8.4.1.0
Environment Configuration: Application Credential
Ce ttings for
il et e Dtermertyfzure | ¢ reated at 2024-04-24 08:47:17
Organization I Tenant @ |Decrypting Errort Application Id. This application credential is encrypted by NETSECDEMO\administrator
I
I nmicrosaft com - | lagplication Credential
Spplication Display Name @ |Oreanizaticn/Tenant: netsecdemotenant.onmicrosoft.com
) Application Dis : contactSync Enterprise App
| Enterprise App — T [Primary Account: True
_ |Email Address: sve_contactsync@netsecdeno. com
Application 1D @
[ | |Encrypted 8y: NETSECDEMO\administrator
o] Currenplser: NETSECDEMO\svc_contactsyne
FreiiEr FEED ‘the event of a migration to a new server, the Application Credential must be recreated.
Not After Not After
Subject Subject Key not valid for use in specified state.
Thumbgrint Thumbprint Ln1, Coll
Has PrivateKey Has PrivateKey
User User
-
ChosseCertiicate | | creste Certfcate @
G [ H® ®
e @ Casspnsywcom @
Email Address @




To obtain the Application ID, Logon to Microsoft Entra ID, and go to Applications >
App Registrations > All Applications then select the contactSync application.

£ SN e S o] _
S Identity 2 “*  Home > App registrations > contactSync Enterprise App >
App registrations = - X
@ overview PP
K Users a4 t New registration (D endpoints ¥ Troubleshooting () Refresh & Download & Preview features &) Got feedback?
A Groups ~
B o @ Starting June 20th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library [ADAL) and Azure Active Directory Graph. We will continue to provide
ShEE technical support and security updates but we will no longer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft
Graph. Learn more

B Applications ~

Enterprise applications All applications ~ Owned applications ~ Deleted applications

App registrations

I pRred P Start typing a display name or application (client) ID to filter theser... H7 add filters
E| Protection N
2 applications found

dentity governance Display name * Application (client) 1D Createdon Ty Certificates & secrets
BB  External Identities ~ contactsyne Enterprise App 14026243-3793-4430-bad 1-fo0sfa11sdfo  7/19/2023 @ Current

Show more erprise App 9b5fb788-TTe1-4225-af74-296fTcaledSd  7/12/2023 @ Current

Copy the Application ID into clipboard, then paste it in the relevant field in the
Exchange Online App Registration dialog window.

P Search resources, services, and does (G+/) netsecdemoten... (@

NETSECDEMO @

Home > App registrations > contactSync Enterprise App > App registrations >

%  Identity ~
o HH e App & - X
Quer i Exchange Online App Registration x
A user Correspanding seftings for the Enterprise Application n the Microsoft Enra ID (formerly Azure |8 Delete &3 Endpoints &) Preview features
AD) App registrations that enables access to Exchange Online.
' Grou . .
5 7 We w . . =
Orgarization  Tenant ® @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer)
& Devid |netsecdemotenant onmicrosoft com -
| - Py A Essentials
B Appl Application Display Name @
contactSync Enterprise App Display name
Entel conta E
A ®
Application D & I Application (dlient) 1D Redirect URIs
I App | [1402624327934430b2d 14905 11300 | 14026243-2793-4430-bad 1-fe057a 118470 Add 3 Redirect URI
Certificate Object ID Application 1D URI
B Protd | FricdlyHame FriedlyName fh627baf-i98d-4db1-21e7-2ee6ab6221db Add an
" Not After Not After Directory (tenant) ID Managed application in local directory
18 Iden Subject Subject £9148e43-2027-4845-8¢11-8c056e5achsc contactsync Enterprise Apg.
B o] | TR Thumbprint Supported account types
= Has PrivateKey Has PrivateKey My, anization only
. User User
Choose Certificate Create Certificate @ Get Started  Documentation
& Prot Vo
imum )
=@ /| Setas primary account ()
Connection @ . . . . . . .
N Build your application with the Microsoft identity platform
& Iden|  Ersil agdress @
ve_cortacisyne@netsecdems com The Microsoft identity platform is an authentication service, open-source libraries, and
application management tools. You can create modem, standards-based authentication
B Veri solutions, access and protect APIs, and add sign-in for your users and customers. Learn
of foply 3 Cancel more !
a
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After all details have been inserted into their relevant fields, click Create Certificate

[_I;TI Exchange Online App Registration x
Corresponding settings for the Enterprize Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Crganization / Tenant @
netsecdematenant onmicrosoft.com
Application Display Name @
contact Sync Enterprise App
Application 1D @
14026243-a793-4430bad 1450511840
Certificate

Friedly Name FriedlyName

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has PrivateKey

User User

Choose Certificate [ Create Certificate '\L'
Masdimum o= . . 6
Connection =1 & | Set as primary account WL/
Email Address @
svc_contactsync@netsecdemo.com
o Aeply €3 Cancel

A self-signed certificate will be created and saved in the current user’s certificate store.

We suggest the subject field contains the Exchange Organization and the server where
the connection is to be established.



For example: The Exchange Organization is NETsecDemo and the name of the
contactSync Server is contactSyncServer.

Subject: NETsecDemoFromContactSyncServer

The friendly name can be expanded by adding spaces.

Friendly Name: NETsecDemoTenant From contactSyncServer

Click the Create button.

[

Corresponding settings for the Enterprize Application in the Microsoft Entra I1D (forn|
AD) App registrations that enables access to Exchange Online.

Organization / Tenant

netsecd ant.onmi ft.com

LApplication Display Name

contactSync Enterprise App

Application D
14026243-a793-4430-bad 1 505211840

MNETsec contactSync

Create certiicates in cunent user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: METsecDemoFromContact SyncServer

Friendly Name:  |NETsecDemo from contact Sync Server]

Not&fter: 4/24/2026

KeyLength: 4096 - k,!) keySpec: |KeyExchange

FilePath: C:\ProgramData'METsec GmbH & Co. KGcontactSync
‘certificate files\N ETsecDemoFromContact SyncServer_2026-
04-24 cer

x

e 666

The certificate has been created.

Certificate
. . Creating self-signed certificate is only
Rt i prediiae possible starting with Windows Server 2016 * Create
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
Choose Certificate Create Certificate
. & Certificate Directory Q’.f’\ @ Close
Maximum =1 4 .
Connection 2= Q | Set as primary accou
Email Address @
svc_contactsync@netsecdemo.com
¢ Apply '9 Cancel
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METsec contactSync - M

Create certficates in curent user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: |NI:—I'secDernoFromCorrtadSyncSenter | @J

Friendly Name: |NEI'secDemo from contact Sync Server | ‘\TJ

Nothfter: 412412026 - @

KeyLength: @J keySpec: |KeyExchange | li_ij

FilePath: C:\ProgramData NETsec GmbH & Co. KG\contact Sync (D
cerificate files\NETsecDemoFromContact Sync Server_2026- =
04-24 cer

Creating self-signed cerfificate is anly -
possible starting with \Windows Server 2016 m

“METsecDemoFromCortact SyncServer_2026-04-24 cer’ ~

Code: 0

Message: The public part of Cerificate F3E38C589BBFFSEBEGBE3SDBE33ATFB31FCDBZED is
exported to the file C:\ProgramData"ME Tsec GmbH & Co. KG'\contact Sync'certfficate files
“METsecDemoFromContact SyncServer_2026-04-24 cer.

Code: 0
Message: Operation successfully completed| W

'CES]‘ Certificate Directary ‘ f Apply ‘ | 6 Close |

Click the Certificate Directory button to open the directory where the certificate was
saved.

The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\contactSync\certificate files



certificate files

Home Share View

¥

“ v A <« ProgramData * MNETsec GmbH & Co. KG * contactSync » certificate files v | D pe
A Name Date modified Type
# Quick access
5] NETsecDemoFromContactSyncServer_2026-04-..,  4/24/2024 10:43 AM Security Certificate
I Desktop +
‘ Downloads ‘
Documents o
[&=] Pictures -
W
1 item
- X
Create certhcates n cument user store
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: |NI:—I'secDemoFromCor|tactSyncSewer | I
Friendly Name: |NI:—I'secDemo from contactSync Server | @
NotAfter: lar24/2026 ] @
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData*NETsec GmbH & Co. KG'contactSync @
certficate files\METsecDemoFromContact SyncServer_2026-
04-24 cer

Creating self-signed certificate is only -
possible starting with Windows Server 2016 o Create

“NETzecDemoFromContact SyncServer_2026-04-24 cer’ ~

Code: 0

Message: The public part of Certificate F3IE38C585BBFFSEBEGBS39DBB33A1FE31FCDBZED is
exported to the file C:\ProgramData " NETsec GmbH & Co. KG\contact Synchcertificate files
“METsecDemaoFromCortact SyncServer_2026-04-24 cer.

Code: 0
Message: Operation successfully completed A4

i Certificate Directory | of Lpply | ‘ €3 Close ‘

Copy the certificate directory path into clipboard
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In Microsoft Entra ID, go to Certificates and Secrets and click Upload certificate.

Microsoft Ei admin cents A Search resources, services, and docs (G+/)

& identity . “  Home > App registrations > contactSync Enterprise App > App registrations > contactSync Enterprise
@ o contactSync Enterprise App | Certificates & secrets = X
verview
g Groups N B overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
&1 Devices h addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret)
#" Integration assistant as a credential.
@ Applications ~
Manage
Enterprise applications ®
B Branding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below:
I P EEIERTS 3 Authentication
B g v e Certificates (5)  Client secrets (0)  Federated credentials (0)
Identity governance s Il Token configuration Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.
N 9 APl permissions
BB External Identities N
@ Expose an AP
Show more . Thumbprint Description Start date Expires Certificate ID
App roles
& o 46A45058A4AD59F6E... CN=contactSyncenter... 7/19/2023 7/19/2025 577e246a-dc68-4.. [ ]
fa Owners =
& Protection N
Roles and administrators TT19AISASBAGTFDSF.., CN=NETsecDemoFro... 8/18/2023 8/18/2025 baofde11-84co-4.. [ [
F-8
865CDDI38EITIASEF... contactSync Enterpris... 11/9/2023 11/9/2025 9fb78f72-610f-4fa... i
Identity governance N Manifest _
ASEFD14C599E0C5TA.., CN=contactSyncFrom... 47172024 4/1/2026 dcbefd70-e1de-af., [ [H]
Support + Troubleshooting
E Verified ID ) SEBC347B85E140787. CN=NETsecDemoFro. 4/24/2024 4/24/2026 Oc243Tle-ef2c-42.. 0 [

£ Troubleshooting

Paste the copied path from clipboard into the directory field in the search window.

Select the certificate file, then click Open.

Microsoft Entra admin centel P search resources, services, and docs (G+/) e:%:ée;; 4
Favorites N -
Home > App registrations > contactSync Enterprise App > App registrations > contact§ Upload certificate %
PO ~ contactSync Enterprise App | Certificates & secre
€ open % | Upload a certficste (public key) with one of the fallowing fle types: cer, pem, .crt*
o} p P ) g file typ P
1 [PSr—— I
<« ) ‘ C:\ProgramDate\NETsec GmbH & Co. KG\contactSync\certificate files| 4 o T T TE 1 IE
Ay i
Organize »  New folder Description
~ [ Enter a description for this certificate |
T g [ Desktop # A Name Date modified Type Size
5 & Downloads  # [5] NETsecDemoFromContactSyncServer_2026-0. Security Certificate 2kB
Documents o
g Al =] Pictures *
[ This PC
E
¥ Network
= v o« >
| A
File name: ] Custom fites -
& Upload from mobile B
] Identity governance R
~ @ Expose an API Thumbprint Deseription
6 External Identities ~ )
@ App roles 46A4505BA4ADSIFEB4TI0...  CN=COntactsy

Click Add to save the certificate.



£ Search resources, services, and docs (G+/) etsecdemoten... (i

NETSEC DEMO P

Favorites 7
Home > App registrations > contactSync Enterprise App > App registrations > contact§ 73
P Jne Enterpree Aop  Aop reg Upload certificate @ upioaa compietea for %
& identity 2 contactSync Enterprise App | Certificates & secre NETsecDemoFromContactsyncserver 20..
1.3 KiB | "Streaming upload"
® o Upload a certificate (public key) with uneomnerorowmgmETypesEeTmpemaT
verview 5
« A Got feedback? [ "'NETsecDemoFromContactsyncsenver_2026-04-24.cer” =
8 users v B overview Description
i Credentials enable confidential applications to iden ‘ Enter a description for this certificate |
v & Quickstart
w EmE {using an HTTPS scheme). For a higher level of assu
2 b “ # Integration assistant
evices
Manage
B applications ~ @ 2oplication registration certificates, secrets and
B Branding & properties
Enterprise applications Yo

D Authentication

- Certificates (5) Client secrets (0) Federz
e

Certificates & secrets
Certificates can be used as secrats to prove the ap

8 protection v 1l Token configuration
- AP permissions T Upload certificate
23 identity governance ~ P P!
. & Expose an API Thumbprint Description
B External Identities A .
L App roles 4BA450SEAJADSOFEB4TES..  CN=contactSy
Sh &
o mers da Quiners T7T19A99ASBAGIFDOFT2ES..  CN=NETsecDe
. Roles and administrators 865CDDO3EEOTIAZEFALDT.,  contactSync £
&  Protection ~
B Manifest ASEFD14C599E0C51A2AZA..  CN=contactsy
{Z)  Identity governance v Support + Troubleshooting GEBC347B86E1407B77EB..  CN=NETsecDe

& Troubleshooting

B Verified ID ~ & New support request
-
2 Learn & support N

In the Create certificates in current user store window, click Apply

NETsec contactSync - M
Create certhcates n cument user store
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: NETsecDemoFromContact SyncServer @
Friendly Name:  |NETsecDemo from contactSync Server QJ
NotAfter: 4/24)2026 - @
KeyLength: 4096 - keySpec: |KeyExchangs l\y
FilePath: C:\ProgramData“NETsec GmbH & Co. KG'contactSync @

‘certfficate files\WETsecDemoFromContact SyncServer_2026-
04-24.cer

Creating seli-signed certificate is only

possible starting with Windows Server 2016 * Create
“METsecDemoFromContact SyncServer_2026-04-24 cer’ ~
Code: 0
Message: The public part of Cerfficate FAIE38C585BBFFSEBEGB53SDBBIIATFBITFCOBZED is
exported to the file C:\ProgramData'NETzec GmbH & Co. KG'\contact Synchcertificate files
“METsecDemoFromCortact SyncServer_2026-04-24 cer.
Code: 0
Message: Operation successfully completed b

5 Certificate Directory Apply @ Close
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In the Exchange Online App Registration window, click Apply

m Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

(Organization / Tenant @

|ne°tsecdemotenant .onmicrosoft.com |

Application Display Name @
|corrtad5'_mc Erterprise App |

Application ID O
|14026243-2793-4430-bad 149052 1184F0 |
Certficate]|

Friedly Name NETsecDemo from contactSync Server
Mot After 2026-04-24
Subject CH=NETsecDemoFromContactSyncServer
Thumbprint F3E38CEB3BBFFAEEEEES3SDBE33ATFE31FCDEZED
Has Privatekey True
User NETSECDEMO\svc_contactsync
Choose Certificate | [ Create Certificate. | @

Comecton @ 4] Setas primary acoount. @

Email Address @

svc_contactsync@netsecdemo.com |

| o Aeply | ‘ €3 Cancel ‘




To expand the Exchange Online tab, click the £ icon, marked below.
Click the Test button to test the PowerShell connection to Exchange Online.
A green circle with a check mark indicates a successful connection has been established.

If the connection fails, please click the Show log button to locate and identify any errors
which have occurred.

[_l;-‘l MNETsecDemo Hybryd Exchange - Environment Configuration - [ x®

General Exchange Scenario Exchange Server on-premises | Exchange Online [ﬂ

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

Credentials

fargd @ | Gad @ | Auediy | @ | FRemove @

Uzemame Max. Connection
Primary Mailbox Account
'@corﬂadS}nc Enterprise App 2

A

Organization Settings
Ingtance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

Exdchange ‘Web Services URL https /loutlook . office 365. com/EWS/Exchange asmo

({rganization Settings

Remaote PowerShell Connection Test

Flease test the Remote PowerShell connection to Exchange Online

Test 1) |Warning | No remote PowerShell connections is available anymore. ~
Connection test was successful for contactSync Enterprize App

est finished.
Test finish

]
Exchange Mailbox Test
Send a test email to the recipient:
Email address
Send test email \y
of Ok 3 Cancel =

To save the changes, click Apply then OK
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How to create a Dynamic Distribution Group with mobile phone
users by using the Exchange PowerShell

On-premises Exchange
Use the Exchange Management Shell of the on-premises Exchange to create the Dynamic
Distribution Group

3l Machine: CompanyEx2019.CompanyDemo.local - m} X

Welcome to the Exchange Manag

et-Command

cmdlet name> or <cmdlet name> -2
ommand> | Format-lList
ef
.CompanyDemo.local.

CompanyDemo.local.

w-DynamicDistributionGroup

MobilePhone

[PS] C:\Window

Create Dynamic Distribution Group for mailbox users with a mobile phone
number

Mailbox users with a mobile phone number

is created in the CompanyGroups OU, and will search the entire Active Directory.

Please adjust the Active Directory domain name and the OU name to your environment.

New-DynamicDistributionGroup -Name "MobilePhone Users" -RecipientFilter
" (RecipientType -eq 'UserMailbox') -and (MobilePhone -eq '*')" -RecipientContainer

"CompanyDemo.local" -OrganizationalUnit "CompanyGroups"

Create Dynamic Distribution Group for mailbox users and mail users with a
mobile phone number

Mailbox users and mail users with a mobile phone number

is created in the CompanyGroups OU, and will search the entire Active Directory.

Please adjust the Active Directory domain name and the OU name to your environment.

New-DynamicDistributionGroup -Name "MobilePhone Users" -RecipientFilter

" ((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(MobilePhone -eq '*')" -RecipientContainer "CompanyDemo.local" -OrganizationalUnit
"CompanyGroups"




Check it in the on-premises Active Directory:

: Active Directery Users and Computers A || Name Type Description
| Saved Queries

msExchDynamicDistributionList Users with Maobils

w 5_=| CompanyDemo.local

2| Accounts MohbilePhone Users Properties 7 =
| Builtin

2] CompanyGroups General Object Securty Atribute Editor

| Computers Atrbutes:

2| Conference Rooms

= Demo Users Attribute Value ™
3| Departments msExchDynamicDLBaseDON  DC=CompanyDemo, DC=ocal

3| Domain Controllers msExchDynamicDLFiter (&((!{objectClass=user))iobjectCategm

=1 Emplovess meExchEdgeSyncConfigHags  <not set>

msExchDynamicDLBaseDN start searching at this point of the Active Directory

msExchDynamicDLFilter corresponding LDAP-Filter for the AD search

For example: mailbox users with a mobile phone number

(& (! (! (objectClass=user))) (objectCategory=person) (mailNickname=*) (msExchHomeServerN
ame=%*) (mobile=\2a) (! (name=SystemMailbox{*)) (! (name=CAS {*)) (! (msExchRecipientTypeDe
tails=16777216)) (! (msExchRecipientTypeDetails=536870912)) (! (msExchRecipientTypeDeta
11s=68719476736)) (! (msExchRecipientTypeDetails=8388608)) (! (msExchRecipientTypeDetai
15=4398046511104)) (! (msExchRecipientTypeDetails=70368744177664)) (! (msExchRecipientT

ypeDetails=140737488355328)))

To verify membership of the group, please run the following script:

$ddg = Get-DynamicDistributionGroup -Identity "MobilePhone Users”;
Get-Recipient -RecipientPreviewFilter ($ddg.RecipientFilter) | ft

name, recipienttype, recipienttypedetails

Output displayed below:

B8 Machine: CompanyEx2019.CompanyDemo.local = O X

istributionGroup
.RecipientFilter) ft name,recipienttype
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Modify Dynamic Distribution Group for mailbox users and mail users with a
mobile phone number which are shown in the address list

The recipient filter is modified to only mobile phone users which are not hidden from the
Address List by running the Set-DynamicDistributionGroup cmdlet

Set-DynamicDistributionGroup -Identity "MobilePhone Users" -RecipientFilter
{ (((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(MobilePhone -eq '*') -and (HiddenFromAddressListsEnabled -eq $false))} -

RecipientContainer "CompanyDemo.local"

Exchange Online
Use the Exchange Online PowerShell to create the Dynamic Distribution Group in
Exchange Online

Windows PowerShell 5.1 with the Exchange Online PowerShell module:

Connect-ExchangeOnline

E¥ Windows PowerShell - O *

New-DynamicDistributionGroup

Create Dynamic Distribution Group for mailbox users with a mobile phone
number
Mailbox users with a mobile phone number

New-DynamicDistributionGroup -Name "MobilePhone Users" -RecipientFilter

" (RecipientType -eq 'UserMailbox') -and (MobilePhone -eq '*')"

Create Dynamic Distribution Group for mailbox users and mail users with a
mobile phone number
Mailbox users with a mobile phone number

New-DynamicDistributionGroup -Name "MobilePhone Users" -RecipientFilter
"((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(MobilePhone -eq V*l)ll




To verify membership of the group, please run the following script:

$ddg = Get-DynamicDistributionGroup "MobilePhone Users";
Get-Recipient -ResultSize Unlimited -RecipientPreviewFilter $ddg.RecipientFilter |

ft name,recipienttype,recipienttypedetails

Output displayed below:

E¥ Windows PowerShell - O x

Get-Recipien Unli ipi L .Re::ipientFiiter ft name,recipien

Modify Dynamic Distribution Group for mailbox users and mail users with a
mobile phone number which are shown in the address list

The recipient filter is modified to only mobile phone users which are not hidden from the
Address List by running the Set-DynamicDistributionGroup cmdlet

Set-DynamicDistributionGroup -Identity "MobilePhone Users" -RecipientFilter
{ (((RecipientType -eq 'UserMailbox') -or (RecipientType -eqg 'MailUser')) -and
(MobilePhone -eq '*') -and (HiddenFromAddressListsEnabled -ne S$true)) }
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How to switch to Microsoft Graph to access mailboxes in Exchange
Online

As of version 8.5, contactSync supports Microsoft Graph to access mailboxes in
Exchange Online.

The following changes in the assigned API permissions of the App Registration in the
Microsoft Entra ID are necessary to use Microsoft Graph to access mailboxes in
Exchange Online.

The registered Application in App registrations
In the Microsoft Entra admin center menu, go to Identity, expand Applications and
select App registrations.

Micrasoft Entra admin center [ ) _

Home >
A Home . .
App registrations # - X
% Favorites v
T Mew registration =) Endpoints 2 Troubleshooting () refresh L Download [ Preview features & Got feedback?
B Identity ~ _— - .
All applications ~ Owned applications Deleted applications
® overview
2 Start typing a display name or application (client) D to filter these r. *p add filters
L users ~
1 applications found
2 Groups o
Display name Application (client) ID Createdon Ty Certificates & secrets
= DmEs ™ contactsyne Enterprise App 26535083-4b3e-4ad4-2597-2504bizbas2  8/18/2023 © current
8 Applications ~

Enterprise applications

| I App registrations

& FRoles & admins ~
Roles & admins
Admin units .
£ Leamn& support ey

Select the registered Application to see the API permissions.

Microsoft ETMER S cerrier e L _

A Home '

= contactSync Enterprise App | APl permissions = X
% Favorites e
& Identity B ovendew 0t can be customized per

tions where this app will be used. Learm

& Qu t

@ overview Cuicistart
5 # Integraticn assistant
R users v ) -
Configured permissions

Manage
o Groups hd Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of

B Branding & properties configured permissions should include all the permissions the application needs. consent
& Devices ' 3 .

D Authentication -

e + Add a permission " Grant admin consent for NETsec Demo
B8  Applications fa Certificates & secrets
API / Permissions na...  Type Description Admin consent req...  Status
Enterprise applications Il Token configuration .
I <+ AP permissions I S
I App registrations et Application  Manage Exchange As Application es @ Granted for NETsec Dema ==«

& Expose an AP

Yes & Granted for NETsec Demo ==+

¢ Application Use Exchange Web Services

& Foles & admins ~ - e 9
B silling N & Owners
5} Settings ~ & Roles and administrators

. H nanifest
8 Protection v

¥ Support + Troubleshooting
& Learn & support P £* Troubleshooting
4 Newsupport request To view and manage consented permissions for individual apps, 5 well a3 your tenant's consent settings, try Enterprise apphication




The Exchange.ManageAsApp permission is also required to access Exchange Online
mailboxes via Microsoft Graph.

API / Permissions name Type Description Admin consent requ... 5tatus
~ Cffice 365 Exchange Cnline (2) wes
ExchangeManagefsApp Application  Manzage Exchange As Application Yes @ Granted for NETsec Demo =+»

full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes @ Granted for NETsec Demo e

The full_access_as_app permission allows to access Exchange Online mailboxes via
Exchange Web Services and is not needed to access Exchange Online mailboxes via
Microsoft Graph.

Remove API permission for Exchange Web Services, if applicable

The full_access_as_app permission can be removed, except you use contactSync
policies, which are synchronizing contacts from a Public Folder, that are located in
Exchange Online, which at the moment need the full_access_as_app permission for
Exchange Web Services.

If the full_access_as_app permission is not be needed anymore, it is necessary to
Revoke admin consent first and then to Remove permission at the context menu of
the permission entry.

APl / Permissions name Type Description Admin consent requ... Status

~ Office 363 Exchange Online (2)

Exchange.ManageAsApp Application  Manage Exchange As Application Yes @ Granted for NETsec Demo «+»
full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes ATt o T e -
Remove permission

Revoke admin consent
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
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API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

Microsoft E admin cent P Search resources, services, and docs (G+/)

* Favorites
D Identity
@  overview

8 Users
= Groups
& Devices
i) Applications
Enterprise applications
I App registrations
S. Roles & admins

2 Learn & support

~

Home > App registrations > contactSync Enterprise App

= contactSync Enterprise App | APl permissions = x

<

Overview

& Quickstart

# Integration assistant
Manage

= eranding & properties

D Authentication

Certificates & secrets
" Add a permission |~ Grant admin consent for NETsec Demo
Il Token configuration

9 AP permissions

@ Expose an API

App roles
& Owners

k. Roles and administrators

B ndonifact

() Refresh 27 Got feedback?

@ The "Admin consent required” column shows the default value for an crganization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your crganization, or in organizations where this app will be used. Leam
more

Configured permissions

Applications are autherized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more about permissions and consent

APl / Permissions na... Type Description Admin consent req...  Status

To view and manage consented permissions for individual apps, as well 2s your tenant's consent settings, try Enterprise applications.

Select the Microsoft APIs and click on Microsoft Graph

Identity

Querview

>

0]

B users

2 Groups

& Devices

B Applications
Enterprise applications

I App registrations
Roles & admins

‘%
& Protection
=

Identity Governance

&

External |dentities

osoft E admin cent: P Search resources, services, and docs (G+/)

-

nterprise App | AP

% contactSync Enterp

B overview
& Quickstart
#' Integration assistant

K Diagnose and solve problems

Manage

= Branding & properties

3 Authentication
Certificates & secrets

il! Token configuration

- AP permissions

@ Expose an API

Select Application permissions

Identity

Querview

Y

0]

B users

2 Groups

& Devices

B Applications
Enterprise applications

I App registrations
Roles & admins

%
& Pprotection
=

Identity Governance

T

External Identities

Request API permissions %

Select an API -
Microsoft APls  APls my organization uses My APIs

Commonly used Microsoft APIs

Microsoft Graph

‘\ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility = Security, and Windows 10.
\ " Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and more

< through a single endpoint.

n ?::.E: E[:mmunimim. 2 :::.E: Esighu Management FA, Asure Servce Mansgement
Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
the same secure CPaa$ platform used protected content functionality available through
by Micrasoft Teams the Azure portal

osoft E admin cent: P Search resources, services, and docs (G+/)

~

-

> contactSync Enterprise App | AP

% contactSync Enterp

B overview
& Quickstart
#' Integration assistant

X Diagnose and solve problems

Manage

= Branding & properties

3 Authentication
Certificates & secrets

{I! Token configuration

- AP permissions

@ Expose an API

Request API permissions X

CAll APIz -

@ Microsoft Graph '

https;//graph.microsoft.com/ Docs

‘What type of permissions does your application require?

Delegated permissions Application permissions

Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user.

Select permissions expand all

ssion to filter these results

|I’ Start typing a per

Permission Admin consent required
> AccessReview

> Acronym




Search for contact and expand the Contacts in the result list.

Select

Contacts.ReadWrite

Identity

Querview

>

0]

B users

2 Groups

& Devices

B Applications
Enterprise applications

I App registrations
Roles & admins

‘%
B Pprotection
=

Identity Governance

)

External |dentities

Show more

P Search resources, services, and docs (G+/)

~ " - > contactSync Enterprise App | AP

- contactSync Enterp

g -
-<

Y
B Overview
Y & Quickstart
A # Integration assistant
K Diagnose and solve problems
Manage
B Branding & properties
v
3 Authentication
N Certificates & secrets
) il! Token configuration
- AP permissions
v
@ Expose an API
App roles
£ Owners

Request API permissions

< All APIs
, Microsoft Graph
‘g' https://graph.microsoft.com/ Docs (!

‘What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

expand

all

P contact

X

Permission

v/ Contacts (1)

Contacts.Read (
Read contacts in all mailboxes

O

Contacts.ReadWrite @O
Read and write contacts in all mailboxes

> OrgContact

Search for mail and expand the Mail in the result list.

Select

Mail.ReadWrite

and
Mail.Send

osoft Ei

Identity

Overview

>

O]

8 users

2 Groups

£ Devices

@  Applications
Enterprise applications

I App registrations
Roles & admins

&%
& Protection

Identity Gevernance

&

External Identities

Show more

2 Learn & support

Admin consent required

£ search resources, services, and docs (G+/)

A ™ .. > contactSync Enterprise App | AP
- contactSync Enterp
Y
AP search <
™ B overview
' & Quickstart
~ # Integration assistant
# Diagnose and solve problems
Manage
B2 Branding & properties
~ D Authentication
™ Certificates & secrets
~ ! Token configuration
= AP| permissions
A
& Expose zn API
App roles
42 Owners
ik Roles and administrators
B Manifest
support + Troubleshooting
& New support request
~

Request APl permissions

<Al &PIs
Microsoft Graph
https://graph.micresoft.comy Docs

What type of permissions dees your applicaticn require?

Delegated permissions

Your application needs to access the AP a5 the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or dazmen without a
signed-in user.

expand all

£ mail

X

Permission

> MailboxFalder

> Mailboxitem

> MailboxSettings

v Mail (2)

MailRead @
Read mail in all mailboxes

Mail.ReadBasic
Read basic mail in all mailbaxes

Mail.ReadBasic.All
Read basic mail in all mailboxes
Mail.Readwrite @

Read and write mail in all mailboxes

B 00O O

Mailsend ©
Send mail as any user

<]

> User-Mail

ions Discard

Admin consent required

Yes

Click Add permissions
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Click Grant admin consent for your tenant.

=

rosoft Entra admin center £ Search resources, services, and docs (G+/)

& Identity ~ =+ > comtactS rprise App | API permi
@ overview - contactSync Enterprise App | APl permissions & - X
9\ Users e R o]
F ) Refresh A Got feedback?
' Groups N .
B Overview A You e editing permissionts] ko your sgplication, users will have b consent even i they've already done 50 previoushy.
& Devices e & Quickstart
A" Integration assistant
B applications ~ - e e
¥ Diagnose and solve problems @ The “Admin consent required” cohamn shaws the default value for an organizstion. Hawever, user consent can b customized per -
Enterprise applications permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage s
I App registrations
B Branding & properties . .
i Configured permissions
%o Roles & sdmins > D Authentication
. ) Applications are authorized 1o call APIs when they are granted permissions by users/adming a5 pant of the consent process. The list of
8  protection v Certificates & secrets configured permissions should inchude all the permissions the application needs. Leam mare about permissions and consent
m
Identity Govemance N Il Token configuraticn = Add a permission " Grant admin consent for NETsex Demo
9 AP permissions AP/ Permissis it i
- $510NS namie Type Description Admin consent required  Status
BB External identities v / P il b
& Expose an AP
=== Show more |
R App roles Application  Read and write contacts in al.. Yes A Mot granted for NETsee | +es
& owners application  Read and write mail in all ma... Yes A Not granted for NETsee | »on
& Rolesand administrators Send Application  Send mail as any user Vs A Mot granted for NETsec
M nanifest o 2
Onfine {2)
Support + Troubleshooting anted for NETsec Demo ==

ange Manag

Application  Manage Exchange As Applic_.  Yes [}

eAsAp;

& MNew support request

& Learn & suppert ey To view and manage consented permissions for ndrvidual apps, a5 well 35 your tenant's consent settings, b

Click Yes to confirm the consent.

et e SO S o el _

Microsoft Entra admin

D Identity ~ == » contactSync Enterprise App | APl permissions contactSyr contactSync Enterpri
@ overview - contactSync Enterprise App | APl permissions & - X
9\ Users e R o]
F ) Refresh A Got feedback?
' Groups g m
Cvenview . . .
Grant admin consent confirmation,
B Devices v & Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any
’ existing admin consent records this application already has to match what is listed below.
# Integration assistant
Bl Applications s
. X
X Diagnose and solve problems
Enterprise applications R
Manage e
I App registrations
B Branding & properties . .
i Configured permissions
%o Roles & sdmins > D Authentication
. ) Applications are authorized 1o call APIs when they are granted permissions by users/adming a5 pant of the consent process. The list of
8  protection v Certificates & secrets configured permissions should inchude all the permissions the application needs. Leam mare about permissions and consent
m
Identity Govemance N Il Token configuraticn = Add a permission " Grant admin consent for NETsex Demo
9 AP permissions AP/ Permissis it i
- $510NS namie Type Description Admin consent required  Status
BB External identities v / P il b
& Expose an AP
Show more |
BL App roles Application  Read and write contacts in al.. Yes A Mot granted for NETsec | +or
& owners application  Read and write mail in all ma... Yes A Not granted for NETsee | »on
& Roles and administrators Application  Send mail as any user s A Not granted for NETsee | ven
M nanifest 2
Support + Troubleshooting ange.Managedsd Apphcation  Manage Exchange As Apphc..  Yes @ Granted for NETsec Deme
& New support request
& Learn & suppert Fat Te view and manage consented permissions for mdnvidual apps, a5 well a5 your tenant's consent settings, b
«




API permissions are assigned to the registered Application.

Policies synchronizing contacts from Exchange Online and from Shared Mailboxes, which
are located in Exchange Online, need these API permissions.

Microsoft Entra admin center [T e, _
& Identity A % .. > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions = X
8 users ~

< Oretsn A cotfeedbacs
2 Groups N "
'8 Overview © Successiully granted sdmin consent for the requestad parmissions.
& Devices v £ Quickstart
BB} applications 2 # Integration assistant
¥ Diagnose and solve problems The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per =
9 p i & p
Enterprise applications permission, user, o app. This column may not reflect the value in your organization, or in organizations where this app will be used. Learn
Manage e
I App registrations
&2 Branding & properties X L.
Configured permissions
&) Mo e D Authentication
Aapplications are authorized to call APIs when they are granted permissions by Users/admins as part of the cansent pracess. The list of
A Pprotaction ~ Cortificates & secrats configured permissians should include all the permissions the application needs. Learn more about permissions and consent
m
Identity Governance v 1! Token configuration = Add a permission /" Grant admin consent for NETsec Dema
T B i — > APl permissions API / Permissions na... Type Description Admin consent req...  Status
{8 External Identities
[~
Expose an API v Microsoft Graph (3
Show more S App roles
= App Contacts.ReadW Application  Read and write contacts in all mailboxes  Yes @ Granted for NETsec Demo ++»
48 Owners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo +e
Ml Maniest v Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application s @ Granted for NETsec Demo ==+
& New support request
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
2 Learn & support ~
«

Update the Environment Configuration in contactSync

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog and uncheck the Exchange Web
Services, if you have removed the full_access_as_app permission.

Assigned AF| permissions

| Microsoft Graph LL'

Exchange \web Services '-._!,J
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General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchan

| Credentials |
| G | @ G | @ | Phodty | @ | KRemove| @
|zemame Max. Connection
Primary Mailbox Account
.currtac:tS'_.'nc Enterprise App 2
Ll] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly fzure
ADY App registrations that enables access to BExchange Online.

Organization / Tenant @

|na¢secdemntenarrt.unmimsuﬁ.cum |

Application Display Name @

|currtad5'_mc Enterprise App |

Application ID @
14026243-2793-4430 bad 143052 1184f0 |
[ Certificate |

Friedly Mame NETsecDemao from contactSyncl3
Mot After 2026-04-25
Subject CHN=NETsecDemoFromContactSyncl3
Thumbprint 3216130EDBIAR176F T24BE5038B2A428E8FB2202
Has Privatekey True
User NETSECDEMO \svc_contactsyne
Choose Certicate | | Crete Certficate @

| Assigned APl permissions |

Microsoft Graph @

[ | Exchange \web Services @




Policies synchronizing contacts from Public Folder, which are located in Exchange Online,
which at the moment need the permission for Exchange Web Services.

Microsoft Entra acimin center e e e e S ) _
S Identity A = - > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App | APl permissions > App registrations > contactSync Enterprise App
® oveniew - contactSync Enterprise App | APl permissions % X
8 users Y

« () Refresh | @& Got feedback?
2 Groups v ™
I& Overview @ Successfully granted admin consent for the requested permissians.
& Devices v 4 Quickstart
BB} applications 2 # Integration assistant
X Diagnose and solve problems @ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per =
Enterprise applications permission, user, or app. This column may not reflect the value in your erganization, or in organizations where this app will be used. Leam
Manage —
I App registrations
= Branding & properties ) L
Configured permissions
& Roles & admins Y .
D Authentication .
Applications are authorized to call APIs when they are granted permiszions by users/admins 23 part of the consent process, The list of
B protaction v Certificates & secrets configured permissions should include all the permissions the application needs. Learn more about permissions and consent
"
I8 Identity Governance v 1! Token configuration t add a permission  ~ Grant admin consent for NETsec Demo
- AP permissions ;. o
~ N API / Permissions na... Type Description Admin consent req...  Status
&9 External Identities ~ ! P P a
@
Expose an AP| \v Microsoft Graph (3)
Show more s Ao roles
PP Contacts Read\ Application  Read and write contacts in all mailboxes Yes @ Granted for NETsec Demo ++»
& Ouners MailReadWrite Application  Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo +e
& Roles and administrators MailSend Application  Send mail as any user Yes @ Granted for NETsec Demo +e
ul Menvest \~ Office 365 Exchange
Support + Troubleshooting ExchangeMana; Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==+
& New support request full_access as_a; Application  Use Exchange Web Services with full a...  Yes @ Granted for NETsec Demo =+«
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
2 Learn & support N
«

Update the Environment Configuration in contactSync

Accordingly, select Microsoft Graph and Exchange Web Services at the
Assigned API permissions group box in the Exchange Online App Registration
dialog.

Assigned AF| permissions

| Microsoft Graph LL'
@

| Exchange Web Services
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General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchan

| Credentials |
| G | @ G | @ | Phodty | @ | KRemove| @
|zemame Max. Connection
Primary Mailbox Account
.currtac:tS'_.'nc Enterprise App 2
Ll] Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly fzure
ADY App registrations that enables access to BExchange Online.

Organization / Tenant @

|na¢secdemntenarrt.unmimsuﬁ.cum |

Application Display Name @

|currtad5'_mc Enterprise App |

Application ID @
14026243-2793-4430 bad 143052 1184f0 |
[ Certificate |

Friedly Mame NETsecDemao from contactSyncl3
Mot After 2026-04-25
Subject CHN=NETsecDemoFromContactSyncl3
Thumbprint 3216130EDBIAR176F T24BE5038B2A428E8FB2202
Has Privatekey True
User NETSECDEMO \svc_contactsyne
Choose Certicate | | Crete Certficate @

| Assigned APl permissions |

Microsoft Graph @

[#] Exchange \web Services @




How to switch from user-based authentication to certificate-based
authentication

As of February, 2025 Microsoft has mandated MFA to authenticate to Microsoft 365.

Microsoft 365 Blog - Announcing mandatory multifactor authentication for the
Microsoft 365 admin

https://techcommunity.microsoft.com/blog/microsoft 365blog/announcing-mandatory-
multifactor-authentication-for-the-microsoft-365-admin-cent/4232568

Due to this requirement, user credentials will need to be removed from the contactSync
Environment Configuration, and replaced with certificate authentication via App
Registration.

Note the e-mail address of the service account used and delete the user-based
credential

To make this switch, please open the Environment Configuration and select the
Exchange Online tab.

METsec Demo - Environment Configuration - [ =

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

{ Credentials |
C Grd | @ Gad | @ | Aoty | @ | BRemove | @
lUsemame Max. Connection
Prirnary Mailbox Account
ﬁseviceaccuum @Enetsecdemo.com 2
| Orgamzation Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
of Ok €3 Cancel = 2pply

Then double-click the Primary Mailbox Account to open the Exchange Online
Credentials dialog window, and note the primary E-mail address which has been used.
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[#] Exchange Online Credentials X

User-10: |sewiceaccnunt@netsecdemn.com | @
Password: |................ | @
I E-mail: |serviceaccourlt@netsecdemo.com I | @

oo o s iary o] ®

——| The authentication method for Exchange \web Services of the Microsoft 365 tenant |

Please login for the Modern Authentication OAuth 2.0

®) Modern Authentication OAuth 2.0 @

‘ o Aeply | ‘ €3 Cancel ‘

After noting this, please close the dialog window and select the primary mailbox account,
then click the remove button

METsec Demo - Environment Configuration - [ x
General Exchange Scenario | Exchange Online
s

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

(Credentials |
C Gadd | @ | Gad | @ | AMody | @ | 3 Remove

Max. Connection

|Isemame

Prirnary Mailbox Account

serviceaccount @netsecdemo com

| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud -

-f{]h; ﬁCanDel E;::_




Create a certificate-based credential and use the mailbox of the service account
Next, click the Add button on the left to open the Exchange Online App Registration
dialog window, shown below. Check the Set as Primary account in the checkbox and
insert the previously noted email address into the Email Address field.

For further instructions, please see the section titled Exchange Online certificate-
based authentication via App Registration.

m Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant (_fj
Application Display Name L,T,l
Application 1D (€3]
| Certificate |
Friedly Name FriedlyMame
Mot After Not After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
. . T
Chocse Certificate | | Create Certificate ey

| Assigned AP| permissions |

Microsoft Graph (_f:l

[ | Exchange Web Services @

Mazximum

Connection @ Set &s primary account \T)

Email Address \T)

serviceaccount @netsecdemo com| |
| ¢ Apply | ‘ ﬁ Cancel ‘
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After switching to certificate-based authentication, remove the permission of the

user-based authentication in Mi

crosoft Entra ID

Remove Enterprise Application NETsec contactSync, which was created by Modern

Authentication OAuth 2.0.

To accomplish this, in the Microsoft Entra Admin Center, go to Applications >
Enterprise Applications > All applications, and search for contactSync.

Microsoft Entra admin center P search resources, services, and docs (G+/)
-

A Home . o o
Enterprise applications | All applications X
‘ ¥ What's new

Bl Diagnose & solve problems « + New application () Refresh & Download (Export) O rreviewinfo Columns [ Preview features

Overview
* Favorites v O overview Wiew, filter, and search applications in your organization that are set up ta use your Microsoft Enra tenant a5 their Identity Provider,

X Diagnose and solve problems The list of applications that are d by your or are in application
@ Identity ~

Manage \;J contactsync % | Application type == Enterprise Applications < Application ID starts with X T Add filters
@ overview B All applications 2 applications found

+ . .
@ wemn o B private Network connectors Name L Object D Application ID Homepage URL Created on

& User settings . contactSync Enterprise App cob41bfo-efdf-43b4-... a6f20ce3-7f70-4953-... 30.11.2022
A Groups ~

B8 App launchers Ll'ﬂ NETsec contactSync ee006102-d152-47b.., eb937532-¢685-423... https//www.netsec... 23.4.2020
£ Devices ~ . <

®! Custom authentication

extensions

@ Applications ~

Security

| Enterprise applications

& Conditional Access

App registrations
) Consent and permissions

B Protection v .
Activity
& Learn & support A D sign-inlogs

‘ « fifl Usage & insights

Home » NETsec GmbH & Co. KG > App registrations > Enterprise applications

Select NETsec contactSync, then go to Properties, and click Delete.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

® overview plications | A
'I! NETsec contactS
R Users o M K
Enterprise Application
A2 Groups v
# Overview
&£ Devices N~
Deployment Plan
E Applications N
X Diagnose and solve problems
Enterprise applications
I L i Manage
App registrations
%s Roles & admins A &2 Owners
& Roles and administrators
Roles & admins
& Users and groups
Admin units
D Ssingle sign-on
Delegated admin partners Provisioning
B siling v C  self-service
& Settings A
Security
Preview hub
& Conditional Access
Domain names B
' + Permissions

@ Token encryption

applications > NE

ync | Properties

&7 Got feedback?

View and mapae€ application settings for your organization. Editing properties like display information, user sign-in
d user visibility settings requires Global Administrator, Cloud Application Administrator, Application
inistrator roles. Learn more

Some of the displayed properties that are not editable are managed on the application registration in the application's
home tenant.

Enabled for users to sign-in? Yes No
Name ©

Homepage URL © | https://mww.netsec de/en/products/contactsync/overview.html

Logo

Application ID © | eb937532-e685-4233-9582-e4a3d9d7db14 D|
Object ID © | dbee7bas-e213-4d1d-9b50-b8432e209366 n|
Assignment required? ( ve: @D

Visible to users? Yes No




Next, remove the service account from the Exchange Administrator role and/or
Exchange Recipient Administrator.

To accomplish this, go to Roles and Admins > Roles and Admins > All Roles, then
search for Exchange and select the relevant role (Exchange Administrator or
Exchange Recipient Administrator).

Microsoft Entra admin center [T s _

Home > NETsec GmbH & Co. KG >

B Identity ~
o o 2 Roles and administrators | All roles X
verview ]
R Users v < + Newcustomrole [i] © ole L Download assignments () Refresh S Preview features A7 Got feedback?
- &, Allroles
hvd
Hes @ Gotjust-in-time sccess 1 a role when you nesd it using PIM. Learn more about PIM =
& Protected actions
I Devices v .
K Diagnese and solve prablems (D Your Role: Global Administrator and 1 ther roles
~ . -
8 applications Activity Administrative roles
) ) Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access
Enterprise applications I= Access reviews to manage broad application configuration permissions without granting access to manage other parts of Microsoft Entra 1D not related te application
configuration. Leam mare.
App registrations & Auditlogs i
Learn more about Microsoft Entra ID role-based access control
& Roles & admins ~ Troubleshooting + Support
- [© exchange | add filters
& New support request
| Rotes & acmins
Role Ty Description Privileged Ty Ass.ty Type I

Admin units Can manage all aspects of the -
[ Exchange Administrator Exchange product 5 Built-in
Delegated admin partners Can create or update Exchange Online
[ Exchange Recipient Administrator recipients within the Exchange Online 4 Built-in
B siling ~ organization,
& settings s .
& Learn & support A

On the Assignments page, check the checkbox which corresponds to the contactSync
account then click Remove assignments.

Ent A plicat NE P R Al
® overview 3PF
sa Exchange Administrator | Assignments - X
R users v o
' Groups e t Add assignments | X Re 4 Download assignments () Refresh (' Manage in PIM
X Diagnose and solve problems
& Devices v
Manage
ﬁ Applications A
& Assignments
Enterprise applications N e
Description
P Name UserName Type Scope
App registrations
Activity sve_contactsync svc_contactSync@partnerDemo.de  User Directory
S .
I'?' ST # Bulk operation results O sve_caLsync Sve_GALsync@PartnerDemo.de User Directory
Roles & admins Troubleshooting + Support
Admin units & New support request
Delegated admin partners
@ Billing v
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Remove the service account from the Application Impersonation Role in the
Exchange Admin Center of Exchange Online.

Important: the Application Impersonation Role in the Exchange Admin Center of the
on-premises Exchange Server are still necessary for the service account to
synchronize contacts into mailboxes with contactSync.

In the Exchange Admin Center, navigate to Roles > Admin Roles and click onto the
Impersonation Role. Go to the Assigned tab and select the account, then click

Delete.

i1 Exchange admin center L Search (Preview)

@ Home

8 Recipients
Mailboxes
Groups
Resources

Contacts
= Mail flow
S Roles

| Admin roles
User roles

Outlook web app policies
3 Migration
dfi Mobile

k* Reports

[ Copyrole group [i] Delete

Role group |

HelpdeskAdmins_-1602052503

Hygiene Management

@  Impersonation Role
Information Protection

Information Protection Admins

Information Protection Analysts

Information Protection Investigators

Description

group

Membership in
role group is ne
include cross-se
and Microsoft §
member of the
that group.

Members of thi
permissions for

For internal apg

Full control ove
policies, DLP, al

Create, edit, ant
Manage endpo

Access and mar
sensitivity label:

X

Impersonation Role

General  Assigned  Permissions

These are the admins assigned to this role. You can add or remove admins from this
role group here.

15selected X | O Search

®  Adminname Type

svc_contactSync UserMailbox



How to recreate an expired App registrations Certificate

If the App Registrations certificate has expired, the associated Environment
Configuration and policies will be tagged with a red X, and it will be necessary to
generate a new certificate to be uploaded to the App Registration in Microsoft Entra
ID.

[#] METsec contactSync

FILE ACTION  OPTIONS HELF

0 Elﬂ contactSync £  All Employees

I'J PartnerDemo Exchange Online
@@ All Emol g @Create Environment & Create Palicy @Edit @Delete
ployees

----- £ Shared Mailbox Contacts @} Settings [ﬂ Exchange @ Environments | &F Policies Eﬂ Status
Mame Cerificate expires =~ Description
@ PartnerDemo Exchange Online 2025-02-12

The log entry below confirms the certificate has expired and a new one will need to be
linked to the application.

2 log20250219015614_614x00016.txt - NETsec LogViewer Details

Timestamp

20250219_015616_454

Policy

AllEmplayees.xml

Typ

Error

Code

40145

Task

3as

Thread

28

Source

METsec.RemotePowerShelllibrary. RemotePowerShellConnection TaskConnectToRemote PowerShell)
Message

abec5Tof-fe0a-4439-bf0e-4e1014a74e61 | Connect-ExchangeOnline command execution Exception: The certificate is expired, Please link a new
certificate to your app and pass the valid value,

Exmessage

The certificate is expired. Please link a new certificate to your app and pass the valid value.

Exsource
Microsoft.Exchange Management. AdminApiProvider
Extargetsite
System.Security.Cryptography X509Certificates X5309Certificate2 GetCertificate
[Microsoft.Exchange Management. AdmindpiProvider. Authentication. TokenProviderContext)
Exstacktrace
at Microsoft Exchange.Management.AdminApiProvider. Authentication. Certificate ProviderUtils. GetCertificate(TokenProviderContext context)
at Microsoft.Exchange.Management.AdminApiProvider. Authentication. M5ALTokenProvider.GetConfidentialClientInstance()
at Microsoft.Exchange.Management.AdminApiProvider.Authentication. M5ALTokenProvider.ctor(TokenProviderContext tokenProviderContext,
ICmdletLogger emdletlogger)
at Microsoft.Exchange.Management.AdminApiProvider.Authentication. TokenProviderFactory.CreateTokenProvider(TokenProviderContext
context, ICmdletlogger cmdletLogger)
at Microsoft.Exchange.Management.ExoPowershellSnapinGetConnectionContext.ProcessRecord()
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To create a new certificate, go to the Environment Configuration and select the

Account used for App registration (contactSync Enterprise App), then click Modify.

£

PartnerDemo Exchange Online - Environment Configuration

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.

All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |

| G | @ G | @ | Phodty | @ | KRemove| @

|lzemame

Primary Mailbox Account

Max. Connection

| Organization Settings |

Instance hosted by

Microsoft 365 or Microsoft 365 GCC

Microsoft Azure public cloud

o Ok

€3 Cancel




In the Exchange Online App Registration window, click Create Certificate.

El Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Organization / Tenant @

|partnerdemntenarrt.unmimsnﬁ com |

Application Display Name @

|cnrrtact51_mc Enterprise App |

Application ID @
|aefb5e6d-Tde6-4cbb-50df-33dcc5a920% |
Certiiate |

Friedly Mame ParnterDemo Tenant From PartnerContactsyncls
Mot After 2025-02-12
Subject CN=FarnterDemoTenantFromPartnerContactsynclh
Thumbprint 0794 EBGBD293 205424671 TASTCIDEIEOFT428F DG
Has Privatekey True
User PARTHERDEMO\svc_contactsync
Choose Certficate | I " Creste Certificate | @

| Assigned AP| permissions |

Microsoft Graph @

|| Exchange \web Services @

-~

Email Address

® 6

svec_contactsync@partnerdemo de |

o Lpply &9 Cancel
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In the Create certificates in current user store dialog, insert Subject and Friendly
Name, afterwards click the Create button.

NETsec contactSync - X

Create certiicates m cument user stomre

Create 3 self-signed certificate for the Microsoft Entra D Enterprise Application registration.

Subject: [PartnerDemo TenantFromContact Sync2025 @
Friendly Name:  |PartnerDemo Tenant From Contact Sync 2025 @
Notifter: 21912027 - @
KeyLength: @ keySpec: |KeyExchange @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\contact Sync - @

‘certificate files
“PartnerDemo Tenant FromContact Sync2025_2027-02-19 cer

Creating s=lf-signad certificate is onby
possible starting with Windows Server 2016

'Eﬂ Certificate Directory Qﬁ? Apiply ﬁ Close




After the operation has been successfully completed, click the Certificate Directory
button to open the certificate files directory in the Windows Explorer.

NETsec contactSync - X

Create certiicates m cument user stomre

Create 3 self-signed certificate for the Microsoft Entra D Enterprise Application registration.

Subject: |F'artnerDemnTenarrtFromCorrtac:tchZﬂZE | kTJ
Friendly Name:  |PartnerDemo Tenant From Contact Sync 2025 @
Notéfter: 21912027 -] @
KeyLength: @ keySpec: |KeyExchange | {'ﬁ
FileFath: C:AProgramData*METsec GmbH & Co. KG\cortact Sync I—l @

‘certificate files
“PartnerDemo Tenant FromContact Sync2025_2027-02-19 cer

Creating self-signed cerfificatzis only
possible starting with Windows Server 2016 o Create

“PartnerDemo TenantFromContact Sync 2025 2027-02-19 cer’

Code: 0

Message: The public part of Cedificate FFEBDEVFFB1EACDB2A4127559556B2F34E57137008 is
exported to the file C:\ProgramData*METsec GmbH & Co. KiG'contact Synccerdificate files
“PartnerDemo TenantFromContact Sync2025_2027-02-19.cer.

Code: 0 |
Message: Operation successfully completed

'{Eﬂ Certificate Directory

of Spply £ Close

The Windows Explorer with the certificate files directory will be open.

_ certificate files * +
€ > T (@] J > - LlocalDisk(C:) > ProgramData > NETsec GmbH & Co.KG > contactSync >  certificate files
® New ~ Tl Sort - = View -~
/} Home Name Date medified Type Size
5 PartnerDemoTenantFromContactSync2025_2027-02-19 2/19/2025 4:50 AM Security Certificate 2KB
E Gallery
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Afterwards click Apply to close the Create certificates in current user store dialog to

save changes.

NETsec contactSync - X

Create certiicates m cument user stomre

Create 3 self-signed certificate for the Microsoft Entra D Enterprise Application registration.

Subject: [PartnerDemo TenantFromContact Sync2025 @
Friendly Name:  |PartnerDemo Tenant From Contact Sync 2025 @
Notifter: 21912027 - @
KeyLength: @ keySpec: |KeyExchange @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\contact Sync - @

‘certificate files
“PartnerDemo Tenant FromContact Sync2025_2027-02-19 cer

Creating s=lf-signad certificate is onby
possible starting with Windows Server 2016 o Create

“PartnerDemo TenantFromContact Sync 2025 2027-02-19 cer’

Code: 0

Message: The public part of Cedificate FFEBDEVFFB1EACDB2A4127559556B2F34E57137008 is
exported to the file C:\ProgramData*METsec GmbH & Co. KiG'contact Synccerdificate files
“PartnerDemo TenantFromContact Sync2025_2027-02-19.cer.

Code: 0 |
Message: Operation successfully completed

'-'Eﬂ Certificate Directory

ﬁ Close




Also click Apply on the Environment Configuration window to save the changes.

L‘.-.l Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Organization / Tenant @

|partnerdemntenarrt.unmimsnﬁ com |

Application Display Name @

|cnrrtact51_mc Enterprise App |

Application ID @
|aefb5e6d-Tde6-4cbb-50df-33dcc5a920% |
Certiiate |

Friedly Mame PartnerDemeo Tenant From ContactSync 2025
Mot After 2027-02-18
Subject CN=FartnerDemoTenantFromContactSync2 025
Thumbprint JFBDETFFE1EACDB2A41275505582F 34ER7137008
Has Privatekey True
User PARTHERDEMO\svc_contactsync
Choose Certficate | | Create Certficate @

| Assigned AP| permissions |

Microsoft Graph @

|| Exchange \web Services @

Maxi
Goanection @ 7] Setas primar

Email Address

&

@

svec_contactsync@partnerdemo de |

€3 Cancel
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Go back to the Windows Explorer with the certificate files directory again and copy
the path of the certificate files directory into clipboard.

certificate files * +
™ (€] %
® New - T Sart - = View - a
~
A Home Name Type Size
5 PartnerDemoTenantFromContactSync2025_2027-02-19 Security Certificate 2KB

E Gallery

Login to Microsoft Entra admin center with a Global Administrator account, and go
to Applications > App registrations.

If the contactSync application is not displayed, click All Applications.

O — P Seach resoues, sevices,and docs (647 _

Home > contactSync Enterprise App | Certificates & secrets >

D Identity ~
O o App registrations X
verview

A Users N4 { New registration @ endpoints X Troubleshoot () Refresh L Download [l Preview features | &7 Got feedback?

~
" Groups All applications ~ Owned applications ~ Deleted applications
&1 Devices 4

|,'J Start typing a display name or application (client) ID to filter these r. +7 Add filters
| B Applications ~ |

2 applications found
Enterprise applications

Display name Application (client) ID Created on T Certificates & secrats
I App registrations contactsync Enterprise App aefbSe6d-7de6-Acbb-00df-93dcc5ag205¢ 9/19/2022 © Expired
& Protection ~ H GALsync Enterprise App 2376cfAc-816¢-4b87-87d6-7013d7d6abse 9/13/2022 @ current

Click onto the contactSync Enterprise App.



Go to Certificates & secrets or click on the notification which prompts you to create a
new certificate.

Microsoft Entra admin center £ SN AN E _
a

Home > contactSync Enterprise App | Certificates & secrets > App registrations >

S Identity ~
3 contactSync Enterprise A| E X
© overiew o Y P PP
R users e « @ Delete & Endpoints [l Preview features
o .
' Groups Grzt € A certificate or secret has expired. Create anew one =>
N & Quickstart
&1 Devices ~ n
Integration assistant A Essentials
B3 Applications ~
K Diagnose and solve problems Display name contactsync Enterprise App Client credentials 4 certificate_0 secret
=TT RpEE e Manage Application (client) ID aefbSe6d-7de-4cbb-00df-03dcc5292051 Redirect URls Add a Redirect URI
I App registrations Object ID : d2c76814-23bb-4d47-957f-63289e02372a Application ID URI : Add an Application 1D URI

= Brending & properties
Directory (tenant) ID : €8710f0b-1cbf-4c4c-a573-2ddcadbggsat Managed application in |... : contactsync Enterprise App

Protection ~ D Authentication

iy EEEE ~ Certificates & secrets

Token configuration @ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continue to
External Identities ~ ! provide technical suppart and security updates but we will no longer provide feature updates. Applications will need to be upgradad to Microsaft Authentication Library (MSAL)
and Microsoft Graph. Lear more

Supported account types ; My organization only

M

&

- APl permissions
Show more

@ Expose an AP

Go to Certificates & secrets and click onto the Certificates tab.

S e e e e _

Microsoft Entra admin ct

S identity A~ ° Home > contactSync Enterprise App | Certificates & secrats > App registrations > contactSync Enterprise App
o o contactSync Enterprise App | Certificates & secrets = X
verview
& Groups v # overiew
3 & Quickstart Credentials enzble confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
B Devices e scheme), For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.
#’ Integration assistant
B3 Applications ~
K Diagnose and solve problems .
Enterprise applications @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Manage
I App registrations -
B Branding & rti
raneing s properties Certificates (4)  Client secrats () Federated credentials (0)
Protection v 9 Authentication -
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.
Certificates & secrets,

M

Identity Governance ~
. Token configuration T Upload certificate
{1 Extemal Identities ~
S API permissions Thumbprint Description Start date Expires Certificate ID
Show more a ;
Expose an APl 0794EB68D293205A246717A07C396. CN=ParnterDemoTenantfromPartner...  2/11/2025 2/12/2025 @ a8b07e5f-c2bc-4796- w
2 protection o App roles FCEBIEOCTBACSEGDBISAIAE GEBABT. CN=PartnerDemoFrom Contactsynct 4252024 425/2026 2bdazffs-bzca-d7ga-.. O [
&
& Owners 6ABIEECDODEO4SDS4A14FD436270...  CN=PartnerDemoFrom ContactSync2 5/2/2024 5/2/2026 30a0428a-7ded-4232. m
Identity Governance v . Roles and administrators 0F902743C002E78B67ECT ERTIFO14B, CN=PartnerDemoTenantFromPartner...  1/29/2025 1/29/2027 1d1d7787-0e13-4f02.

Delete the expired certificate then select Upload certificate.

Microsoft Entra admin center 2 S o e s e _

dentity A Home > contactSync Enterprise App | Certificates & secrets > App registrations > contactSync Enterprise App
contactSync Enterprise App | Certificates & secrets X
Overview

& 8 £ » 0 ¢

Groups ~ & Overview
3 & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS

Devices h scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

# Integration assistant
Applications A

K Diagnose and solve problems

x

Enterprise applications @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Manage

I S B Branding & properties

- 9 &prop Certificates (4)  Client secrets (0)  Federated credentials (0)

Protection v D Authentication -
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to as public keys.

Certificates & secrets

[T -]

Identity Govemance ~
- Il Token configuration
{1 Extemal Identities v
9 API permissions Thumbprint Description Start date Expires Certificate ID
Show more -
@ Expose an API 0704EB63D293205A24671TAGTC396.. CN=ParnterDemoTenantFrompartner.. 2/11/2025 2/12/2025 @ a8b07e5f-c2bc-4796- w
N e o i App roles FCEBIEOCTBACSEGDBI3ASAEGEBAST. CN=PartnerDemoFromContactsyncl 4/25/2024 4/25/2026 2bgd2ffs-baca-d7sa-. I [
& owners 6ABTEECDIDEQ4SDS4A14FD43627D..  CN=PartnerDemoFromContactSync2 5/2/2024 5/2/2026 30ag94a8a-7ded-4232.. O [
Identity Governance v & Rolesand administrators QFO02743C092E78867ECIERTIFO148.,  CN=PartnerDemoTenantfromPartner..,  1/29/2025 1/29/2027 1d1d7787-0e13-4f02 w
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Click onto the folder icon for upload a certificate (public key), paste the copied path in
the Open dialog, select the new certificate, then click Open.

@ open X e
Upload certificate %
&5 v 4 T« NETsecOmbH&Co.KG » contactSync > certificate files v O Sesrchcentificate files »
P =. [ @ Uplosdacerifiste (publickey) sith one of thefollowing fle types: cer pem, crt
. [ selecta file |
A Name Date medified Type Size
ome
! Desaription
|5l PartnerDemoTenentFromContactSync2D... 2/19/2025 4:50 AM Security Certficate 2k8 - —

| Gallery ‘ Enter a description for this certificate ‘
> @ OneDrive - Perss

O Desktop ~ #

- Downloads #

= Documents #

Pictures »

@ Music »*

File name: | PartnerDemoTenantFromContactSync2025_2027-02-13 | custom files ~
Upload from mobile | | Open (& Cancel B

After the certificate upload has been successfully completed, click Add.

Upload certificate @ upioad completed for X
PartnerDemoTenantFromContactSync202...

1.31 KiB | "Streaming upload”
Upload a certificate (public key) with onewrmmesonmowngmeypesscenmpemmues

| "PartnerDemoTenantFromContactSync2025_2027-02-19.cer"

Description

| Enter a description for this certificate |




The app registration has a new valid certificate.

Microsoft Entra admin center R Search resources, services, and docs (G+/)

-
@ Identity -~
@ oveniew
A users v > se
" Groups N Overview
. N & Quickstart
# Integration assistant
BB Applications ~
X Diagnose and solve problems
Enterprise applications
Manage
A trati
I SO IRRmIETE B Branding & properties
8 Protection 4 D Authentication
P [y Esmms - Certificates & secrets
~ Il Token configuration
1B External Identities ™
- API permissions
She
ov mere @ Expose an API
App roles
& Protection ~
2 Owners
(R BT ~ &, Roles and administrators
M Manifest
= ifie e
Ui Support + Troubleshooting
2 Newsupport request

S  Pormicciane Mananement

Home > contactSync Enterprise App | Certificates & secrets > App registrations > contactSync Enterprise App

contactSync Enterprise App | Certificates & secrets =

A7 Got feedback?

x
@ Gota second to give us some feedback? =
Credentials enzble confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For 2 higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential
x

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (5)  Client secrets (0)  Federated credentials (0)

Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys

T Upload certificate

Thumbprint Description start date Expires Certificate ID
FCEBOEOCTBACSESDEO. CN=PartnerDemoFromContactsyncl 4/25/2024 4/25/2026 2bgd2ffs-b2ca-47.. & [
6ABIEECDODEQ4SDS4A..  CN=PartnerDemoFromContactsynca 5/2/2024 5/2/2026 30a04282-7ded-4.. O [
OFS02743C092E78B67E..  CN=PartnerDemoTenantFromParinerContactsyncos 1/29/2025 1/29/2027 1107787-0e13-4. i
TFBDE7FFBIEACDB2A4..  CN=PartnerDemoTenantFromCantactSync2025 2/19/2025 2/19/2027 0647e442-8C96-d..

Log out from the Microsoft Entra admin center.
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Go back to the Exchange Online tab of the Environment Configuration to test the
Exchange Online PowerShell connection and send a test email with the new certificate.

[

PartnerDemo Exchange Online - Environment Configuration

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

- 0 X

| Credentials |
C Gad | @ Gad | @ | Aoty | @ | BRemove | @
Isemame Max. Connection
Prirnary Mailbox Account
@cumad&mc Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
Exchangs Web Services URL https:/loutlook office36h com/EWS/BExchange asmx
| Organization Settings
| Remote PowerShell Connection Test |
Flease test the Remote PowerShell connection to Exchange Online
T:St @ Warning | No remote PowerShell connections is available anymore.
Connecbon test was successful for contactSyne Enterpnise App
Show log Test finished.

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |admin @partnerdemo.de

O === Jo

o Ok €3 Cancel

=

Afterwards, click Ok to save and close the Environment Configuration window.




How to create and configure an Environment Configuration and an
migrate existing policy to it

It is recommended to configure an Environment Configuration with a certificate-based
authentication for Exchange Online and the existing policies to ensure continued
problem-free access to Exchange Online.

To create an Environment Configuration, switch to the Environments tab and click
Create Environment

Enter a name for the Environment Configuration, e.g. company name.

@Create Environment @Edit @Delete
iﬁ Settings I:*_;j Exchange @ Environments | &5 Folicies [;I—J Status ﬁ Help

[ Environment Configuration - M X
General Exchange Scenaric m
General
Mame @
NET=ec Demo
Description @

L
v
of Ok i Cancel =
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Switch to the Exchange Scenario tab and select the appropriate radio button which
matches your Exchange environment, Hybrid Exchange or Exchange Online.

If the contactSync Server is member of the on-premises Active Directory, which is
connected with the Microsoft 365 Exchange Online tenant via Microsoft Azure Active
Directory Connect, also enable the option The GALsync Server is member of on-
premises Active Directory.

Li:] Environment Configuration - 0O =
General Excha'lgeh’ Exchange Online e @
Exchange Scenaro

Please choose the Exchange scenario

On-premises Exchange environment

/ Hybrid Exchange environment

Exchange Online environment

of Ok €& cancel =




Switch to the Exchange Online tab and create a certificate-based account using the
Exchange Online App Registration dialog.

&

General Exchange Scenaric Exd'la'lqe[)rlig

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchan

e Credentials

fargd | @ | Gad | @ | Aoy | @ | FRemove @

Li;-l Exchange Online App Registration x

Caorresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Lzure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant w
Application Display Name L,_I,l
Application 1D @
Certificate

Friedly Name FriedlyMame

Mot After Not After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User User

Chocse Certificate Create Certificate QJ

Assigned APl permissions

#| Microsoft Graph @

Exchange \Web Services (€V)
Mazximum = .
Connecton = (i) #| Set as primary account (€4
Email Address L,_I,l

svc_contactsync@netsecdemo .com|

How to carry out an App Registration is described in the Exchange Online certificate-
based authentication via App Registration chapter.

In the Exchange Online App Registration dialog, you can use the email address of
your contactSync service account so that the status notification emails can continue to be
sent via its mailbox.
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Once you have created the Environment Configuration and the Exchange Online
PowerShell and Microsoft Graph connections are working, you can migrate the
existing policies to the Environment Configuration.

Migrate an existing policy
Policies which were created by contactSync Version 7 or earlier, are not part of an
Environment Configuration.

D"m"tads‘f”c £  (Contact List =] I s

- @ Policies -
- " @Environmenh @Delete @CIone @Test gCDUnter DHun EI—J Status
[ & Contact List

@ METsec Demo &g General @ Synchronisation mode & Credentizls &4 Access to Mailboxes !ﬂ Mailboxes % Directory @ (4
General
Policy Name \y
Contact List
| Description '\L’
Environment Configuration \‘y

You can migrate such a policy to a corresponding Environment Configuration.
Please note that a policy can only be migrated once.

Select the corresponding Environment Configuration on the General tab of the policy
and click Migrate to Environment Configuration.

Environment Configuration I\y

METsec Demal -

Migrate to Environment Configuration



Once you are sure you have selected the correct Environment Configuration for the

policy migration, click Yes to migrate the policy to the selected Environment
Configuration.

Please note that a policy can only be migrated once.

g General @ Synchronisation mode &§f Credentials &§ Access toMailboxes W Mailboxes % Directony @

General
Policy Name @
Migrate Policy to Environment Configuration
@®
Do you want to migrate the "Contact List’ policy to the "METsec
Demo’ environment configuration?
Yes Mo

Envirgnment Configuration @

METsec Demo

Migrate to Environment Configuration

Afterwards, please save the policy.

The policy now belongs to the corresponding Environment Configuration, and uses the
settings of the Environment Configuration for the Exchange environment.

DE‘H contactSyne £  Contact List = I X I

=R @ METsec Demeo

_____ _ @Environmenk QDelete QCIone @Test Engnter D’Hun EI—J Status
g General @ Synchronisation mode &4 Access toMailboxes B Mailboxes % Directory @ Contact Folder €
General
Palicy Name K.!/'
Contact List
| Description \!—J
Environment Configuration \y

METsec Demo

contactSync 8.5 Manual




contactSync 8.5 Manual

After switching to certificate-based authentication, remove the permission of the

user-based authentication in Mi

crosoft Entra ID

Remove Enterprise Application NETsec contactSync, which was created by Modern

Authentication OAuth 2.0.

To accomplish this, in the Microsoft Entra Admin Center, go to Applications >
Enterprise Applications > All applications, and search for contactSync.

Microsoft Entra admin center P search resources, services, and docs (G+/)
-

A Home . o o
Enterprise applications | All applications X
‘ ¥ What's new

Bl Diagnose & solve problems « + New application () Refresh & Download (Export) O rreviewinfo Columns [ Preview features

Overview
* Favorites v O overview Wiew, filter, and search applications in your organization that are set up ta use your Microsoft Enra tenant a5 their Identity Provider,

X Diagnose and solve problems The list of applications that are d by your or are in application
@ Identity ~

Manage \;J contactsync % | Application type == Enterprise Applications < Application ID starts with X T Add filters
@ overview B All applications 2 applications found

+ . .
@ wemn o B private Network connectors Name L Object D Application ID Homepage URL Created on

& User settings . contactSync Enterprise App cob41bfo-efdf-43b4-... a6f20ce3-7f70-4953-... 30.11.2022
A Groups ~

B8 App launchers Ll'ﬂ NETsec contactSync ee006102-d152-47b.., eb937532-¢685-423... https//www.netsec... 23.4.2020
£ Devices ~ . <

®! Custom authentication

extensions

@ Applications ~

Security

| Enterprise applications

& Conditional Access

App registrations
) Consent and permissions

B Protection v .
Activity
& Learn & support A D sign-inlogs

‘ « fifl Usage & insights

Home » NETsec GmbH & Co. KG > App registrations > Enterprise applications

Select NETsec contactSync, then go to Properties, and click Delete.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

® overview plications | A
'I! NETsec contactS
R Users o M K
Enterprise Application
A2 Groups v
# Overview
&£ Devices N~
Deployment Plan
E Applications N
X Diagnose and solve problems
Enterprise applications
I L i Manage
App registrations
%s Roles & admins A &2 Owners
& Roles and administrators
Roles & admins
& Users and groups
Admin units
D Ssingle sign-on
Delegated admin partners Provisioning
B siling v C  self-service
& Settings A
Security
Preview hub
& Conditional Access
Domain names B
' + Permissions

@ Token encryption

applications > NE

ync | Properties

&7 Got feedback?

View and mapae€ application settings for your organization. Editing properties like display information, user sign-in
d user visibility settings requires Global Administrator, Cloud Application Administrator, Application
inistrator roles. Learn more

Some of the displayed properties that are not editable are managed on the application registration in the application's
home tenant.

Enabled for users to sign-in? Yes No
Name ©

Homepage URL © | https://mww.netsec de/en/products/contactsync/overview.html

Logo

Application ID © | eb937532-e685-4233-9582-e4a3d9d7db14 D|
Object ID © | dbee7bas-e213-4d1d-9b50-b8432e209366 n|
Assignment required? ( ve: @D

Visible to users? Yes No




Next, remove the service account from the Exchange Administrator role and/or
Exchange Recipient Administrator.

To accomplish this, go to Roles and Admins > Roles and Admins > All Roles, then
search for Exchange and select the relevant role (Exchange Administrator or
Exchange Recipient Administrator).

Microsoft Entra admin center [T s _

Home > NETsec GmbH & Co. KG >

B Identity ~
o o 2 Roles and administrators | All roles X
verview ]
R Users v < + Newcustomrole [i] © ole L Download assignments () Refresh S Preview features A7 Got feedback?
- &, Allroles
hvd
Hes @ Gotjust-in-time sccess 1 a role when you nesd it using PIM. Learn more about PIM =
& Protected actions
I Devices v .
K Diagnese and solve prablems (D Your Role: Global Administrator and 1 ther roles
~ . -
8 applications Activity Administrative roles
) ) Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access
Enterprise applications I= Access reviews to manage broad application configuration permissions without granting access to manage other parts of Microsoft Entra 1D not related te application
configuration. Leam mare.
App registrations & Auditlogs i
Learn more about Microsoft Entra ID role-based access control
& Roles & admins ~ Troubleshooting + Support
- [© exchange | add filters
& New support request
| Rotes & acmins
Role Ty Description Privileged Ty Ass.ty Type I

Admin units Can manage all aspects of the -
[ Exchange Administrator Exchange product 5 Built-in
Delegated admin partners Can create or update Exchange Online
[ Exchange Recipient Administrator recipients within the Exchange Online 4 Built-in
B siling ~ organization,
& settings s .
& Learn & support A

On the Assignments page, check the checkbox which corresponds to the contactSync
account then click Remove assignments.

Ent A plicat NE P R Al
® overview 3PF
sa Exchange Administrator | Assignments - X
R users v o
' Groups e t Add assignments | X Re 4 Download assignments () Refresh (' Manage in PIM
X Diagnose and solve problems
& Devices v
Manage
ﬁ Applications A
& Assignments
Enterprise applications N e
Description
P Name UserName Type Scope
App registrations
Activity sve_contactsync svc_contactSync@partnerDemo.de  User Directory
S .
I'?' ST # Bulk operation results O sve_caLsync Sve_GALsync@PartnerDemo.de User Directory
Roles & admins Troubleshooting + Support
Admin units & New support request
Delegated admin partners
@ Billing v
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Remove the service account from the Application Impersonation Role in the
Exchange Admin Center of Exchange Online.

Important: the Application Impersonation Role in the Exchange Admin Center of the
on-premises Exchange Server are still necessary for the service account to
synchronize contacts into mailboxes with contactSync.

In the Exchange Admin Center, navigate to Roles > Admin Roles and click onto the
Impersonation Role. Go to the Assigned tab and select the account, then click

Delete.

i1 Exchange admin center L Search (Preview)

@ Home

8 Recipients
Mailboxes
Groups
Resources

Contacts
= Mail flow
S Roles

| Admin roles
User roles

Outlook web app policies
3 Migration
dfi Mobile

k* Reports

[ Copyrole group [i] Delete

Role group |

HelpdeskAdmins_-1602052503

Hygiene Management

@  Impersonation Role
Information Protection

Information Protection Admins

Information Protection Analysts

Information Protection Investigators

Description

group

Membership in
role group is ne
include cross-se
and Microsoft §
member of the
that group.

Members of thi
permissions for

For internal apg

Full control ove
policies, DLP, al

Create, edit, ant
Manage endpo

Access and mar
sensitivity label:

X

Impersonation Role

General  Assigned  Permissions

These are the admins assigned to this role. You can add or remove admins from this
role group here.

15selected X | O Search

®  Adminname Type

svc_contactSync UserMailbox



Troubleshooting and Support Guide

How to check the PowerShell version on the contactSync server

Please log in on the contactSync server with your contactSync service account.

Open the Windows PowerShell and check the result of the following two PowerShell
cmdlets:

Get-Host

and

Spsversiontable

EX Windows PowerShell - O *

hell
Microsoft Corporation. All rights

contactsync> Get-Hos

Internal.Host.InternalHostUserInterface

Runspaces.LocalRunspace
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How to Troubleshoot PowerShell

Failure to Establish Connection to Exchange Online
If an error such as the one below has been generated while connecting to Exchange
Online, please follow the troubleshooting steps outlined below.

Background thread error -

|"/ "\-.I An application error occurred:

e

Method not found:

'System.Management.Autemation. PSDataCollection™ < System.Manage
ment.Automation.nformationRecord>

System.Management. Automation.P5DataStreams.get_Information()'.

Stack Trace:
at
METsec.RemotePowerShellLibrary.PowerShellHelper.ClosePowerShell()
at METsec.RemotePowerShellLibrary. PowerShellHelper.Finalize()

1. Verify Windows PowerShell 5.1 has been installed on the contactSync server by
opening Windows PowerShell and running

Get-Host;

2. Verify Exchange Online Management module for Exchange Online PowerShell v2 has
been installed on the contactSync server.
The install instructions (from an Administrator PowerShell session) are as follows:

Install-Module -Name ExchangeOnlineManagement -Force;

Import-Module ExchangeOnlineManagement; Get-Module ExchangeOnlineManagement;

Connect to Exchange Online:

Connect-ExchangeOnline;

Get some recipients from Exchange Online:

Get-Recipient;

Disconnect from Exchange Online:

Disconnect-ExchangeOnline

Additional details relating to Exchange Online PowerShell v2 module are available here:

https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#prerequisites-for-the-exo-v2-module

Important: contactSync does not support Exchange Online PowerShell V2 module for
PowerShell 7.


https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps

11021 - LegacyExchangeDN of the contactSync service account is
in the old syntax. Please update this by re-mailenabling the
service account or create a new contactSync service account.

Your current contactSync service account was previously migrated from an Exchange
2003 environment. The legacyExchangeDN of the contactSync service account is in the
old syntax, which was used up to Exchange 2003. However, contactSync needs a service
account with a mailbox with the new legacyExchangeDN syntax which is used by
Exchange 2007 and later.

Please create a new contactSync service account with a new mailbox and the same
permissions as the old one.

After that log on with the new contactSync service account, run the contactSync GUI with
the new contactSync service account and change the contactSync service to the new
contactSync service account.

ACTICON  CPTICNS HELP

Create Environment
Create GALsvnc Policy
Create contactSync Policy
Export Configuration
Import Configuration
Export Status

Import Status

BeEOELLLD0)

Caonfigure Servics

Use Configure Service to start the wizard for changing the service account of the
contactSync service.
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12010 - Error getting Exchange Online connection

Typ

Error

Code

12010

Task

244

Thread

16

Source
GALsynclibrary.EWSManager.getExchangeService()
Message

Error getting Exchange Online connection.
Exmessage

Cne or more errors ccourred.

Key not valid for use in specified state.

The error occurs if the logged-on user is not that of the assigned contactSync service.

account.

Typ

Error

Code

12010

Task

111

Thread

-

Source
GALsynclibrary.EWSManager.getExchangebervice()
Message

Error getting Exchange Online connection.
Exmessage

Cne or more errors ccourred.

Current user cannot decrypt the token.
Key not valid for use in specified state.

Please run the policy in the credentials of the user, who configured the policy. We

recommend to run the contactSync GUI in the credentials of the local contactSync service

account.

You can encrypt the token for Modern Authentication OAuth 2.0 for Exchange Web

Services (EWS) again, if you click the Login button for OAuth 2.0 and delete the token

cache.
ser-10: contactSync
Password: 0Auth? authenbcation failed.
E-mail: Code: 62002
Message: Error acquining access token:
Maximum Exception: One ar more errors occurred.
Connecti
onnection Code: 62003
Message: Error acquinng access token:
The ﬂUt1 Exception: Current user cannot decrypt the token.
Exchange Onl Wwould you like to delete the token chache and try it again?
Basic | @0
Yes Mo
® 0Auth20)] 000000 e

Please take a look at the chapter Modern Authentication OAuth2 for Exchange Web

Services (EWS) to access Exchange Online



Support: What to do when I notice an error / bug?

We always try to provide a very responsive, solution orientated and effective support.
Should you encounter any issue, bug or inconvenience please do not hesitate to contact
us.

Please send us an email to support@netsec.de.

To enable us to provide you the best quality support possible, please provide us with the
following information:

Environment Overview

e Which Exchange version do you use?
e Which contactSync version do you use?

e Does the contactSync service account have an Exchange mailbox and where it is
located?

Description of the issue

Please describe your issue/bug/inconvenience thoroughly, in detail, what you wanted to
achieve and what you were doing as it occurred.
A screenshot of the issue often helps us to understand.

Configuration and log files

We also require the configuration and the logs, preferably zipped.

Please take a look at the chapter Open and export log files.

In menu Action -> Export Configuration you can zip the policies.

In menu Action -> Export Status you can zip the log files.

ACTION  CPTIOMNS HELFP
Create Environment
Create contactSync Policy

ExportConfiguration

Export Status
Impart Status

&
&
=
-:& Import Configuration
E
&
@

Configure Service
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The log files of a police can be also compressed on the Status tab:

@ Setiings [ Exchange @) Environments & Policies ) Status | @) Help
9 All - J ContactLlist ~ & Hide: @Completed {\ Canceled QErrors @Reload
| PoicyName | Statt Time Operati.. | Emors | Analy.. | Added | Modfi.. | Upto-.. | Deleted
contactSync
2 & Open logfile

» Exportlog file

»  Exportall log files

Please send an email to support@netsec.de with a description of the issue and attach the
compressed file with the configuration and the compressed file with the log files.

Alternatively, you can upload the compressed files to the
NETsec Support Dropzone

https://transfer.netsec.de/dropzone/support

Do you have additional questions, or need further support? Then please do not hesitate
to contact the contactSync Support Team.

contactSync Support Team

By phone +49 2421 998 78 16 or via e-mail support@netsec.de



mailto:support@netsec.de
https://transfer.netsec.de/dropzone/support
mailto:support@netsec.de
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