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The Advantages of GALsync

Easy to use

GALsync can be installed and configured in less than 1 hour. Configuration
is done by wizards who walk you through each step in order to create a
usable policy.

No security risks in your firewall

You do not need to open any firewall ports and you do not need to offer
public web services. You also do not need to have any kind of trust
between the different organizations.

Values for your company

Share addresses with your partners
Some companies are historically or by design divided into multiple Active
Directory structures. Users cannot find the mail addresses of colleagues in

the other forests in their own Outlookds (
and all of the mail addresses will be presenrn
List.

Stop having hundreds of different address books
Users often use their own private address
shared with any other person in the company.

Thecompan y 6s G| obal Address Book (GAL) <cont ai
addr esses, but does not contain addresses
Book.

If you have multiple Active Directory forests and users do not need to
access any resources in the other forest, but need all of the mail
addresses, there is no need for any user migration. Use GALsync and all of
the mail addresses are present in Outlook.

Values for your users

Outlook, OWA, Blackberry & mobile devices

GALsync creates contacts within your Active Directory Structur e which
enables Outlook, Outlook Web App (Outlook Anywhere), PDAs, and

devices which support Active Sync can also use these addresses.

Consistency of information
No user interaction is required when addresses in your partner site are
modified, so your help  desk will be happy.
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Architecture of GALsync

GALsync basics

Synchronization

The selected directory objects in the source forest will be synchronized to
the target forest. In target forest the objects will be created as contacts.
The contacts mail addresses in the target refer to the users mail
addresses in your source domain. Users in target forest will be able to
select the contacts in the Global Address List and send mail to these

recipients.

DesktopUser

R SalesGroup

sub.you.com CustomerContact

partner.com

Source Forest

Target Forest

Note : If we use the terms source and target we ar e describing
unidirectional synchronization. It is no problem to use all the described
techniques to setup a bi - or multi -directional synchronization.

Export and import
GALsync has to be installed on a machine in the source forest as well as in
the target forest.

Synchronization is done by exporting directory information (and optional

Free Busy information) of source Active Directory into an XML -file. Then,
GALsync will compress this file and transfer it to an FTP server, a network

share or an email recipie  nt. In the target organization GALsync receives

the file from the network share, FTP server or from a mailbox. The file will

be decompressed and all data will be imported into the Active Directory.

No Trust wanted or needed

GALsync offers multiple transfer modes, so you do not need any direct link
between the Active Directories. If you choose to use SMTP for transfers

you do not need to open any additional Firewall ports.




Transfer protocols

GALsync provides different methods to synchronize your directory data.

Note : We recommend SMTP as the transfer protocol.

E

Target Exchange-Organization

v

Mailserver

SMTP
Source Exchange-Organization
Mailserver
FTP
Source Exchange-Organization
Share

<]

FTP-Server

\4

Target Exchange-Organization

\4

Source Exchange-Organization

<

Windows Share

Target Exchange-Organization
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Objects to sync

Mail-enabled or mailboxenabled
GALsync exports only objects which have an email address (SMTP proxy
address).

object will not be exported by default. This can be modified by an
export -option.

extension attributes this object will not be exported.

Groups and members
If you choose a mail -enabled group (local, global, universal of type

1 Only the group by itself. Because in the target all objects are created
as mail -enabled contacts exporting a group object means also to create

of this group. Members of the group will not be exported.

1 Only the members of the group. The group by itself will not be
exported.

1 Both, group and group members will be exported. In the Target a
contact will be created for the group and contacts for the group
members. If the group contains neste d groups they will be handled as
normal objects and their members will not be taken into account.

Attributes

As far as possible all attributes that are related to contacts are exported.
In the target the exported objects are created as contacts, ergo no fu
attributes can be used from the source. You may configure during exports
which of these attributes should be visible to the target. Required are only
a few attributes. By default most attributes are marked as exportable. In
the target, you can modify most attributes before importing them by
adding a suffix, prefix, or by replacing a found string by a given value.

GALsync| Manual
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security, distribution) or dynamic distribution group you can config ure

T I'f an object in the source is marked

a contact in target with the name of the group and the SMTP -address

rther

as

1 Ifanobjectinthesou r ce has the value fANOGALsyncoO




In detail:

These attributes are export mandatory:

GUID, DistinguishedName, Cn, ObjectClass, Proxy addresses, TargetAddress, Mail, MailNic kname, Name,
GivenName, Sn

These attributes are export optional:

C, Co, Company, CountryCode, Department, Description, DisplayName, DisplayNamePrintable,

ExtensionAttributel, ExtensionAttribute2, ExtensionAttribute3, ExtensionAttribute4, ExtensionAttribute 5,
ExtensionAttribute6, ExtensionAttribute7, ExtensionAttribute8, ExtensionAttribute9, ExtensionAttributel10,
ExtensionAttribute11, ExtensionAttribute12, ExtensionAttribute13, ExtensionAttribute14, ExtensionAttribute15,
FacsimileTelephoneNumber, HomePhone, Info, Initials, IpPhone, L, LegacyExchangeDN, Mobile,
MsExchHideFromAddressLists, Pager, PersonalTitle, PhysicalDeliveryOfficeName, PostalCode, PostOfficeBox, St,
StreetAddress, TelephoneNumber, Title, WWWHomePage

These attributes have to be selected expditly for export:

msRTCSIP - DeploymentLocator , msRTCSIP  -FederationEnabled, msRTCSIP  -InternetAccessEnabled,
msRTCSIP - OptionFlags, msRTCSIP -PrimaryHomeServer, msRTCSIP - PrimaryUserAddress,
msRTCSIP -UserEnabled, msRTCSIP -UserPolicies

These attributes can bemodified before import:

Company, Department, DisplayName, DisplayNamePrintable, ExtensionAttributel, ExtensionAttribute2,
ExtensionAttribute3, ExtensionAttribute4, ExtensionAttribute5, ExtensionAttribute6, ExtensionAttribute?7,
ExtensionAttribute8, Extensio nAttribute9, ExtensionAttribute10, ExtensionAttribute1l, ExtensionAttribute12,
ExtensionAttribute13, ExtensionAttribute14, ExtensionAttribute15, FacsimileTelephoneNumber, GivenName,
HomePhone, Info, Initials, IpPhone, L, Mobile, Pager, PersonalTitle, Phys icalDeliveryOfficeName, PostalCode,
Sn, St, StreetAddress, TelephoneNumber, Title, WWWHomePage

What happens during an import & export

Adding
If an object in the source is added and matches the export conditions it
wi || be export ed SMTIPfaddiess & nad frgsentart thée sarget

forest, it will be created in the OU you configured for imports.

Note : You can mark objects for insert. In this case the object will be
added, a notification will be written to a customizable attribute saying that
this object has been inserted.

Deleting

If an object in the source is deleted, it will not be present in the export file

any more. So it wildl be removed in the
import.

Note : You can mark objects for deletion, however the object will not be

deleted, but a note will be written to a custom attribute saying that you
may now delete this object manually.
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the object will not be imported a second time.

Modifying
I f you modify an objectds attribute
modified in targetd  uring the next import.

Note : You can mark objects for modification. In this case the object will

be modified and a notification will be written to a custom attribute saying
that this object has been modified. So you are able to display all modified
objects with an appropriate tool (like Exchange Management Console) and
create a report.

Duplicates
If GALsync does not find an object in the Global Catalog having the same
SMTP-address as the object to be imported, it will create a new contact in
import -OU.

Whil e creating the object GALsync checks if the CN of the object to be
imported is already present in the import -OU. If yes the object will be
created with a serial number in the CN. Additionally the mailNickname is
checked. If there is another object having t he same nickname the object
to be imported will be created with a serial number in the mailNickname.
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Moving

If an object in the source is moved to another OU but still matches the

export conditions it will be exported. If an object in the target is moved

from the original Import OU to another OU and retains its SMTP -address,

v al

ue




GALsync components

GUI
The Graphical User Interface is used to configure import and export
policies. You can also test and execute policies manually.

The GUI is executed as process named GALsync.exe *32

Service

GALsync Service is used to execute configured policies. This service

checks once a minute if there are enabled policies to be executed. These

policies will be added to the execution queue and run sequentially. If there
IS more than one policy in the queue the policies will be run in alphabetical

order.

The service is executed as process named GALsyncService.exe

Every policy is run in the context of the configured user account having
permission to  run as service.

Note : The service executes the policies using an external program called
GALsyncPolicyExecuter.exe  and waits until this program has finished. If
you experience that a policy Ahangso
wi || noti cesttatee i hiafngt here is only 1
GALsync is multithreaded.

you s
t hr ea
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System Requirements & Installation

System Requirements
The table containing the supported Operating Systems and all required
software for GALsync is shown below.

Even though you can install GALsync on a DC/GC or Exchange servers we
recommend you install it on a member server within the domain (i.e.
Dedicated GALsync server, file server, or backup server). The GALsync
server must have a high bandwidth connection to the DC/GC.

For testing purposes you can also install GALsync on a client computer
running Windows Vista or Windows 7.

Components Required

oS Windows 2003 Server (all versions)
Windows 2003 R2 Server
Windows 2008 Server
Windows 2008 R2 Server
Windows Vista
Windows 7

Software .NET Framework 2.0 or greater

Mapi32 must be available, either
1  Microsoft Messaging API und Collaboration Data Objects 1.2.1

You have the option to install MAPI/CDO 1.2.1 directly with GALsync or install it
afterwards with the ExchangeMapiCdo.msi in the GALsync subfolder Standalone MAPI.

Note: You should reboot your computer after installing MAPI/CDO 1.2.1

or
1 Outlook

A 32 -Bit version of Outlook is required, because we do not support 64 - Bit Outlook
Note: Outlook must be configured so that the Standard Profile opens the GALsyncService

account mailbox.




Installation

Prerequisites

1 Create a service account with an Exchange Mailbox, which will run all
Policies from now on.

1 Ensure that the mailbox of service account is accessible (i.e. by Outlook
Web Access).

1 Ensure that the mailbox of service account can send to and receive
mails from the other organization.

1 Ensure that incoming mails from the other organization do not get
caught by your spam filter o r firewall.

Required Permission
In order to install GALsync you need administrative permission. During
setup you configure a service account to execute all policies in future.

1 The service account must be from the Domain containing the GALsync
Server.

1 The service account cannot be hidden from Exchange address lists.

1 Make sure that the service account is member of the local
administrator group.

1 Make sure that the service account has the local right to "run as a
service ". This right is added to the service account during the
installation, but your business policies could abstract the right "run as a
service" from the service account.

1 Make sure you can logon as the service account. It is possible that the

user requires membership in the group Remote Desktop U sers.
1 Make sure that the service account has all permissions to insert and
modify objects in your defined import -OUs.

Note : We strongly recommend logging on as the service account to run
the GALsync GUI.

Important: If you configure the logon information for the service account

in the GALsync GUI us e danaiw a ysernaimé el !'f or mat

¢
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Details
g8 1) JSETE
Welcome to the GALsync Setup Wizard ] 6 License Agreement 6
S AL\l ./j N caL- NGl /‘

Please take 5 moment to read the license agreement now. If pou accept the terms below, click "1

The Setup YWizard will install GALsyne on your computer. Click Mext to continue or Cancel ta exit the
Aares", then "Mext". Otherwise click "Cancel”.

Setup Wizard,

License agreement ﬁl

BEFORE YOU CLICK ON THE "l AGREE" BUTTON AT "LICENSE
AGREEMEMNT" STEP AND INSTALL THE SOFTWARE, CAREFULLY READ
THE TERMS AND CONDITIONS OF THIS LICENSE. BY CLICKING ON THE
"| AGREE" BUTTORN AMD BY INSTALLING THE SOFTWARE YOU ARE
CONSEMTING TO BE BOUND BY AND ARE BECOMING THE LICENSEE
TO THIS LICENSE. IF ¥OU DO NOT AGREE TO ALL OF THE TERMS OF
THIS LICENSE, CLICK THE "DO NOT ACCEFT" BUTTOMN AND DO NOT
INSTALL NR 1ISF THE SOFTWARE

1 Do Hot Agres

Carced | <Back  [[ mews |

Cancl | cBeck

gz =loix
Select Installation Folder J 6 J Confirm Installation ) @ J
) cAL—

< ol

The installer will install GALsync to the follawing folder. The installer is ready ta install GALsyne on your computer.

To installin this folder, click "Mext". To install to a different folder, enter it belaw or click. “Browse. Click "Nest" to start the installation

Folder:

C:\Program Files (#BENGALspnch Browse.
Disk Cost...

Install GALsyne for yourself, or for anyone who uses this computer

& Everpone

© Just me

Cancel < Back

Concel | cBack

_ﬁon s . 6;@1‘ If your computer has no MAPI
‘ ] functionality, you will be asked to
AL s bt siscncily ol install the ExchangeMapiCdoMSI
e after starting the GALsync software
the first time.

You find the installation files in folder
nStandal one MAPI 0 of
program folder.

Cance| < Back

GALsync Installation x|

\‘3/ Standalone MAPT is required For GALsync, Without MAPISZ GALsync will nok be able to run, Do wou want toinstall it

now?
Mein |

Note: After installing MAPI32/CD0O1.2.1 you will need to reboot the
computer.
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GALsync Service Wizard

Opening the software, the GALsync Service Wizard starts always i

service is not installed.

f the

6 Logon Information

Logon Information

Specify 3 user acoount to b used by the application, either for
running a service or for logging onto other servers

$ GALsync [ <]

m
\“!j Are you sure you wank ta run the service as G2DOM\GALsync?

en_|

[GZDOMVGALsprc |

A

Password:

[k hemrs

 Cancel

GALsync Service Wizard

a Service Control

Service Control
GALsync Service s running
Service Accountis G2DOM\GALsync

Click the Finish button to exit the GALsync Service configuration wizard.

Stop service Change Credentials Uninstall Service

[eBack [} Fiish ] |

Cancel

GALsync Service Wizard -8 i GALsync Service Wizard -8 X
6 Welcome 6 Logon Information

Logon Information

Wel come to the GALSynC Sel’\."l ce Specify auser accountto be used by the application, either for

W| Zard running a service or for logging onto other senvers
Choose a mail-enabled user account from your Active Directory.
The account is used to run the GALsync services. [tshould be

Thiz wizard will quide wau through the GALsync Service Configuration, member of domain user group.
Account Name (DomainiUsername)
[G2D0MGALyne |
Password

To confinue, click Next [sesesansd | |

[ <Back  |[[SSNe| Cancel [ Back = [~ Newrz=| [~ Cancel
=

Note: Please make sure to when
inserting logon information to the
GALsync account use this format
Ado maliuns e r n a nia the user
name!

Start Service / Stop Service
Start or stop the GALsync Service.

ChangeCredentials
Change the user credentials of the
service account.

Uninstall Service
Uninstall GALsync Service.
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Uninstall GALsync

In the Menu Action -> Configure Service within GALsSync you can remove
the Schedule Service. Thereafter, you can uninstall GALsync via the

Control Panel, without restarting the computer. Uninstalling does not

remove configuration files, or the License.

-

METsec GALsync

File | Action | Options  Help

Create Policy
Export Configuration
Irnport Configuration
Export Status
Irmport Status

£ oo &L

Configure Service

GALsync in large environments
In Multi -Domain environments we recommend you install GALsync in
every domain where objects will be exported.

The Synchronization all mailboxes with Free/Busy Information with more
than 5000 users can take a long time.

For more effective Free/Busy Synchronization in large amounts we
recommend a separate policy for the mailboxes.

It is possible to run multiple instances of GALsync on different Computers
and set it to export fewer users per computer to speed up this process.




Licensing

Trial license
Itis possible to  run GALsync without license. Please note that in this case
only up to 100 objects can be exported or imported.

If you try to export with email transport more objects than licensed, the
message will not be transferred and an error is written to the log file

If your license is not valid or version -compatibility is not given the
message will not be sent, because in the target the import could lead to
unwanted results in Active Directory.

Data files with more than 100 objects cannot be imported.

If you run GAL sync as trial this is displayed in information bar at the
bottom of the program window.

Add a license

Click NnHel p 0 File  Action Options | Help
AfAbout 0. = GALsync J,@ Help
E}ﬁ ExportF'oIi-:(\b Shout

a
4

GALsync will provide GALsync -

you with basic
information about your
current license status.

GALsync Version4.
2012 NETsec GmbH & Co. KiG.

All rights reserved.

To add a license you Contact: sales@netzec.de
pressthe A" Add Lic
button, and then select

the license file you

received.

METzec GrmbH & Cao. K -
Schillingzztralie 33, 52355 Diren

(%

GALsyns _

o

Hanz “willi Kremer
supportf@netzec. de

Lirnit: 15000 Objects.

There are 52 days left of your support.
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GALsync Console Overview

The console is split into three parts: Console Tree, Content Pane and
Action Pane. At the top of the window you will find the menu bar and at

the bottom the information bar. There are some more bars in the content

pane depending on the selected node.

NETsec GALsync

File Action Options Help

= GALsync

£ GAlLsync Hﬁave l Y Qancell

= o Export Policies
+ & London - Chicago

£ Create Palicy

""" £ London - Sydney {é‘} Settings [__j Exchange |&F Policies EI-J Statug a@ Help

= '& Import Policies Policy Mame Description

“ & Chicago - London
& Export Policies

London - Chicago
London - Sydney
Import Policies

Chicago - London

a galsync Q&GALsyncSewice i5 Rurning 23 entuvicklerigalsyne

T

Console Tree
GALsync Console's primary way of giving administrators access to all the
configured policies is the console tree.

The tree view presentation gives you a quick overview on parent and child

nodesd6 contents. You can eas.i Icigstorclegkiomgat e

and configure its settings and options.

Content Pane

When you select a node in the Console Tree, its settings are displayed in
the Content pane. The Content pane displays in tabs an overview of the
selected nodebs expoetx and i mport

pol i ci

b

et



Content Pane Tabs
|@ Settings |E;_-_ﬂ Exchange |£E" Folicies |Eﬂ Statusz |ﬁ Help

|£E General B8 Syrchronisation mode | @ Data tansfer mode ([ Yia email 8 Directary (B Free Busy (S Status notification emails [(7) SchedulsServics

If the main GALsync node is selected within the Tree Hierarchy, there are
4 tabs shown: Policies, Settings, Status, and Help. After clicking one of
the other nodes, there are other tabs shown.

Information Bar

The bar at the bottom of the GALsync window shows information about
the user account running the GALsync Graphical User Interface (GUI), and
the status of GALsync Service. Additionally, it will indicate if you are using
a trial version.

Note : GALsync tria | version is limited to a maximum of 100 objects to
sync.

a galsync @GALsyncSewice iz Running Q} entwickleftgalsyne /2 Trial wersion with random results, For purchase please contact sales@netsec.de

I f you do not see the #Atrial warningo,
shown below.

a galsync @G.&LsyncSewice is Running 23 errbuvicklerygalsync =
£ Trial version with randam results, Far purchase please contact sales@netsec,de

Current State Bar
This bar shows the current selected node and if there are any
configuration changesto be s  aved.

£ | gndon - Chicago £ Cancel

Action Bar
The bar above the  Content Pane tabs provides you with actions you can
take according to the node you selected.

& Create Policy

GRDelete S Clone GZTest B Run ] Status

G Delete SFClone 5 Test gCDunter bF{un EI—J Status

pl e
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Status
The status tab shows quick reports about the status of reports that were
executed during the log retention timespan.

5:@ Seftings l_:j Exchange |55 Policies ﬁl—] Status @ Help

Filter [All = Palicy = Hide &3 Completed /%4 Canceled E3Errars @) Reload
Policy Mame Start Time Operation  Emors Analyzed | Added M odified Deleted FreeBusy
Export Policies
O London - Chicago 3/28/20127171:30.. Completed 0O 113 110 0 0 0
{__} London - Sydney  3/28/2012711:35.. Completed 0 7hE2 7R05 0 0 1]

Retain status information

Here you can configure how long status information (log files) is stored on
your machine. Logs older than the specified number of days will be
deleted.

You will find a link to the folder where the log files are stored.
Please keep in mind that, explorer usually hides this folder by default.
ﬁﬂ Retain status information for day(sj. D fE-'_..'C:".LI:'n:ngrar'r'uData‘»LI"-.IE'I'seu: GrmbH & Co, KGYGALsynchlog files

If you do not see this link, please open the window symbol as shown

bel ow.
Eﬂ Retain status information for dayl{s]l. Y] ;
is Running &1 ertwicklerygalsync Iﬂ'C:\PrngramDataHNETsec GrnbH & Co, KGYGEAL synchlog files
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Help
Help provides you with a hyperlink for downloading the latest manual.

Help
Faor further assistance please refer to the newest version of GALsync manual available at
http:/fwwew netsec delen/documents/galsync/

Support

For supportin English or German please contact
support@netsec.de or call +49 24271 598 73 20.

Sales

For a new license or other questions regarding licenses please contact
sales@netsec.de or call +492427 398 78 20.
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Global Settings

Settings
Here you can configure general settings used in all policies.

5':625 Settings l__j Exchange | &5 Policies EI—J Status @. Help

Property for source domain. extensiondttributed - | (L)
Property for marks. extenziondttribute10 - [ (2D
Only mark to delete ey
Mark as changed e Y
Mark as created &Y
Status file directory
|I::"~F'ru:ugramD ata'METzec GmbH & Co. KENGALzynchlog files o

Property for source domain

This feature is used to distinguish between objects being imported from

multiple source or gani zations. As valwue, the
(DN) will be present. Please choose an appropriate attribute where to

store the DN.

Property for marks

This fea ture is used to store marks as history about actions taken or to be

taken concerning imported objects. Please choose an appropriate attribute
where to store the marks.

Marks
GALsync provides 3 different types of marking:

Mark objects for deletion
Select this option, if you do not want objects deleted automatically.
Instead they will be marked for deletion.

Note: You will have objects inyour AD, which are not related to objects in
your partnerds AD.
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Mark objects that have been modified.

Select this opt ion, if you want to mark modified objects for later viewing.
You can list all modified objects by creating a new Saved Query with a
custom search in MMC Active Directory Users and Computers.

Mark newly created objects.
Select this option, if  you wantto ma rk new inserted objects for later
viewing.

Check this option if you want to list all inserted objects by creating a new
Saved Query with a custom search in MMC Active Directory Users and
Computers.

ONoGALsynco6 (internal mar k)

If you do not want a special object to be exported, you may insert the
val ue A No GA larsy yohtlee @ustonm attributes (extensionattributel
15). This prevents GALsync from adding this object to the export list.

Status file directory.

GALsync stores the log files in the application data of the program for all
users. If the log files are stored somewhere else the suitable directory
path can be put down here.

GALsync| Manual
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Exchange
Here you can configure general Exchange settings used in all policies.

Qb Settings '__] Exchange | Policies Eﬂ Statusz @ Help

Check Mame

Exchange server: | | LE3 ]
@

Izer Name: |

Maximum attachment size |:| ME. \a
Move lost packet emails to GALsynchrchiv mail folder after |:| days. (I)

Delete mails in GALsyncArchiv mail folder and Sent ltems folder after days. (4

Exchange Serve
Please check what kind of Exchange topology you have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name.

If the mailbox is on an Exchange 2010 server with only mailbox role,
insert the name of an appropriate CAS server. Do NOT use the method
Check Name, because this method selects the server with the mailbox
role.

If you use a CAS -Array, insertthen FQDN of the array.

User Name
The name of the mailbox, which will send the notification email. Usually
this is the senderdés user name.

Check Name
Use the ficheck nameo button to resol

GALsync does not find amail  box, an error X occurs. If GALsync finds the

mailbox confirmation '@’will be indicated. If GALsync finds multiple

mailboxes a question mark will appear, please use a user name which is
unique.
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Maximum attachment size

This setting enables you to limit the attachment size of the data GALsync
sends via email. Once the data file gets larger then set here, it will be

splitted and send via multiple emails.

Note: This option is not activated by default.

Move lost packet emails to GALsyncArchiv mail folder afterdays.
If your partner is sending GALsync data in chunked emails, this setting
enables moving lost chunk emails to the GALsyncArchive mailbox folder,

so they get deleted according the s
GALsyncArchi vén.

Note: This option is not activ  ated by default.

Del ete mails in O0GALsyncArchivé
days.

Emails used for GALsync on the import side are in the GALsync Archive

fol der, AGALsyncArchivo, so that th
constantly. You can co nfigure when emails should be deleted out of the
GALsync Archive folder.

On the Export Side all GALsync emails within the Sent Items folder are

also deleted in the same interval.

Note: This option is not activated by default.

etting
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Policies

Inthistab all  existing export and import policies are listed. Select a listed
policy to see or modify configuration. After initial setup there is no policy
created yet, so this list is empty.

The following actions are available when you select a Policy:

L Create Palicy Ifyouwould | i ke to create a new poli

Policyo. I f you want to gather
Al mport Policyhf. I f you want to
i nformation to your partners se

select ADel

L@ Delete

+3'Clune

E@Test

Eg Counter

bﬂun
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To delete the currently selected policy,

This option allows you to use all of the settings of a
configured policy in a new policy with a different name, this
can be used to if you want to import two different datasets
the same way, or similarly.

With the Test button you ca n test if the selected policy is
correctly configured. After the test, you are sent a list of
results generated from the test.

With an export policy you can count all of the objects which
are valid for export and would be exported during a run.
This can help you choose for how many sync objects you
need to license.

This will manually run the currently selected policy. This
process does not require the GALsync Service. The results
will be displayed after the synchronization is completed.




Wizards

The GALsync Console also provides Wizards for simplifying the tasks of

creating export and import

policies . The Wizards walk you through each

step in order to create a usable policy that you can run manually or have
run automatically by GALsync Schedule Servi ce.

GALsync - New Policy

New Policy

1]

O Synchronization mode

B Data transfer mode
B Mode

B Directory

B Free Busy

B Motification emails

B Scheduler service

B Generzal

B Summary

Synchronization mode

Flease choose an option to export or import directory information.

Export directory information to another exchange orgamzation.

Import directory information from another exchange organization.

< Back || Mt >

Carcel

All steps and the recent

Importance of color coding
= Indicates a positive

= Indicates that some

validated yet

= Feature is not used

validation status are shown in the left pane.

validation

conditions in this step have not been

O Indicates a configuration process
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How to create an export policy

Synchronization Mode
You configure an export policy if you want to send directory information to
another exchange organization.

Please select
AExport directory inf xrcmatnigen otr@ aan atali e one .

You configure an import policy if you want to store directory information
received by another exchange organization.

Please select
Al mport directory information from another
Synchronization mode

Please choose an option to export or import directory information.

Export directory information to another exchange organization. <

Import directory information from another exchange organization. @

In order to create an export policy you need to configure the following
settings:

91 Data transfer mode

1 Encryption

9 Directory

9 Free Busy

i Status notification emails

Y General




Data Transfer mode
In order to synchronize GALsync data you may choose from the following
options to transferthe d  ata file:

T Manual

1 Via email

I Via network share
1 ViaFTP

In addition, you can encrypt the GALsync data file.

Data transfer mode

Please choose atype of transfer.

manual

Export to a file. (&9)
via email

Send directory information by email. \y

via network share

Store directory information to a network share. (&8
via FTP

Upload directory information toa FTP server. &y,
Encrypt directory information. &y

GALsync| Manual
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Manual
GALsync extracts the selected objects from your active directory and
stores this information into a local file. Please choose a drive, folder and

file name.

The directory information is not handed over automatically to the other
exchange organization.

manual

Choose file onyour local drive where directory information is to be stored.

Diata file

C:AProgramD atabMETesec GmbH & Co. KGAWGALzpncdata files\datafile. xml a

Compress data

Path : Choose a fil e on your local drive where directory information will be
stored.

Compress Data: Compresses the data to a .zip file.

Note: The Option ACompress Dataf is avai
and is therefore not compatible with earlier versions of GALsync.

| abl

A\1%4




Via email
GALsync automatically sends the directory information as an email -
attachment to the destination exchange organization.

Important: Since version 4.2 the attachment is zipped and cannot be
used in other versions.

via email
® Global setting Manuzl setting
Exchange server: &Y
User Mame: 1 Check Mame
Subject London @
Send to galzynciEsydney. com 64
Test 1
Exchange Server: Please check what kind of Exchange topology you

have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name.

If the mailbox is on an Exchange 2010 server with only mailbox role,
insert the name of an appropriate CAS server. Do NOT use the method
Check Name, because this method selects the server with the mailbox
role.

If you use a CAS -Array, insert then FQD N of the array.

User Name : The name of the mailbox, which will send the notification

email. Uswually this is the senderds user n
Check Name : Use the Acheck named button to re
typed in. If GALsync does not find a mailbox, an error [ X occurs. If

GALsync finds the mailbox confirmation “Pwill be indicated. If GALsync
finds multiple mailboxes a question mark will appear, please use a user
name which is unique.

GALsync| Manual




Subject : The text specified here will appear in the subject field of the
em ail containing the directory information GALsync sends to the other
exchange organization.

Note : If the receiving organization gets directory information from
multiple exchange organizations, you can use a certain phrase for subject,
which identifies your ~ own organization.

The GALsync instance at the receiving site will recognize the string by
using the Astarts witho operator.

Send to : Directory information is sent by email to the recipient. The
recipient usually is a mailbox of the other exchange organizat ion.

Test: This automatically sends a test email to the mailbox.

Problem:  The test fails.

Please check the following:

GALsync must run in the credentials of the user assigned as the Service.

The GALsync Service account must be the OWNER of the mailbox
send the mail.

If you installed Standalone MAPI/CDO1.2.1 you must reboot the computer
before it will work.

If you use Outlook on the Server with GALsync it must be 32 Bit and the
Standard Profile for the GALsync Service must be configured.

GALsync| Manual

L

used to




Via network share

GALsync automatically stores the directory information on a network share
thatis accessible for both exchange organizations. For export you need
write access to the share.

via network shame

Vserverishare\datafile i

Path @

Compress data

| Access Information |
Domain | | (& 9]
User name | | a
Password | | £ 4]
Test 1
Path : The path specifies the qualified name of the share and file n ame

where you want to store directory information.
Compress data: Compresses the data to a .zip File.

Note: The Option ACompress Dataf is avai
and is therefore not compatible with earlier versions of GALsync.

Domain : Thisis the domain the user belongs to who wants to access the
specified network share. Usually this is the NETBIOS name of the domain.

User Name : This is the user who wants to access the specified network
share.

Password : This is the password of the user.

Tes t: Pressing this button GALsync will validate the access to the share.

abl
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Via FTP

GALsync automatically stores the directory information to a FTP server
that is accessible for both exchange organizations. For export you need
write access to the FTP server.

via FTP ftp:iiftp. mycompany . comiescp.xml

URI | |

Compress data

| Access Information |

User name | |

Passward | |

[ Proscy Infarmation |

HAddress | Port

Domain

|lser name

Password

| Test | &5

URI : The Uniform Resource Identifier (URI) specifies the qualified name
of the FTP server and file name where you want to upload the directory
information.

Compress data: Compresses the data to a .zip File.

Note: The Option ACompress Datad is
and is therefore not compatible with earlier versions of GALsync.

User Name : This is the user who wants to access the specified FTP
server.

Password : This is the password of the user.
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Address/Port - If your environment uses a proxy server to gain access to
the FTP server please type the name of the proxy server and the port
which should be used.

Domain : This is the domain the user belongs to who wants to access the
specified proxy. Usua lly this is the NETBIOS name of the domain.

User Name : This is the user who wants to access the specified proxy.
Password : This is the password of the user.

Test : Pressing this button GALsync will validate the access to the FTP
server and proxy (if confi gured).

Note : The used Service Account has to be granted read - and write
permissions in the ftp directory.

GALsync| Manual
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Encryption
The Active Directory Information can be
Directory I nformationi, can be DataTransfeat e d
Mode.
Data transfer mode
Please choose a type of transfer.
manual
Export to  file. @
® viaemail
Send directory information by email. \y
via network share
Store directory information to a network share. \l)
via FTP
Upload directory information toa FTP server. @
i Encryptdirectory information. | @
After setting up the Data Transfer Mode you can setup the Encryption.
Encryption
Choosethe security level. Encryption is used to secure the data file which contains
all the directory objects to synchronize.
Symmeinc Keys I\L.l
Create a key and sharethis key with your partner.
Asymmetnc Keys '\!J
Import: Create a public key and send this key toyour partner.
Export: Store the received file with the public key you received from your partner.
Cpen Key : Insert file you received from your partner. "
sk Open key Y
! Generate Key: Afileis created which you may send to i
g Generate kep your partner. o
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Symmetric Keys
If you choose symmetric keys a single key is used for both, encryption
and decryption. This means sender and receiver use the same key.

Procedure

Once you create an export policy create a key -file and hand it over to your
partner organization. Then your partner creates an import policy.
Imported information will be accessible after using the key -file.

If you want to use this key in any other of your own policies simply refer
to the created key -file.
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Asymmetric Keys (Public Key)

If you choose asymmetric keys the key for encrypting the message is

different to the key for decryption. This means you use a public key to

encrypt the message, whereas the private key is kept secretly and will be
used to decrypt the message. If you want the other exchange organization

to send encrypted directory information to you, you have to generate a

pair of keys and hand over the public key to the other exchange

organiz ation first. They will use the key for encryption and send you the
encrypted file. The private key is stored directly in the policy file.

Note: Using an asymmetric key the private key is built upon the machines
GUID. As soon as you move GALsync to another machine you have to
renew your existing key.

Procedure

If you create an import policy create a key -file and hand it over to your
partner organization. Your partner himself creates an export policy to be
opened with the key  -file.

Once you create an export policy, first you should receive a key -file

generated by your partnerdés organization

policy at their hand side.
More information

For more information see

ns


http://en.wikipedia.org/wiki/Symmetric-key_algorithm
http://en.wikipedia.org/wiki/Asymmetric_key_algorithm

Directory

Select the active directory objects you want to export by searching si ngle
object types all over the domain or by choosing organizational units in the

local domain. Additionally you may exclude certain object properties that

are not transferred to the other exchange organization. You may also

remove a selected entry from the list.
Directory @
Mame Dizplay Mame b ail Lo.. | Option [
Uzer
Paul Schiiler Paul Schiiler PSchueler.. pzchu. LI
Peter Kleynen Peter Kleynen Pklevnen..  pkley.. LI
Contact 3
Paul Test Paul Test Ptest2i@ga.. LI
Group
prograrmmmierer Only Member... LI—
ou
. Proiekte Onle OU o~
1| i 3
i Chooss o) Search 98 Femove
E[ﬁ Froperties ’;E! Settings
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Search

You can search an object by inserting an expression. Un -check all object
types which you do not want to have as a result. The scope of the query is

the forest. The result listed contains all objects found. Select certain or all
objectsto be gat hered for export and press

With * you can find all objects which you want to have as a result. For
example, you check only Public Folder and you will have all Public Folders
as a result.

ol -

GALsync -

1]
]

Search Actve Dwectony

You can search an object by inserting an expression. Uncheck all object types which you do not
want to have as aresult. The scope of the guery is the complete forest your exchange
organization belongs to. The result list contains all objects found. Select certain or all ohjects to

be gathered for export and press apply.

|d | | (,O Search
User I Contact 1) ¥ Group & &)
Container &5 ou i | Query Based Group ey

Public Folder ey

M ame Dizplay M ame b ail Logo.. | Distinguishe *
Group
Public: Folder Mana.. LDAP: A fent| =
prograrmmierer LOAP: ffen
Query Based Group
PGG LOAF: fent
1| 1] [ 3
Select 2l
| « Apply | | @ Cancel |
User
You can search for user objects and select dedicated users for export

matching the inserted expression.

Recommendation: Select dedicated users, you are sure will never be
deleted from Active Directory.

Aapi

) |




Contact
You can search for contact objects and select dedicated contacts for
export.

Recommendation: Select dedicated contacts, you are sure will never be
deleted from Active Directory.

Container
You can search for container objects for exporting all objects in this
container matching the inserted expression.

ou
You can search for Organiza tional Units for exporting all objects in this OU
matching the inserted expression.

If you do not want to choose Organizational Units including all nested OUs
(by taking the CHOOSE method described below), you can select
individual Organizational Units onl y.

Query Based Distribution Groups

Query -Based Distribution Groups (in Exchange 2007 <called
di stribution groupso) provide a type
method to dynamically define the membership to this type of group. It is

not a s tatic membership like regular groups.

Search for Query Based Groups matching the inserted expression and
select if you want to export all members of this group.

ADynam
of Di
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Groups
Search for local, global and universal Groups of type security group or
distribution g roup.

If you select a listed group which is mail -enabled you will be prompted for

choice between a def i ned-adgress)itgelfofaigttie i t 6 s S

members of this group (membership) or both (group + membership) to
be exported.

I f you chegk fi@etal h groupso the
to all listed and selected groups.

GALsync
programimierer
® Only Membership 64
Group + Membership &y
Include nested groups @
Setting for all aroups! (@) of Ok

Public Folder

You can search for Public Folders and choose any Public Folder you want
to export. The Public Folder will be created as a contact in the target

envi ronment, if itis mail  -enabled and not hidden from GAL.

GALsync| Manual
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Choose

Here you may pick a dedicated Organizational Unit in the listed domains.

An active directory tree with all domains and organizational units will be

listed. All mail objects included in a sele cted OU (and all nested OUSs) will
be recognized for export at runtime.

Note: You do not need to check the nested OUs.

P

GALsync - B X
Select omgancatonal uni

An active directory tree with all organizational units of every domaininthe forestand is listed. All
mail objects included ina selected OU (and all nested OLUs) will be recognized for export at
runtime. Mote: You don't need to tick the nested Olls.

& .'_'—_‘_. entwickler local
-- .'.'l_. DC=daneben
=N .'.'l_. DC=entwickler
[ 0 5 Betrieb
.'.'l_. Computers
.'.'l_. Domain Controllers
-E__. ForeignSecurityPrincipals
L. Managed Service Accounts
.'_'—_‘_. Microsoft BExchange Secunty Groups
.'.'l_. Microsoft Bxchange System Objects
.'.'l_. Program Data
[ 7] 5 Projekte

.'.'l_. System

Loy
) Users

[ 5 DC=sub

| «.ﬁ.ppl_l,l | | @Eancel
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Only this OU
Only mail -enabled objects in the OU will be exported. All sub -OU and their
mail -enabled objects will be ignored.

Only Sub-OUs
Only mail -enabled objects inthe sub  -OU of the OU will be exported. All
mail -enabled objects of the OU will be ignored.

OU + SubOU
All mail -enabled objects of the OU and all sub -OU will be exported.

Include group memberships
Additionally you may ¢ onfigure to export information about group
memberships of mail objects.

= -

GALsync X
Betrieb
® Only this OU @

Cnly Sub-0Ls @

OU + Sub-0OUs @
Include group memberships LE )
Include nested groups + memberships (1)
Setting forall Qs (D) o Ok

GALsync| Manual
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Properties
Select which properties are to be exported.

Pl -

GALsync = = X
Select propenes

If vouuntick a property the value of this property will not be
exported.

*

Froperty

fic

m

Co
carpar
countryCode
department
description

dizplayh ame
dizplayh ameFrintable
extensiondtinbutel
extengiondtibute?
extenzsiondtibute3
extensiondtinbuted
extensiondtinbuteb
extenzionsttibutes
extensiondtibute?
extensiondtibuted
extensiondtiibuted -

s = =

Select all

| «.ﬁ.ppl_l,l | | @Eancel |

GALsync| Manual




Settings
(& Ex port Settings
Maximum errors to transfer data file. L& 5]
Minimum ohjects to transfer data file. 6§
Include hidden chiects I

Synchronize Manager
Support cross-forest delegation 6§

Synchronize Picture a

It is recommended to read manual for detailed information

of Apply

&3 Cancel

Maximum errors to transfer data file

You can set a limit how many errors may occur when creating a data file
be fore sending. If this limit of errors is exceeded, the effected data file will

not be sent to the recipient.

Minimum objects to transfer data file

You can define a minimum number of objects to be written to the data file
before sending to the recipient. As long as the data file contains less

objects it will not be sent at all.

For example if you expect to export over 11000 objects, you can set a
minimum of number of objects to 11000. Assuming that a network error
occurs at runtime and GALsync identifies onl y 8000 objects for export
(because of unavailability of your domain controller). The data file will not
be sent to the recipient. Otherwise, in the target environment the missing
number of contacts would have been deleted even though they still exist

in th e source.
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Include hidden objects
With this option, the objects, which are hidden from the GAL, are also
exported. During the import the objects will be visible, in the GAL.

Synchronize Manager

If this option is selected GALsync will not only export the manager 0s

of the mailbox but create the manager as contact. So you know at import
side also the manager of an object.

Support crossforest delegation
Added compatibility for Cross  -Forest Delegation for Exchange 2007 or
2010. GALsync handles the contac t sync according to the chapter

AManually Creatomgst mailsscontacto
http://blogs.technet.com/b/neiljohn/ar chive/2011/10/12/exchange -
server -2010 -cross -forest -delegation.aspx

Synchronize Picture

This will automatically synchroni ze

of

t

t his

he us
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Free Busy

For synchronization of Free Busy information, please fill in the name of the
Exchange server and the user name. With this information, GALsync can
create a MAPI profile in order to export Free Busy data from Schedule+
Free Busy public folder.

Note: I n the Chapter, "Free Busy I nformati on

about how you need to configure y our environment to be able to sync
Free/Busy Information.

Free Busy

/| Include Free Busy &/

® Global setting Manual setting
Exchange server: d)
User Name: : - 77‘ 3 “heck Name
Test
Exchange Server: Please check what kind of Exchange topology you

have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010

Server with Mailbox role as well as CAS role, then i nsert the name of the
server. You may also first insert the username and use method Check
Name .

If the mailbox is placed on an Exchange 2010 server with only mailbox
role, insert the name of an appropriate CAS server. Do NOT use method
Check Name , because this method takes the server with the mailbox role.

If you use a CAS -Array, insert then FQDN of the array.

User name : The name of the mailbox which will send the notification
email . Uswuvally this is the sendero6s

GALsync| Manual
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Check Name Use t hendimeheeclkkutton to resolve the
typed in. If GALsync does not find any mailbox, an error will be indicated.

If GALsync finds the mailbox confirmation will be indicated. If GALsync

finds multiple mailboxes a question mark will appear, please use a user
name which is unique.

Test: This will test if GALsync can access the Free/Busy Information.
Problem:  The test fails.

Please Check:

The GALsync GUI must run in the credentials of the Service Account.

The GALsync Service account must be the OWNER of t he mailbox used to
send the mail.

If you installed Standalone MAPI/CDO1.2.1 you must reboot the computer
before it will work.

If you use Outlook on the Server with GALsync it must be 32 Bit and the
Standard Profile for the GALsync Service must be configured.

With Exchange 2007 and Exchange 2010 SP1 you need to have a
database for Public Folders.
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Status notification

GALsync can send status  notification emails to inform you about errors

that may have occurred. If you leave this option unselected no notification

email will be sent.

Status notification emails

| Send Summaryi (@)
® Global setting Manual setting
Exchange server: | | @
User Name: | | I Check Mame
Subject |I3.-’-'-.Ls_l,ln|: Summary | 1
Send to | | ¢ ¥
Test £y
Exchange Server: Please check what kind of Exchange topology you

have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name.

If the mailbox is placed on an Exchange 2010 server with only mailbox
role, insert the name of an appropriate CAS server. Do NOT use method
Check Name, because this method takes the s erver with the mailbox

If you use a CAS -Array, insert then FQDN of the array.

User Name: Insert the name of the mailbox which will send the
administrative report.

role.




Check Name Use the ficheck nameo button
typed in. If GA Lsync does not find any mailbox, an error will be indicated.

If GALsync finds the mailbox confirmation will be indicated. If GALsync
finds multiple mailboxes a question mark appears, please use a user name
which is unique.

Subject : Value for the subject| ine in emalil.
Sendto: The SMTP -address of the person who will receive the

administrative report.

Test: This tests if GALsync can send an email to the specified email
address, and sends an email to the email address.

Problem: The test fails.
Please Check:
The GALsync GUI must run in the credentials of the Service Account.

The GALsync Service account must be the OWNER of the mailbox used to
send the mail.

If you installed Standalone MAPI/CDO 1.2.1 you must reboot the
computer before it will work.

If you use Outlook on the Server with GALsync it must be 32 Bit and the
Standard Profile for the GALsync Service must be configured.

t

~

(0] re
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Schedule Service
GALsync can perform the synchronization of policies automatically.

Scheduler service
No schedule service ey}
®'\weekly (1) Monthly (1)
weekly
Monday Tuesday \wednesday
Thursday Friday Saturday
Sunday
every day
. iohce aday
3 h min i :
end time every 15 minutes
every 30 minutes

every 45 minutes

You can schedule weekly or monthly, on different days, the
synchronization should be carried out. Furthermore, they can decide
between what times and how many times a day the schedule service
works. Here, it is possible to synchronize the schedule service every 15
minutes, every hour or once a day.

Note: The execution of a scheduled policy will not be handled by windows
schedule service but by the GALsync Service.
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General
Finally you can define your own name and description for the created

policy.
If the option  Enabled is selected, GALsync Se rvice will consider this policy
for scheduled execution. If you have configured a policy with schedule

information but you do not want the policy executed automatically then
unselect this option.

General

Name 3

Description i
4 Enabled 1

GALsync| Manual




How to create an Import policy

In order to create an import policy you need to configure the following
settings:

1 Data transfer mode

1 Encryption

9 Directory

9 Free Busy

i Status notification emails
i General

Data Transfer mode
In order to synchronize GALsync data you may choose from the following
options to transfert  he data file:

i Manual

bl Via email

i Via network share
i Via FTP

In addition, you can decide to encrypt the GALsync data file.

Data transfer mode

Please choose a type of transfer.

manual

Import from a file. J
via email
Receive directory information from email. (Y]

via network share

Receive directory information from a network share. \L‘
via FTP

Download directory information froma FTP server. w
Decrypt directory information. @
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Manual
GALsync reads the information from a local file for importing into Active
Directory. Please choose a drive, folder and file name, where the

information is stored.

manual

Choose file onyour local drive where directory information is stored.

Diata file

C:AProgramD atabMETeec GmbH & Co. KGAWGALzpncdata filesdatafile. xml @

Path : Choose a file where directory information is stored.
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Via Email
GALsync automatically receives the directory information from an email
account.

via email

® Global setting Manual setting

Exchange server: | | 6§ )

User Name: | | 2 Check Mame

Filter: Subject | @

Test 1

Exchange Server: Please check what kind of Exchange topolog y you
have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name .

If the mailbox is place  d on an Exchange 2010 server with only mailbox
role, insert the name of an appropriate CAS server. Do NOT use method
Check Name , because this method takes the server with the mailbox role.

If you use a CAS -Array, insert then FQDN of the array.

User name : Insert the name of the mailbox which will receive the
directory information. Usually the
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CheckName : The fAcheck nameo button wil/l
within the textbox. If GALsync cannot find a mailbox an error mes sage will
be displayed. If GALsync finds the mailbox that will be noted and if

GALsync happens to find more than one mailbox you will need to be more

specific in the searcher.

Subject Filter  : If you leave the subject filter field empty GALsync will
read a Il messages in the mailbox for checking, if new directory information
has been sent from another exchange organization. If you receive
directory information from multiple exchange organizations, you may want

to distinguish between them using different subj ects. GALsync recognizes
subjects' content by wusing the fistarts
string.

Test: This tests if GALsync can send an email to the specified email
address, and sends an email to the email address.

Problem:  The test fails.
Please C heck:
The GALsync GUI must run in the credentials of the Service Account.

The GALsync Service account must be the OWNER of the mailbox used to
send the mail.

If you installed Standalone MAPI/CDO 1.2.1 you must reboot the
computer before it will work.

If y ou use Outlook on the Server with GALsync it must be 32 Bit and the
Standard Profile for the GALsync Service must be configured.

~

try

wi t
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Via network share

GALsync automatically receives the directory information from a network
share thatis accessible for both e xchange organizations. For an import,
you need read access to the share.

via network shame

Yiservers hare\datafile.

Path eV
| Access Information |
Domain | | (& 4]
User name | | )
Password | | ey
Test (I

Path: The path specifies the qualified name of the share and file name
where you want to receive the directory information from.

Domain: This is the domain of the user who wants to access the specified
network share. Usually this is the NETBIOS name of the domain.

User name:  This is the user who wants to access the specified network
share.

Password:  This is the password of the user.

Test: Pressing this button GALsync will validate the access to the share
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Via FTP

GALsync automatically receives the directory information from a FTP
server that is accessible for both exchange organizations. For export, you
need read/write access to the FTP server.

via FTP ftp:/iftp. mycompany . comiexp xml

URI | | @
| Access Information |
User name | | I
Password | | 1
| Prosey Information |
Address | Port | | | | & 5]
Domain | | &)
|Iser name | | (€ 4]
Password | | 3
Test £ 5]

URI : The Uniform Resource Identifier (URI) specifies the qualified name
of the FTP server and file name where you want to download the directory
information from.

User name : This is the user who wants to access the specified FTP
server.

Password : This is the password of the user.

Address/Port . If your environment uses proxy server to gain access to
the FTP server please type the name of the proxy server and the port
which should be used.

Domain : This is the domain the user belongs to wh 0 wants to access the
specified proxy. Usually this is the NETBIOS name of the domain.

User name : This is the user who wants to access the specified proxy.
Password : This is the password of the user.

Test : Pressing this button GALsync will validate the a ccess to the FTP
server and proxy (if configured).

GALsync| Manual
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Decryption
The Active Directory Information can be
Directory I nformationi, can be activated
Mode.

Data transfer mode

Please choose atype of transfer.

manual

Import from a file. a
® viaemail

Receive directory information from email. @

via network share

Receive directory information from a network share. Q)

via FTP

Download directory information froma FTP server. @
i ¥ Decrypt directory information.; &y

After setting up the Data Transfer Mo

Encryption

Choose the security level. Encryption is used to secure the data file which contains
all the directory objects to synchronize.

Symmein: Keys '\L'

Create a key and share this key with your partner.

Asymmetnc Keys '\L-'
Impart: Create a public key and send this key toyour partner.

Export: Store the received file with the public key you received from your partner.

- COpen Key : Insert file you received from your partner.
sk Open key
- Generate Key: &fileis created which you may send to
g [enerate key your partner.

de you can setup the Encryption.

@
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Symmetric Keys
If you choose symmetric keys a single key is used for both, encryption
and decryption. This means sender and receiver use the same key.

Procedure

Once you create an export policy create a key -file and hand it over to your
partner organization. Then your partner creates an import policy.

Imported information will be accessible after using the key -file.

If you want to use this key in any other of your own policies simply refer
to the created key -file.
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Asymnetric Keys (Public Key)

If you choose asymmetric keys the key for encrypting the message is

different to the key for decryption. This means you use a public key to
encryptthe message , whereas the private key is kept secretly and will be
used to decrypt th e message. If you want the other exchange organization

to send encrypted directory information to you, you have to generate a

pair of keys and hand over the public key to the other exchange

organization first. They will use the key for encryption and send you the
encrypted file. The private key is stored directly in the policy file.

Note: Using an asymmetric key the private key is built upon the machines
GUID. As soonas you move GALsync to another machine you have to
renew your existing key.

Procedure

If you create an import policy create a key -file and hand it over to your
partner organization. Your partner himself creates an export policy to be
opened with the  key -file.

Once you create an export policy , first you should receive a key -file
generatedby your partner6s organization i
policy at their hand side.

Further information

For further information see

nsi de

t


http://en.wikipedia.org/wiki/Symmetric-key_algorithm
http://en.wikipedia.org/wiki/Asymmetric_key_algorithm

Directory
Configure all import related directory settings.

Note : You can configure these settings for each policy.

Directory
| 3 Choose | €y)
Hi Properties | @
{43 Settings @

{ Selected OU for import |

Nothing selected
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Choose
Choo se an Organizational Unit; you want to store the imported directory

information in.

Recommendation : Create a special Organizational Unit for import. Do
not bind any group policy to this OU, which could lead to unexpected
results. Grant the GALsync service account full permissions to this OU.

-

GALsync - B X
Select organcatonal unk

An active directory tree with all organizational units of eveny domainin the forest and is listed.
Please select one of the OlUs listed toimport objects to. Recommendation: Create anew OU
before which will anly contains the objects from the ather exchange organization.

= ._':_‘_. entwickler local
-- ._':__. DC=daneben
=" ._':__. DC=entwickler
[+ [0 5 Betrieb
._':__. Computers
._':__. Domain Contrallers
-E__. ForeignSecurityPrincipals
._':__. Managed Service Accounts
._':_‘_. Microsoft Exchange Secunity Groups
._':__. Microsoft Exchange System Objects
._':__. Program Data
[+ [0 5 Projekte

._':__. System

s
) Users

[+ 5y DC=sub

| «.-'-‘-.ppl_l,l | | @Eancel
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Properties
Modify the values for the Import Policy. The modified objects are
prioritized during the import.

GALsync _ = x
ﬁ ke up \Ij, howe Diown xDelete
displayMName Property to modify e8]
Add Lond 0
[London) Fome= El
telephoneMumber
Replace  +43 0043 o Add value (€8]
et
Find and replace D
Build from properties £ 8]
lgnore this property LE4 )]
‘ f Apply ‘ | @ Cancel |
Add value

You can add a text to a property. Choose the property that you want to
addavalueto,andth en choose the option AAdd Val u¢g

You then have the option to add your value before the property (Prefix) or
after it (Suffix).
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Find and replace
You can replace a specific string with a new value. Choose the property,
select find and replace.

In the find textbox insert the text which you wish to replace and in the
replace textbox insert the new text.

You can use Regular Expressions.

Example, you have the string fAnDueren

the words and separate them with a comma.

Youexpect t he f ol l owing string as an
then insert:

(?<first> \ S+) (?<last> \ S+)
into the "Find" field.

In the Replace field, add the following text:
${last}, $ffirst}

Here are a few Regular Expressions, which are allowed to be used:

$& mat ched text

$_ original source string

$ text before match

$ text after match

${group_name} text matched by named group
$1, $2 text matched by numbered group
$$ the literal "$"

GALsync| Manual
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GALsync

ﬁMove up @Muve Doy xDelete

displayMName
Add

[London) i]

Property to modify l.j;.l
telephoneMumber El
Add value @
® Find and replace @
Build from properties k_l__)
lgnore this property k_l-_)
Find
[+43 |
Replace
|00ag |

| o Add

‘ fﬁi\ppl}l ‘ | ﬁﬁancel |

Build from properties
You can create Properties by concatenating other Propert

the property and select the option "Build from Properties".

y values. Choose

GALsync

ﬁMwe up @Mwe Davivh xDeIete

displayMName
Add
telephoneMumber

Replace  +49

[London) 0

o043 0

Property to modify @
dizplayt amePrintable El

Add value @

Find and replace Q

. ® Buildfromproperties! @

Ignore this property @

Build from properties @
‘ @ Add property |

| o 4dd

‘ fﬁi‘n.pply ‘ | ﬁtancel |
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GALsync - B

Choose a listitem to apply.

Property

ich

COmpary
departrment
dizplay ame
dizplapM amePrintable 4
extensiondtinbutel

emtenziondttibute

extensiondtinibuted

extensiondttributed

extenziondtiibuteh

extengsiondtiibutes

extensiondtiribute?

extensiondtinbuted

extensiondtinbuted

etenziondttribute0

extensiondtiibute

extensiondttribute2

extensiondtiibute 3

extensiondtiibute 4 -

g Apply @ Cancel

m

In the textbox "Build from Properties”, add a string, how the property
value should be built. Via the "Add Property" button, you can choose
which properties are used.

For Example, you want to generate the Property, "displayNamePrintable"
from the last name, and first name comma separated. Choose the
property, "sn" and the property "givenName" and insert a comma and
space between them in the textbox "Build from Properties".




GALsync
ﬁMove up @Muve Doy xDelete

displayMName

Add [London)
telephoneMumber

Replace  +49 o043

Property to modify 4]
0 - -
dizplayM amePrintable
0 . .
Add value £ 8]
Find and replace {
® Build from properties '\j:,'
Ignore this property 4]
Build from properties a
Hsn¥, XgivenName? |
‘ ﬁ Add property |
| o 4dd |
‘ f Apply ‘ | @ Cancel |

Thereatfter, all "displayNamePrintable" will be created from a comma

separated "sn" and "givenName".

Ignore this property

If you do not want to import a specific property, then you can select

"Ignore this property".

Note: Values which are already assigned
be modifies by GALsync.

to the objects property will not
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In the following example the property "company” will never be imported.

GALsync = = x
ﬁ Moeve up \Ij, Mowe Don xDeIete
displayMame Property to modify &5
Add Lo 0
(Londen) company El
telephoneMumber
Feplace  +49 nn49 0 Add value ®
displayNamePrintable
Buld  Zsn¥, ZgverNameX 0 Als I e Y
Build from properties LE4 )]
[®lonore this propertyy @
This property will be ignored.
| oo £dd |
‘ « Apply ‘ | @ Cancel |

Exporting a property, and importing a different property in the target
environment

By combining the options "Build from properties” and "Ignore this

property" you can either copy or move a property value to a different

property.

Copy Property

You can copy a property by choosing the end property and selecting the

option "Build from properties". Then choose the property you w ish to copy
via the "Add property" dialog. Add the rule with the button "Add".




Move Property
You can move a property by doing the following:

1. Choose the end property and selecting the option "Build from
properties". Then choose the property you wish t 0 copy via the "Add
property" dialog. Add the rule with the button "Add".

2. Choose the initial property and select the option "Ignore this property",
and add the rule by clicking the "Add" button.

Ergo the property value moved from the initial property to the end
property.

GALsync| Manual
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Settings
You can configure some additional settings concerning different
requirements.

Import Settings - =
Genera ' E-Mail Addreszes | Address Lists

Create sub-0Us for each sending domain L& 4]
Use MAPI rich text format ey
Include hidden objects D
Synchronize Group ey
Synchronize Manager i
Set property “ms ExchPolicyEnabled™ L& 4]
Support cross-forest delegation &8
Synchronize Picture ey

Itis recommended to read manusl for detailed information Qf Apply @ Cancel

Create subOUs for each sending domain

You can choose to import all objects into one import OU with different sub
OUs. GALsync creates sub -OUs dep ending on the original domain names.
Therefore, you are able to create one Import OU and GALsync will create

for each received domain a sub -OU. GALsync also can read the names of
thesub -OUs from a Custom Attri but e -Rolkyy
APropgefobr source domainfd). I n this

time of export.
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Use MAPI rich text format
Here you choose whether to use MAPI -RTF for the contacts you will
import. The following options are available:

Never: If you select this option, mes sages sent to this recipient convert to plain
text.

Always: If you select this option, messages sent to this recipient will be in the
MAPI rich text format (RTF).

Use Default Settings: If you select this option, messages sent to this recipient
are in eithe r MAPI RTF or plain text, depending on the settings of the client
computer.

See: http://technet.microsoft.com/en -us/library/aa997434.aspx

Include hidden objects

If objects, which are hidden in the source surrounding of the GAL, are

going to be exported, then they will be hidden in the purpose surrounding
of the GAL, too.

Important: With the synchronization of objects which are also hidden as

a contact from the GAL, it is possible that problems arise, because

GALsync cannot correctly determine, whether the contact of the object
which should be imported, or if it already exist or not.
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Synchronize Group

Normally, groups are imported as a contact in the target environment,
exactly like the members of a group if they are exported. You can import
groups as gro up objects to see who is a member of the group.

If you activate the option "Synchronize Group ", all groups with exported
members are imported in the target and the group is created in the target
environment. The members are added to the group.

Al Synchronize Group 5] i
Synchronize Manager 9] .DDM,&,IN LOCAL GROUP
GLOBAL GROUP
Set property “ms ExchPolicyEnabled I UMIVERSAL GROUP

DOMAIN LOCAL GROUP + SECURITY ENAELED
- By : GLOBAL GROUP + SECURITY ENABLED
Support cross-forest delegation L UMIVERSAL GROUP + SECURITY EMABLED

During the creation of groups, the group type is by default the same as
the source, however if you choose a specific group type, the prior group
type will be ignored.

Note: Not every Group type can be created in every environment. If
GALsync cannot create a group ty pe, an error will be logged. This is not
an error of GALsync, but this is an environment issue. Choose a different
group type, so GALsync can create it in the target environment.

Synchronize Manager

is also active on the export side, if activated this will automatically export
the managers even if they are in another OU.
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Set property amsExchPolicyEnabl edo
Exchange Server 2003: Specifies whether or not policies should be applied
to this recipient.

See: http://msdn.microsoft.com/en -
us/library/ms982433%28v=exchq.65%29.aspx

Support crossforest delegation

Added compatibility for Cross  -Forest Delegation for Exchange 2007 or

2010. GALsync handles the contact sync according to the chapter
AManually Creatomgst@a mailsscontacto of

http://blogs.technet.com/b/neiljohn/archive/2011/10/12/exchange -
server -2010 -cross -forest -delegation.aspx

Synchronize Picture
This will automatically synchronize t
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http://msdn.microsoft.com/en-us/library/ms982433%28v=exchg.65%29.aspx
http://msdn.microsoft.com/en-us/library/ms982433%28v=exchg.65%29.aspx
http://blogs.technet.com/b/neiljohn/archive/2011/10/12/exchange-server-2010-cross-forest-delegation.aspx
http://blogs.technet.com/b/neiljohn/archive/2011/10/12/exchange-server-2010-cross-forest-delegation.aspx

Import Settings - B X
General | E-Mail Addresses ' Address Lists
Modify target address with domain L b | |
Maedify primary SMTF address with domain a1 | |
Maodify mail address with domain £ ) | |
Import X500 addresses a1
Impart anly main SMTP address L&)
Itis recommended to read manual for detailed information « Apply l@ Cancel

Modify target address with domain
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Tomodi fy the attribute Atarget Addresso cor
need to take a value out @itributelreantiePr oxy Addr
source, which is not the main SMTP address. For Example, the mailbox in

the source has two SMTP Addresses the main ad dress is: @mail.com and

a secondary address: fA@mig. mail.comd and vy
A@mi g. mail . como address as the Atarget Addr
import.

Il nsert the filter A@mig. mail.como in das T,
AModi fy targwitt mddlomaisndo. GALsync will <c¢cha
address i f A@mig. mail.como was found in th
is only one fA@mig. mail.como address found
Aftarget Addr esso.

Please read the chapter "How to use GALsync in a migration " for more

information.




Modify primary SMTP address with domain
To modify the attribute Aprimary S

that we need to take a val ue OAtributedrbm t he A p

the source, which is not the primary SMTP addr ess. For Example, the
mailbox in the source has two SMTP Addresses the main address is:
@mai |l . com and a secondary address:
l i ke to use the A@mig. mail.como ad
attribute after the import.

Insert the filter A@mig. mail.comod in das Tex
AModi fy primary SMTP address with domaino.
target address i f A@mig. mail.como was foun
addresso and there is only one @ @wille. mai l

set to the fAprimary SMTP addresso.

Please read the chapter "How to use GALsync in a migration" for more
information.

Modify mail address with domain

To modify the attribute fimail 06 cor
avalueoutofthe fA Pr oxy Ad d rateibute &@ndhe source, which is
not the main SMTP address. For Example, the mailbox in the source has
two SMTP Addresses the main address is: @mail.com and a secondary

address: fA@mig. mail.comd and you woudmo | ik

address as the Aprimary SMTP addr e

Il nsert the filter A@mig. mail.como in das T,
AModi fy mail address with domaind. GALsync
address i f A@mig. mail.como wWANMTRoaddr ¢ 1s d h
there is only one A@mig. mail.como address
Amail 0 attribute.

~

MTP addr

An@mi g. m
dress as

rectly i

ssoOo attr
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Import X500 addresses

Sometimes it is required to synchronize the X500 Addresses in the

AProxyAddresseso.
to earlier migrations.

Import only main SMTP address

Thi

S

h e | -pdiveny f Repodsidug e t

In some scenarios (when more than one SMTP address is present within

t he
only.

AProxyAddresseso, )

it i s required t

Import Settings

General | E-Mal &dddrezzes [Address Lists

Hide From Address Lists (all Objects) '\.!;'

® Default Settingsé Custom Settings D

= ) All Global Address Lists
- [ "5 Globale Standardadressliste

= G All Address Lists

& Alle Benutzer

S Alle Gruppen

& Alle Kontakte

& Alle Raume

i Krummes Ding
----- &) Offentliche Ordner

Itis recommended to read manual for detailed information

| «.-’-‘-.ppl_l,l | | @Eancel
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~
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Hide from Address Lists (all Objects)
If you select this option all imported contacts are hidden from address
book.

If you unselect this option all hidden, imported contacts will be visible
after running the policy.

We recommend concerning this requirement to configure a different
export polic y containing only the affected objects. In the target forest
create a special OU which is used to import all contacts which should be
hidden from address book.

Important: With the synchronization of objects which are also hidden as

a contact from the GAL, it is possible that there can be problems, because
GALsync cannot correctly determine, whether the contact of the object

which should be imported, does already exist or not.

Default Settings
GALsync set the default global address lists (GALS).

Custom Setthgs
GALsync set the choosen address lists.

Please consider: This will not change any recipient filters of other address

lists. You may want to change your global address lists (GALS) recipient

filter to not include these objects, and the recipient filter o f the choosen to
include them.

GALsync| Manual
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Free Busy

To synchronize Free/Busy information please enter the Exchange Server
and enter the Service Account username. GALsync will then create a MAPI
Profile to access the Administrative Group in the Schedule++ Free Busy
Public Folder, which contains all the Free/Busy information.

Note: | n the Chapter AFree Busy I nformationo
to configure your environment so that GALsync can export Free/Busy
Information.

Free Busy

{60 Include Free Busyi W1/

® Global setting Manual setting
Exchange server: | | 1
User Name: | | L ¥ Check Marne
Test

*._r.;i.' Choose
| Selected Exchange Administrative Group |
Mothing selected
Exchange Server: Please check what kind o f Exchange topology you

have:

If the mailbox is placed on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name.

If the mailbox is on an Exchange 2010 server with only mailbox role,
insert the name of an appropriate CAS server. Do NOT use method Check
Name, because this method takes the server with the mailbox role.

If you use a CAS -Array, insert then FQDN of the array.

‘N



User Name : The name of the mailbox, which will receive the data,

usually this is the senderés |/ GALsync Ser

Check Name: The Acheck nameo button will try t]o

within the textbox. GALsync displays an error message if it cannot f ind the

mailbox. If GALsync finds the mailbox it notifies the user that it found a

mailbox, and if GALsync happens to find more than one mailbox, you will

need to be more specific in the searcher.

Test: This tests if GALsync has access to the Schedule++ Fr ee / Busy

Public Folder.

Problem:  The test fails.

Please Check:

The GALsync GUI must run in the credentials of the Service Account.

The GALsync Service account must be the OWNER of the mailbox used to

send the mail.

If you installed Standalone MAPI/CDO 1. 2.1, you must reboot the

computer before it will work.

If you use Outlook on the Server with GALsync, it must be 32 Bit and the

Standard Profile is for the GALsync Service Account.
IS
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Choose
Choose an Exchange Administrative  Group, where to store the imported
Free Busy information.

-

a
o

GAlLsync -

Pubkc Folder

Select one of the system public folder found in your enviroment to store the free/busy information.

= SCHEDULE + FREE BUSY FOLDER
EX:/O=FIRST ORGANIZATION/OU=EXTERNAL (FYDIBECOHF2Z55P0LT)
‘o |0 BEX:/o=First Organization/ou=Exchange Administrative Group (FYDIBOHF23SPOLT)

f Apply r@! Cancel

Problem:  There are no administrative groups shown.

Solution:  The GALsync GUI must run in the credentials of the Service
Account.

Note: With Exchange 2007 or Exchange 2010 SP1, there must be a public
folder store present. It is possible that it is not there; because public

folder stores do not install by default anymore ergo, you may need to

install it manually.
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Status notification

GALsync can send status notification emails to inform you about errors

that may have occurred. If you leave this option unselected no notification
email will be sent.

Status notification emails

| Send Symmarny: (L)
® Global setting Manual setting
Exchange server: | | @
User Name: | | 1 Check Mame
Subject |I3.-’-'-.Ls_l,ln|: Summary | 1
Send to | | ¢ ¥
Teszt £y
Exchange Server: Please check what kind of Exchange topology you

have:

If the mailbox is pI aced on an Exchange 2003 or 2007 Server or and 2010
Server with Mailbox role as well as CAS role, then insert the name of the
server. You may also first insert the username and use method Check
Name.

If the mailbox is on an Exchange 2010 server with only m ailbox role,
insert the name of an appropriate CAS server. Do NOT use method Check
Name, because this method takes the server with the mailbox role.

If you use a CAS -Array, insert then FQDN of the array.

User Name : Insert the name of the mailbox, which wi Il send the
administrative report.

CheckName : Use the ficheck nameodo button to re
typed into the textbox. GALsync shows an error message if it cannot find

the Mailbox. GALsync will confirm if it finds the mailbox. If GALsync finds

mul tiple mailboxes a question mark appears, please use a user name that

IS unique.

GALsync| Manual
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Subject : The email header

Sendto: The SMTP -address of the person who will receive the
administrative report

Test: This tests if GALsync can send an email to the specified e mail
address, and sends an email to the email address.

Problem: The test fails.
Please Check:
The GALsync GUI must run in the credentials of the Service Account.

The GALsync Service account must be the OWNER of the mailbox used to
send the mail.

If you in stalled Standalone MAPI/CDO 1.2.1, you must reboot the
computer before it will work.

If you use Outlook on the Server with GALsync, it must be 32 Bit and the
Standard Profile is for the GALsync Service.




Schedule Service
GALsync can perform the synchroniz ation of policies automatically.

Scheduler service
No schedule service ey}
®'\weekly (1) Monthly (1)
weekly
Monday Tuesday \wednesday
Thursday Friday Saturday
Sunday
every day
. iohce aday
3 h min i :
end time every 15 minutes
every 30 minutes

every 45 minutes

You can schedule weekly or monthly, on different days, the
synchronization should be carried out. Furthermore, they can decide
between what times and how many times a day the scheduler service
words. Here, itis  possible to synchronize the scheduler service every 15
minutes, every hour or once a day.

Using start time and end time option GALsync starts only in the defined
period. The synchronization itself may take a longer time.

GALsync| Manual
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General

Finally, you can define y

policy.

General

Mame I\.!.-‘I

our own name and description for the created

Description @

7| Enabled (@)




Free Busy Information

During the Synchronization of different Mail Organizations GALsync will
read the Free/Busy Information for the selected User objects in the

Source, and saves these in the Targe t as Free/Busy information for the
synced Contact objects.

GALsync, however, does not synchronize Free/Busy information with
every change. You can set the Sync interval to 15 minutes.

GALsync will synchronize Free/Busy Information for two months, the
curr ent month and the next. This can be set on the client itself.

GALsync requires that every Exchange Organization set the
Free/Busy data in the Public Folder Store. If you are running
Exchange 2007 or Exchange 2010 SP1, you also need the Public
Folders.

Thin k about this, not only Mail -Enabled Users can have Free/Busy
Information, alsoMaill -Enabl ed Contact s. Even i
Outl ook, and doesnot have a mail box,

Free/Busy Information.

The Free/Busy Informati  on is visible within Outlook, when trying to plan a
meeting using the Scheduling Assistant.

The required Free/Busy Information must be replicated on every Exchange
Server.

f

a Cont ¢

t is
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GALsync Free Busy Matrix
In the Table below, you can see where Outlook can see th
Information that is published to the Public Folder Store.

e Free/Busy

Outlook Exchange 2003 Exchange 2007 Exchange 2010 Exchange 2010 SP1
Works by default Works with an Update to Exchange Works with an
2003 unencrypted 2010 SP1 required unencrypted
connection * connection *
Works by default Requires a registry Update to Exchange Requires a registry key
key on the client 2 2010 SP1 required on the client 2 or the
2007 Works with the correct server
correct server configuration 3
configuration 3
Update to Works with the Update to Exchange Works with the correct
2010 Exchange 2010 correct server 2010 SP1 required server configuration 3
SP1 required configuration

! For all Exchange 2007 / 2010 SP1 turn off the encryption.

2 For all Outlook 2007 Clients in the Registry add the DWORD
fiUseLegacyFBo0 wi t h a value of 1

HKEY_CURRENT_USERoftware \ Microsoft
ns\ Calendar

3 Run the PowerShell Command "
Exchange Server

Add- AvailabilityAddressSpace

her e:

\ Office \ 12.0 \ Outlook \ Optio

"on the




Exchange 2003
Up to Exchange 2003 all Free/Busy Information is stored in the public
folders in the ASchedul e+ Free/ Busyo fol de

= Exchange System Manager

@) e fction  Yew Window Leb

- BOW @

[¥5 GRTMAL (Exchange) =] | SCHEDULE+ FREE BUSY  {Connactad to DESC0127)

| 3 Gobel Settings Detaits | Contart | Find | Status | Replication |
- Recpmnts

= ) Administrative Groups Folder Nams

+ 4 AG Pokcies (L4 EX:/omGRTMAIL/oumaGAT
= ) AGPublcFoldars (L4 EX:./oGRTMAIL/ousAGCE
= {3 Folders LA EX:/o"GRTMAIL/oumAGCH

=) =9 Public Folders [BEX /e=GRTMAIL/ou=AGCL

For each User/ Contact there is a special Al .
Free/Busy information.

## EX:/o=Erste Organisation/ou=Erste administrative Gruppe
File Actions Folder New Property Pane Other Table

Instance Key Att? From T. Subject
=4 cb: 20 Ipb: 06... False Ern0x8004010F... USER-/CN=RECIPIENTS/CN=CHARTWIG
< cb: 20 Ipb: 06... False Err:0x8004010F.., USER-/CN=RECIPIENTS/CN=HWKREMER
- cb: 20 Ipb: 06... False Errn0:8004010F... USER-/CN=RECIPIENTS/CN=MZIMMERMANN
= ¢b: 20 Ipb: 06... False Err:0:8004010F... USER-/CN=RECIPIENTS/CN=TSCHMIDT

GALsync uses the same  Technique to synchronize Free/Busy Information.
During an Export the .eml files are read.

During an Import the .eml Files are created and linked to the created
Contacts.

GALsync| Manual




Exchange 2007 and Exchange 2010 SP1

After Exchange 2007 the Free/Busy information i snét saved i
Folders anymore. Via an Availability Service the information is read

directly from the mailbox. Synchronization between Organizations with

different Outlook / Exchange versions you must use the Public Folders.

More in Paul Robic haux Blog:

Creating a public folder store for Exchange 2007 Free Busy

or

Technet Artikel " At Least One Exchange 2007 Public Folder Store

is Required "

Server side Configuration

In order for Outlook 2007 / Outlook 2010 to work in an Exchange 2007
environment with Free/Busy Information in the Public Folder Store we
recommend the following is implemented.

Availability WebService to look for Free/Busy Information in the Public
Folder Store instead of the mailbox calendar. Thereafter, Outlook connects
to the Availability WebService, which connects to the Database in the
Public Folders.

The cmdlet must be used in every domain that uses GALsync with
Free/Busy Information

For Example:

You have an SMTP Domain fAus.como and
Partner Apartner.como. After GALsync
find cont act saneldiekopartrfi 0O in your Active

You will need to run the following command: Add-
AvailabilityAddressSpace - ForestName partner.com - AccessMethod
PublicFolder

lisreset is required to  let the changes take effect.

Result: All Outlook 2007 / 2010 Clients can see the Free/Busy Information
from the Imported Contacts.
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http://www.robichaux.net/blog/2007/05/creating-a-public-folder-store-for-excha.php
http://www.robichaux.net/blog/2007/05/creating-a-public-folder-store-for-excha.php
http://technet.microsoft.com/en-us/library/cc655657.aspx
http://technet.microsoft.com/en-us/library/cc655657.aspx
http://technet.microsoft.com/en-us/library/cc655657.aspx
mailto:jane.doe@partner.com

Multiple SMTP domains

If your users/contacts are distributed among multiple SMTP domains in

the target forest, run the Add - AvailabilityAddressSpace command once for
each SMTP domain.

See TechNet Article:  Add - AvailabilityAddressSpace

http://technet.microsoft.com/en -us/library/bb124122.aspx

AvailabilityService will make HTTP (not HTTPS) requests against Public
Folder data

The Availability Service will make HTTP (not HTTPS) requests against

Public Folder data. Because of this, we need to ensure that the /public

directory on our CAS does not require SSL. G o into IIS Manager

Start > Control Panel > IIS Manager > Expand Default Website >
Right - Click Public > Directory Security Tab > Uncheck require
secure channel (SSL)

Pobic Properties 20
HTTP Headers | Custoen Errors | ASPAET
Virtud Directory | Documents Deactory Securdy
1 ughentication and access conkrel

Erablls anormmious scosss and edi the
Q s. that thvods For this

1P addrass and doman nams restrictions |
Grank of deny access to this resource uA

1P addreszaz o inkemet domain names., -
x
B8 e seas el (55
T Réqg e (28 Bt encemtan
SO0 COmMIINICAtions
ReQuire SE008 COMMNICatens and T Dokt cortficates
B enatin chonk cortficates whin this ST G Igngge denk contficates
T resourc is atcessed. Yo Cortfica: " Accept chent certiicates
C Rugien e zebfizdns
Edt...
I™ Enable dect cevtificate mapping
hent cartficates can be mappad bo Windoms user
accourks, This alows access cortrol bo rescurces usng
diert certificates,
ox concel || oy |

o | cnd | we |

After thata iisreset is required to let the changes take effect.

GALsync| Manual



http://technet.microsoft.com/en-us/library/bb124122.aspx

How to check whyOutlook 2007/2010 cannot see the Free/Busy
Information?

Prerequisites:

1 GALsync imports correctly, no errors occurring.

1 Free/Busy Information is present in the Public Folder Store.

You can check that the Free/Busy Information are present in the Public
Folde r Store via Outlook 2003 or Outlook 2007, when you set the Registry
Key (seechapter i Out | oo k), d& héMictosoft Exchange Server
Information Store Viewer (MDBVU32).

You can download this Microsoft tool here:

Please also check that SSL is not required for public folder data

See chapter iAvail ability Service will maske
against Public Folder datao

If Free/Busy Information is present in the Public Folder Store:

Using Exchange Management Shell (Exchange PowerShell) on CAS
Exchange 2010:

Check AvailabilityAddressSpace:
Get - AvailabilityAddressSpace

If not yet created, creat e the AvailabilityAddressSpace for every SMTP
domain :
Add- AvailabilityAddressSpace - ForestName partner.com -

AccessMethod PublicFolder
Afterthata iisreset isrequired to let the changes take effect.
See ¢ h alutiple SMAP domains f .

After that, testthe Availability Service:

Test - OutlookWebServices i TargetAddress  john.doe@partner.com

Repair all occuring errors
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http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=1784
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=1784
mailto:john.doe@partner.com

If Free/Busy Information is not present in the Public Folder Store:

Consult GALsync | og files to find any errors while writing the Free/Busy
Information . If there are no errors, please check with your partner if his
export is running correctly.

Outlook 2003

Outlook 2003 can only see Free/Busy Information within the Public Folder
Store. If yo u use Exchange 2007 / 2010 SP1, you must create a database
for Public Folders.

Outlook 2007
Outlook 2007 uses the Availability Service for querying contact
information. With Exchange 2007 / 2010 SP1, you must correctly

configure the server so that Outlook 2007 can find the Free/Busy
Information.
We described the process in the prior sect|i

Exchange 2010 SP1lo.

In an Exchange 2007 environment, there is also a client side solution for
Outlook 2007 Note : This is not for Outlook 2010.

The f ollowing settings are required

Run: regedit.exe

HKEY_ CURRENT_USERoftware \ Microsoft \ Office \12.0 \ Outlook \ Optio
ns\ Calendar

Add a dword " UselLegacyFB " with value of 1.
You can share this registry key via a Group Policy.

See TechNet Article:  Distributing Reqistry Changes

Outlook 2010

Outlook 2010 can see Free/  Busy Information when the Exchange

environments (2007 7 2010 SP1) are configured correctly. See the section
AExchange 2007 and Exchange 2010 SPl1o for
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http://technet.microsoft.com/en-us/library/bb727154.aspx
http://technet.microsoft.com/en-us/library/bb727154.aspx

Cons

One problem of this Architecture is that, all Information is physically

present in the Target, which requires hard drive space. The source object

is copied to the Target as a contact and the Free/Busy Information is

copied into the Store, and linked to the contact. In comparison, newer
Architectures due to the Availability Web Service in Exchange 2007 and
newer require no physical presence for the objects from other

Organizations.

Otherwise, the newer Architecture does not offer access to Free/Busy
Information in all topologies; furthermore, they require Internet Access
and certificate s.

There are multiple synchronization methods with Availability Web Service
with Exchange 2007 and higher, however, much synchronization occurs
within mixed environments, where various Exchange Versions run
simultaneously. These use the Microsoft Federatio n technology.

Cross Org Free Busy with Federation Trust and NETsec GALsync

In this blog we comment on GALsync in the Article "Cross Org Availability

using Federation Trust and Organization Relationship" - published by The
Exchange Team . The Article explains how you can use GALsync and

Federation together.

Read More:
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http://blogs.technet.com/exblown_4000_live.com/ProfileUrlRedirect.ashx
http://blogs.technet.com/exblown_4000_live.com/ProfileUrlRedirect.ashx
http://www.tools4exchange.com/2011/10/cross-org-availability-using-federation-trust-and-netsec-galsync.html
http://www.tools4exchange.com/2011/10/cross-org-availability-using-federation-trust-and-netsec-galsync.html

How to use GALsync in a migration

Different SMTRnamespace
In this first part we describe how to use GALsync in inter  -org migration.
Every mail -organization uses its own SMTP  -namespace.

It should be guaranteed that all users can send mails to each other, no
matter if they had been moved to the new environment or not.

Description of source domain
Several mailbox -enabled users, mail -enabled groups and mail -enabled
contacts are present in the source forest / Exchange organization.

Source Forest
Domain A.COM

{____J &, Peter@a.com

| _ sales@a.com
it@a.com
i

=| external@gmx.com

1 The main name space in this example is a.com .
1 Peter and Angela are members of group  sales.
1 Angela and external are members of group it.

What would we like to have and to do?

All mailbox -enabled or mail -enabled objects from  a.com should be present
in the GAL of the target forest / Exchange organization b.com so that all
usersin b.com can send mails to objects in a.com . Any user that was
moved from source to target is to be visible in both GALs and able to

receive emails.

With GALsync you can meet some of these requirements: the software
creates all selected objects from a.com and creates appropriate mail -
enabled c ontactsin b.com . This also works vice versa.
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Description of target domain
In target domain  b.com there are some objects present prior to migration.
Jay and support are native users and groups.

With GALsync these objects from a.com have been imported to a special
OU and created as contacts. These objects refer with the attribute
targetAddress to their original address in a.com .

Result : Jay will now see Peter inthe GAL of b.com by using Outlook and
he can send emails to him.

Target Forest
Domain B.COM

L—] ngay@b.com
I

]
Jo=

_éz—; Peter@a.com

gj sales@a.com

@i external@gmx.com

support@b.com

Path required

There is only one condition for successful sending mail to Peter : Exchange
in target must know a path to a.com . Therefore, the administrator has to
configure a route (SMTP  -connector) which targets an SMTP -server for the

source environment.

If a.com is a public name space emails can be sent by using the existing
Internet connector. If a special route is available, i.e. VPN company WAN,
you may configure a dedicated route.

Source Forest Target Forest
Domain A.COM Domain B.COM

Exchange 4&' E Exchange

Server Server
Connector Connector




Migrate a user with mailbox and delete source object

If you now migrate  Peter from source to target, you can create a new user
object in target, move his mailbox to target, and associate the mailbox

with the new user. The user object in source can now be deleted.

If GALsync runs the next scheduled time, the contact Peter@a.com _in
target forest b.com will be deleted automatically (because in source the
object does not exist anymore).

The process of deletion in source has also removed him from sales -group.
If Jay in target sends an email to sales@a.com _only Angela will receive
this mail.

source Forest Tarmt Forest

Domain A.COM Domain B.COM

€4 Ms, :
Angela@acom a’/bo* LJ ﬁ jay@b.com

sales(@a.com
it@a.com

B |

—&; extemal@gmx.com i I Peter@b.com

support@b.com

How to Email now?
Note: In this example, Peter cannot get any emails, sent to his old
address peter@a.com

In order to have Peter receive emails again, there are two options:

Using AuteResponder

You might wantto auto  -respond to people still sending mails to
peter@a.com . The auto -responder message could inform senders by a
reply like this: "This address i s not valid any more. Please send messages
to his new address peter@b.com".

The advantage is that incoming mail from internet as well as internal mail

to Peter is not accepted anymore and the sender gets a correspondingly
notification. The disadvantage of  this procedure is the temporary difficulty
to communicate with Peter. Internal people at a.com cannot send mails to

him using the GAL. This is probably an unacceptable condition in daily
business.
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Using Contacts
Alternatively, you can publish all mail -enabled contacts of b.com also in
a.com . Therefore, Peter would be publishedin  a.com's GAL .

For this task you could use GALsync, so that all internal users at a.com
can send mails to Peter. Furthermore, Peter can be member of the  sales
group in Source fores t. Disadvantage: Incoming mail from Internet for
Peter@a.com will not be accepted as long as there is no mailbox.

Source Forest Target Forest
Domain A.COM Domain B.COM

J ﬁydy @b.com
._& Angela@a.com
, sales@a.com ; —] »
. support@b.com
it@a.com "

(B : (5 Peter@b.com
-=external@gmx.com - @
-—&U v o (s |
Lji’ @ sales@a.com
. Peter@b.com — 5

& extemal@gmx.com

Migrate a user with mailbox by keeping source object with additional
contact

You can migrate a user  object by creating the user in the target and
duplicating the mailbox. In this example the user gets a new smtp -
address in target forest.
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mailto:Peter@a.com

Source Forest Target Forest

Domain A.COM Domain B.COM
i Peter@a.com 17 -
j | @ —'l “jinyﬁj&b.:oln
- Angela@a.com _
t it@a.com > support{@o.com

»
L_E external@gmx.com

X.COm

Sourog Forest Target Forest
Domain A.COM Domain B.COM

__] Peter@a.com ’14,3,-
L.SAngela@a com /60,\' ‘J Lﬁla J@b.com

sﬁales@a com ’Ca,e l_:] §
it@a.com : upport@b.com

7 \
-& extémal@gmx.com

& Peter@b.com o L:_]

S sales@a.com
'&; external@gmx.com

With GALsync, the peter@a.com object is synchronized to forest b.com .

The object peter@b.com is synchronized to forest a.com .

Now all mailsto  peter@a.com from internet and from internal - will be
accepted, the user will be visible in GAL of forest A and messages will be
forwarded to the migrated user Peter in b.com .

Migrate a user with mailbox by keeping source object without additional
contact

In this example you would not create an additional contact in source but
modify the targetAddress of the source mailbox object peter.

Using targetAddress

Donotdelete Peter6s user object and mail box i
objects property  targetAddress with its new address  peter@b.com . Now
any email in a.comthatis sent to the GAL object of Peter , will be
forwarded to peter@b.com . No messages will be stored in his source

mailbox. The advantage is that incoming mail from internet as well as

internal mailto  Peter will be accepted and forwarded to his new address in
environment b.com . The dis advantage is that you have to keep a physical
object (with mailbox) in your Active Directory, even though it is not

member of this forest anymore.

n SO

GALsync| Manual

r


mailto:peter@a.com
mailto:peter@b.com
mailto:peter@b.com
mailto:peter@b.com

Shared SMTPhamespace

In this second part we describe how to use GALsync for cross -forest
migration using exc  hange shared name space. If a shared SMTP -
namespace is present, both organizations will be responsible for all SMTP

addresses.

Description

The source forest has a domain with different mailbox -enabled and mail -
enabled objects. The domain name is source.l ocal, the SMTP namespace is
a.com .

We already added a second smtp address to all mailbox -enabled user

objects. This address will be used during migration.

You can use the cost -free tool admodify.net tool to bulk modify objects
attribute values.

In next step we synchronize the source objects

domain. Objects will be created as contacts and placed in a special
organizational unit (i.e. import ). Because both Exchange organizations
share their name space we use the secondary SMTP proxy address as new
targetAddress. This modification can be done automatically by GALsync.

Chapter "How to create an Import policy"

The contact in the target now refers to the mailbox in the source forest -

So it is possible that anyone in target forest can see peter in the Global
Address List (GAL).
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