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Introduction

GALsync

GALsync synchronizes the Global Address List (GAL) between different Exchange
environments, which can be on-premises Exchange environments or Exchange Online of
Microsoft 365 tenants.

For each Exchange environment, you can configure which mail-enabled objects will be
synchronized as mail-enabled contacts to the other Exchange environments. Also, you
can configure how the received mail-enabled objects from the other Exchange
environments will be synchronized as mail-enabled contacts to your own Exchange
environment. This will make the mail-enabled objects from the other Exchange
environments visible as contacts in the Global Address List (GAL).

GALsync Documentation

https://www.netsec.de/en/products/galsync/documentation.html

contactSync

contactSync synchronizes contacts contained in a Shared Mailbox or in a modern Public
Folder into users’ mailboxes in the same Exchange environment.

It will also synchronize the Global Address List (GAL) into users’ mailboxes, which are in
the same environment. Mail-enabled objects of an on-premises Active Directory can be
synchronized into Exchange mailboxes from the same Exchange environment and mail-
enabled objects from a Microsoft 365 tenant can be synchronized into Exchange
mailboxes in the same Exchange environment.

contactSync synchronizes the contacts into a subfolder within the user’s mailbox
contacts.

Please take a look at the contactSync documentation for additional information.
contactSync Documentation

https://www.netsec.de/en/products/contactsync/documentation.html



https://www.netsec.de/en/products/galsync/documentation.html
https://www.netsec.de/en/products/contactsync/documentation.html

What are the principles?

e Independency - each company only shares that information it wants to share
e No trust is needed between the companies
e The software is easy to install and easy to configure

e Exchanging only the data you want to share should be very easy and secure - so we
have chosen email as the preferred data transfer method between companies.

How to start?

Check out the System Requirements and the Prerequisites.
Check out the Global Settings of GALsync.

Configure an Environment Configuration corresponding to the Exchange
environment.

4. Configure the Policy Configuration for the corresponding Environment
Configuration.

Recommendations (Do’s and Don’ts)

Junk Mail Filter

If you choose email as the data transfer method to exchange data, we strongly
recommend you configure the receiving mailbox to not block email from your partner
site. Especially in Exchange Online when GALsync email is often treated as junk email.

Suggestions to test GALsync policies

We recommended to test GALsync before using with your production accounts. This way
you will prevent any unwanted changes, or impacts you might not have considered
during setup.

e First use some test accounts and groups

e Then use only 1-5 real accounts

Never delete manually

Never manually delete synced accounts in the target organization after they have been
used by clients! Outlooks NK2 Cache / AutoComplete Cache respective the name
resolution of Outlook will not take care of the new objects with the same cn without
having the legancyExchangeDN of the former object as x500 address present.

Schedule without overlaps

It is strongly recommended that you configure the scheduler in such a way, that exports
and imports do not overlap. Try the time for each policy will run by a manual execution.
After that configure your schedules.

GALsync 8.5 Manual
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One import policy for exact one organizational unit (on-premises)

It is strongly recommended never to configure more than one import-policy to save the
objects in the same organizational unit. Following the architecture of GALsync all
previous objects could be deleted if they are not identical to one in the import set.

Example:
Import policy 1: contains userl@companya.com and user2@companya.com
Import policy 2: contains userl@companya.com and groupl@companya.com

Both policies are configured to import to OU Contacts Company A and both data files
come from the same source environment. If now policy 1 runs userl@companya.com
and user2@companya.com are created. If afterwards policy 2 runs then
user2@company.com will be removed and groupl@companya.com is created.

Only one export policy from the same source environment for the same
Exchange Online target environment

It is strongly recommended to never configure more than one export policy whose target
environment is the same Exchange Online organization. Following the architecture of
GALsync all previous objects would be deleted if they are not identical to one in the
import set.

Example:

Export policy 1 of Company A contains for an Exchange Online import policy 1:
contains userl@companya.com and user2@companya.com

Export policy 2 of Company A contains for an Exchange Online import policy 2:
contains userl@companya.com and groupl@companya.com

Both policies are configured to import to same Exchange Online tenant of Company
B and both data files come from the same source environment. If now policy 1 runs
userl@companya.com and user2@companya.com are created. If afterwards policy
2 runs then user2@company.com will be removed and groupl@companya.com is
created.



Performance (Exchange Online)

When using any Microsoft 365 Exchange Online related Policy in GALsync, please be
aware of the possibility of some lag. This is due Exchange Online being a remote
environment, which GALsync connects to using Remote PowerShell. Microsoft can, and
has been known to apply connection limitations though throttling.

Export from Microsoft 365 Exchange Online

1. Our experience using certificate-based authentication via App registration
exporting 200,000 objects from Microsoft 365 Exchange Online:

We used

. 1 Enterprise Application (App registration), with the Exchange Administrator role
. and 2 connections to the Microsoft 365 tenant,

J and a Windows Server 2022 with 16 GB RAM and 2 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we exported the 200,000 objects within 1 hour from the
Microsoft 365 tenant.

2. Our experience using user credentials exporting 200,000 objects from Microsoft
365 Exchange Online:

We used

o 5 service accounts, with the Exchange Administrator role

o and 2 connections per account to the Microsoft 365 tenant,
J and an Azure VM with 16 GB RAM and 4 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we exported the 200,000 objects within 1 hour from the
Microsoft 365 tenant.

GALsync 8.5 Manual
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Import into Microsoft 365 Exchange Online
1. Our experience importing 100,000 objects into Microsoft 365 Exchange Online:

We used to create 100,000 objects at the same import policy run

o 1 Enterprise Application (App registration) and additional 2 service accounts*,
with the Exchange Administrator role,

o and 2 connections per account to the Microsoft 365 tenant,
. and a Windows Server 2022 with 16 GB RAM and 2 cores.

* If less than 20,000 objects have to be created or modified during a policy run one
Enterprise Application (App registration) without any user credentials is sufficient.
If more than 20,000 objects are to be created or modified during a policy run,
additional service accounts will speed up the process.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the
Microsoft 365 tenant.

2. Our experience using only user credentials importing 100,000 objects into
Microsoft 365 Exchange Online:

We used

o 5 service accounts, with the Exchange Administrator role

o and 2 connections per account to the Microsoft 365 tenant,
J and an Azure VM with 16 GB RAM and 2 cores.

Note: There are a lot of components in the local computer center, which may
influence the remote PowerShell connections to the Microsoft 365 tenant.

Using the above settings, we imported the 100,000 objects within 6 to 10 hours into the
Microsoft 365 tenant.



Licensing

Trial license

It is possible to run GALsync without a license. Please note that in this case only up to
100 objects can be exported or imported for up to 21 days. If you try to run a policy in
the trial mode, which has been cloned or copied, then it will not work. If any GALsync

version was previously installed on the same machine, the trial mode will not work.

If you try to export more objects than licensed, the data file will not be transferred and
an error is written to the log file.

If your license is not valid or version-compatibility is not given, the data file will not be
transferred, because importing it could lead to unwanted results in the target Active
Directory.

Data files with more than 100 objects cannot be imported.

If you run GALsync as trial this is displayed in the information bar at the bottom of the
program window.

A\ Trial version with random results. For purchase please contact zalesi@nei=zec.de

Note: If you run the contactSync module without a license you will be able to
synchronize contacts into maximum 20 mailboxes for up to 21 days!

If you have any licensing questions or queries, please feel free to contact our
GALsync Sales Team

by phone +49 2421 998 78 20

or via e-mail sales@netsec.de
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How to add a license
Click Help and select About.

GALsync will provide you with basic information about your current license status.

To add a license, press the Add License button, and then select the license file you
received.

L-,l L-,l METsec GALsync 4
FILE ACTION  OPTIONS HELFP GALsync Version 8.0

O [ GALsyne @ ke NETsec GmbH & Co. KG 2008-2022.
D--[_]!:]oontactsv,rnc @ About All rights reserved

=TT _ .

@ Se Contact: seles@netsec de

Please contact us for a license: sales@netsec.de
Palicy D

GALsync

Add License

How many objects are to be licensed?

%] Counter Create an export policy, choose the appropriate objects. Then you can count all
of the objects which are valid for export and would be exported during a run. This can
help you choose for how many sync objects you need to license.

If you have any licensing questions or queries, please feel free to contact our
GALsync Sales Team

by phone +49 2421 998 78 20

or via e-mail sales@netsec.de
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Deployment Guide

Introduction

This chapter will help you to plan your GALsync installation. To simplify the description of
each scenario below, only a unidirectional synchronization is focused. Based on this
technique you may configure bidirectional (one-way) or multidirectional synchronizations.

Some key notes before

e You can synchronize a limitless number of Exchange Forests. We have customers
with over 45 forests using GALsync. You may design a hub-spoke topology
synchronizing all branch offices to the Headquarter and receiving all objects from

HQ.

¢ In a single policy configuration there are no technical limitations for the number of
objects to select for synchronization.

e You can create a limitless number of policies. Multiple policies must be scheduled for
execution - no concurrent executions are possible. Policies are kept in a queue and
will be run sequentially.

e If there are multiple forests to import from, every exporting site must use its own
subject line (when transferring the data via email). This permits multiple import
policies to be configured using the same mailbox for receiving, and still determine
the correct data file per policy.

Note: Synchronizing between different Exchange environments we recommend to
choose email as preferred transport method.

GALsync 8.5 Manual
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Synchronize multiple Exchange environments in a hub-spoke
topology

The main goal of a hub-spoke topology is that all Exchange environments have the same
contact information of the shared mail-enabled objects.

Step 1: Partners export for the Central
First, each partner (spoke) configures an export policy, adding only the desired objects to
be sent to the central (hub) environment.

We recommend scheduling all export policies from each partner (spoke) in the same time
slot.

Step 1: J Office 365

EL’J GALsync Server

GALsync Server GALsync Server L
Partner B Partner C Partner D
[ /7
\\\:::\ ’| Export to Partner A
A\ at 1.00 o'clock
Export to Partner A \:Q\ I/-' Export to Partner A

at 1.00 o’clock “i.}\ Y/ at 1.00 o’clock

R

&= &7 GALsync Server

Partner A - Central



Step 2: Central imports the received data file of each Partner
Second, the central (hub) configures an import policy for each partner, which imports the
contents of the received corresponding data file.

After all export policies from the partners are finished and the data files received at the
central (hub), schedule the import policies for the central environment.

/N
. @8 E&. Eﬁ

Em .‘-g. 1 SLSWC Server

GALsync Server a7 &3 GALsync Server

Partner B Vi Partner C

Step 2: J Office 365

Partner D

p
e

Partner B PartnerC  Partner D
e
! A L E

Import the data file from each partner.

Start at 3.00 o'clock
..h E
=1
. ]

with the first import policy
[
&= &7 GALsync Server

Partner A - Central
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Step 3: Central exports all contact information for the Partners

Thirdly, configure the export policy of the central with the own mail-enabled objects
selected and all contacts imported from the partners, so that all contact information from
all environments is included.

After all import policies are finished, schedule the export policy of the central
environment.

Step 3: ] Office 365

. E /{/-"
|
EL‘J GALsync Server

GALsync Server GALsync Server r_:l
Partner B Partner C Partner D

I 1l I

One export to all partners
at 5.00 o’clock

L

A

&> &7 GALsync Server

Partner A - Central



Step 4: Partners import the received data file of the Central
Fourth, each partner configures an import policy that imports the receiving data file from

the central office.

After the central export policy is finished, and the partners receive the data file, we
recommend scheduling all partner (spoke) import policies for the same time slot.

Step 4: J Office 365

EI':,I EﬁLsync Server

GALsync Server GALsync Server

Partner B Partner C Partner D
V/a
[
mparr . Import from Partner A mport Import from Partner A Vi Import from Partner A
" at7.00 o'clock at 7.00 o’clock /-' at 7.00 o’clock

e @O
&= &7 GALsync Server

Partner A -Central
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Synchronizing between different Exchange Online environments

Own GALsync Server for each Microsoft 365 Exchange Online tenant
If you want directly synchronize between different Microsoft 365 Exchange Online
tenants, you can use an own GALsync Server for each Microsoft 365 / Office 365 tenant.

] Office 365 ] Office 365

Company A Company B

1. Export
mail-enabled

3. Import as

; objects
mail contacts J

) 2. Transfer of Company B
into Company . & om Company A e

1. Export
to Company B 3. Import as

mail-enabled

objects ! ' . mail contacts
of Company A l:] ; : D into Company B
GALsync Server 2. Transfer GALsync Server

from Company A
to Company B

In this scenario the administrator of each Microsoft 365 Exchange Online tenant
configures an Environment Configuration for its Exchange environment. The
corresponding policies for export and import are configured to the Environment
Configuration of the Exchange environment.



One GALsync Server for all Microsoft 365 Exchange Online tenant

You can use one GALsync Server for all Microsoft 365 Exchange Online tenants. This is
only possible for Exchange environments, where you do not need to synchronize the
Global Address List (GAL) to an on-premises Exchange.

IJ Office 365 ] Office 365

4. Import as
mail contacts

mail-enabled

1 B into Company A objects

mail-enabled of Company B
objects

of Company A 2. Import as

mail contacts
into Company B
In this special scenerio :
the GALsync data file is only on the local E
hard disk of the GALsync server. m

Encryption and compression for the GALsync Server
GALsync data file is not necessary.

In this scenario, the GALsync service account credentials from each Microsoft 365
Exchange Online tenant are configured within an Environment Configuration, one of
which is configured for each Exchange Online tenant. Each corresponding export/import
policy is then configured within its own respective Environment Configuration.
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System Requirements

Components

OS (64Bit)

Hardware

Software

Recommendations

Supported
Exchange
Versions*

Required

Windows Server 2016
Windows Server 2019
Windows Server 2022
Windows Server 2025

Processor: minimum dual core
RAM: minimum 4GB

.NET Framework 4.8.0 or later

Windows PowerShell 5.1 and ExchangeOnlineManagement PowerShell module version
3.6 or later for Exchange Online PowerShell V3

Exchange On-Premises: We recommend to install GALsync on a member server within
the domain (e.g., dedicated GALsync server or file server). The machine should be
uncritical (e.g., may be restarted without complications). The GALsync server must have
a high bandwidth connection to the DC/GC.

Exchange Online: See recommendations for on-premises; but you can use also a
standalone computer.

Exchange 2013* SP1 and later
Exchange 2016 and later
Exchange 2019 and later
Microsoft 365 Exchange Online

* Microsoft stopped supporting Exchange 2013 on the 11th April 2023.
Microsoft stopped supporting for Windows Server 2012 and
Windows Server 2012 R2 on the 10th October 2023.

As much as we would like to keep up compatibility for all versions, we cannot

support an Environment, which is no longer supported by the manufacturer.



Prerequisites

Overview

GALsync requires a service account. The GALsync service account is only a domain user
in the Active Directory and has an Exchange mailbox. The mailbox of the GALsync service
account can be located at the on-premises Exchange or in Exchange Online.

On your GALsync server, the service account should be the local administrator and it
should be possible to log on to the server as this account. Remote desktop connectivity
may also be required.

Furthermore, the service account on the GALsync server needs the right to run as a
service.

It is recommended to run the GALsync GUI always in the credentials of the local GALsync
service account.

This can be confirmed on the information bar at the bottom of the GALsync GUI.

s NETSECDEMOC\svc_galsync = & x64 ‘?1"' GALsyncService is Runnina 'h MET=zecDemo'sve_galsync

Exchange on-premises and on-premises Active Directory:

The on-premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import-OUs of the on-premises
Active Directory for synchronizing into an on-premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU (on-premises).

Exchange Online:

Synchronizing directly with Exchange Online, you have the option of user-based
authentication or certificate-based authentication. Certificate-based authentication for
Exchange Online is recommended so the GALsync service account will not require any
additional authorizations.

The certificate-based authentication for Exchange Online is described in the chapter
Exchange Online certificate-based authentication via App Registration
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Service Account (on-premises)

The on-premises GALsync service account is a domain user of the on-premises Active
Directory.

The on-premises service account is a member of the Local Administrators group on the
Windows Server, where GALsync is installed.

The on-premises service account needs the local right to run as a service on the
Windows Server, where GALsync is installed. This permission is added to the service
account during the installation.

Make sure you can logon as the on-premises service account to the Windows Server,
where GALsync is installed. It is likely that the on-premises service account requires
membership in the local Remote Desktop Users group.

Note: We strongly recommend logging on as the service account to run the GALsync
GULI.

The GALsync Service must run in the credentials of the on-premises service account.

In order to install GALsync you need administrative permission. Setup will also install the
GALsync Service on the Windows Server you install GALsync on.

Important: If you configure the logon information for the Active Directory domain
service account in the GALsync GUI using on-premises Exchange, it will be necessary
use the format domain\username.

The on-premises GALsync service account needs the permission to create, modify and
delete objects and their attributes below your defined Import-OUs for synchronizing into
an on-premises Exchange environment.

Please take a look at the chapter
Active Directory Permission for the Import OU (on-premises).



Exchange mailbox for the GALsync Service Account

The GALsync service account needs a licensed Exchange mailbox in the environment.

GALsync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS).

Ensure the mailbox is accessible (e.g., by Outlook Web Access).
Ensure the mailbox can send to and receive email from the other organization.

Ensure incoming mail from the other organization does not get caught by your spam
filter or firewall.

Ensure the email protection does not replace the attachment of an incoming mail to
a link to download the attachment file. GALsync needs direct access to the
attachment which needs to be in the mailbox itself. The GALsync data file is attached
as zip file to an email.

On-premises mailbox
For an on-premises Exchange scenario, the on-premises GALsync service account needs
a mailbox located on the on-premises Exchange Server.

Exchange Online mailbox
An Exchange Online mailbox for the GALsync service account needs to be licensed with
an Exchange Online license in the Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.
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Local service account on a standalone server

If you run GALsync on a standalone Windows Server, please create a local account for
GALsync. This is only valid for Exchange Online cloud-only scenarios.

Please use the local account to configure and run the GALsync Service and the GALsync
GUI in the credentials of this local account.

The local account needs the same local permissions as a domain user described above.

The local account will be required to use Modern Authentication for Microsoft 365
Exchange Online. The GALsync Service Account of the Microsoft 365 Exchange Online
tenant is independent of this local account.

For example: galsync is a local account of the standalone Windows Server.
Please run also the GALsync GUI in the credentials of this local account.

Important: If you configure the logon information for the local service account in the
GALsync GUI, it will be necessary use the format computername\username.

Execution Policy (Microsoft 365 Exchange Online)

If you configure a policy for Microsoft 365 Exchange Online, GALsync needs the
parameter ExecutionPolicy to be set to RemoteSigned for the Windows PowerShell to
connect to Exchange Online.

The reason for this is a security setting built into Windows PowerShell called execution
policy. Execution policy determines how (or if) PowerShell runs scripts. By default,
PowerShell’s execution policy is set to Restricted; this means that scripts will not run.
GALsync requires that scripts can be run.

Get-ExecutionPolicy

http://technet.microsoft.com/en-us/library/hh849821.aspx

Set-ExecutionPolicy RemoteSigned

https://technet.microsoft.com/en-us/library/hh849812.aspx



http://technet.microsoft.com/en-us/library/hh849821.aspx
https://technet.microsoft.com/en-us/library/hh849812.aspx

ExchangeOnlineManagement PowerShell module (Microsoft 365
Exchange Online)

GALsync requires Windows PowerShell 5.1 and ExchangeOnlineManagement
PowerShell module version 3.6 or later for Exchange Online PowerShell V3.

On the GALsync Server you need to install the ExchangeOnlineManagement
PowerShell module so GALsync can directly communicate with a Microsoft 365
Exchange Online tenant.

Install ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator,
then run the following to install:

Install-Module -Name ExchangeOnlineManagement -Force

When prompted, enter Y for Yes then Return

EY Administrator: Windows PowerShell - O X

. All ri

1 for new featu

1stall-Module

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#install-the-exchange-online-powershell-module

Update ExchangeOnlineManagement PowerShell module
On the GALsync Server, open Windows PowerShell as Administrator,
then run the following to update:

Update-Module -Name ExchangeOnlineManagement -Force

Please have look at the Prerequisites for the Exchange Online PowerShell module
chapter of the Microsoft Docs: About the Exchange Online PowerShell module

https://learn.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#update-the-exchange-online-powershell-module
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How to install a specific version of Exchange Online PowerShell?

This applies if you need a specific version of the Exchange Online PowerShell module in
Windows PowerShell 5.1 on the Windows Server, because a higher version does not
currently work.

Start the Windows PowerShell as Administrator

# Uninstall all existing versions

Uninstall-Module -Name ExchangeOnlineManagement -AllVersions;

# Install the required version, e.g. version 3.6.0

Install-Module -Name ExchangeOnlineManagement -RequiredVersion 3.6.0 -Force;

# Check installed version

Import-Module ExchangeOnlineManagement; Get-Module ExchangeOnlineManagement;



Exchange Online authentication via App registration or Service
Account

There are two available methods to establish a connection to Exchange Online on the
Exchange Online tab in the Environment Configuration.

] Environment Configuration - M X
General Exchange Scenario | Exchange Online m
-

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Office 365 tenant have Exchange Administrator role permission for Exchange Online.

Credentials

Badd | @ | &Gnrd | @ | A Modity | @ | FRemove | @

Ilzemame Max. Connection
Organization Settings
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud =
of Ok €3 Cancel (=

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is hosted by a
national cloud, please use Exchange Online certificate-based authentication via

App registration.
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Exchange Online certificate-based authentication via App registration
The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

zeneral Ewxchange Scenario | Exchange Online
Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Bxchange Administrator rale permission for Exchange €

| Credentials |
| Bad @ Gad | @ Arodty | @ | BRemove | @
1 Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Enfra 1D (formerly fzure
ADY App registrations that enables access to BExchange Online.

Organization / Tenant @
| |
Application Display Name @
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

ser User

Choose Certificate | | Create Certificate @

| Assigned APl permissions |

Microsoft Graph @

[ | Exchange \web Services @

Maxi
Coa:ll-nr:cutrirclm @ Set as primary account @

Detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Exchange Online authentication via Service Account
The Add button on the right, will open a dialog window in which to configure user-based
authentication via Service Account for the Exchange Online tenant.

Note, the user-based authentication is deprecated. The certificate-based
authentication is recommended.

Please note, that user-based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is
hosted by a national cloud, please use Exchange Online certificate-based
authentication via App registration.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have BExchange Administrator role permission for Exchange €

{ Credentials

| @ @ | Fiodty | @ | FRemove | @
Exchange Online Credentials x

User-10: || | @

Password: | | @

E-mail | @
Maximum @ (/| Set as primary account (1)

Connection

—| The authentication method for Exchange \wWeb Services of the Office 365 tenant |——

Please login for the Modern Authentication O4uth 2.0

® Modern Authentication OAuth 2.0 | Login | @

o spply €3 Cancel

Detailed description is in chapter
Exchange Online authentication via Service Account
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Exchange Online certificate-based authentication via App
Registration

First, please verify the GALsync GUI is running in the credentials of the local GALsync
service account, otherwise GALsync cannot decrypt the Application Id and cannot find the
certificate later.

This can be confirmed on the information bar at the bottom of the GALsync GUI.

¢ NETSECDEMO\svc galsync | & x64 J?q" GALsyncService 1s Runnina "n METsecDemolsve_galsync

Register an Enterprise Application in the Microsoft Entra admin center
(formerly known as Azure Active Directory admin center) and enter the
corresponding values in the Exchange Online App Registration dialog.

(General Exchange Scenario  Exchange Online

Exchange Online

Manage the settings for the Exchange Cnline tenant.
All accounts of the Microsoft 365 tenant have BExchange Administrator role permission for Exchange C

Credentials

fpadd | @ | Gad | @ | Arodiy | @ | FRemove | @

L-.l Exchange Online App Registration x
Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Crganization ! Tenant '\!J
|
Application Display Mame \y
Application 1D @
Certificate

Friedly Mame FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User User

Choose Certificate Create Certificate 'GJ
Assigned APl permissions




The following description is based on the Microsoft Documentation article:

App-only authentication for unattended scripts in Exchange Online PowerShell
and Security & Compliance PowerShell

https://learn.microsoft.com/en-us/powershell/exchange/app-only-auth-powershell-
v2?view=exchange-ps

[:l Exchange Online App Registration x

Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to BExchange Online.

Organization / Tenant @
| |
Application Display Name @
Application ID @
| Certificate |

Friedly Mame FriedlyMame

Mat After Mat After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer User

Choose Certificate | | Create Cerfificate @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange Web Services @

Maxi
Cna:ll'ir;cu'trir{‘m @ Set as primary account EI}

Email Address @

o Lpply £ Cancel
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Register an Enterprise Application in Microsoft Entra ID
Logon to the Microsoft Entra admin center https://entra.microsoft.com

as a global administrator and expand Identity (formerly Azure Active Directory).

Microsoft Entra admin center B search resources, services, and docs (G+/) _

Home >
Iﬁ Home
s

% Favorites e
@ Identity ~ ‘
o Microsoft Entra admin center
R Users ~

Secure access for a connected world with comprehensive multicloud identity and network access solutions.
A Groups v

Learn more &3
£ Devices ~
@ Applications N } &
E| Protection ~

Microsoft Entra ID (Azure AD) ID Protection
i ~
88 1dentity governance Secure and manage identities to connect them with apps, devices Identify and address identity risks in your organization.
- and data.
1E  External Identities ~
*  Show more
Go to Microsoft Entra ID Go to 1D Protection

& Protection g

Expand Applications and go to App registrations. Then select New registration.

Microsoft Entra admin center S Sl _

Home >
ﬁ Home . .
App registrations = - X
* Favorites ~
| Mew registration & endpoints 2 Troubleshooting () Refresh  + Download [l Preview features & Got feedback?
i ~
> Identity All applications Owned applications  Deleted applications
@ overview
P start typing a display name or application (client) ID to filter these r... T add filters
R Users '
A Groups A This account isn't listed as an owner of any applications in this directory.
= v View all applications in the directory
evices
B Applications N

Enterprise applications
I App registrations

3. Roles & admins Voo

be

Learn & support N



https://entra.microsoft.com/

Microsoft Ei admin center P Search resources, services, and docs (G+/)

Home » App registrations >

‘ﬂ‘ Home . . .
Register an application X
¥ Favorites v
¥ Name
S Identity o The user-facing display name for this application (this can be changed lzter).
@ Overview | GALsync Enterprise App v
R Users. v
Supperted account types
2 Groups '
Whe can use this application or access this API?
D Devices ~ Accounts in this arganizational directory only (NETsec Demo anly - Single tenant)
B Applications ~ O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

Enterprise applications (O Personal Microsoft accounts only

I App registrations Help me choose..

8. Roles & admins oor -

y proceeding, you agree to the Microsoft Platform Polic

& Lean& support I

Enter a name for the Application.
In this example, it has been nhamed GALsync Enterprise App.

Select the Accounts in this organizational directory only (<YourOrganizationName>
only - Single tenant) radio button and click Register.

Transfer the information of the registered Application to the Exchange Online App
Registration dialog.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home » App registrations >

ﬁ Home
1] 1 e
S GALsync Enterprise App = X
% Favd ] Exchange Online App Registration x|
[ Delete &P Endpoints [ Preview features
& 1 Corresponding seftings for the Enterprise Application inthe Microsoft Entra D (formerly Azure
er]  AD) Appregistrations that encbles access to Exchange Online. @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for N
developer).
() Over Organization/ Tenant @
netsecdemotenart onmicrosoft com
R User] A Essentials
Application Display Name @
Display name Client credentials
5 Grog  |GALsyne Ent - ’
Laymo Enterpriss App — nc Enterprise App Add a certificate or secret
5 pevi| Application 1D @ Application (client) ID Redirect U
5782 TTe 1 4225 o774 296 Toedid - 0b5fh788-77e1-4225-af74-306f7c8fed5d Add a Redirect URI
B app o— Object ID Application 1D URI
7f6435-68a3- -84eb-16dca 0e - Applicatiol
Friedly Name FriediyName 8b7f64a5-6833-42c0-84eb-16dca3bdd0el Add an Application 1D UR
Entef Mot After ot After enant) ID ged apal\c‘?t on in local directory
I R Subject Erifs: 027-4845-8¢11-8c056e5ach8c c Enterprise App
PPL | Thumtprin: Thumbgrint Supported account types
Has PrivateKey Has PrivateKey My organization only
Role:
User User
B sillin - ; @ Welcome to the new and improved App registrations. Looking to learn how it's changed from App
Certifica Create Certificate fo registrations (Legacy)? Learn more
Setti W
o He@ 7| Setas primary secount (D
D Get Started Documentation
Email Address @
Dorr
Build your application with the Microsoft identity
Mab
of serly & Cancel platform
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Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you may encounter cryptic permission issues when you run a
policy in the app context. The next chapter will describe where to find the domain name
of the Microsoft 365 tenant.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.

Where to find the domain name of the Microsoft 365 tenant?
Click Show more to see Settings

Microsoft Entra admin center Microsoft Entra admin center

M Home A Home

* Favorites v * Favorites o

> Identity Pal > Identity A
I'-’:‘J Overview Iff-' Overview

w—-' Users o .-*-‘-. Users

o Groups A Groups

Io)  Devices ' I Devices v

523 Applications e 223 Applications g

1 Protection a4 8. Roles & admins A

':E-:;' Identity governance W B Billing s

l’ﬁ" External Identities o £23 Settings

Show mare & Protection




Expand Settings, go to Domain names and use the .onmicrosoft.com domain name.

Microsoft Entra admin center e e _

> Identity ~ Home >
® overview Custom domain names =
Azure AD for workforce
R Users ' .
- Add custom domain () Refresh & Troubleshoot Columns ,Oj Got feedback?
£ Groups ~
i N
E [z ® Looking to move an on-premises application to the cloud and use Azure Active Directory Domain Services?
B Applications N
0 Search domai +
& Roles & admins v |/ Search domains 7 Add filters
Name Status Federated Primary
55} Billing ~
netsecDemo.com @ Verified
i‘é:i Settings ~
netsecdemotenant.onmicrosoft.com @ Available
Preview hub
I Domain names
Mability
E] Protection '

Please do not confuse the Microsoft 365 tenant domain names with the Exchange
Online accepted domains.
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Certificate for the registered Application

For app-only authentication in Microsoft Entra ID (formerly known as Azure Active
Directory), you typically use a certificate to request access. Anyone who has the
certificate and its private key can use the application, and the permissions granted to the
application.

] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Crganization ! Tenant Ed]

netsecdemotenant . onmicrosoft.com

Application Display Name & &)
GALsync Enterprise App

Application 1D i
Sb5fb788-77e1-4225af 74-a96f Vo Hfedd

Certificate

Friedly Name NETsechemo GALsync Server
Mot After 2025-07-20
Subject CHN=NETsecDemoGALsyncServer
Thumbprint AEDSDEZAD12C115CBET1D4FE3FS5SERBE524C8C
Has Privatekey True
User NETSECDEMO\sve_galsync

Choose Certificate Create Certificate @

Assigned APl permissions

#| Microsoft Graph kL'
Exchangs \Web Services LL'
Maximum = - Ed)
Connection e @ =
Email Address @
gvc_galsync@netsecdemo .com
( Apply '@ Cancel




Choose Certificate
Choose an existing certificate and its private key from the user certificate store of the
current user, which runs the GALsync GUI.

The corresponding public key file of this selected certificate must be uploaded to the
registered Application.

Create Certificate

Create a self-signed certificate, which will be saved in the current user certificate store
and will be used to authenticate your Application against Identity (formerly Azure Active
Directory), while requesting the app-only access token.

METsec GALsync - M

Create certicates m cument user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: NETsecDemoFromGALsyncServer L&)
Friendly Mame:  |NETsecDemo from GALsync Server &8
NotAfter: 7/20/2025 - &
KeyLength: 4085 - @ keySpec: |KeyExchange @
FilePath: C:\ProgramData*METsec GmbH & Co. KGWGALsync certficate &5

files"NETsecDemoFromGALsync Server_2025-07-20.cer

Creating self-signed certificateis onby
possible starting with '\Windows Server 2016 * Create

) Certificate Directory ’Q'.-; €3 Close

Enter the Subject, and Friendly Name of the certificate.

In the example above, the forest name (NETsecDemo) and the name of the server
(GALsync Server) from which the connection is established will be incorporated in both.

Click Create to generate a new certificate.
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METsec GALsync - %

Create certicates m cument user stone

Create 3 self-signed certificate for the Azure AD Enterprise Application registration.

Subject: [NETsecDemoFromGALsyncServer @
Friendly Mame: |NI:—I'secDemu from GALsync Server | '\T)
Notéfter: [7/20/2025 -] @
KeyLength: @ keySpec: |KeyExchange | @
FileFath: C:\ProgramData*METzec GmbH & Co. KGWaALsync \certficate I—l @

files'METsecDemoFromGALsyncServer_2025-07-20.cer

Creating self-signed cerificate is onby
possible starting with Windows Server 2016 o Create

“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ A

Code: 0

Message: The public part of Cedificate BDEES7E2A2035FGC046E2DFFC1ABSETEE1433AB2 is
exported ta the file C:\ProgramData“METsec GmbH & Co. KGYWGALsync cerfficate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.

Code: 0
Message: Dperation successfully completed b4

'\."”_j' Certificate Directory « Apply ﬁ Close

The public key file is created in the default path

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files\

Click on the Certificate Directory button to open the folder in File Explorer



METsec GALsync - X

Create certicates m cument user stone

Create 3 self-signed certificate for the Azure AD Enterprise Application registration.

Subject: [NETsecDemoFromGALsync Server @
Friendly Name: | NETsecDemo from GALsync Server | @
Notafter: [7/20/2025 - ®
KeyLength: @ keySpec: [KeyExchange @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certficate || .. | @

files'ME TsecDemoFromGALsyncServer_2025-07-20.cer

Creating self-signed cerificate is onby
possible starting with Windows Server 2016 o Create

“MNETsecDemoFromGALsyncServer_2025-07-20.cer’ ~

Code: 0

Message: The public part of Cedificate BDBE5782A2035FC046E2DFFC1ARSE7EE1433AB2 is
exported to the file C:\ProgramData*MNETsec GmbH & Co. KGYGALsync certificate files
“METsecDemoFromGALsyncServer_2025-07-20.cer.

Code: 0
Message: Dperation successfully completed W

G Certificate Directory | of Apply €3 Close

View

Disk (C:) » ProgramData » METsec GrbH & Co. KG ¢ GALsync » certificate files

#

Marme Date modified Type

5] METsecDemoFromGALsyncServer_2025-07-20 202023 918 AM Security

Then click Apply to close the Create Certificate dialog.
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Upload certificate file for the registered Application
Go to Certificates & secrets of the registered Application in Microsoft Entry ID (Azure
AD), and select the Certificates tab.

e 2dmin center eSS _

Home > App registrations > GALsync Enterprise App

ﬂ Home
GALsync Enterprise App | Certificates & secrets # - X
¥ Favorites v
P Searc | « 5’ Got feedback?
@ Identity ~ # overview
i & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens
@ oveniew at a web addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using &
# Integration assistant certificate (instead of a client secret) as a credential.
R Users N
Manage
8 Groups ~ %
5 eranding & properties @ Application registration certificates, secrets and federated credentials can be found in the tabs below.
&£ Devices ~
3D Authentication
% Applications ~ Certificates & secrets |_.>| Certificates (0) Client secrets (0) Federated credentials (0)

1l Token configuration Certificates fcan be used as secrets to prove the application’s identity when requesting a token. Also can be referred

Enterprise applications
2 2 to as publigkeys.
v

2 API permissions

I App registrations —
@ Expose an AP T Upload certificate

EI Frotection ~ i App roles Thumbprint Description Start date Expires
& i G N . & Ovners No certificates have been added for this application.
dls Roles and administrators
.'2 Learn & support N M Manifest
<« Support + Troubleshooting

Select Upload certificate, then browse to the location where the certificate was saved.
Select, and open it. The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files

Microsoft Entra admin center A Sl _

- Home > App registrations > GALsync Enterprise App Upload Certiﬁcate e
S Identity & GALsync Enterprise App | Certificates &
® ovenview Upload a certificate {public key) with one of the following file types: .cer, jpem, .crt *
¢ cotesta =
R Users N
B overview Description
"' Groups A £ Quickstart Credentials enable confidential ap |EntEI’a(\EscriptinnfDrII"\'scem'ﬁca!e |
addressable location {usingr==—t-t
I Devices ~ 7 Integration assistant client secret) as 2 credentia| ¥ Open X
% At A Manage T~ « GALsy... » cetificate files v O Search certificate files
Enterprise applications = Branding & properties @ Appiication registrat Org?mze T Hew folder N =- O @
=R it @ Ty
. 2 Authentication 5] Documents Name Date modified Trpe
I T OEIEEIES Certificates (@) Cli ¥ Downloads 5 NETsecDemoFromGALsyncServer 2025-07-20 023918AM  Security
Certificates & secrets ertificates (0) en b Music
& Protection v I " =
Il Token configuration Certificates can be used a =] Pictures
o3 keys. Vid
{81 Identity governance N = API permissions [ videos
_ %, Local Disk (C)
o a T Upload certificate
HB  External Identities ~ @ Expose an API P - & >
v # App roles Thumbprint File name: | NETsecDemoFromGALsyncServer 2 ~ | | Custom files ~
- & Owners No certificates have been _
i Learn & support ™~
= 2 d. Roles and administrators
53 Bl Meanifest .




Microsoft Entra admin center ([T _

- Home » App registrations > GALsync Enterprise App '
Upload certificate @ upioad compietea for X
P ldentity ~ GALsynC Enterpnse App | Certificates & NETsecDemoFromGALsyncServer_2025-...
1.29 KiB | "Streaming upload"
@ overview Upload a certificate (public key) with onewmmenonowmgpmeypesseerspemztg-
S AP Got feedback? [ "NETsecDemoFromGALsyncserver_2025-07-20.cer”
R Users N
Overview Description
o Groups A Quickstart Credentials enable canfidential ap | Enter a description for this certificate
addressable location {using an HT
I3 Devices N % Integration assistant client secret) as a credential.
i) Applications A Manage
Enterprise applications £ Branding & properties @ Application registration certi
9 Authentication
I App registrations = )
Certificates & secrets Certificates (0) Client secre
E] Protection N
1l Token configuration Certificates can be used as secre
keys.
[ O] Identity governance N - API permissions
-~ ~ a T Upload certificate
HE  External Identities ~ & Expose an API P
T EL approles Thumbprint
~ A8 Owners No certificates have been added
i Learn & support I
- 5 &, Roles and administrators
«“ i Menifest .

Add the selected certificate.

Micrasoft Entra admin center [ ——— _

o e lome > sync Enterprise App
GALsync Enterprise App | Certificates & secrets = X

% Favorites ~

3 A7 Got feedback?
@ Identity ~ Overview
o & Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location

Overview (using an HTTPS scheme). For a higher level of assurance, we recommend using a certificate (instead of 2 client secret) as 2 cradential

#" Integration assistant
8 users v :

Manage x
A8 Groups v @ Appiication registration certificates, secrets and federated credentials can be found in the tabs below.

Branding & properties
& P ™ 3 Authentication
Certificates (1) Client secrets (0)  Federated credentials (0)

#  applications ~ Certificates & secrets -

Certificates can be used as secrats to prove the application’s identity when requesting 3 token. Also can be referred to 35 public keys.

Enterprise applications Token canfiguration

9 APl permissions T Upload certificate
| App registrations

@ Expose an API Thumbprint Description Start date Expires Certificate ID

2 Protection ~
App roles BDBE5T82A2035F6C046E2..  CN=NETsecDemeFromGALs.,  7/20/2023 7/20/2025 50153215-317F-42.. [

{8 Identity governance N . B Owners

4. Roles and administrators
2 Learn & support A E Manifest

Support + Troubleshooting
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Assign API permissions to the registered Application

API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations > GALs

Enterprise App

@ Identi ~ 1 issi .
iz = GALsync Enterprise App | APl permissions = X
® oveniew
< () Refresh A&7 Got feedback?
R users ~
B overview
"6 ~ -
L & Quickstart
@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
B Devices ~ #7 Integration assistant permission, user, or app. This column may not reflect the value in your organization, or in arganizations where this app will be
- used. Learn more
i) Applications raS Manage
- " Configured permissions
Enterprise applications =2 Branding & properties 9 P
D Authenticati Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
I App registrations uthentication configured permissions should include all the permissicns the application needs. Learn more about permissions and consent

Certificates & secrets

=)

Add a permission

Protection e
1I! Token configuration

API / Permissions n.. Type Description Admin consent req...  Status

t= Identity governance N S API permissions
Mo permissions added
1 External Identities v v~ @ ExposeanAn
¥i App roles
M leTnaaEz A B Owners Other permissions granted for NETsec Demo
s and . These permissions have been granted for NETsec Dema but aren't in the configured permissians list, If your application requires these
« dh Roles and administrators permissions, you should consider adding them to the configured permissions list. Learn mare

Select the Microsoft APIs and click on Microsoft Graph

rosoft Entra admin cente P search resources, services, and docs (G+/)

- e Enterorize A ..
9 Identity A > Ghlaync Emererise A2p [4T - Raquest APl permissions e
® e - GALsync Enterpri

Select an API -
o -

: Microsoft APIs  APls my organization uses My APIs

' Groups ~ B overview :

Commonly used Microsoft APIs
5 Devices v & Quickstart
B applications ~ # Integration assistant Microsoft Graph

Take advantage of the tremendous ameunt of data in Office 365, Enterprise Mobility + Security, and Windows 10.

Diagnose and solve problems \
A Diag vep \ ! Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePaint, Planner, and more
i

Enterprise applications through  single endpoint.

Manage @

I App registrations
B eranding & properties

~
S FRoles & admins D Authentication

GALsync 8.5 Manual

Roles & admins

Admin units

Delegated admin partners

Certificates & secrets

| Token configuration
9= API permissions

@ Expose an API

Select Application permissions

r Azure Communication
L Services
Rich communication experiences with
the same secure CPaaS platform used
by Microsoft Teams

(™) Azure Rights Management
L&, Services
Allow validated users to read and write
protected content

S\, Azure Service Management

Programmatic access to much of the
functionality available through
theAzure portal

Micrasoft Entra admin center ([T e e _
S Identity ~ " » Ghlsyne Entererize e |AF - Request API permissions x
@ oveniew = GALsync Enterprl

< All APIs -
A users N i
p oicrosoft Sraph |
https://graph.microsaft.com/ Docs (7
' Groups e B Overview .
. W What type of permissions does your application require?
5 Devices v & Quickstart
Delegated permissions Application permissions
B applications ~ 5 Integration assistant Yaur application needs to access the APl as the signed-in \sriugun::m\;asg:n runs as a background service or daemon without 2
. Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
4% B Branding & properties |ﬂ Start typing 2 pe on to filter these results
Roles & admins N P
D Authentication Permission Admin consent required
Roles & admins Certificates & secrets
" > AccessReview
. il! Token configuration
2 APl permissions > Acronym
Delegated admin partners
@ Expose an AP




Search for mail and expand the Mail in the result list.

Select
Mail.ReadWrite
and

Mail.Send

NETSEC DEMO (NETSECDEMO.

Microsoft E admin center P Search resources, services, and docs (G+/)
@ Identity 2 > GALsync Enterprise App | AF
@ G - GALsync Enterpri

Users N
g
' Groups e # Overview
£ Devices v & Quickstart
B Applications A # Integration assistant
X Diagnose and solve problems
Enterprise applicatians
Manage
I App registrations
B2 Branding & properties
~
o Roles & admins 2 Authentication
Roles & admins Certificates & secrets
W
Admin units {I! Token configuration
9 API permissions
Delegated admin partners
& Expose an AP
B Pprotection ~ .
5L Approles
Identity Governance s &8 Owners
g8 External Identities ~ di. Roles and administrators
M Manifest
Show more
Support + Troubleshooting
& New support request
-
&2 Leana support N
«

Request API permissions

<all apis
‘E} Microsoft Graph
hittps://graph.microsoft.com/ Docs ¢

What type of permissions does your application reguire?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions
Your application runs as a background service or daemon without a
signed-in user,

expand all

[ mail

X

Permission

s

MailboxFolder

v

Mailboxitem

v

Mailboxsettings

 Mail (2)
MailRead @
Read mail in all mailboxes

Mail.ReadBasic &
Read basic mail in all mailboxes

Mail.ReadBasic Al
Read basic mail in all mailboxes

Mail.Readwrite @O
Read and write mail in all mailboxes

B 000

Mailsend ©
Send mail as any user

<]

> User-Mail

Admin consent required

Yes

Please note, if you also use contactSync policies in GALsync, it will be necessary to

configure additional API permissions. Please take a look at the Assign API

permissions to the registered Application chapter in the contactSync manual.

Click Add permissions

GALsync 8.5 Manual




GALsync 8.5 Manual

Select Add a permission again.

rosoft Entra admin cente: P Search resources, services, and docs (G+/)

>
(0]
]
A
5=}

&)

Y

&)

HE

2
da

Identity
Qverview
Users
Groups
Devices
Applications

Enterprise applications

I App registrations

Roles & admins

Roles & admins

Admin units

Delegated admin partners

Protection

Identity Governance

External Identities

Show more

Learn & support

> GA

ync Enterprise App | AP| permissions > App registr

ions 3 GALsync Enterprise

- GALsync Enterprise App | APl permissions =

‘

Overview
& Quickstart

#  Integration assistant

¥ Diagnose and solve problems

Manage

EE Branding & properties

2 Authentication
Certificates & secrets

1I! Token configuration

2 API permissions

& Expose an AP

App roles

& Owners

di. Roles and administrators

M Moanifest

Support + Troubleshooting

& New support request

() Refresh 27 Got feedback?

App | API permissions > App regis

terprise App

A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be

used. Learn more

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissions the application needs. Learn more 2bout permissions and consent

Add a permission  ~/ Grant admin consent for NETsec Demo

API/ Permissions n... Type Description

v Microsoft Graj

MailReadWrite Application Read and

MailSend Application  Send mail as any user

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio

te mail in 2ll mailboxes  Yes

Admin consent req...  Status

A\ Not granted for NETsec _

Ves A Notgranted for NETsec ==+

Select the APIs

Microsoft Entra admin center P Search resources, services, and docs (G+/)

& o 5 o o ¢

6

o,
&

Identity

Querview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Protection

Identity governance

External Identities

Learn & support

my organization uses tab on the Request API permissions dialog
and search for Office.

Home > App registrations > GALsy Request AP| permissions

= GALsync Enterpri

Overview

& Quickstart

#  Integration assistant

Manage

B eranding & properties

3 Authentication
Certificates & secrets

1I! Token configuration

2 API permissions

@ Expose an AP

@ App roles

A8 Owners

il Roles and administrators

Select an API

Microsoft APIs  APls my organization uses My APls

Apps in your directory that expose APIs are shown below

2 office 385

Name

Office 365 Enterprise Insights
Office 365 Exchange Online
Office 365 Information Protection
Office 365 Management APls
Office 365 Mover

Office 365 Search Service

Office 365 SharePoint Online

Application (client) ID
f9d02341-e7aa-456d-926d-4a0ca599fbee
00000002-0000-0f1-ce00-000000000000
23f02c8-5679-4a5¢-2605-0de55b07d135
€5393580-f805-4401-95e8-94bTabef2fc2
d62121f3-e023-4972-b6b0-794190c0fd98
66a88757-258c-4c72-893c-3e8bed4d6899

00000003-0000-0ff1-ce00-000000000000

Click on Office 365 Exchange Online in the result list to open it.



Select Application permissions

Microsoft Ent

&g o £ o O ¢

[us]

i

&

]

admin center

P search resources, services, and docs (G+/)

Identity ~
Querview

Users N
Groups s
Devices v
Applications ~

Enterprise applications

App registrations

Protection v
Identity governance ~
External Identities 4
Learn & support A

Home > App registrations > GALsy

- GALsync Enterpri

B overview
& Quickstart

#  Integration assistant

Manage

B2 Branding & properties.

3 Authentication
Certificates & secrets

il Token configuration

2 API permissions

@ Expose an API

@ App roles
&b Owners

&k, Roles and administrators

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select
Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin centel P search resources, services, and docs (G+/)

>
0]
R
£
=]
)

@ m

&

-]

Identity ~
Overview

Users Al
Groups ~
Devices ~
Applications ~
Enterprise applications

App registrations

Roles & admins N
Roles & admins

Admin units

Delegated admin partners

Protection N
Identity Governance e
External Identities N
Show more

Learn & support A~

> GALsync Enterprise App | AF

- GALsync Enterpri

S Overview

& Quickstart

# Integration assistant

# Diagnose and solve problems
Manage

B2 Branding & properties

D Authentication

Certificates & secrets

il Teken configuration
9= API permissions

@ Expose an API

FL Approles

&b Owners

ik Roles and administrators
M Manifest

Support + Troubleshooting

& New support request

Request API permissions

< All APIs
Office 365 Exchange Online
https://outlook.office.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the APl as the signed-in user.

Select permissions

Application permissions

Your application runs as a background service or dasmon without a
signed-in user.

expand all

‘ﬂ Start typing a permission to filter these results

Permission

> Other permissions

> Calendars

> Contacts

v Exchange (1)

Exchange.ManageAsApp
Manage Exchange As Application

> IMAP

> Mailbox

Admin consent required

Click Add permissions
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Click Grant admin consent for your tenant.

rosaft Entra admin center [ —————" ]
Identi ~ - > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise A
ity ! P PP P Pp reg 3 p PP p PP reg Y P PP
@ Ovenview - GALsync Enterprise App | API permissions = %
Users s
A Groups N
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Devices e & Quickstart
-
% e A~ # Integration assistant o The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per *
PERCERES permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
# Diagnose and solve problems used. Learn more
Enterprise applications
Manage . -
I App registrations Configured permissions
B Branding & properties .
9 & prap Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
Zs Roles & admins fay 2D Authentication configured permissions should include all the permissions the application needs. Learn more about permissions and consent
Roles & admins Certificates & secrets Add a permission  ~/ Grant admin consent for NETsec Demo
W
Admin units {Il' Token configuration API / Permissions n... Type Description Admin consent req...  Status
9 API permissions Micrasoft Grash 21 .
Delegated admin partners v Microsaft Graph (3]
@ Expose an API -
P MailReadWrite Application Read and write mail in all mailb... Yes A Notgranted for NETsec | «=+
& Pprotection s B App roles
o Amp Mail.5end Application  Send mail as any user Yes A Not granted for NETsec =+
) ~ &
Identity Governance & Owners O 385 Bxchange .
T 5 Roles and administrators L .
EB  External Identities g “ ExchangeMana Application Manage Exchange As Application  VYes A Not granted for NETsec | =+
M Manifest
Show more
Support + Troubleshooting Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise app
A New support reguest
-
£ Learn & support ~
@
0

Click Yes to confirm the consent.

rasoft Entra admin center [T ) _

a

% Identity ~ -+ > GALsync Enterprize App | AP permissions > App registrations > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App
© Overview - GALsync Enterprise App | AP| permissions  # - X
R Users ~ "y 57
ch < O Refresh Ar Got feedback?
A Groups N
S Overview . 3 B
N Grant admin consent confirmation.
& Devices 4 & Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any .
, N . existing admin consent records this application already has te match what is listed below.
# Integration assistant
B Applications ~
%
. Diagnose and solve problems
Enterprise applications
Manage
I App registrations
B Branding & properties . .
o @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per
Roles & admins 4 I permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
3 Authentication e
Roles & admins Certificates & secrets
admin units il! Token configuration Configured permissions
APl permissions Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of
B i T S configured permissions should include all the permissions the application needs. Learn more about permissions and consent
@ Expose an AP
8 protection v Add a permission  ~/ Grant admin consent for NETsec Demo
App roles
{8 identity Govenance W & Owners API / Permissions n... Type Description Admin consent req...  Status
88 External Identities w &, Roles and administrators v Microsoft Graph (3)
H Manifest MailReadWrite Application Read and write mail in all mailb... ~Ves A Notgranted for NETsec -+
Show more
MailSend Application  Send mail as any user Ves A Not granted for NETsec | »=+
Support + Troubleshooting
- v Office 365 Exchange e
2 New support request
ExchangeMana Application Manage Exchange As Application  Yes & Notgranted for NETsec  ««+
£ Leans support N Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applicatio
«
-




API permissions are assigned to the registered Application.

Micrasoft Entra admin center | AN e _
& Identity A ™ . > GALsync Enterprise App | APl permissions > App registrations > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App
@ Ovenview - GALsync Enterprise App | API permissions = %
8 Users ~
Searc < () Refresh 27 Got feedback?
A Groups g "
% Overview @ Successiully granted admin consent for the requested permissions.
& Devices e & Quickstart
# Integration assistant @ The "Admin consent required" column shows the default value for an organization. However, user consent can be customized per *
B Applications A permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
¥ Diagnose and solve problems used. Leam more
Enterprise applications
Manage . .
I App registrations Configured permissions
2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
Ze  Roles & admins ~ D suthenticstion configured permissions should include all the permissions the application needs. Leam more about permissions and consent
Roles & admins Certificates & secrets + Add a permission ~ Grant admin consent for NETsec Demo
m
A CTS Il Token configuration API / Permissions n...  Type Description Admin consent req... ~ Status
2 API permissions . -
v Microsaft Graph (2)
Delegated admin partners
@ Expose an API MsilReadWrite Application Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo -
B Protection N A !
PP roles MailSend Application  Send mail 2z any user Vs @ Granted for NETsec Demo =+
{8  Identity Governance ~ 2 Owners v Offce 355 Buchange
EP  External Identities A & Roles and administrators ExchangeMana Application Manage Exchange As Application Yes @ Granted for NETsec Demo  ses
M Manifest
Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.
& New support reguest
-
£ Learn & support ~
«

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

Assigned AF| permissions

| Microsoft Graph ey

Exchange \Web Services E§ ]

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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API permissions for Exchange Web Services (deprecated)

Please note, Microsoft has announced that on 1. October 2026 blocking Exchange Web

Services (EWS) requests from non-Microsoft apps to Exchange Online.

Retirement of Exchange Web Services in Exchange Online

https://techcommunity.microsoft.com/t5/exchange-team-blog/retirement-of-exchange-web-services-in-

exchange-online/ba-p/3924440

Go to API permissions, then select Add a permission

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Enterprise applications

App registrations

Home > App registrations > GALsync Enterprise App

= eranding & properties

el

Configured permissions

Authentication

Certificates & secrets

|- Add a permission

S identity = GALsync Enterprise App | APl permissions =
@ oveniew

¢« O refiesh | & Got feedback?
8 users -

B Overview
R & Quickstart

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

B Devices A Integration assistant T o This column may not reflect the value in your organization, or in arganizations where this app will be
R Applications Manage

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
configured permissions should include all the permissicns the application needs, Learn more about permissions and consent

Protection ~
e 1I! Token configuration

API / Permissions n... Type Description Admin consent req...  Status
@ Identity governance N -~ AP| permissions ! P P q

Mo permissions added
9B External Identities v o, @ Bposeananl

i App roles
0 lonacEz A B Owners QOther permissions granted for NETsec Demo
ol d st These permissions have been granted for NETsec Dema but aren't in the configured permissions list. If your application reguires these
« & Reles and administrators permissions, you should consider adding them ta the configured permissions list. Learn more

Select the APIs my organization uses tab on the Request API permissions dialog

and search for Office.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home > App registrations > GALsy Request API| permissions
S Identi ~ i
L = GALsync Enterpri
Select an API
@ overview
o
A se Microsoft APl APls my organization uses My APls
R users ~
B Overview
- R Apps in your directory that expase APls are shawn below
Gi s ~
LS & Quickstart
_ . 2 Office 385
& Devices ~ #" Integration assistant
Name Application (client) ID
7 Applications ~ Manage ~ ) R PR ~
Office 365 Enterprise Insights 9d02341-e72a-456d-026d-4alca599fbee
= = eranding & properties .
Enterprise applications g sprep Office 365 Exchange Online 00000002-0000-0ff1-ce00-000000000000
D Authentication _
I App registrations 2 Office 2365 Information Protection 23f02c8-5679-4a5¢-2605-0de55b07d135
Certificates & secrets
Office 365 Management APls €5393580-f803-4401-95e8-24bTadef2fc2
& Frotection ~ Il Token configuration
h g Office 365 Mover d621213-e023-4972-b6b0-794190c0fd9S
23 Identity governance N <2~ AP| permissions R -
Office 365 Search Service 66288757-258¢-4c72-393c-3e8bed4d6299
5 i & Expose an AP
T Bl paviine h ’ Office 365 SharePoint Online 00000003-0000-0ff1-¢200-000000000000
i App roles
2 Lean& support Pas &2 Owners
« al, Roles and administrators

Click on Office 365 Exchange Online in the result list to open it.



Select Application permissions

Microsoft Entra admin center

Identity

Querview

Users

Groups

Devices

&g o £ o O ¢

Applications
Enterprise applications

I App registrations

8 Protection

Identity governance
90 External Identities
2 Learn & support

P search resources, services, and docs (G+/)

Home > App registrations > GALsy

- GALsync Enterpri

B overview
& Quickstart

#  Integration assistant

Manage

B2 Branding & properties.

3 Authentication
Certificates & secrets

il Token configuration

2 API permissions

@ Expose an API

@ App roles
&b Owners

&k, Roles and administrators

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlook.com

What type of permissions does your application require?

Delegated permissions

Your application needs to access the AP| as the signed-in user.

Application permissions

Your application runs as a background service or daemon without a
signed-in user.

Select

full_access_as_app
Use Exchange Web Services with full access to all mailboxes

and

Exchange.ManageAsApp
Manage Exchange As Application

Microsoft Entra admin center P search resources, services, and docs (G+/)

Identity

Overview

Users

Groups

Devices

&g fa £ o 0 ¢

Applications
Enterprise applications

I App registrations

=)

Protection

Identity governance
8 External Identities

Show maore

& Protection

Identity governance

Verifiable credentials

)

Learn & support

Home > App registrations > GALsy

= GALsync Enterpri

A Se

B Overview
& Quickstart

# Integration assistant

Manage

B2 eranding & properties.

D Authentication
Certificates & secrets

ill Token configuration

% API permissions

@ Expose an API

i App roles

&b Owners

il Roles and administrators
Ml Manifest

Suppart + Troubleshooting
£ Traubleshooting

& New support request

Request API permissions

< All APIs
Office 365 Exchange Online
https://ps.outlock.com

What type of permissions doas your application require?

Delegated permissions

Your application nesds to access the AP as the signed-in user

Select permissions

Application permissions

Your application runs as a background service or dasmon withaut a
signed-in user.

expand all

P Start typing a permission to filter these results

Permission
/ Other permissions (1)

full_access_as_app @

Use Exchange Web Services with full access to all mailboxes

> calendars
> Contacts

~ Exchange (1)

= Exchange.ManageAsApp @
~ Manage Exchange As Application

Admin consent required

Click Add permissions
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Click Grant admin consent for your tenant.

Microsoft Entra admin center [ TR ey ]

Home > App registrations » GALsync Enterprise App
S identity & = GALsync Enterprise App | APl permissions % - X
@  overview
8 users ~
Overview A\ You are editing permission(s) to your application, users will have to consent even if they've already done so previously.
& Groups v .
P & Quickstart
I Devices ~ # Integration assistant
@ The "Admin consent required” column shows the default value for an crganization. However, user consent can be customized per <
B3 applications ~ Manage ! ! - ! e e !
permission, user, ar app. This column may not reflect the value in your organization, or in organizations where this app will be
— used. Learn more
Enterprise applications = Branding & properties
D Authentication .
I App registrations Configured permissions
Certificates & secrets Aapplications are authorized to call APIs when they are granted permissions by users/admins as part of the consent procass. The list of
& Pprotection e 1! Token configuration configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent
{8 identity governance 7 - API permissions { Add a permission | »~ Grant admin consent for NETsec Dema
dB External Identities ~ @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
i@ App roles Office 365 Exchange e
O  Office 365 Exchange (
48 Owners . - A T
ExchangeManage, Application Manage Exchange As Application Yes A Notgranted for NETsec | +=+
& Protection g &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Notgranted for NETsee ==+
M Manifest
Support # Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support AN P Troubleshooting
« & New support request

Click Yes to confirm the consent.

Microsoft Entra admin center [ TR ey ]

Home > App registrations » GALsync Enterprise App

S Identity A = GALsync Enterprise App | APl permissions % - X
® overiew
o~ S s
8 users ~
Overview Grant admin consent confirmation.
= Groups e e
£ Quickstart Do you want to grant consent for the requested permissions for all accounts in NETsec Demo? This will update any existing
[ > # Integration assistent admin consent records this application already has to match what is listed below.
8  Applications ~ Manage

_ Used, Leam more
Enterprise applications Branding & properties

App registrations Configured permissions
Certificates & secrets

I 3 Authentication

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of

Protection Y fiqure e parmi 2 ed more about pe s and ¢
11! Token configuration configured permissions should include all the permissians the application needs. Learn more about permissicns and consent

=)

§8 dentity governance ~ APl permissions t Add a permission ~/ Grant admin consent for NETsec Demo
HB  External dentities v & Expose an API APl / Permissions n... Type Description Admin consent req...  Status
YP! P 4.
% App roles e e,
O v Office 365 Exchange (

& Owners ExchangeManage, Application Manage Exchange As Application  Yes A Notgranted for NETsec - +++
£ Protection Y &, Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes A Not granted for NETsec ==+

M Manifest

Support + Troubleshooting To view and manage consented permissions fer individual apps, as well as your tenant's consent settings, try Enterprize applications,
A Learn & support AN 2 Troubleshooting

@ & New support request




API permissions are assigned to the registered Application.

admin center el S e ey _

Microsoft En

Home > App registrations » GALsync Enterprise App

@ Grant consent o

Identity ~ = GALsync Enterprise App | APl permissions % - Grant consent successful
® overiew

p P & -

2 se « () Refresh A Got feedback?
8 users ~

1% Overview @ Successiully granted admin consent for the requested permissions.
g Groups ~ .

P & Quickstart
I Devices ~ # Integration assistant
B Applications . Manage @ The "Admin consent required” column shows the default value for an crganization. However, user consent can be customized per *
PP 9 permission, user, ar app. This column may not reflect the value in your organization, or in organizations where this app will be

_ used. Learn more
Enterprise applications = Branding & properties
D Authentication .
I App registrations Configured permissions
Certificates & secrets Applications are authorized to call APls when they are granted permissions by users/admins as part of the consent process. The list of

Protection ' i o e permi: a eg! m about pe s o
1l Token configuration configured permissions should include all the permissicns the application needs. Learn more about permissicns and consent

=)

§8 identity governance ~ & API permissions t Add a permission +* Grant admin consent for NETsec Dema
dB External Identities ~ @ Expose an API API / Permissions n... Type Description Admin consent req...  Status
App roles P
Show more Offles 385 B

& Owners ExchangeManage, Application Manage Exchange As Application  Yes @ Granted for NETsec Demo +++
& Protection v & Roles and administrators full_access_as_app  Application  Use Exchange Web Services with fu... Yes @ Granted for NETsec Demo ==+

M Manifest

Support # Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
2 Learn & support AN P Troubleshooting

« & New support request

Accordingly, select Exchange Web Services at the Assigned API permissions group
box in the Exchange Online App Registration dialog.

Assigned APl permissions

Microsoft Graph £4 ]

| Exchange \web Services ey )
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Exchange Administrator role or Exchange Recipient Administrator role for the
registered Application (App Registration)
The Exchange Recipient Administrator role or the Exchange Administrator role for
Exchange Online is necessary because GALsync communicates via the Exchange

Online PowerShell with the Microsoft 365 tenant.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

The application requires Exchange Recipient Administrator role or the Exchange
Administrator role in the Microsoft 365 tenant, otherwise GALsync will not have access
to the complete set of Exchange Online PowerShell cmdlets which are needed to function

properly.

Microsoft Entra admin center £ Search resources, services, and docs (G+/) Microsoft Entra admin center P Search resources, services, and docs (G+/)

Identity

Overview

Users

Groups

Devices

g @ 2 o 0 ¢

Applications
Enterprise applications

I App registrations

P

Protection

Identity governance

EE  External Identities

*  Show more

Home > App registrations » GALsync

- GALsync Enterprise

|/'-7 Search ‘ «

B overview

& Quickstart

# Integration assistant
Manage

B2 Branding & properties

3 authentication

Certificates & secrets

g @ 3 o 0 ¢

Identity

Overview

Users

Groups

Devices

Applications
Enterprise applications

App registrations

Il Token configuration

-2 API permissions

Roles 8 admins

Roles & admins

& Expose an AP|

Pp roles

f8 owners

]

Learn & support

Home >
2 Roles and administ
’ NETsec Demo - Azure AD for workforce
<«
ai- All roles

& Protected actions
¥ Diagnose and solve problems
Activity
I= Access reviews
E Audit logs

% Bulk operation results
Troubleshooting + Support

& New support request

Expand Roles & admins. If you do not see Roles & admins in the Identity menu, click
Show more ... .



Go to Roles & admins in the expanded Roles & admins menu and search for
Exchange.

Microsoft Entra admin center A search resources, services, and docs (G+/) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator | Assignments >

Identity ~

4, Roles and administrators | All roles X
Overview NETsec Demo
~ < t Newcustemrole 5] Delete customrole & Download assignments () Refresh | [l Preview features | & Got feedback?
&, Allroles
Groups e N @ Getjust-in-time access to a role when you need it using PIM. Learn more about PIM =

& protected actions
Devices N K Diagnose and solve problems (@ Your Role: Global Administrator

>
(0]
A users
"
=]
2]

Applications ~ Activity Administrative roles
Administrative roles are used for granting access for privileged actions in Micresoft Entra ID. We recommend using these built-in roles for delegating access to manage

Enterprise applications 7= Access reviews brozd application cenfiguration permissions without granting access te manage other parts of Microsoft Entra ID not related to application cenfiguration. Learn more.
H Audit logs Leamn more about Microsoft Entra ID role-based access control

App registrations
% Bulk operation results

Sa Roles & admins ~ |2 Exchange | e add filters
Troublesho ot
| Roles & acins Role . Description Privileged T AsstL Type "N
& New support request
[ exchange Administrator Can manage all aspects of the Exchange product. 4 Built-in

Admin units .
Can create or update Exchange Online recipients within the

Exchange Online organization. 1 Built-in

[J exchange Recipient Administrator

The result is Exchange Administrator and Exchange Recipient Administrator.
Decide which of the two roles should be assigned to the App Registration.

Please note that the Exchange Recipient Administrator role for Exchange Online has
restrictions, e.g. it is not possible to check whether application access policies exist
for the registered application (App Registration).

It may be that the Exchange Administrator role must be assigned to the registered
application (App Registration) in the event of problems.

For example, the Exchange Recipient Administrator for Exchange Online.

Click on the Exchange Recipient Administrator in the result list to open the Exchange
Recipient Administrator role.

Microsoft Entra admin center 0 Seatc resource,senices, and docs (G+1) _

Home > Roles and administrators | All roles > Exchange Recipient Administrator

@ Identity ~
ga Exchange Recipient Administrator | Assignments X
@ overview Allroles
8 users ~ < >< Remove a e L Download assignments ) Refresh (' Manage in PIM & Got feedback?
X Diagnose and solve problems
= Groups o
Manage *
B pevices o . @ You can also assign buiit-in roles to groups now. Learn More '
2 Assignments
8 applications & [ Description search
[ search by name J
Enterprise applications Activity o
App registrations % BylOperation results [an V]
Name UserName Type scope
| Roles & acmins ~ Bubleshooting + support
I R, y & New support request
Admin units

Click Add assignments, then search for the newly registered application.
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Microsaft € admin center o e e ) _
8 users ~  Add assignments X
2 Groups N
B Devices ~ @ Try changing or adding filters if you don't see what you're looking for. Selected (1)

Reset
|% Applications )
x| = GALsync Enterprise App i

Enterprise applications Wy 9b5fb7s 617

AEPIETEE e Al Users  Enterprise applications
& Roles & admins ~

Name Type Details
Roles & admins ™ 3 == PP
GALsync Enterprise App Enterprise ap... 9b5fh788-77e1-4225-3f74-a06f7c8fedsd

Admin units

Delegated admin partners

M Rilina 7 ~
2 Learn & support ~

Select the newly registered application and click Add.

The application has been assigned the Exchange Recipient Administrator role.

Micrasoft Entra admin cente s _

& Devices ™ % Home » Roles and administrators | All roles > Exchange Administrator
@ Successfully added assignment %
B Applications ~ ga Exchange Administrator | Assignments - Successfully added assignment GALSync Enterprise App
All roles
Enterprise applications
P
¢ Add assignments L Download assignments () Refresh (' Manage in PIM A7 Got feedback?
App registrations ¥ Diagnose and solve problems
Roles & admins ~ Manage .
|g. @ vou can slso sxsign built-in roles to groups now. Learn More [
Roles & admins A assignments
2 Deseription Search
Admin units ‘ Search by name ‘
Activity e
Delegated admin partners 2
&% Bulk operation results ‘ Al > ‘
B siling v Name UserName Type Scope
Troubleshooting + Support
& settings ~ . [J GALsync enterprise App 9b5fh788-T7e1-4225-2174-206(7cBled... ServicePrincipal Directory
& New support request
. _— < [ sve_contactsync Svc_contactSync@NETsecDemo.com User Directory
O sveeasync svc_galsync@NETsecDemo.com User Directory
£ Learn & support ~




Overview of the registered Application in App registrations
Go to Identity in the Microsoft Entra admin center menu, expand Applications and

select App registrations.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

MNew registration @ Endpoints &9 Troubleshooting () mefrash 4 Download [& preview features

P %

a

Qﬁ Got feedback?

Owned applications  Deleted applications

P Start typing a display name or application (client) ID to filter these r...

+7 &dd filters

Home >
f Home . .
App registrations
W Favorites e
: ~
D Identity All applications
@ overview
,Q Users N
1 applications found
o Groups e
Display name T
I Devices hd E GA rprise App
#8 Applications a

Enterprise applications

| IAppregistrahons

3. Roles & admins I
Roles & admins

Admin units -

b

Learn & support AN

Application (client) ID Created on T}  Certificates & secrets

9b5fh788-77e1-4225-3f74-3... 7/12/2023 @ current

Select the registered Application to see the overview.

Microsoft Entra admin cent P Search resources, services, and docs (G+/)

Home > App registrations >

m
Enterprise applications 'I Token configuration

- APl permissions
I App registrations
& Expose an API
\?- Roles & admins A~ -
fL App roles
Roles & admins &8 Owners
BT TG . & Roles and administrators
H Manifest
;‘] Learn & support I Support + Troubleshooting
« P Troubleshooting

ﬁ Home .
GALsync Enterprise App = - hs

% Favorites v

[£se | « [il Delete @ Endpoints [ Preview features
p n s e
> Identity L BuEvEY @ Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for developer), —
@ overview & Quickstart

# Integration assistant A Essentials
R Users '

Manage Display name Client credent
2 Groups ~ A rise App

& Branding & properties Application (client) ID
& Devices hd . 9bsfb788-T7e1-4225-2f74-2067cafed5d

.3,) Authentication

: Object ID Application 1D URI

8 Applications A Certificates & secrets 8b716425-58a3-4ecs-84eb-16dca3bda0e A on ID URI

enant) ID Managed application in local directory
2027-4845-8c11-8c056e5achac

Get Started ~ Documentation

Build your application with the Microsoft identity
platform

The Microsoft identity platform is an authentication service, open-source

libraries, and application management tools. You can create modern, -
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Please check whether the values of the registered Application are corresponding with the
values in the Exchange Online App Registration dialog.

= :l Exchange Online App Registration b4
i3 GALsync Enterprise App =
iy
Egmpmdi_rq sgningln}‘fu Iheb'l' ise A Elx i ingvel_"' Entra ID ly Azure
P . - trath t to ha .
5] Delete @ Endpoints [& Preview features ) #ep registrations that ensbles access change Hmine
Organization / Tenant @
o Got a second? We would love your feedback on Microsoft identity platform (previously Azure AD for
netsecdemotenant onmicrosoft com
Application Display Name @
# Essentials
GALsync Enterprise App
Display name Client credentials o
1 certificate, 0 secret Application D @
Application (client) ID Redirect URIs Sb5fb 788-77e 1-4225-af 74-a 56 Te fedSd
9b5fb788-TTe1-4225-af74-206fTcafed5d Add a Redirect UR Certificate
Object 1D Application 1D URI Friedly Name NETsecDemafrom GALsync Server
8b7f6425-6533-4ec9-54eb-16dca3bdd0el Add an Application ID URI Mot After 2025-07-20
Directory (tenant) ID Managed application in local directory Subject Ch=NETsecDemoF romGALsyncServer
e0148e4a-2027-4845-8¢11-8c056e5acb8e GALsync Enterprise App Thumbgrint BDBG5782A2035F 6CO46E2DFFC 1AS587861433482
Supported account types REDIRIEE [
My oraanization only User NETSECDEMOsve_galsyrc
My organization only
Choose Certificate Create Certificate @
Get Started  Documentation
—_— Assigned AP| permissions
- . . . . . +| Microsoft Graph @
Build your application with the Microsoft ide
-~
Exchange Web Services D
platform
The Microsoft identity platform is an authentication service, open-source Masimum 2 @ . @
libraries, and application management tools. You can create modern, Connection =
; o
Email Address @D
o Apply @ Cancel

Organization / Tenant needs the .onmicrosoft.com domain name of the Microsoft
365 tenant. Otherwise, you might encounter cryptic permission issues when you run a
policy in the app context.

Application Display Name must have the value of the Display name of the registered
Application.

Application ID must have the value of the Application (Client) ID of the registered
Application.




A Certificate is created and selected from Current User Personal Certificates store

ﬁ certmgr - [Certificates - Current User\Personal\ Certificates] - O *
File Action View Help

X A RERREEER N

[l Certificates - Current User Issued To Issued By Expiration Date
P |
v jrs(‘:m,:i-f' " @ﬁNI:—I'secDemoFromGALsynderver MNETsecDemoFremGALsyncServer 7/20/2025
ertificates

|| Trusted Root Certification Aur
[ | Enterprise Trust

| Intermediate Certification Au
[ Active Directory User Object

] Trusted Publishers

[ Untrusted Certificates

[ Third-Party Root Certificatior
[ ] Trusted People

| Client Authentication lssuers
[ | Other People

[ | Certificate Enrollment Reque:
1 Srnart Card Trusted Roots

WOW W W W W W W W W W Y

and the corresponding certificate file is attached to the Entra ID application.
| + | certificate files

Home Share View

« v o <« Local Disk (C:) » ProgramData » NETsec GmbH & Co. KG » GALsync » certificate files w (o] pe
v METsec GmbH 8 Co. KG ~ * MName Date modified Type
’ contactSync 5] NETsecDemoFromGALsyncServer_2025-07-20 7/20/2023 9:18 AM Security Certificate
v GALsync
cache

certificate files

D Exchange Online App Registration b4

Corresponding settings for the Enterprise Application in the Office 365 Azure Active Directory
App registrations that enables access to Exchange Online.

Organization / Tenant @
r s 1ant.onmi ft.com
Application Display Name @

GALsync Enterprise App

Application ID [64]
Sb5b 788-77e 1-4225-5f 74-2 96 7o Bed5d
Certificate

Friedly Name METzecDemo from GALsync Server

Not After 2025-07-20

Subject CN=NETsecDemoFremGALsyncSenver

Thumbprint BOB65782A2035F6C046E2DFFC1AB5878E1433A82

Has PrivateKey True

User WETSECDEMO'sve_galsyne

Choose Certificate Create Certificate @

Lssigned AP permissions

| Micrescft Graph \_fj
Exchange Web Services @
gg;‘:—,z;?én 215 \f) | Set as primary account @
Email Address

svc_galsync@netsecdemo com

« Apply ﬁ Cancel

@
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The selection of the Assigned API permissions group box in the Exchange Online
App Registration dialog must be corresponding with the API permissions in the App
Registration.

Please check the settings of the API permissions for Microsoft Graph.

Microsoft Entra admin center [T e _
4 Identity ~ * -+ > GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App | AP permissions > App registrations » GALsync Enterprise App
© overview - GALsync Enterprise App | AP| permissions = - X
A users ~
A Groups S =
& Overview @ Successfully granted admin consent for the requested permissions.
) Devices % & Quickstart
& Integration assistant @ The "Admin consent required" calumn shows the default value for an organization, However, user consent can be customized per &
B Applications A permission, user, or app. This column may not reflect the value in your arganization, or in organizations where this app will be
K Diagnose and solve problems uszd. Learn more
Enterprise applications
Manage . .
I App registrations Configured permissions
B2 Branding & properties Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of
Sa  Roles & admins ~ D Authentication configured permissions shauld include all the permissions the application needs. Learn more about parmissions and consent
Roles & admins Certificates & secrets - Add a permission " Grant admin consent for NETsec Demo
W o
o IS Il Token configuration API / Permissions n...  Type Description Admin consent req...  Status
-2~ API permissions . P
v Microsoft Graph (2)
Delegated admin partners Hlieresatt Bree
@ Expose an API Mail ReadWrite Application  Read and write mail in 2ll mailboxes  Yes @ Granted for NETsec Demo -+
B Protection e B A !
L Approles MailSend Application  Send mail as zny user s @ Granted for NETsec Demo +s
& ;
{21 Identity Governance ~ 8 Owners v Offics 365 Exchange
Bb  external identities ~ & Roles and administrators ExchangeMans Application  Manage Exchange As Application  ¥es @ Granted for NETsec Dema -+
M Manifest
- Show more
Support + Troubleshooting To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,
& New support request
£ Learn & support A~
«

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog.

| Microsoft Graph

Assigned AF| permissions

Exchange \Web Services 'n..L'

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.



[:.l Exchange Online App Registration x

Caorresponding settings for the Enterprise Application in the Office 365 Azure Active Directory
App registrations that enables access to Exchange Online.

Crganization / Tenant Ed)

netsecdemotenant onmicrosoft.com

Application Display Name .\i;.
GALsync Enterprise App

Application 1D .\é;.
Sb b 7887 Te1-4225af 74-a 96 ToBfedhd

Certificate

Friedly Mame METsecDema from GALsync Server
Mot After 2025-07-20
Subject CN=NETsecDemoF romGALsyncSerer
Thumbprint BDBEETE2A2035FRCO46E2DFFCARRRTEE1433AB2
Has Privatekey True
ser NETSECDEMO\svc_galsync

Choose Certificate Create Certificate '\.i:,:-'

Assigned AP permissions

| Microscft Graph I.é_,l
Exchange \Web Services ky
Maximum S[= _ 7 Set ) &
Connection = 3 3% primary account WL
Email Address @
gvc_galsync@netsecdemo.com
( Apply €3 Cancel

To complete the Exchange Online App Registration dialog, insert an Email Address
of an Exchange Online mailbox.

Email Address of an Exchange Online mailbox is necessary to send and receive email.
We recommend to use a dedicated Exchange Online mailbox for this purpose.

Click Apply to finish and close the Exchange Online App Registration dialog.
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Limit the scope of application permissions to access mailboxes

The registered application (App registrations) for GALsync only needs access to the
Exchange Online mailbox, which GALsync uses to send and receive email, if only GALsync
policies should be configured.

Please note, if contactSync policies should be configured, the application needs
access to all the Exchange mailboxes, which should receive the contacts.

Please take a look at following chapters in the GALsync manual:
How to check existing application access policy for the application

How to restrict access to specific mailboxes for the application



Test the Exchange Online PowerShell connection and the Exchange mailbox

D Environment Configuration - [ %

General Exchange Scenario Exchange Server on-premizes | Exchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |

C Gadd | @ Gad @ | AMody | @ | HRemove| @

|lzemame Max. Connection

Primary Mailbox Account
gGﬁLs'mc Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

Exchange \Web Services LURL https:loutlook office365.com/BwWS/BExxchange asmx

Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remote PowerShell connection to Exchange Online

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |
| Sendtestemal | (@

o Ok €3 Cancel =
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Click the Test button for the Remote PowerShell Connection Test, to test
connectivity to Exchange Online PowerShell.

Please wait for the test to finish before proceeding.

Upon a successful connection, a green circle with a checkmark will be displayed.

] Environment Configuration - M X

General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
C Gadd | @ Gad | @ | Aoty | @ | HRemove | @
Ilzemame Max. Connection
Primary Mailbox Account
'@'GALS'_m:: Enterprize App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchangs Web Services URL https:loutlook officed&b com/EWS/BExchange asmx
Organization Settings

| Remote PowerShell Connection Test |

Please test the Remote PowerShell connection to Exchange Online

T

Connection test was successful for GALsync Enterpnize App
Test finished.

If the connection test failed, click the Show log button for detailed information.




A test email can also be sent to the desired recipient as an additional test to validate mail
flow. To do this, click the Send test email button for the Exchange Mailbox Test.

3 .'_. i X

Code: 0
fMessage: Run as svc_galsync

Code; 12081
fMessage: Hybrid Exchange scenario is configured.

Code; 12052
Message: GALsync Server is member of the on-premises Active
Directory of the Hybrid Exchange scenario.

£.85mx

Code: 12102
Message: Sve_GALsync mailbox is on-premises.

Code: 12093
Message: The email settings for on-premises Exchange are
used.
line
Code: 12101
Message: Sending mail to administrator@netsecdemo.com

successful. -

oK

Excchange Mailbox Test

Send a test email to the recipient:
Email address administrator@netsecdemo.com

Send test email @

of Ok €3 Cancel (==

Please note, that the e-mail address of the recipient for the test email will not be
saved.
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Exchange Online authentication via Service Account

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate-based authentication via App registration.

Note, the user-based authentication is deprecated. The certificate-based
authentication is recommended.

Service Account (Microsoft 365 Exchange Online)
The GALsync service account needs to be a licensed Exchange Online mailbox user in the
Microsoft 365 tenant.

For example: Microsoft 365 Business Basic, Exchange Online (Plan 1) or Microsoft
365 E1 license will work for the service account.

The service account must be a member of the Exchange Administrator role. GALsync
uses the Exchange Online PowerShell commands, which are incomplete if the service
account is not an Exchange Administrator for Exchange Online.

Note: By default, the Exchange Online password has to be changed within 30 days.
To ensure, that GALsync works properly, you have to configure user passwords to
never expire. To configure your password please follow the steps described in the
following article:

https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-
0f54736f-eb22-414¢c-8273-498a0918678f

e GALsync must have direct access to the user mailbox of the service account via
Exchange Web Services (EWS) of Exchange Online.

e Ensure that the mailbox is accessible (e.g., by Outlook Web Access).
e Ensure that the mailbox can send to and receive email from the other organization.

e Ensure that incoming email from the other organization does not get caught by your
spam filter or firewall.

Please note, service accounts are non-human privileged accounts used by applications,
automated services, and that execute other IT processes. Because these are machine
accounts, they cannot be protected by multi-factor authentication (MFA), since there
is no way for it to interactively logon.

We recommend disabling multi-factor authentication (MFA) for this account, and use
conditional access policies to lock down this account, such as allowing login only from
trusted public IP addresses.


https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f
https://support.office.com/en-us/article/Set-a-user-s-password-expiration-policy-0f54736f-eb22-414c-8273-498a0918678f

Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access
Exchange Online

The GALsync service account of a Microsoft 365 tenant needs access to its own mailbox,
therefore, Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) must be
configured.

Please note, that user-based authentication via OAuth 2.0 works only for the Microsoft
Azure Public Cloud instance. If your Microsoft 365 instance is hosted by a national cloud,
please use Exchange Online certificate-based authentication via App registration.

First, please verify the GALsync GUI is running in the credentials of the local GALsync
service account, otherwise GALsync cannot decrypt the token later.

This can be confirmed on the information bar at the bottom of the GALsync GUI.

¢ NETSECDEMO\svc galsync | & x64 ‘?1"' GALsyncSenvice is Runnina 'n METzecDemo'sve_galsync

Admin consent requires in Entra ID Enterprise Applications (formerly Azure AD
Enterprise Applications) to register NETsec GALsync as Enterprise Application.

Please note, that GALsync cannot request the necessary User consent for a non
admin user with restricted settings Consent and permissions for Modern
Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online.

How to check the Consent and permissions settings for Enterprise Applications?
Microsoft Entra admin center -> Identity -> Applications -> Enterprise
applications -> Consent and permissions

Microsoft Entra admin center P search resources, services, and docs (G+/) _

Home > Enterprise applications

ﬁ Home
=z Enterprise applications | All applications X
WEE \ETsec Demo - Azure AD for workforce
* Favorites N~
“ = Mew application ':_) Refresh  + Download (Expart) o Preview info Columns.
Overview -
D Identity ~
@ Overview View, filter, and search applications in your organization that are set up to use your Azure AD tenant as their Identity
@ overview Provider.
# Diagnose and solve problems
The list of applications that are maintained by your organization are in application registrations.
R Users e
Manage
£ search by application name or object ID
# Groups e 8 Al applications
- Application type == Enterprise Applications Application ID starts with F Add filters
LD Devices ' B! Application proxy Bt P L g 2 i 2 i
A User settings
i} Applications ~ Name Ty ObjectID Application ID Homepage URL Created on Tty
B App launchers
| I Enterprise applications ~
5 Custom authentication
~ . extensions (Preview)
App registrations
Securi
E| Protection N ty
% Conditional Access
(] Identity governance ~
) Consent and permissions
:El External Identities '
Activity
* Show more . D sign-in logs
@ Usage & insights
:'l Learn & support ~ & Auditlogs

M Provisicning logs
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The Consent and permissions settings of the Enterprise applications are restricted:

Microsoft & admin center SRS _

Home » Enterprise applicati

ions | Consent and permissions >

ﬁ Home
o Consent and permissions | User consent settings X
T Azure AD for workforee
* Favorites e
< Rj Got feedback?
Manage -
@ Identity ~ 7
5 User consent settings Control when end users and group owners are allowed to grant consent to applications, and when they will be required
® R 9 to request administrator review and approval. Allowing users to grant apps access to data helps them acquire useful
e Admin consent settings applications and be productive, but can represent  risk in some situations if it's not monitored and controlled carefully.
K users e s Permission classifications. User consent for applications
Configure whether users are allowed to consent for applications to access your organization's data. Learn more
#  Groups N Do not allow user consent
An administrator will be required for all apps.
1 Devices A (O Allow user consent for apps from verified publishers, for selected permissions (Recommended)
Al users can consent for permissions classified as "low impact”, for apps from verified publishers or apps
I@ Applications I registered in this arganization.
O Allow user consent for apps
Enterprize applications All users can consent for any app to access the organization's data.

App registrations

@ When user consent for applications is disabled, users may still be able to connect their work or school accounts with

E| Protection ~ LinkedlIn. You can manage LinkedIn account connects in User Settings.
@ Identity governance N~
Group owner consent for apps accessing data
o L Configure whether group owners are allowed ta consent for applications to access your organization's data for the
BB External Identities N 9 group PP ¥ 9
groups they own. Learn more
Do not allow group owner consent
i I - Group owners cannot allow all applications to access data for the groups they own unless the group owners have
been authorized in other ways. Learn more about the other ways that consent may be authorized.
O Allow group owner consent for selected group owners
2 Learn & support Py Only selected group owners can allow applications to access data for the groups they own.
O Allow group owner consent for all group owners
« All group owners can allow applications to access data for the groups they own.

The Consent and permissions settings of the Enterprise applications are restricted
and a Global Administrator account of the Microsoft 365 tenant must grant admin
consent for the permissions of the Enterprise Application.

Microsoft Entra admin center DO Search resources, services, and docs (G+/) _

2 Home > Enterprise applications | Consent and permissions » Consent and permissions
M Home .. . .
Consent and permissions | Admin consent settings - X
T Azure AD fo kforce
%* Favorites e
«
Manage
4 Identity ~
& User consent settings Admin consent requests
@ overview . ~
% Admin consent settings Users can request admin consent to apps they are unable to consentto @
Ye
R Users hd %u Permission classifications :
Who can review admin consent requests (0
& Groups ' q =
Reviewer type Reviewers
I Devices ~
Users
I@ Applications P Groups (Preview)

Enterprise applications Rales (Preview]

Selected users will receive email notifications for requests

N

App registrations

Protection g

& [
<

Identity governance

:EI External Identities e Consent reguest expires after (days) ©
O [ 20 |
Show more o
-
& Leam & support s

€«




If the Admin consent requests in the Admin consent settings is No, the admin
consent for the permissions of the Enterprise Application can be done with a sign in of a
Global Administrator account during the first login process for Modern Authentication
OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online. This process is
described in the following chapter.

Please note, the GALsync service account should only be an Exchange Administrator
of Exchange Online, but not a Global Administrator of the Microsoft 365 tenant.

If the Admin consent requests in the Admin consent settings is Yes, the GALsync
service account will send an admin consent request during the first login process for
Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online.

Microsoft Entra admin center AL Search resources, services, and docs (G+/) _

a
Home > Enterprise applications | Consent and permissions » Consent and permissions
ﬁ‘ Home ..
Consent and permissions | Admin consent settings X
" Azure AD for workforce
W Favorites o
¢ X Discard
Manage
D  Identity ~
&* User consent settings Admin consent requests
® overview . X -
Admin consent settings Users can reguest admin consent to apps they are unable to consent to @
[ Ves ) No )
A Users A ;2. Permission classifications -7 g
Whe can review admin consent requests (O
2 Groups Y = e q -
Reviewer type Reviewers
I Devices e
Users + Add users
I% Applications s Groups (Preview) + Add groups
Enterprise applications Roles (Preview) + Add roles
App registrations Selected users will receive email notifications for reguests (O
( ves TN
E| Protection '
Selected users will receive request expiration reminders (0
Identity governance ' Yes No
HE  External Identities N Consent request expires after (days) @
o
* Show more
2 Leam& support s
€«

After that a user, who can review admin consent requests, must accept the request,
before the GALsync service account does the login for Modern Authentication OAuth 2.0
for Exchange Web Services (EWS) of Exchange Online a second time to get the token
successfully.
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Login for Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of
Exchange Online

Proceed with the Login for Modern Authentication OAuth 2.0 for Exchange Web Services
(EWS) of Exchange Online with your GALsync Service Account.

|:| Exchange Online Credentials x
User-10: svc_galsync@netsecdemo.com '\iﬂ'
Passwaord: BEERERRRREERRRES @
E-mail: svc_galsync@netsecdema.com (69
Maximum 2% LL' | Set as primary account LL'

Connection

The authentication method for BExchange \Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

®) Modern Authentication Obuth 2.0 Login @D

« Apply '& Cancel

Please note, that the User-ID and the E-mail address can be different for an
Exchange Online mailbox user. This depends on your Microsoft 365 Exchange Online
tenant.

Insert the credentials for the GALsync service account, and click the Login button.



Sign in to your account

2= Microsoft

Pick an account

E svc_galsync@NETsecDemo.com @

—I— Usze another account

Back

Terms of use  Privacy & cookies

Select the same GALsync service account, which you have used in the Exchange Online
Credentials dialog before.
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Sign in to your account

2% Microsoft

£« svyc_galsync@netsecdemo.com

Enter password

Password

Forgot my password

Terms of use  Privacy & cookies

Sign in

Insert the password of the GALsync service account.




Sign in to your account >

2= Microsoft

svc_galsync@netsecdemo.com

Need admin approval

MNETsec GmbH & Co. KG #&

needs permission t0 access resources in your organization
that only an admin can grant. Please ask an admin to grant
permission to this app before you can use it.

EHave an admin account? Sign in with that accounté

Return to the application without granting consent

Terms of use  Privacy & cookies

NETsec GALsync needs a sign in of a Global Administrator, who will accept the requested
permissions for the Enterprise Application.

Click on Have an admin account? Sign in with that account.

Otherwise, a Global Administrator account grants consent for the requested permissions
to the application under Permissions of the NETsec GALsync Enterprise Application
in the Microsoft Entra ID, before the GALsync service account does the login for
Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) of Exchange Online
a second time to get the token successfully.
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Sign in to your account >

2= Microsoft

Pick an account

—I— Use another account @

Back

Terms of use  Privacy & cookies

Use another account to sign in as a Global Administrator.

Please note, the GALsync service account should only be an Exchange Administrator
of Exchange Online, but not a Global Administrator of the Microsoft 365 tenant.



Sign in to your account

2% Microsoft
Sign in

administrator@netsecdemo.com x

Can't access your account?

Qh Sign-in options

Terms of use  Privacy & cookies

Sign in with a Global Administrator account of the Microsoft 365 tenant.
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Sign in to your account

2= Microsoft

<« administrator@netsecdemo.com

Enter password

Password

Forgot my password

Signin

Terms of use  Privacy & cookies

Insert the password of the Global Administrator account.




Sign in to your account

2= Microsoft

administrator@netsecdemo.com

Permissions requested

+=1 METsec GALsync
#4  NETsec GmbH & Co. KG ¥

This app would like to:

“ Access mailboxes as the signed-in user via Exchange Web
Services

v  View users' basic profile

~ Maintain access to data you have given it access to

* ‘ Consent on behalf of your organization

If you accept, this app will get access to the specified resources for all
users in your organization, Mo one else will be prompted to review these
permissions.

Accepting these permissions means that you allow this app to use your
data as specified in their terms of service and privacy statement. You can
change these permissions at https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Terms of use  Privacy & cookies

Enable Consent on behalf of your organization, then click Accept.
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The OAuth2 authentication will fail after the first login process.

]

ser-10:

Password:

E-mail:

Mascimum
Connection

The

Flease lo|

® Moder]

GALsync

%

Error: The user administrator@netsecdemo.com is
logged in, but the user svc_galsync@netsecdemao.com was
expected to login. Please check your settings.

QAuth2 authentication failed.

Code: 62008

Message: The account sve_galsync@netsecdemo.com was not
found in the token cache,

Please check the login of QAuth 2.0 for the Exchange Web
Services,

Code: 62005

Message: Acquired Token Interactive for
administrator@netsecdemo.com

( Apply ﬁ Cancel

Proceed with the Login for Modern Authentication OAuth 2.0 for Exchange Web Services

(EWS) of Exchange Online with your GALsync Service Account again.

]

Lser-10:

Password:
E-mail:

Mascimum
Connection

Exchange Online Credentials

gvc_galsync@netsecdemo.com \y
SEFRRRRRRERRRREN k‘!;l
svc_galsync@netsecdemo.com '..L'

215 '\L‘ | Set as primary account '\!,‘,'

The authentication method for Exchange Web Services of the Office 365 tenant

Please login for the Modern Authentication OAuth 2.0

@) Modern Authentication Ofuth 2.0 Login @

« Apply '@ Cancel




Sign in to your account

2= Microsoft

Pick an account

E svc_galsync@NETsecDemo.com @

—I— Usze another account

Back

Terms of use  Privacy & cookies

Once again select the same GALsync service account, which has been previously used in
the Exchange Online Credentials dialog.
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Sign in to your account

2% Microsoft

£« svyc_galsync@netsecdemo.com

Enter password

Password

Forgot my password

Terms of use  Privacy & cookies

Sign in

Insert the password of the GALsync service account.




The login will now be successful.

] *
User-ID;: | GALsync X
Password:

o CAuth? authentication successful,
E-mail Code: 62008

MMessage: The account sve_galsync@netsecdemo.com was not

gz::_:;';?;r found in the token r:ache.
Please check the login of GAuth 2.0 for the Exchange Web
Services.
The
Code: 62005
Message: Acquired Token Interactive for
Flease |of svi_galsync@METsecDemo.com

2

( Apply ﬁ Cancel

GALsync can now use OAuth tokens for authentication to access the Exchange Web
Services (EWS) for your Exchange Online during the policy runs.

Click Apply to close the Exchange Online Credentials dialog.
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A test email can also be sent to the desired recipient as an additional test to validate mail

flow. To do this, click the Send test email button for the Exchange Mailbox Test.

GAL X =
sync e| @

Code: 0 onnection
o Message: Run as svc_galsync

Code; 12091
Message: Hybrid Exchange scenario is configured.

Code: 12096
Message: GALsync Server is not member of the on-premises
Active Directory of the Hybrid Exchange scenario.

Code: 12097
Message: The email settings for Exchange Online are used.

Code: 12063
Message: Username: sve_galsync@netsecdemo.com

Code: 12064

Message: Email address: sve_galsync@netsecdemo.com
BNgS. 35 M
Code: 12065

Message: Exchange Web Services URL:
hitps:/foutlook office365 . com/EWS/Exchange.asmx

Code: 62004
Message: Acquired Token Silent for
sve_galsync@METsecDemo.com

Exception: Mailbox does not exist, Online
Code: 12101

Message: Sending mail to administrator@netsecdemo.com
successful,

Exchangs Mailbox Test

Send a test email to the recipient:

Email address administrator@netsecdemo.com

@D

o Ok €3 Cancel = 2pply

Please note, that the email address of the recipient for the test email will not be
saved.

Also, please see the GALsync manual chapter:

12010 - Error getting Exchange Online connection



Active Directory Permission for the Import OU (on-premises)

The GALsync Service Account needs write permissions to all Organizational Units where
you want to import data to with GALsync.

”

Note: The resulting permissions must be for "This object and all descendant objects
and for all properties.

Use Active Directory Users and Computers. After creating the OU right-click the OU
and choose Delegate Control.

File Action View Help
e’ sE B XEo= BE 2.

] Active Directery Users and Computers [forestB-DC forestB.com]
B[] Saved Queries
4 [F3 forestB.com
k [] Builtin
e [ Computers
I 2] Demain Controllers
t- || ForeignSecurityPrincipals
2| Import ou|
b (=] Impu-rtFmr| Delegate Control...
B [ LostfndFo
b || Managed &
B (2] Microsoft b
t- | Program D) Mew

Move...
Find...
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Follow the wizard and click Next.

Welcome to the Delegation of Control
Wizard

This wizard helps you delegate control of Active Directory
objects. You can grant users pemission to manage users,
groups, computers, organizational units, and other objects
stored in Active Directory Domain Services.

To continue, click Mexdt .

< Back

Add the GALsync Service account to the list and click Next.

Users or Groups
Select one or mare users or groups to whom you want to delegate control.

Selected users and groups:

& galsync (galsync@forestB.com)




Choose the option Create a custom task to delegate and click Next.

Tasks to Delegate
You can select comman tasks or customize your own.

() Delegate the following common tasks:

[ ] Create, delete, and manage user accourts

[ ] Reset uzer passwords and force password change at next logon
[] Read all user information

[ | Create, delete and manage groups

[ ] Modify the membership of a group

[ | Manage Group Policy links

Generate Resultant Set of Policy (Flanning)
< m

(® Create a custom task to delegate

<Back ||

Leave the next window as it is and click Next.

Active Directory Object Type
Indicate the scope of the task you want to delegate.

Delegate control of:
() This folder, existing objects in this folder, and creation of new objects in this folder

() Only the following objects in the folder:

[ | accourt objects

[ | aC5ResourceLimits objects
[ | addIn ohiects

[ ] addrType objects

[ ] adminExtension objects

[ ] applicationVersion ohjects

[ ] Create selected objects in this folder
[ | Delete selected objects in this folder

<Back |
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o)
e o)

In the next dialog select all permissions exclude Full Control in the Permissions: list
and click Next.

Permissions
Select the pemissions you want to delegate.

Show these permissions:
[v] General

[w] Property-specific
[w] Creation./deletion of specific child objects

Permissions:

[ ] Ful Contral

[+] Fead

[v] Write

[+] Create Al Child Objects
[+] Delete Al Child Objects
[+] Fead &l Properties

You complete the wizard clicking Finish.

Completing the Delegation of Control
Wizard

fou have successfully completed the Delegation of Contral
wizard.

fou chose to delegate control of objects "
in the following Active Directony folder: |

forestB .com/mport QL

The groups, users, or computers to which you
have given control are:

galsync (galsync@forest B .com)

They have the following permissions:

To close this wizard, click Finish.




After that, right-click the OU and choose Properties.

B[] Saved Cueries

4 i forestB.com
=[] Builtin
[ Computers

] Active Directory Users and Computers [forestB-DC forestB.com]

= 2| Dormain Controllers
- || ForeignSecurityPrincipals

4| Import QLI
2] ImportF
[ LostAng
B[] Manage
2] Microso
- | Program
B[] System
(2] Test
[ Users
B | Microso
B NTDS O
b [ TPM De

Delegate Control...
Move...

Find...

Mew

All Tasks
View

Cut

Delete
Rename
Refresh
Export List...

Properties

Help
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Select the GALsync Service account and click Advanced.

| General | Managed By | Object | Securty | COM= | Attribute Editor

GI’CIIJD ar User names:

% Exchange Trusted Subsystem (FORESTBEExchange Trusted 5. A

% Exchange Windows Pemissions (FORESTB BExchange Windo...
galsync (galsync@forestB.com)

% Domain Admins (FORESTEYDamain Admins)

% Ertemprise Admins (FORESTE\Enterprise Admins)

82, Administrators (FORESTB\Administrators)

Permissions for galsync

Full control

Read

Write

Create all child objects
Delete all child objects

]DDDDDE‘

For special permissions or advanced settings, click
Advanced.

E

Select the GALsync Service account again and click Edit.

Owner: Domain Admins (FORESTB\Domain Admins) Change

Permissions Auditing Effective Access

For additional infermation, double-click a permissicn entry. To modify a permission entry, select the entry and click Edit (if available).

Permission entries:

Type  Principal Access Inherited from Applies to
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan... | |
Allow  galsync (galsync@forestB.co..  Generate resultant set... MNone This object and all descendan...
galsync (galsync@forestB.co... Special This ebject and all descendan...
Allow  Domain Admins (FORESTE\D... Full control MNone This chject only
Allow  ENTERPRISE DOMAIN CONT... Special Mone This object onl
P J Y
82 Allow  Authenticated Users Special MNone This chject only
82 Allow  SYSTEM Full control MNone This chject only
Allow  Exchange Windows Permissi..  Change password DC=forestB,DC=com Descendant User objects
g ge p: I}
Allow  Exchange Windows Permissi...  Reset password DiC=forestB,DC=com Descendant User objects
g B I}
Allow  Exchange Servers (FORESTB\... Special DiC=forestB,DC=com Descendant User objects
g P I}

[t ] [emove | [

| Disable inheritance |

ok || cancel || pply |




Check that the permission applies to:

This object and all descendant objects

~
Principal:  galsync (galsync@forestB.com) | E
Type: |Allow
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBCentainer ohjects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [#] Delete msExchManitorsContainer objects
[[] Delete [w] Create msExchMSOSyncServicelnstance objects
[[] Delete subtree [#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [#] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource objects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[+ Delete account objects [#] Create msExchOmaDeliveryProvider objects
[w] Create applicationVersion objects [w] Delete msExchOmaDeliveryProvider objects v
ok | [ cancel
Select the permissions: Delete and Delete subtree
~
Principal:  galsync (galsync@forestB.com) Select a principal E
Type: |Allow v |
Applies to: |This object and all descendant objects v |
Permissions:
[] Full control [] Create msExchMDBContainer objects
[w] List contents [w] Delete msExchMDBContainer objects
[+ Read all properties [] Create msExchMonitorsContainer objects
[w] Write all properties [w] Delete msExchMonitorsContainer objects
[#] Delete [] Create msExchMSOSyncServicelnstance objects
[#] Delete msExchMSOSyncServicelnstance objects
[w] Read permissions [w] Create msExchOmaCarrier objects
[[] Modify permissions [#] Delete msExchOmaCarrier objects
[ Modify owner [#] Create msExchOmaCenfigurationContainer objects
[w] All validated writes [w] Delete msExchOmaConfigurationContainer objects
[[] &l extended rights [] Create msExchOmaContainer objects
[+ Create all child objects [#] Delete msExchOmaContainer objects
[w] Delete all child objects [w] Create msExchOmaDataSource objects
[#] Create account objects [#] Delete msExchOmaDataSource objects
[w] Delete account objects [w] Create msExchOmaDeliveryProvider objects
[+ Create applicationVersion objects [#] Delete msExchOmaDeliveryProvider objects -
ok | [ cancel

Click OK to close all Dialogs.
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GALsync components

Files

The executables are stored by default in C:\Program Files\NETsec GALsync, but you
may change this during setup routine. This folder will be removed if you uninstall the
software.

Files containing your configured policies, created encryption keys, logfiles and so on are
placed in folder % programdata®% \NETsec GmbH & Co. KG\GALsync. This folder will
persist, if you uninstall the software.

Note: the folder %oprogramdata% usually is hidden. you may activate the option
'Show hidden files, folders, and drives’in folder 'options’ of the Windows Explorer.

Environment Configuration

An Environment Configuration describes the Exchange environment for which the Policies
will be configured and contains the environment-specific settings.

e The Exchange environment can be an on-premises Exchange environment.

e The Exchange environment can be a hybrid Exchange environment.

e The Exchange environment can be a Microsoft 365 Exchange Online environment.

Policy

Policies are the core logical component. A policy defines
e which data you want to share with your partner,
by filtering objects from your own directory,

¢ the method by which to transfer the data to your partner,
mail, ftp, network share including encryption,

¢ to which target you want to send the data included in this policy,
¢ to which email address you want to send an administrative report,

e at what times you want the policy to be executed automatically.



GUI

| - [ %
FILE ACTION  OFTIONS  HELP

O U] GALsyne Ll GALsync = I &3 I
= [g contactSync

@Environmens R Delete ' Clore
@ Settings [__j Exchange @ Environments | &§ Policies EEI Status e Help

Policy Name Description

] EOHYBRID\galsyne & x64 &% No service installed. A\ Trial version with random results. For purchase pleass contact zales@netsec.de

The Graphical User Interface is used to configure the environment configuration for the
Exchange environment and the corresponding policies for export and import. You can
also test and execute policies manually.

Note: If you run a policy using the GUI the policy runs in the context of the user that
is logged in. Therefore, it is recommended to log in with the same account which is
configured for the GALsync service.

The GUI is executed as a process named GALsync.exe.

Information Bar

The bar at the bottom of the GALsync window shows information about the user account
running the GALsync Graphical User Interface (GUI), and the status of GALsync Service.
Additionally, it will inform you about the licensing state.

L FORESTA\galsync E is Running % for

Trial varsion with mndom
4 % results. For purchase please

i contact sales@natzacds

s FORESTA\galsync & xb4 *.& GALsyncService is Running % foresti\galsync 4 Trial version with random results. For purchase please contact sa
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Policy Wizard

The GALsync Console also provides Wizards for simplifying the tasks of creating export
and import policies. The Wizards walk you through each step, in order to create a usable
policy that you can run manually or scheduled. If you go through the wizard GALsync
provides you with different information

= Indicates a positive validation

= Indicates that some conditions in this step have not been validated yet
= Feature is not used
O

Indicates a configuration process

Service

The GALsync Service is only used to execute the scheduled policies.

The GALsync Service checks once a minute if there are enabled policies to be executed.
These policies will be added to the execution queue and run sequentially.

The service is executed as a process named GALsyncService.exe.

Every scheduled policy runs in the context of the user that is used by the GALsync
Service.



Running GALsync Policies via command line

Start a GALsync policy with the following command:

Syntax

cd "<program files>\NETsec GALsync\"
NETsecPolicyExecuter.exe "$programdata%$\NETsec GmbH & Co.

KG\GALsync\policies\<policy file>"

Note: the folder %oprogramdata% usually is hidden. you may activate the option
‘'Show hidden files, folders, and drives’in folder ‘options’ of the Windows Explorer.

Example

cd "C:\Program Files\NETsec GALsync\"
NETsecPolicyExecuter.exe "C:\ProgramData\NETsec GmbH & Co.
KG\GALsync\policies\policyname.xml"

= Command Prompt

sProgram FilessMETzec GALsync>METszecPolicyExecuter.exe "C:“ProgramData“HETszec
mhH & Co. KGNGALsynchpoliciespolicyname.xml™_

As of GALsync Version 7.0.5 the GALsyncPolicyExecuter.exe is renamed to
NETsecPolicyExecuter.exe.

Important: If you use the Windows Task Scheduler for running the policies, then you
have to correct the command in your scheduled tasks.
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Internal Marks

NoGALsync (internal mark)

If you do not want a special object to be exported, you may insert the value NoGALsync
in any of the custom attributes (on-premises Exchange: extensionattributel -
extensionattributel5 or Exchange Online: customAttributel - customAttributel5).
This prevents GALsync from adding this object to the export list.

galsync:joe.dole@netsec.de (internal mark)

If you change the primary SMTP address of already synchronized objects GALsync cannot
match the appropriate contact during import. It will delete the existing contact and
create a new one with the modified SMTP address.

To prevent this behavior, you can change the primary SMTP address of an object in the
source environment and note the old primary SMTP address in one of the custom
attributes (on-premises Exchange: extensionattributel - extensionattributel5 or
Exchange Online: customAttributel - customAttributel5) using the prefix galsync:

Example

galsync:joe.dole@netsec.de

Now the existing contact in the target environment will not be deleted and recreated, but
instead GALsync will match the contact and change the primary SMTP address of the
exiting contact.

SyncWithGALsync (internal mark)

If you want to synchronize an existing Guest User (GuestMailUser) by GALsync, you
may insert the value SyncWithGALsync in any of the custom attributes (Exchange
Online: customAttributel - customAttributel5s).



Global Settings

The Global Settings are available if you click the GALsync node in the left hierarchy tree.
The content pane now displays the Settings, Exchange, Environments, Policies,
Status and Help tabs.

N -8 x
FILE ACTION  OPTIONS  HELP
=l GALsynd Ll GALsync = I (&) I
(=3 [g contactSync
@Environmens
@ Settings [__ﬂ Exchange @EI'-'i[CI"TEI'E & Policies Eﬂ Status QHE“:
Policy Name Description

Settings Tab

Here you can configure general settings used in all policies.

| -0 x
FILE  ACTION OPTIONS  HELP

&[] GALsyne L GALsync = I - I
(=3 [g contactSync

@Environmenh
@ Settings [j Exchange @ Environments &% Policies EI—J Status e Help
General settings

Log file directory
C:\ProgramData'NETsec GmbH & Co. KG'GALsync'log files k.!,)

Property settings for import to an on-premises Active Directory or an Office 365 tenant

Property for source domain. | extensionAttributeS , CustomAttributed - @
Property for marks. extensionAttribute 10 , Custom Atribute 10 - k,!)
Cinly mark to delete '\.!.4
Mark as changed '\.!.4
Mark as created QJ

(On-premises Active Directory settings

Use LDAP over SSL (LDAPS) Test '\j.;'

Log file directory.
GALsync stores the log files in the application data of the program for all users. If the log
files should be stored somewhere else the suitable directory path can be chosen here.

Property for source domain

This feature is used to distinguish between objects being imported from multiple source
organizations. As value, the objects’ distinguishedName (DN) and further technical
information will be present. Please choose an appropriate attribute where to store the
value.
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Property for marks

This feature is used to store marks as history about actions taken or to be taken
concerning imported objects. Please choose an appropriate attribute where to store the
marks. GALsync provides three different types of marking:

Mark objects for deletion
Select this option if you do not want objects to be deleted automatically. Instead, they
will be marked for deletion.

Note: If you choose this option, you may have objects in your Active Directory /
Microsoft 365 tenant that are no longer related to objects in your partner’s Active
Directory / Microsoft 365 tenant.

Mark objects that have been modified.
Select this option, if you want to mark modified objects for later viewing.

You can list all modified objects by creating a new Saved Query with a custom search in
MMC Active Directory Users and Computers for on-premise environments or with
PowerShell commands for Microsoft 365 tenants.

Mark newly created objects.
Select this option, if you want to mark newly created objects for later viewing.

Check this option if you want to list all created objects by creating a new Saved Query
with a custom search in MMC Active Directory Users and Computers for on-premise
environments or with PowerShell commands for Microsoft 365 tenants.



Exchange Tab

Here you can configure General settings for Exchange used in all policies and some
Local on-premises Exchange Server settings for non-migrated policies, which
used in all old policies, which are not yet migrated to an Environment Configuration.

D NETsec GALsync - [ X%
FILE ACTION  OPTIONS HELP
(=3 L—?_l contactSync p
@ Environmente % Create Policy
@ Settings Ea Exchange @ Environments & Policies E_I] Status e Help
| General settings | -
["] Maximum attachment size MB. \TJ
[ I Movelost packet emails to the GALsyncArchiv mail folder after [ 0F] days. @
Delete mails inthe GALsyncArchiv mail folder, Sent ltems folder and all data files
in the GALsyncArchiv folder of other dats transportmodes after days. @
[ Delay for sending mail withthe next package ofa splitdatafile aer | 0| seconds ()
| Local on-premises Exchange Server settings for non-migrated policies |

Please note: These setiings are only valid for existing policies that have not yet been migrated to an
Environment Conhguration.

® |Jse Autodiscover tofind the Exchange \Web Services URL

) Manual setting | | a'.\ @

€.g. https.//casserver. domain. local/EwWS/Exchange asmx
' Nolocal mailbox for service account available in the hybrid environment, @
but the service account has an Exchange Online mailbox.
_ No Exchange Server available. Only Active Directory Preparation. (’i‘j
h
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General Settings for Exchange

Maximum attachment size

This setting enables you to limit the attachment size of the data GALsync sends via
email. Once the data file gets larger then set here the limited size, GALsync will send the
data via multiple emails.

Note: This option is not activated by default.

Move lost packet emails to GALsyncArchiv mail folder after x days.

If your partner is sending GALsync data in chunked emails, this setting enables moving
lost chunk emails to the GALsyncArchiv mailbox folder, so they get deleted according
the setting Delete mails in GALsyncArchiv mail folder.

Note: This option is not activated by default.

Delete mails in "GALsyncArchiv" mail folder and Sent items folder and all data
files in the "GALsyncArchiv" folder of other data transport modes after x days.
Email used for GALsync on the import side is stored in the GALsyncArchiv folder. To
keep the mailbox small in size, you can configure email should be deleted from this
folder.

On the export side, all GALsync email in the Sent Items folder is also deleted within the
same interval. GALsync also deletes data files in GALsyncArchiv folder after the
configured number of days.

Delay for sending mail with the next package of a split data file after x seconds.
This option is only valid when combined with the option Maximum attachment size.
GALsync sends the next mail with an attached package of a split data file after GALsync
waited x seconds.

Note: This option is not activated by default.



Local on-premises Exchange Server settings for non-migrated policies
These settings are for old policies of the on-premises Exchange environment, if the policy
is not yet migrated to an Environment Configuration.

Note: This setting is also on the 'Exchange Server on-premises’ tab of the
Environment Configuration for the migrated policies.

Use Autodiscover to find the Exchange Web Services URL
If you work with on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL.

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then GALsync tries to discover the Exchange
Web Services URL via Autodiscover.

For example:

https://casserver.domain.local/EWS/Exchange.asmx

No local mailbox for service account available in the hybrid environment, but the
service account has an Exchange Online mailbox.

If you export and import to the on-premises part of your hybrid Exchange environment
and the mailbox of your local GALsync service account is moved to Exchange Online,
please enable also the option Use Exchange Online for mailing and insert the
credentials of your GALsync service account to use its Exchange Online mailbox for send
and receive email.

No Exchange Server available. Only Active Directory Preparation

You can import / export objects using an Active Directory Forest without installing
Exchange Server. In order to do so you need to extend the Active Directory Schema to
actually have Exchange properties (start Exchange Setup with the flag /adprep). If you
work with such a forest, you can choose the option No Exchange server available.
Only Active Directory Preparation. In this case you cannot use an internal Exchange
server for mailing, you can use an Exchange Online account selecting the option Use
Exchange Online for mailing.

Important: We do not recommend extending the Active Directory Schema in the
following scenario:

Your current Active Directory is syncing via Azure Active Directory Connect (AADC) to
your existing Microsoft 365 tenant.

Note: This option is only for special scenarios.
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Environments Tab

GALsync requires details concerning the Exchange environment and general settings for
which a synchronization should be configured. The information about the Exchange
environment is set in an Environment Configuration.

|:| NETsec GALsync - [ %

FILE ACTION  OPTIONS HELP

8- [ GALsyne L.l GALsync = I by

&[] contactSync
@Create Environment @Edit @Delete

@ Settings [ﬂ Exchange @ Environments | &F Policies [I'I-J Status @ Help
Name Description

Before you configure an Environment Configuration, please ensure the GALsync GUI is
running in the same credentials as the GALsyncService. This can be verified in the
information bar at the bottom of the GUI.

- r -

‘ : ECOHYERID\galsync & xf4 ‘?1"" GALsyncService is Running e echybridigalsync

Create Environment
An Environment Configuration can be created on the Environments tab by clicking on
Create Environment. This opens the Environment Configuration dialog.

@Create Enviranment @ Edit @Delete

1 Environment Configuration - [ =

General Exchange Scenaric

Upon commencement, only the General tab and the Exchange Scenario tab are
visible.

@Create Enviranment @ Edit @Delete

] Environment Configuration - MO =%

n

¥,
h
4]

=]
==
[=1)

General | Exchange Scenano| Exchangs Server on-premises  Exchange Online

[T=]
h




Depending on the selection of the Exchange scenario on the Exchange Scenario tab, a
variance of additional tabs appears. There is an Exchange Server on-premises tab
and an Exchange Online tab. One of the two tabs can appear, or both.

After an Exchange Configuration is configured, it is possible to create policies for it.

Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2pply
Ok will save the Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration.
Apply will only save the Environment Configuration, but not close the dialog.

Edit
Select an Environment Configuration entry of the existing Environment Configuration
list and click on Edit to open the Environment Configuration dialog for the selected

Environment Configuration.

L-:J ed
@Create Environment &4 Create Paolicy @Edit @Delete
@ Settings [j Exchange @ Environments & Policies EI—_I Status 'a Help
MName Description

€] NETsecDem0

@ Partner Demo

] METsec Demo - Environment Configuration - [ %

The Environment Configuration can be modified at the Environment Configuration
dialog.
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Delete
Select the Environment Configuration, which should be deleted, in the existing
Environment Configuration list and click on Delete.

@Create Environment &4 Create Policy @ Edit @ Delete

@ Settings E__{] Exchange @ Environments | & Policies ET] Status ﬁ Help

| MName | Description |
@ MNETsec Demo
@ Partner Demo

GALsync

o Do you want to delete the selected environment file?

Partner Demao

Note: An Environment Configuration can only be deleted, if no further policy exists
for the Environment Configuration. This will ensure that no Environment
Configuration is deleted that is still in use by a Policy.



Policies Tab

The Policies tab lists all existing export and import policies. Select a listed policy to see
or modify configuration. After initial setup, if there is no policy created yet, so this list is

empty.

FILE ACTION  OPTIONS HELP

|:| NETsec GALsync - [ %

8- [ GALsyne L.l GALsync = I by

D@ METsec Demo -
: @Environmens 4 Create Policy ":‘s(_"DeIete @CIone

& Export Policies
- @ Import Policies & Settings [ Exchange @ Environments | & Policies | (] Status @) Help
B [2] contactSync Palicy Name Description

Before you configure a policy, please ensure the GALsync GUI is running in the same
credentials as the GALsyncService. This can be verified in the information bar at the

bottom of the GUI.

- . -

] ECHYERID\galsync & x64 %&' GALsyncService is Running % echybridigalsync
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Create Policy

A Policy can be created on the Policies tab by clicking on Create Policy. This opens the
Policy wizard.

rL.,-] METsec GALsync - New Policy x

Environment Configuration

[ Environment Configuration

Environment Configuration
M Synchronization mode
[ Dats transfer mode Please choose the Environment Configuration for the new policy
B Mode -
M Directory

[ Notification emails
B Scheduler service
B General

B Summary

Cancel

Please note that an Environment Configuration is required first to be able to create a
Policy. If you have not yet created and configured an Environment Configuration for
your Exchange environment, please create and configure one first.

Please take a look at the Environment Configuration chapter.

After finishing the Policy Wizard, the new created policy will be listed on the Policies tab.

& - B
FILE ACTION  OPTIONS HELP
e D GALsyne L.l GALsync [ I K I
D@ NETsec Dema -
[36 Export Policies @Environmens 4 Create Policy ":‘s(_"DeIete @CIone

- £ Export Company A @ Settings [j Exchange @ Environments | &F Policies EI-J Status a' Help

----- ¥ Import Policies
(=3 T_l contactSync

Palicy Name Description
MNETsec Demo Export Policies
Export Company &




Edit policy

Click on the policy entry to show the policy configuration in the main window.

1

FILE ACTION
B [7] GALsyne
o- @ MNETsec Demo
- & Export Policies
& Evport Company A
" @i Import Policies

CPTIONE

HELP

NETsec GALsync

£  Export Company A = I ) I

@Environmem C-XT'DeIete @Clone @Test gCUL.lnter DHun Eﬂ Status

g General @ Synchronisation mode E Data transfer mode [ﬂ Via email % Directory @' Status notificatione 4 ¥

B- 1] contactSync General
Folicy Name \.f)
Export Company A
By clicking the tabs, you can view and modify the configuration of the policy.
Please take a look at the Policy Configuration chapter.
After modifying the policy, please do not forget to save the policy.
| NETsec GALsync - [ %

FILE ACTION
& [ GALsyne

o @ MNETsec Demo
C1- ¥ Export Policies

: 4 Export Company A°

CPTIONS

----- ¥ Import Policies
& [2] contactSync

Delete

HELP

£  Export Company A
@Environmem QDelete @CIone @Test gCUUnter DHun EI—J Status

Eﬁave I @Qancel I

5 General ﬁ Synchrenisation mode E Data transfer mode [ﬂ Via email % Directory @' Status netificationer 4 ¥

General
Palicy Name

Export Compary A

Select the desired Policy to be deleted, and click Delete.

@Envirunment &4 Create Policy @Delete @'Clnne @Test gCDunter &Hun Eﬂ Status

&g General ﬁ Synchronisation mode E Data transfer mode [ﬂ Via email % Diirectory @, Status r
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Clone
Select the desired Policy to be cloned, and click Clone.

Please insert a new policy name and click Clone on the Clone Policy dialog.

£  Export Company A

@Envirnnment -E'R_"Delete @Ch:-ne @Test g{lnunter B‘Run [;_I—]Status
1 GALsync x

Clone Policy

Flease enter a descriptive name for your GALsync palicy. You can also add some
comments descnbing your policy.

MName

vort Comparry A

Diescription

« Clone ﬁ Cancel




Test

£  Export Company A
@Envirunmen’s £ Create Paolicy @Delete @Clune gCDunter Pﬂun

The policy is checked rudimentary if the configuration is complete or anything is still
missing. It is the same test as at the end of the wizard when creating a new policy.

£  Export Company A

[@]Environment @ Close

Policy Configuration Test

€3 Error & ok @ Not Used
'@' Palicy name Export Company A
'@' Synchronisation mode Expaort (On-Premise)
'@' Data transfer mode email

'@' email Logon to mailbox
'@' email Send test mail to recipient
@ Encryption

&3 Directory Objects selected
@ Motification

@ Scheduler servics

Counter

£  Export Company A
@Envirnnmen’s £ Create Policy @Delete @'Clune @Test

Counts the number of objects that are expected to be exported. This option is only
available for export policies.

Run

£  Export Company A
@Erﬁrirnnmen’s £ Create Policy -Ex_"DeIete @'Clune @Test gCDunter

You can run the policy manually.

Please ensure beforehand the GALsync GUI is running in the same credentials as the

GALsyncService. This can be verified in the information bar at the bottom of the GUI.

-

¥ EOHYBRID\galsync o6 GAlLsyncService is Running

% echybrid\galsync

GALsync 8.5 Manual




GALsync 8.5 Manual

Status
For each policy run a log file entry is displayed on the status tab.

o L-'I GALsync &  Export Company A =] I W
D@ NETsec Demo

Drﬁ Export Policies @Environmenk 4 Create Policy
E‘""‘:;"E"F":""':"""'Pa""f"‘g" @ Settings [_’j Exchange @EI"'i[CI"TEI':S & Policies EI] Status GHE“:
= q:'ﬁiclt:f):tpollmes y All =) ﬁ Hide: @Completed /% Canceled '@'Errors @Heload
Policy Name Start Time Operati...  Emors Analy... Added Modifi.. | Upto-.. | Deleted
Export Policies
@ Export Compa.. 4/11/2022 230:0.. Completed 0 14 5 0 0 0

Eﬂﬁeminslatusinformationfor 712 day(s). '\.!;' |

Note: If a policy just is running, access to the log file may not be possible. The log
file will be displayed at the top of the list and is depicted with “error”.

Retain status information

Here a retention policy can be configured to specify the amount of time the status
information (log files) is kept before it is deleted. Also, there’s a link to the folder where
the log files are stored. Please keep in mind that windows explorer usually hides this
folder by default. If you do not see this link, please click at the folder symbol at the
bottom to open the folder with the windows explorer.



Open and export log files
The log file of the corresponding policy run can be opened with a double-click on the
entry, or from the context menu with a right-click.

@:,i Settings Lﬂ Exchange @ Environments & Policies Eﬂ Status | gl Help

? All =) & Hide: @Cumpleted /% Canceled '@'Erru:urs @Heluad
Policy Mame Start Time Operati... | Emors Analy... | Added Modifi... = Upto-..  Deleted
Export Policies

-@ Export Compa...

.\ Open log file
; Export log file
E, Export all log files

For support purposes you may open or export the status files / log files.

Open log file.

e You can double-click an entry of the status table and the log file will open in the
NETsec LogViewer.

e Or, you can right-click the status entry to open the context-menu, where Open log
file can be selected to open it in the NETsec LogViewer.

Export log file
Exports only the select log file and saves it to a zip file.

Export all log files

1. Exports all filtered log files which are currently displayed in the status table, and
saves them to a zip file.
For example: all log files of the last week or all log files of a selected policy.

2. The menu ACTION -> Export Status exports all log files to a zip file.
ACTION OPTIONS  HELP
@ Create Environment

Lo Create GAlLsyncPolicy

|:§ ExportConfiguration
$ Import Configuration
|:§ Export Status

L-ﬁ Impart Status

@ Configure Service

NETsec LogViewer
Please take a look at the NETsec LogViewer manual

https://www.netsec.de/fileadmin/download/LogViewer/NETsec LogViewer manual.pdf
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Help Tab

The help tab provides you with a hyperlink for downloading the latest documentation as
well as mail-addresses and phone numbers for support and sales.

| e

FILE ACTION  OPTIONS HELP

@ [ GALsyne L.l GALsync = I =

=5 .-_| contactSync -
@Environmens 54 Create Policy

@ Seftings [__‘j Exchange @ Environments & Policies Eﬂ Status g Help

Help
For further assistance please refer to the newest version of GALsync documentation available at
hitps Jfwww netsec. delen/products/galsync/documentation. himl

Support
For supportin English or German please contact
support@netsec.de or call +43 2421 338 78 20.

Sales

For a new license or other questions regarding licensing please contact

sales@netsec.deor call +49 2421 938 78 20.

For more information, please see the chapter

Support: What to do when I notice an error / bug?




Environment Configuration

For the purpose of connecting to Exchange, GALsync needs some general information
about the Exchange environment it connects to. Details such as where, and how it
connects to Exchange are configured here.

1

FILE

ACTION

CPTIONE

HELP

NETsec GALsync

& [7] GALsync

- | 2] contactSync

N

GALsync

@Create Environment @Edit @Delete
@ Seftings [__ﬂ Exchange @ Environments | & Policies Eﬂ Status g Help
Name Description

After the Environment Configuration has been configured, GALsync policies will be
associated with, and fall under the Environment to which they connect.

- & Export Policies
& Import Policies
Partner Demo

&% Export Policies

&[] contactSync

|—:.| NETsec GALsync —_
FILE ACTION  OPTIONS HELP
= D S L] GALsync = I &3
MNETsec Demo

@Create Environment & Create Policy @Edit @Delete
@ Seftings [__ﬂ Exchange @ Environments | & Policies Eﬂ Status g Help
Name Description

@ METsec Demo
@ Partner Demo

Environment Configuration dialog
In the beginning, only the General tab and the Exchange Scenario tab are visible.

] Environment Configuration - [ %

General Exchange Scenaric

Depending on the selection of the Exchange scenario on the Exchange Scenario tab, a
variance of additional tabs appears. There is an Exchange Server on-premises tab
and an Exchange Online tab. One of the two tabs can appear, or both.

] Environment Configuration - M ¥

General | Exchange Scenano| Exchange Server on-premises  Exchange Online
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Buttons of the Environment Configuration dialog

o Ok €3 Cancel = 2eply
Ok will save the Environment Configuration and close the dialog.
Cancel will close the dialog without saving the Environment Configuration.
Apply will only save the Environment Configuration, but not close the dialog.
General Tab
] - A X
General Exchange Scenaric
General
Mame @
Description (€ §)
of Ok €3 Cancel =

On the General tab of the Environment Configuration dialog the Name of the
Environment Configuration must be defined and a Description of the Exchange
environment can be added.

Next, switch to the Exchange Scenario tab of the Environment Configuration dialog.



Exchange Scenario Tab
| Environment Configuration - [ %

senerzl | Exchange Scenano
Exchange Scenaro

Flease choose the Exchange scenario

On-premises Exchange environment

Hybrid Exxchange environment

Exchange Online environment

o Ok €3 Cancel =

Please choose the Exchange scenario for which you want to configure the
synchronization.

Three Exchange scenarios can be configured.

e On-premises Exchange environment
e Hybrid Exchange environment

e Exchange Online environment
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On-premises Exchange environment

, @

DC Exchange

Import/Export

: e[

GALsync Server

GALsync installed on a non-critical member server in the Active Directory domain

The Exchange scenario is an on-premises Exchange environment. GALsync needs in each
on-premises Exchange environment a non-critical member server of the on-premises
Active Directory, where GALsync is installed.



] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Server on-premisss
Exchange Scenarp

Flease choose the Exchange scenano

i® On-premises Exchange environment |
The GALsync Server must be member of the on-premises Active Directory.

Hybrid Exxchange enviranment

Excchange Online environment

Select the On-premises Exchange environment. The GALsync Server must be a
member of the on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario, switch to the Exchange Server on-premises
tab of the Environment Configuration dialog.
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Hybrid Exchange environment
Synchronizing with both parts of the hybrid, on-premises Exchange and Exchange Online

S
] Office 365

Exchange Online

=
e ¥
N o c -
< § 05§ S
2 o= @5 (=%
A& £ S
I c QO )
Qlﬂ.l':' =
;.Euﬁ o
— =
s& ¢ €
<< = £

- A . @8

DC Exchange

Import/Export

=[]

GALsync Server

GALsync installed on a non-critical member server in the on-premises Active Directory domain

The Exchange scenario is a hybrid Exchange environment. GALsync is installed on a non-
critical member server of the on-premises Active Directory, which is part of the hybrid
Exchange environment. GALsync can communicate to the on-premises Exchange part
and the Exchange Online part of the hybrid Exchange environment.



] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Serveron-premises  Exchange Online
Exchange Scenarp

Flease choose the Exchange scenano

Cn-premises Exchange environment

®  Hybrid Exchange environment
i The GALsyne Server is member of the on-premises Active Directory, |

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select the Hybrid Exchange environment and enable the option The GALsync Server
is member of on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario, switch to the Exchange Server on-premises
tab and the Exchange Online tab of the Environment Configuration dialog.
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Synchronizing only with Exchange Online of the hybrid Exchange environment.

S
] Office365

Exchange Online '

P
= 5
b %]
= - O %
3 9 c L
- 'tl' - —_
< g Y o -
— = W ] o
& = C o
o0 cn £
8 v O g =1L
- = U < - L
SE o —
=g S
: ]
GALsync Server
The GALsync Server is not part
P of the Hybrid Exchange
“. environment
&

The Exchange scenario is a hybrid Exchange environment. The GALsync Server is not
part of Hybrid Exchange environment. GALsync communicates only to the Exchange
Online part of the hybrid Exchange environment.



] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

i® Hybrid Exchange environment :
The GALsync Serveris member of the on-premises Active Directory.

This on-premises Active Directory is connected to the
Microsoft 365 / Office 365 tenant of Exchanas Online with
Microsoft Azure Active Directory Connect.

Excchange Online environment

Select only the Hybrid Exchange environment.

Please do not enable the option The GALsync Server is member of on-premises
Active Directory, because GALsync is not part of the on-premise Active Directory of the
Hybrid Exchange environment.

After selecting the Exchange scenario, switch to the Exchange Online tab of the
Environment Configuration dialog.
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Exchange Online environment
Synchronizing with Exchange Online

Office 365

Exchange Online

Import/Export

]

GALsync Server

The Exchange scenario is an Exchange Online environment. An on-premises Active
Directory can be connected with the Microsoft 365 Exchange Online tenant via Microsoft
Azure Active Directory Connect. The GALsync Server is not part of the on-premises Active
Directory. GALsync communicates with the Exchange Online.



] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

i@ Fxchanae Online environment |
The GALsync Serveris member of the on-premises Active Directory.

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Select only the Exchange Online environment.

Please do not enable the option The GALsync Server is member of on-premises
Active Directory, because GALsync is not part of the on-premise Active Directory of the

Exchange Online environment.

After selecting the Exchange scenario, switch to the Exchange Online tab of the
Environment Configuration dialog.
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Synchronizing with Exchange Online and GALsync is part of the corresponding on-
premises Active Directory

&
] Office 365

Exchange Online

g E &
S O 2z 5
=
o Y B c o
a9 S
e U =
22 sao 5
Q
°cS03 3
L= e ]
s§ ¢
< =

e
ot

|
GALsync Server

GALsync installed on a non-critical member server in the on-premises Active Directory

The Exchange scenario is an Exchange Online environment. An on-premises Active

Directory is connected with the Microsoft 365 Exchange Online tenant via Microsoft Azure

Active Directory Connect. The GALsync Server is member of this on-premises Active
Directory. GALsync communicates with the Exchange Online.



] Envirenment Configuration - 0 X

General | Exchange Scenano| Exchange Cnline
Exchange Scenarp

Flease choose the Exchange scenano

On-premises Exchange environment

Hybrid Exxchange enviranment

#® Exchange Online environment
i+ | The GALsync Server is member of the on-premises Active Directory, |

This an-premises Active Directory is connected tothe
Microsoft 365 / Office 365 tenant of Exchange Online with
Microsoft Azure Active Directory Connect.

Select the Exchange Online environment and enable the option The GALsync Server
is member of on-premises Active Directory.

Note: Only one Environment Configuration with an on-premises Active Directory part
can be configured in each environment.

After selecting the Exchange scenario, switch to the Exchange Online tab of the
Environment Configuration dialog.
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Exchange Server on-premises Tab

On-premises Exchange environment

]

Environment Configuration - M X
Seneral Exchange Scenario | Exchange Server on-premises
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

# ) lze Autodiscover tofind the Exchange \Web Services URL '\f,'

Manual setting

e.g. https /lcasserver. domain local/[EWS/Exchange. asme

Cnly for GALsync
Mote: This setting is only for GAL=ync in a special sychronization scenano with a hub-spoke topology.

Mo Exchange Server available. Only Active Directory Preparation. '-..!,J

Exchangs Mailbox Test
Send a test email to the recipient:

Email address

Send test email @

o Ok €3 Cancel (=

Use Autodiscover to find the Exchange Web Services URL
If you work with on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL.

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then GALsync tries to discover the Exchange
Web Services URL via Autodiscover.

For example:

https://casserver.domain.local/EWS/Exchange.asmx




] Environment Configuration - M X

senerzl Exchange Scenzrio | Exchange Server on-premises m
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

|se Autediscover tofind the BExchangs web Services URL 1)

Manual setting

e.g. hitps /lcasserver.domain.local/ EwWS/Exchange.asme

Cnly for GALsync
Mote: This setting is only for GAL=ync in a special sychronization scenano with a hub-spoke topology.
i@ ho Exchange Server available. Only Active Directory Preparation. .JJ

|lse Exchange Online mailbox of an external Micresoft 365 tenant for mailing

|lse Exchange Online mailbox for mailing
The Exchange COnline mailbox must be hosted by Microsoft Azure public cloud

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email Id_)

o Ok €3 Cancel = 2oply

No Exchange Server available. Only Active Directory Preparation
This setting is only for GALsync in a special synchronization scenario with a
hub-spoke topology.

You can export and import objects using an Active Directory Forest without installing
Exchange Server and without a connection to a Microsoft 365 Exchange Online tenant. In
order to do so you need to extend the Active Directory Schema to actually have
Exchange properties (start Exchange Setup with the flag /adprep). If you work with
such a forest, you can choose the option No Exchange server available. Only Active
Directory Preparation.

Important: We do not recommend extending the Active Directory Schema in the

following scenario:
Your current Active Directory is syncing via Azure Active Directory Connect (AADC) to

your existing Microsoft 365 tenant.

Note: This option is only for special scenarios.
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In this case you cannot use an internal Exchange server for mailing, you can use an
external Exchange Online mailbox. You have two options.

Use Exchange Online mailbox of an external Microsoft 365 tenant for mailing

1 Environment Configuration - [ %
General Exchange Scenario | Exchange Server on-premises | External Excchanges Online m
Exchange Server on-premses ‘

Manage the settings for the on-premises Exchange environment.

|Ise Autodiscover tofind the Exchange web Services LURL '\,!;'

Manual setting

e.9. https:/icasserver. domain.local/EWS/Exchange asmx

Only for GALsync L
Mote: This setting is only for GAL=sync in a special sychronizahion scenano with a lb%pukempulnq,r
# ) No Exchange Server available. Only Active Directory Preparation. .kL.

-f |lse BExchange Online mailbox of an external Micresoft 365 tenant for mailing

Exchange Mailbox Test
Send a test email to the recipient:

Email address

Send test email IJ_)

o Ok €9 Cancel = foply

This setting is only for GALsync in a special synchronization scenario with a
hub-spoke topology.

The External Exchange Online tab will be visible.

It is possible to use certificate-based authentication via AppRegistration for the external
Exchange Online mailbox.

The settings on the External Exchange Online tab are the same as the default
Exchange Online tab of a Hybrid Exchange environment or an Exchange Online
environment. A detailed description is available in the chapter Exchange Online Tab



The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the External Exchange Online tenant.

]

General Exchange Scenario Exchange Server on-premizes | Extemnal Bechange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administratar role permission for Exchan

| Credentials |
 d | @ Gad | @ | Aoty | @ | BRemove | @
] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Organization ! Tenant @
[ |
Application Display Name EI)
Application ID @
| Certificate |

Friedly Name FriedlyMName

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User Uszer

Choose Certficate | | Create Certificate | @

Maxi
Coa:ll-nr:cutrirclm ® Set as primary account ®

Email Address @

o Lpply €3 Cancel

A detailed description is available in the chapter
Exchange Online certificate-based authentication via App Registration
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Use Exchange Online mailbox for mailing

| Environment Configuration - [ X

General Exchange Scenario | Exchange Server on-premises

Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

_'Use Autodiscover to find the Exchange \Web Services URL @

_'Manuzl setting | &

e.g. hitps /lcasserver.domain.local/ EWS/Exchange.asme

| Only for GALsync |
Mote: This setting is only for GAL=ync in a special sychronization scenano with a hub-spoke topology.
@ Mo Exchange Server available. Only Active Directory Preparation. @

[f=)
(=]

|lse Exchange Online mailbox for mailing
The Exchange Online mailbox must be hosted by Microsoft Azure public cloud

| Exchange Online mailbox |

The user credentials of the Exchange Online mailbox, which should use to send and receive emails.

User Name: | | @
E-Mail Address: | | @
Madern authentication Oluth 2.0 for Exchange Online Login @

My Azure Cloud Instance is hosted by

|I—-‘i:r:3:f‘t.%zur5 public cloud - | |I'rrtps:f;’lagin.mic:rasnﬂn:-nline.n::n:nm | @

h=nme W ieh Carrams Bl ~f Ferh -

(=)

hittps://outlook office 365 com/EW 5 /Exchange asmx | @

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |
| Sendtestemail | @

o Ok €3 Cancel = 2oty

This setting is only for GALsync in a special synchronization scenario with a
hub-spoke topology.



An external Exchange Online mailbox can be used in an on-premises Active Directory
environment, which has no on-premises Exchange Server and is not connected with a
Microsoft 365 Exchange Online tenant.

Insert user name and email address of the external Exchange Online mailbox and
Login for Modern Authentication OAuth 2.0 for Exchange Online.

For using Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access
Exchange Online, please take a look at the chapter:

Modern Authentication OAuth 2.0 for Exchange Web Services (EWS) to access
Exchange Online

The settings for the Azure instance are for the world-wide Microsoft 365 / Office 365
cloud by default. The Azure Cloud Instance is hosted by is set to the Microsoft
Azure public cloud and the corresponding Exchange Web Services URL of Exchange
Online.

Please note, that user-based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance.

Exchange Mailbox Test
To test that an email can be sent, insert the email address of the recipient for the test
email and click Send test email. A test email should be sent to the recipient.

Please note, that the e-mail address of the recipient for the test e-mail will not be
saved.
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On-premises Exchange part of a hybrid Exchange environment

i Environment Configuration - [ %

General Exchange Scenario | Exchange Server on-premises | Exchange Cnline
Exchange Server on-premmses

Manage the settings for the on-premises Exchange environment.

®) Use Autodiscover tofind the Exchange Web Services URL I..E_,.I

Manual setting

e.g. hitps /lcasserver.domain.local/ EwWS/Exchange.asme

Exchangs Mailbox Test
Send a test email to the recipient:

Email address

Send test email I.J!J

o Ok €3 Cancel (=

Use Autodiscover to find the Exchange Web Services URL
If you work with on-premises Exchange Server you can choose Use Autodiscover to
find the Exchange Web Services URL.

Manual setting

If Autodiscover does not work you may set the value for Exchange Web Services URL
manually. If you click the SEARCH icon then GALsync tries to discover the Exchange
Web Services URL via Autodiscover.

For example:

https://casserver.domain.local/EWS/Exchange.asmx

Please note: If the mailbox of the GALsync on-premises service account is located in
Exchange Online, it will be necessary to enter the Exchange Web Services URL for
the on-premises Exchange Server.

Exchange Mailbox Test
To test that an email can be sent, insert the email address of the recipient for the test
email and click Send test email. A test email should be sent to the recipient.

Please note that the e-mail address of the recipient for the test e-mail will not be
saved.



Exchange Online Tab
D Environment Configuration - [ X

General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the setiings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |

| G | @] G | @ | Phodty | @ | KRemove| @

|zemame Max. Connection

| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud

Exchange Web Services URL https:loutlook office365 com/EWS/BExchange asmx

Organization Settings

| Remote PowerShell Connection Test |

Flease test the Remaote PowerShell connection to Exchange Online

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |
| Sendtestemail | (@

o Ok & Cancel = ~eply
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Manage the Azure AD App Registration for Exchange Online
The Add button on the left, will open a dialog window in which to configure certificate-
based authentication via App registration for the Exchange Online tenant.

General Exchange Scenario | Exchange Online

Exchange Online

Manage the setings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have BExchange Administrator role permission for Exchange C

| Credentials |
| A | @ Gk | @ | AModty | @ | HRemove| @

D Exchange Online App Registration x
Corresponding settings for the Enterprise Application in the Microsoft Entra |D (formerly fAzure
ADY) App registrations that enables access to Exchange Cnline.

Organization / Tenant @
| |
Application Display Name @
Application ID @
| Certificate |

Friedly Name FriedlyMame

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

Uzer Uzer
| ChooseCertificate | | Create Certificate @
| | Assigned APl permissions | |

Detailed description is in chapter
Exchange Online certificate-based authentication via App Registration



Manage the user credentials of the service accounts for Exchange Online
The Add button on the right, will open a dialog window in which to configure user-based
authentication via Service Account for the Exchange Online tenant.

Please note, that user-based authentication via OAuth 2.0 works only for the
Microsoft Azure Public Cloud instance. If your Microsoft 365/0ffice 365 instance is
hosted by a national cloud, please use Exchange Online certificate-based
authentication via App registration.

] Exchange Online Credential X
User-I0: || | @
Password: | | @
E-mail: | @
Msinum ® 2)Set a5 primerysccont @
—| The authentication method for Exchange ‘Web Services of the Office 365 tenant |—

Please login for the Modern Authentication OAuth 2.0

® Modern Authentication Oduth 2.0 | Login @

f Apply ﬁ Cancel

Insert the User-ID, Password and E-mail address of an appropriate account in the
Exchange Online.

We recommend to use maximum 2 connections per account for the Exchange Online
PowerShell.

Please note, that Microsoft allows only 3 connections per account for the Exchange
Online PowerShell by default.

Detailed description is in chapter
Exchange Online authentication via Service Account
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Organization Settings
The default setting of My Microsoft 365 organization is hosted by is Microsoft 365
or Microsoft 365 GCC for the world-wide Microsoft cloud.

The settings for the Azure instance are also for the world-wide Microsoft 365 / Office 365
cloud by default. The Azure Cloud Instance is hosted by is set to the Microsoft
Azure public cloud and the corresponding Exchange Web Services URL of Exchange
Online.

Organization Settings b4

Microsoft 365 Exchange Online PowerShell W2 module

My Microsoft 365 organization is hosted by: '\_L-'
Microsoft 365 or Microscoft 365 GCC -

lsing ExchangeEnvironmentMame for Connect-ExchangsOnline.

Exchange Web Senvices URL of Exchange Cnline

# | Ise the default Exchange Web Services URL:
https:foutlock. office 365, com/EWS/Exchange.asmx

|se Autodiscover to find Exchange Web Services URL of Exchange Online

Manual setting  e.g. hitps:outl ook officed&b com/EWS/Bxchange asmx

@

My Azure Cloud Instance is hosted by:
Microsoft Azure public cloud + || |https:/Aogin microsoftonline.com I\_y
o Lpply &3 Cancel




If your Exchange Online tenant is hosted by a national cloud, you can select it. Please
note, that both settings must match to the Exchange Online environment.

For the Microsoft 365 organization:

e Microsoft 365 or Microsoft 365 GCC

e Office 365 Germany (Closed on 29 October 2021)
e Office 365 operated by 21Vianet

e Microsoft 365 GCC High

e Microsoft 365 DoD

For the Azure Instance:

¢ US Government cloud Azure Government
e Microsoft China national cloud Azure China 21Vianet
e Microsoft Germany national cloud Azure Germany (Closed on 29 October 2021)

For more information, please take a look at the Microsoft Docs article National clouds

https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-
national-cloud

and the -ConnectionUri parameter of Connect-ExchangeOnline cmdlet at the
Microsoft Docs article Connect-ExchangeOnline

https://docs.microsoft.com/de-de/powershell/module/exchange/connect-
exchangeonline?view=exchange-ps

Please note, that we do not have an Exchange Online tenant hosted by one of the
national clouds, so we will be unable to test it and to support it at this point.

Remote PowerShell Connection Test

Click Test to start the Exchange Online PowerShell connection test. This test will check
whether a PowerShell connection can be established from your server to Exchange
Online. The test will take a few minutes. Please wait until the test has completed before
proceeding.

You can then click Show log to view the connection test log.

Exchange Mailbox Test
To test whether an email can be sent, insert the email address of the recipient for the
test email and click Send test email. A test email should be sent to the recipient.

Please note, that the e-mail address of the recipient for the test e-mail will not be
saved.

GALsync 8.5 Manual



https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-national-cloud
https://docs.microsoft.com/en-us/azure/active-directory/develop/authentication-national-cloud
https://docs.microsoft.com/de-de/powershell/module/exchange/connect-exchangeonline?view=exchange-ps
https://docs.microsoft.com/de-de/powershell/module/exchange/connect-exchangeonline?view=exchange-ps

GALsync 8.5 Manual

Policy Configuration
After you have created and configured an environment configuration, you can configure
the corresponding policies.

If you have not yet created and configured an Environment Configuration for your
Exchange environment, please create and configure one first.
Please take a look at the Environment Configuration chapter.

The actual synchronization process is performed through an export policy, and
corresponding import policy.

General Tab

The General tab contains the name of the policy, possibly a description and to which
environment the policy belongs.

mﬁf sation mode W Data transfer mode [ Via ema %[- rectony 'D_;I’E'.':'.,z. notification e

General

Palicy Name a@
Description a@
Emvironment Configuration a@

METsec Demo



Migrate an existing policy
Policies created by GALsync Version 7 or earlier versions are not part of an Environment
Configuration.

g L-'I GALsync £  Export Company A = I s I
O & Export Policies

@Environmenk T#Delete FClone 5@ Test ngnter DHun EI—J Status
D"@ METsec Dema g General @ Synchronisation mode E Data transfer mode [ﬂ Via email % Directory @’ Status notificatione 4 P
% Export Policies
o Import Policies General
0- q contactSync Policy Name \y
Export Company A
, Description k,!)
Environment Configuration \y

You can migrate such a policy to a corresponding Environment Configuration.
Please note that a policy can only be migrated once.

If you do not have an Environment Configuration for your Hybrid Exchange or Exchange
Online environment, please read the chapter How to create and configure an
Environment Configuration and an migrate existing policy to it.

Select the corresponding Environment Configuration on the General tab of the policy
and click Migrate to Environment Configuration.

Environment Configuration I\y

METsec Demal -

Migrate to Environment Configuration
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Once you are sure you have selected the correct Environment Configuration for the
policy migration, click Yes to migrate the policy to the selected Environment
Configuration.

Please note that a policy can only be migrated once.

g General @ Synchronisation mode Q Data transfer mode [_ﬂ Via email % Directony @

(V3]

tus notification &

General
Policy Name @
Migrate Policy to Environment Configuration
@
Do you want to migrate the 'Export Company A" policy to the
‘METsec Demao’ environment configuration?
Yes Mo

Envirgnment Configuration @
METsec Demo -

Migrate to Environment Configuration

After that, please save the policy.

The policy now belongs to the corresponding Environment Configuration, and uses the
settings of the Environment Configuration for the Exchange environment.

= L-'I GALsync £  Export Company A =] I s
D@ MNETsec Demo

D§ Export Policies [@]Environment G Delete FClore CZTest sgCounter Dﬂun ﬁ[l Status
. &g General @ Synchronisation mode E Data transfer mode E_-’_J Via email % Directory @ Status notification e
@ Import Policies
0 T_| contactSyne General
Policy Name @

Export Company A

| Description ké,'
Environment Configuration k.!,)
METsec Demo -



Synchronization mode

The Synchronization mode tab shows whether it is an export or an import.
g General ﬁ Synchronisation mode E! Data transfer mode Lﬂ'.iz email % Directory € Status notification e

Synchronization mode

1. What do you want to do?

2. What kind of emaronment do you have?

The questions for the Synchronization mode can only be answered, if you create a new
policy.

Export policy

New Policy

B Environment Configuration
Synchronization mode
O Synchronization mode

1. What do want to do?
B Data transfer mode you

B Mode ®) Export directory information (GAL) 4

Import directory information (GAL) 4]

B Directory

B Notification emails 2_What kind of emvironment do you have?

B Scheduler service An on-premises Exchange organization or a hybrid Exchange organization. 65}
Export directory information {GAL) frem an on-premises Exchange organization

B General or from the on-premises part of a hybrid Exchange organization.

B Summary An Office 365 Exchange Online tenant or a hybrid Exchange organization. i
BExport directory information (GAL) from an Office 365 Exchange Online tenant
or directly from the Office 365 part of the hybnd Bxchange organization.

< Back Cancel

Export directory information from an on-premises Exchange organization or an Exchange
Online organization.
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Import policy

New Policy

B Environment Configuration
Synchronization mode
O Synchromization mode

1. Whatd want to do?
B Data transfer mode atdoyod

B Mode Export directory information (GAL) k!..'
® | Import directory infarmation (GAL) &4
B Directory
B Netification emails 2_What kind of emvironment do you have?
B Scheduler service An on-premises Exchange organization or a hybnd Exchange orgamzation. '\,!_)
Import directory information (GAL) to an on-premizes Exchange organization
B General or to the on-premises part of a hybrid Exchange organization.
B Summary An Office 365 Exchange Online tenant or a hybrid Exchange organization. '\.!J

Import directory information {GAL) to an Office 365 Exchange Online tenant.
The Office 365 Exchange Online tenant can be part of a hybrid Exchange organization.

< Back Cancel

Import directory information into an on-premises Exchange organization or an Exchange
Online organization.



Data transfer mode

GALsync supports different methods to transfer the data file between the Exchange
environments.

g General @ Synchronisation mode E! Data transfer mode Lﬂ'.iz email % Directony Qj Status notification e
Data transfer mode

Please choose atype of transfer.

manual

Export to a file on alocal drive on this server. '\‘;‘)
® vigemail

Send directory information by email. L

via network share

Store directory information to a netwaork share. '\.!J
via FTP
|pload directory information to an FTP server. &)
Encrypt directory information. @
manual

The data file will be saved on a local drive on the GALsync Server.

Export policy

In an export policy GALsync exports the selected mail-enabled objects from your
Exchange environment and stores this information into a data file on a local drive on the
GALsync Server.

g General @ Synchronisation mode E! Data transfer mode @J Manusal % Directony Q;I’ Status notification en
manual

Choosefile onyour local drive where directory information is to be stored.

Data file

C:M\ProgramData*METsec GmbH & Co. KGVGALsync data files datafile xml @
| Compress data 1
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The directory information is not handed over automatically to the other exchange
environment.

Please choose a drive, folder and file name.

Data file: Choose a folder and file name on your local drive where directory information
will be stored.

Compress Data: Compresses the data to a .ZIP file.
Import policy

In an import policy GALsync extracts the information from a data file on a local drive on
the GALsync Server and imports this information into your Exchange environment.

&g Genera ﬁ: sation mode W Data transfer “'::emiﬁ: recton IQ;I”'E'.':'.,z- notification ems

manual

Choose file onyour local drive where directory information is stored.

Data file

C:M\ProgramData*METsec GmbH & Co. KGVGALsync data files datafile xml @
Impart all files placed inthe selected folder.

@

The directory information is not handed over automatically to the other exchange
environment.

Please choose a drive, folder and file name.

Data file: Choose a folder and file name on your local drive where directory information
will be stored.

Import all files placed in the selected folder: When enabled, GALsync will import all
data files placed in the given folder, other than just importing the one file specified. To
do so, the account which runs the application (and service) needs modified permissions
on the folder selected.



via email
GALsync will transfer the data file between the Exchange environments via email.

5 %‘] ] ' lj

DCGC.ForestA.com GALsynC Foresta com GALsync ForestB.com DLEC ForestBoom

Export policy

In an export policy GALsync exports the selected mail-enabled objects from your
Exchange environment and automatically sends the directory information as an email-
attachment to the destination Exchange environment.

&g Genera ﬁ Synchronisation mode W Data transfer mode | i Via email Fﬁ Directon, Q"I’ Status notification e
via email
Subject (€ 4]
Send to (€ 4]
Test e )

Subject: The text specified here will appear in the subject field of the email containing
the directory information GALsync sends to the other Exchange environment. The subject
should be unique in the GALsync synchronization scenario.

Note: If the receiving Exchange environment gets directory information from multiple
Exchange environments, you can use a certain phrase for subject, which identifies
your own Exchange environment.

The GALsync instance at the receiving site will recognize the string by using the
contains operator.

Send to: Directory information is sent to the recipient by email. The recipient usually is
the mailbox of the service account of another Exchange environment configured for use
by GALsync.

Test: This sends a test email to the mailbox of the recipient.
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Import policy
In an import policy GALsync imports the information from an attachment in an email and
imports this information into your Exchange environment.

&g Genera ﬁ: sation mode W Data transfer “'::emiﬁ: recton IQ;I"E'.':'.,z- notification e

via email

Filter: Subject €y

Test e )

Filter: Subject: GALsync will distinguish between which Exchange environment the data
file originated from based on the subject of each received email.

GALsync uses the contains operator to detect if the string is contained in the subject of
received email, and will look for, and open the data file contained in each of them.

Test: This tests the access to the mailbox of the GALsync service account.



via network share

5& = / N = | e
. /8 [ . [ .

DOGC Forests, com GALsyne Forestd com GALync ForestB oom DOGTForestE.com

¥
L=

GALsync will transfer the data file between the Exchange environments via network
share. The network share must be accessible for all Exchange environments.

:Q Genera @ Synchronisation mode [! Data transfer mode ;J Via Metwork Share bﬁ Directon, Q._I’ Status not
via network share

Wiserver'share\datafile xml

Path @
| Compress data (€ 4]
Access Information
Domain i
lIser name 65
Password I
Test e )

Path: The path specifies the qualified name of the share and file name where you want
to store directory information.

Domain: This is the domain the user belongs to who wants to access the specified
network share. Usually this is the NETBIOS name of the domain.

User Name: This is the user who wants to access the specified network share.
Password: This is the password of the user.

Test: Clicking this button GALsync will validate the access to the share.
Compress Data: Compresses the data to a .ZIP file.

Import all files placed in the selected folder: When enabled, GALsync will import all
data files placed in the given folder, other than just importing the one file specified. To
do so, the account which runs the application (and service) needs modified permissions
on the folder selected.

GALsync 8.5 Manual




GALsync 8.5 Manual

via FTP

— ” -TQ — ‘. T
5 Vy FTP-Zerwer =
o / ..J -
[
n ﬂi | | | | L
DCGC ForestA.com GALsync. ForestA.com GALsync.ForestB.com DCGLForestd.com

GALsync will transfer the data file between the Exchange environments via FTP server.
The FTP server must be accessible for all Exchange environments.

&g Genera @ Synchronisation mode ! Data transfer mode @ Via FTP 'ﬁ Directon Q’j Status notification em
via FTP fip:/iftp. mycompany.com/exp.zip
LRI 1
| Compress data. ')
Access Information =
User name &4
Password (&4
Prooy Information
Address / Port w
Domain w
User name w
Password w
Test e )

URI: The Uniform Resource Identifier (URI) specifies the qualified name of the FTP
server and file name where you want to upload the directory information.

Access Information
User Name: This is the user who was granted access the specified FTP server.

Password: This is the password of the user.

Note: The used account has to be granted read and write permissions in the ftp
directory.

Proxy Information
Address/Port: If your environment uses a proxy server to gain access to the FTP server
please type the name of the proxy server and the port which should be used.

Domain: This is the domain the user belongs to and who wants to access the specified
proxy. Usually this is the NETBIOS name of the domain.

User Name: This is the user who wants to access the specified proxy.

Password: This is the password of the user.



Test: By clicking this button, GALsync will validate the access to the FTP server and
proxy (if configured).

Compress Data: Compresses the data to a .ZIP file.

Import all files placed in the selected folder: When enabled, GALsync will import all
data files placed in the given folder, other than just importing the one file specified. To
do so, the account which runs the application (and service) needs modified permissions
on the folder selected.
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Directory

Please take a look for detailed information of the Directory tab at the Export Policy
and Import Policy chapters.

Export
In the Directory tab of an export policy, selections are made to export the desired mail-
enabled objects.

&g Genera ﬁf sation mode W Data transfer mode [ Via ema mg‘rfz s notification e
Directory (i)

=

Choose mail-enabled objects for the export.

-’._"_Z.E.' Choose é@ Search E(ﬁ Properties ‘@ Settings ﬁ U.. x Remove
Mame Digplay Mame Mail Logon M... | Option Exp
£ >

By selecting one or multiple groups, OUs or RecipientType, the search range can be
defined for specific objects to be exported.

The selection by Recipient Type will be deprecated and is not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are exported with the group option Only Membership. This
allows you to specify much more precisely which objects will actually be exported.

Additionally, you may exclude certain object properties that should not be transferred to
the other exchange organization. You may also remove a selected entry from the list.

Please take a look for detailed information for the Directory tab of an Export policy at the
Export Policy chapter.



Import

In the Directory tab of an import policy, you can select an Organizational Unit of an on-
premises Active Directory to store the imported directory information in for an on-
premises Exchange organization.

&g Genersl @@ Synchronisation mode B Data transfer mode [ Vis ema mgj Status nofification e
Directory
3 Choose e )
E[ﬁF'roperties 2
?':ezj Settings [ §]

Selected O for import

Maothing selected

Organizational Unit does not exist in an Exchange Online organization and cannot be
selected for an import policy into Exchange Online

&g Genera ﬁ Synchronisation mode W Data transfer mode [ Via ema m Q"I’ Status notification e

Directory

E[ﬁ Properties & 8]

it Settings I
e @

The Properties button allows you to modify the property values of the imported objects
during the import and the Settings button opens a dialog where additional settings can
be applied.

Please take a look for detailed information for the Directory tab of an Import policy at the
Import Policy chapter.
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Encryption

The directory information can be encrypted for transport. The Encrypt directory
information option can be activated while selecting the Data transfer mode.

& General @ Synchronisation mode| M Data transfer mode [j Via email f Encryption % Directory Q]' Status notifii 4 ¥
Data transfer mode

Please choose atype of transfer.

manuzl

Export toa file on a lecal drive of the server. i3
® ) vigemail

Send directory information by email. 69

via network share

Store directory information to a network share. '\EJ
via FTP

Upload directory information toa FTP server. '\.!.J'

+ | Encrypt directory information. '\L‘

While setting up the Data transfer mode, Encryption can be selected.

&g General @ Synchronisation mode E Data transfer mode [_:’j Via email f Encryption % Directory ‘QE 54 b
Encryption
Choose the secunty level. Encryption is used to secure the data file which contains
all the directory objects to synchronize.
Symmetric Keys @
Create a key and share this key with your partner.
Asymmetric Keys @
Import: Create a public key and send this key toyour partner.
Export: Store the received file with the public key you received from your partner.

| System crypiography: ) ) o 3
Use FIPS compliant algonthmes for encryption, hashing. and signing Ley
& Cipen Key : Insert file you received from your partner. ,\L,

P
_ Generate Key: Afile iz created which you may send to @

your partrer.

GALsync supports the local security option System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing.

Note: If the local security option "System cryptography: Use FIPS compliant
algorithms for encryption, hashing, and signing” is enabled, GALsync 7.2.0 and later
versions cannot communicate encrypted with older versions.



Symmetric Keys
If you choose symmetric keys a single key is used for both, encryption and decryption.
This means sender and receiver use the same key.

Procedure

Once you create an export policy create a key-file and hand it over to your partner
organization. Then your partner creates an import policy. Imported information will be
accessible after using the key-file.

If you want to use this key in any other of your own policies simply refer to the created
key-file.

Asymmetric Keys (Public Key)

If you choose asymmetric keys, the key for encrypting the message is different from
the key for decryption. This means a public key is used to encrypt the data file, whereas
the private key is kept secretly and will be used to decrypt the data file. If you want the
other exchange organization to send encrypted directory information to you, you have to
generate a pair of keys and hand over the public key to the other exchange organization
first. They will use the key for encryption and send you the encrypted file. The private
key is stored directly in the policy file.

Note: Using an asymmetric key the private key is built upon the machines GUID. As
soon as you move GALsync to another machine you have to renew your existing key.

Procedure

If you create an import policy create a key-file and hand it over to your partner
organization. Your partner himself creates an export policy and key-file can be applied on
the Encryption tab of this policy.

Please ensure the public key file (needed to encrypt the file) generated by your sync
partner is available when the corresponding export policy is created.

Further information
Please take a look for further information at the following articles:

http://en.wikipedia.org/wiki/Symmetric-key algorithm

http://en.wikipedia.org/wiki/Asymmetric _key algorithm
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Status notification emails

GALsync can send status notification emails to provide you a brief summary of policy
activity, including errors that may have occurred. Status notification is a component of
each policy. If you leave this option unselected no notification email will be sent.

&g Genera ﬁ Synchronisation mode ™ Data transfer mode @J Manua Hh Directory 'Q;r Status notification emails

Subject GALsync Summary @
Send to (€4]
£ 4] (& 4)]

Subject: The email header
Send to: The SMTP-address of the person who will receive the administrative report
Test: GALsync will send an email to the specified email address.

Send only on error: GALsync will only send status notification mails if at least one error
occurred during a running policy.

Note: GALsync does not send a status notification mail if a policy has not been
started due to an error.



Schedule Service

GALsync policies can be scheduled to run automatically at the desired interval. You can
choose between what days in the week. or month policies run, as well as the desired
frequency, as often as every 15 minutes, every hour, or once a day.

We recommend to schedule the policies once a day.

Using start time and end time option GALsync starts only in the defined period. The
synchronization itself can take a longer time than is set in this time slot.

chromisation mode [! Data transfer mode @J Manua % Directory QJ’ Status notification emails @ ScheduleService

Noschedule service (1) ®\weekly (1) Menthly (1)
| Monday | Tuesday +|\wednesday
/| Thursday | Friday | Saturday
Sunday
every day
start time 1| h 0f= min once a day -
end time o b 0= min @
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Export Policy

Select objects for export

In the Directory tab of export policies, you can select the active directory objects you
want to export. Search scope is a single object type all over the domain or selected
organizational units in the local domain. Additionally, you may exclude certain object
properties that are not transferred to the other exchange organization. You may also
remove a selected entry from the list.

Choose (on-premises)
Here you may tick a dedicated Organizational Unit in the listed domains. An active
directory tree with all domains and organizational units will be listed.

In forests with multiple domains all domains are displayed.
53 General @ Synchrenisation mode [! Data transfer mode [__:j Via email % Directory Qj Status nofification

Directory (i)

'{_"_Z.E;Choose 1 METsec GALsync - 0 X

Mame Select oganzatonal unit

An active directory tree with all organizational units of every domain in the forest and is listed. All mail
objects included in a selected COU (and all nested Ols) will be recognized for export at runtime. Mote:
You don't need to tick the nested OUs.

- .'_:_‘_. forestf com =
O ) DC=forestA
5y Computers
.'_:_‘_, Domain Controllers
[ &y Firma A
i) Firma B
&) Firma C
i) FirmaD
i) ForeignSecurityPrincipals

4 Apply @' Cancel




OU Option

1
ﬂ' Employes
0OU Opbon | Exportable RecipientTypeletails  Add value f 4
® OnlythisOU @D
Cinly Sub-0Us @D
Ol + Sub-0OlUs 1
sty
Include group memberships @
Include nested (T
groups + memberships e
Setting forall OUs 2 Qka

Only this OU

All mail-enabled objects included in the selected OU will be recognized for export at
runtime.

Only Sub-OUs

All mail-enabled objects included in one of the sub-OU of the selected OU will be
recognized for export at runtime.

OU + Sub-OUs

All mail-enabled objects included in a selected OU and all nested OUs will be recognized
for export at runtime.

Include group memberships

All mail-enabled objects that are members of a group will be recognized for export at
runtime, if the group is in a selected OU.

Include nested groups + memberships

Nested groups and their members will be also resolved for export at runtime.
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Exportable RecipientTypeDetails

] GALsync x

"f!;.l' Employes

Group Option | Exportable RecimeniTypeDetails | Ldd value for export

Exportable Recipient TypeDetails

Idzer Mailbos

Linked Mailbox

Shared Mailbox

Legacy M ailbox

Roormn Mailbo

E quiprnent M ailbox

b ail Contact

Mail-Enabled Universal Distribution Group
Mail-Enabled Mon-Universal Distribution Group
Mail-Enabled Universal Security Group
Ohynamic Distribution Group

Public Folder

Cross-Forest Mail Contact

Group Mailbox (Office 365 Group)

)

| Add/Remove RecipientTypeletails .. | L4
' o
[ | Setting for all OUs 64 «Dk xCan{:eI

GALsync exports objects which have one of the RecipientTypeDetails set in the
msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove
RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable
RecipientTypeDetails list by default, GALsync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible A disadvantage is this can
potentially be misconfigured and produce undesirable results.



Add value for export
] GALsync x

{j Employes

Group Option  Exportable RecipientTypeDetails | Add value for export

Add value to the property during export

Setting forall Ols @ o Ok 98 Cancel

GALsync can optionally add a value to an extensionAttribute of exported objects related
to the policy. This value is only added to the exported object on the data file, not the
source object itself.

GALsync 8.5 Manual




GALsync 8.5 Manual

Choose (Exchange Online) [not recommended]

The selection by Recipient Type will be deprecated and is not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are exported with the group option Only Membership. This
allows you to specify much more precisely which objects will actually be exported.

Here you may pick either all objects or specify a filter by ticking recipient types you want
to choose.

MaillUniversal DistributionGroup
M ailll niverzals ecurnitpGEroup
OynamictistnibutionGroup
Office365Group

1 METsec GALsync [NOT RECOMMENDED] »®
Select Recpent Types
Expaort all
#&) Export Selected
Recipient Type Description

| zerMailbox IUser with mailbox
Mailllser Mail-enabled User
MailContact Contact pointing to external address

Mail-enabled Distribution Group
Mail-enabled Secunty Group
Dynamic Distribution Group
Office 365 Group

Mote: Instesd of using Recipient Types for the selection,

create a group in Exchange Online, which has the objects as members,
gfterwards searchfor the group in the policy to selectit.

|Ise ‘only memberships® in the group option for the selected group.

« Apply '@' Cancel

And define the recipient type details, which are allow for export, of the selected recipient

type.




Exportable RecipientTypeDetails
1 Select RecipientTypeDetails *®

@4 UserMailba

Exportable RecipientTypeDetails | Add value for export

Exportable Recipient Type Details of UserMailboo
Izer b ailbox

Linked Mailbos

Shared Mailbox

Legacy kailbox

Room kailbos

E quipment Mailbox

b ail Contact

Public Folder

Crogs-Forest Mail Contact

Add/Remove RecipientTypeletails .. | @
o Ok ¥ cancel

GALsync exports objects which have one of the RecipientTypeDetails set in the
msExchRecipientTypeDetails / RecipientTypeDetails property or the
msExchRecipientTypeDetails / RecipientTypeDetails property has not been set.

The list of RecipientTypeDetails can be modified with Add/Remove
RecipientTypeDetails ....

Note: In the case of RecipientTypeDetails, that are not present in the Exportable
RecipientTypeDetails list by default, GALsync does not check whether they are
present or useful in your environment. We leave the verification to the responsible
administrator to support as many scenarios as possible. A disadvantage is this can
potentially be misconfigured and produce undesirable results.
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Add value for export

] select RecipientTypeDetails x

@4 UserMailba

Exportable RecipientTypeDetails | Add value for export

Add value tothe property during export

o Ok ¥ cancel

GALsync can optionally add a value to an Extension Attribute of exported objects related
to the policy. This value is only added to the exported object on the data file, not the
source object itself.



Search (on-premises)
You can search an object by inserting an expression. Uncheck all object types you do not
want to have as a result.

Note: The scope of the query is the Active Directory Forest.

| METsec GALsync - 0 =

Search Actve Dveciony

ou can search an object by inserting an exprezssion. Uncheck all object types which you do not
want to have & a result. The scope of the query is the complete forest your exchange
organization belongs to. The result list contains zll objects found. Select certain or all objects o
be gathered for expart and press apply.

- 4.0 Search
User @D Contact @) [«|Group Ed)]
Container '\L' ou I\L- | Oynamic Distribution Group '\L'

Fublic Felder (€ 4)

Mame Display Mame Mail ~
FECIDIENT Manage_.. LIN=HECIpIE
Wiew-Only Organiz._.. CH=\igw-0
Public Folder Mana... CH=PublicF

« |  LIM Management CH=UM Mai
«| Help Desk CM=Help De
Records Managem... CM=Record| ..
< m >
Select all
( Apply ﬁ' Cancel

The result listed contains all objects found. Select certain or all objects to be gathered for
export and click Apply.

Inserting an asterisk (*) will query for all corresponding objects of the selected recipient
type(s). For example, if you check only Public Folder, all Public Folders will be returned as
a result.

User
You can search for user objects and select dedicated users for export matching the
inserted expression.

Recommendation: Select dedicated users only if you are sure they will never be
deleted from Active Directory. Consider selecting objects with ‘dynamic’ members,
such as OUs, groups etc.
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Contact
You can search for contact objects and select dedicated contacts for export.

Recommendation: Select dedicated contacts only if you are sure They will never be
deleted from Active Directory. Consider selecting objects with ‘dynamic’ members,
such as OUs, groups etc.

Container
You can search for container objects to export all objects in this container matching the
inserted expression.

ou

You can search for Organizational Units to export all objects in this OU matching the
inserted expression.

Dynamic Distribution Group

Dynamic Distribution Group (formerly Query-Based Group) provides a type of Distribution
Group with a flexible method to dynamically define the membership to this type of group.
It is not a static membership like regular groups.

Search for Dynamic Distribution Groups matching the inserted expression and select if
you want to export all members of this group.

Groups
Search for local, global and universal groups of type security group or distribution group.

| GALsync x

ﬁ-'i LIM Management

Group Opbion | Exportable RecipientTypeletails  Add value for export

® ) Only group 64
Only Membership e8]
Group + Membership 1
I\‘!_.’I

Setting for all groups (1) o Ok ¥ cancel

If you select a listed group which is mail-enabled you will be able to choose between a
group itself or only the members of this group (only membership) or both (group +



membership) to be exported. If you select groups which are not mail-enabled the option
Only group is not available.

Note: You can sort for column Mail if you only want to mark the mail-enabled groups.

If Setting for all groups is check, the configuration will be applied to all listed and
selected groups. Otherwise, you will be prompted to redefine and apply your settings
individually for every selected group.

Public Folder
You can search for mail-enabled Public Folders object and choose any Public Folder object

you want to export. The Public Folder object will be created as a contact in the target
environment.

Please note that Public Folder means the old object class of Exchange 2003 technology
and not the current Public Folder mailbox technology.
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Search (Exchange Online)

Here you may pick either all objects or specify a filter by choosing a recipient type.
Inserting an asterisk (*) will query for all corresponding objects of the selected recipient
type(s). For example, if you check only contacts, all contacts will be returned as a result.

L—] Search for Exchange Online Objects - 0 =
Seamh Exchange Onlne
fou can search an object by inserting an expression. Uncheck all object types which you do not want to have as a result.
The scope of the query is the complete forest your exchange organization belongs to. The result list contains all objects
found. Select certain or all objects to be gathered for export and press apply.
| £ Search
| UserMailbax | MailUniversalDistributionGroup |+ | DynamicDistributionGroup )
| MailContact | MailUniversalSecurityGroup |+ | Office365Group maximum Results
500 =
La)
w Show log
Display Mame Mail Recipient Type Distinguished Mam:
£ m >
Select all 4 Lpply a. Cancel

The result listed contains all objects found. Select certain or all objects to be gathered for
export and press apply. It is very important that you change the option maximum
Results if you want to export more than 500 objects.

You can limit the results which you want to be exported.

Note: The default 500 is set to prevent you from a long-time search. If your result is
larger than the given value, the not listed objects are not included in the policy!



Properties

Select which properties are to be exported.

Exchange On-Premises

Exchange Online

]

GALsync

Select popemes

[t you untick a property the value of this property will not be

]

Select popenes

Ifyou untick a property the value ofthis property will not be

GALsync

exported. exparted,

Property - ECQ Property AD Property -,
+liic v iiCity !
V| co = | Compary company
| company o | CustomAttributel extensionAttributel
« | countryCode | CustomaAttribute? extensiontttribute2 =
« | department o | Customattribubes extensionAttribute3
«| description o | CustomAttributed extensionittributed
o | displayMame | Customattributes extensionAttributes
« | displayMamePrintable | CustomAttributes extensionAttributes
«| division | CustomAttribute? extensionAttribute?
| employeelD | CustomaAttributed extensiontttributs
«|  employeeMumber o | CustomAttributed extensionAttributes
| employeeType | CustomaAttribute10 extensionAttributeld
«|  extensionAttributel | Customattribute1l extensionAttributell
«|  extensicnittribute? | CustomAttribute12 extensionAttributel2
« | extensiondttributed o | CustomAttribute13 extensiontttributel3
« | extensiondttributed | CustomAttributeld extensionAttributeld
|  extensionditributed - | Customattribute1s extensionAttributels -

Select all +| Select all
#Appl*; 'EB' Cancel «Apply '@' Cancel
In detail:

These attributes are mandatory

Exchange Online

Guid, DistinguishedName, ObjectClass, EmailAddresses, ExternalEmailAddress, Alias,
Name, FirstName, LastName, RecipientTypeDetails, GroupType*, sAMAccountName*

Exchange On-Premises

GUID, DistinguishedName, Cn, ObjectClass, Proxy addresses, TargetAddress, Mail,
MailNickname, Name, GivenName, Sn, MsExchRecipientTypeDetails, GroupType*,

sAMAccountName*

* Attribute will be exported when it is available.
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These attributes are optional

Exchange Online

City, Company, CustomAttributel, CustomAttribute2, CustomAttribute3,
CustomAttribute4, CustomAttribute5, CustomAttribute6, CustomAttribute?,
CustomAttribute8, CustomAttribute9, CustomAttribute10, CustomAttributell,
CustomAttribute12, CustomAttribute13, CustomAttribute14, CustomAttributel5,
Department, DisplayName, Fax, HomePhone, Initials, MobilePhone, Notes, Office,
OtherFax, OtherHomePhone, OtherTelephone, Pager, Phone, PostalCode, PostOfficeBox,
SimpleDisplayName, StateOrProvince, StreetAddress, Title, WebPage

Exchange On-Premises

C, Co, Company, CountryCode, Department, Description, DisplayName,
DisplayNamePrintable, EmployeelD, EmployeeNumber, EmployeeType,
ExtensionAttributel, ExtensionAttribute2, ExtensionAttribute3, ExtensionAttribute4,
ExtensionAttribute5, ExtensionAttribute6, ExtensionAttribute7, ExtensionAttributes8,
ExtensionAttribute9, ExtensionAttribute10, ExtensionAttributell, ExtensionAttributel2,
ExtensionAttribute13, ExtensionAttribute14, ExtensionAttributel5s,
FacsimileTelephoneNumber, HomePhone, Info, Initials, IpPhone, L, Mobile,
MsExchHideFromAddressLists, OtherFacsimileTelephoneNumber, OtherHomePhone,
OtherIpPhone, OtherMobile, OtherPager, OtherTelephone, Pager, PersonalTitle,
PhysicalDeliveryOfficeName, PostalCode, PostOfficeBox, St, StreetAddress,
TelephoneNumber, Title, Url, WWWHomePage

These attributes have to be selected explicitly for export

Exchange Online

AssistantName, LegacyExchangeDN, TelephoneAssistant

Please note that the export of these attributes extends the runtime of the policy.
Exchange on-premises

generationQualifier, legacyExchangeDN, msExchAssistantName, msRTCSIP-
DeploymentLocator, msRTCSIP-FederationEnabled, msRTCSIP-InternetAccessEnabled,
msRTCSIP-OptionFlags, msRTCSIP-PrimaryHomeServer, msRTCSIP-PrimaryUserAddress,
mMsRTCSIP-UserEnabled, msRTCSIP-UserPolicies, msExchExtensionAttributel6 -
msExchExtensionAttribute45, TelephoneAssistant

Note: If you already have run a sync (e.g., with phone number Selected) and
afterwards you modify the policy and you unselect the property (e.g., with phone
number now unticked), then the already synced value will not be modified in the
target!



NoGALsync (internal mark)

If you do not want a special object to be exported, you may insert the value NoGALsync
in any of the custom attributes (on-premises: extensionAttributel -
extensionAttributel5 or Exchange online: customAttributel - customAttributels).
This prevents GALsync from adding this object to the export list.

Migrate (Exchange Online only)
It is possible to migrate a selected Recipient Type on the Directory tab of an Exchange
Online export policy to a dynamic distribution group.

The selection by Recipient Type will be deprecated and is not recommended to use for
configuration any longer. It is recommended to define the selection of objects to be
synchronized by membership in a group. The group can be searched for in the Search
dialog and only its members are exported with the group option Only Membership. This
allows you to specify much more precisely which objects will actually be exported.

g General ﬁ Synchronization mode E! Data transfer mode L__ﬂ Via email % Directony Qj Status notification e
Directory (i)
Search and choose Exchange Online objects for the export.

'-:_"_Zﬂ Choose ﬁ Search Eﬁ Properties @ Settings @) Migrate ﬁ‘ 'U" x Remove

Mame Dizplay Mame | Mail Recipient T... | Group Option | Espo... | Expo... | Disl
Recipient Type

|IserMailbome |serMailbme

Select the Recipient Type entry, e.g. UserMailbox, in the list and click Migrate.

The Migrate RecipientType selection to Dynamic Distribution Groups dialog will
open.
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L-.l Migrate RecipientType selection to Dynamic Distribution Groups x

Migrate the RecipientType Selection to Dynamic Distribution Group.

Obyjects of each selected RecipientType will be migrated to a Dynamic Distnibution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Maote: By default. all objects, whether they are hidden or not, are included when selecting & recipient type to be
exported. Arecipient filter to include or exclude hidden objects will be applied when they are migrated to such
dynamic distnibution groups.

serMailbac ~
Migrate RecipientType UserMailbox to Dynamic Distribution Group
Cynamic Distribution Group Name GALsync-Export EXO-UserMailbox

Include object which are hidden from address lists

| Show log ( Migrate to Dynamic Distribution Groups '@' Cancel

For each Recipient Type a dynamic distribution group will be created in Exchange
Online.

The name of each dynamic distribution group must be unique in Exchange Online. The
proposed name of the dynamic distribution group can be changed accordingly in the
dialog before it is created in Exchange Online.

Click on Migrate to Dynamic Distribution Groups.

Migrate RecipientTypes to Dynamic Distribution Groups

Do you want to migrate the Recipient Types to Dynamic
Distribution Groups?




|:.| Migrate RecipieniType selection to Dynamic Distribution Groups x

Migrate the RecipientType Selection to Dynamic Distribution Group.
Objects of each selected RecipientType will be migrated to a Dynamic Dhstnibution Group, allowing you to
decide whether to include or exclude objects which are hidden from address lists for each.

Maote: By default. all objects, whether they are hidden or not, are included when selecting a recipient type to be
exported. Arecipient filter to include or exclude hidden objects will be applied when they are migrated to such

dynamic distnbution groups.

]
GALsync-Export EXO-UserMailbox

W
netseconlne. cnmicrosoft. com A
ProcessData | 66702 3d-76e8-2f35-5701-7bf191d7e5Ha | Local PowerShell Instanceld: 66708 3d-76e8-2135-
5701-76f191d7e548a
ProcessData | 66704 3Hd-76e8-4f95-9701-7bf191d7e54a | Connect-ExchangelOnline command will take a few
seconds. Please wait... W

] Show log | v 4 X

To create the dynamic distribution groups in Exchange Online, the Exchange Online
PowerShell is used along with the settings from the Environment Configuration.

If the creation was successful, the dialog closes automatically.

If an error occurs, the dialog remains open and the log file can be viewed by clicking on
Show log in order to understand what did not work.
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Once the dynamic distribution groups have been successfully created, the Recipient
Type entries and the dynamic distribution group entries are displayed together until the
policy is saved.

& Export EXO Eﬁaure ’&Qancel
Emriru:unment &Delete @Clune @Test gCDunter DHun EI—J Status
g General @ Synchronization mode E Data transfer mode [ﬂ Via email % Directony @ﬂ’ Status notificationer 4 ¥

Search and choose Exchange Online objects for the export.

'-:_';E Chooseé ﬁ Search ﬁ Properties @ Settings ﬁ \Hy x Remove

Mame Dizplay Mame = Mail Recipiert T... = Group Option Expo... | Expo... | Disl

DynamicDistributionGroup
GAlLsynec-ExportEXD-.. Galsync-Bg.. SMTP:.GALsyn.. DynamicDism_.. Only Members.. CN=

Recipient Type

|IserMailbome |serMailbme 622770,

Please save the policy.

When the policy is saved, the migrated Recipient Type entries are removed from the
list.

&  Export EXO Iz x|
[@] Environment S Delete F Clone 3 Test gc:::unter PHun EI—J Status
g General @ Synchronization mode E Data transfer mode [ﬂ Via email % Directony @ﬂ’ Status notificationer 4 ¥
Directory ()
Search and choose Exchange Online objects for the export.
@Chmse ﬁSearch EﬁF‘roperties @ Settings ﬁ \Hy xﬂem.re

Mame Digplay Mame Mail Recipient Type Group Option

DynamicDistributionGroup
GALsync-ExportEXO-UserMalb.. GALsync-ExportBEd. SMTP.GAlLsync-BExqp.. DynamicDistribution.. Only Membersh



Special Options for Export

Export (Exchange on-premises)

[:l Export Settings

General Object Filter

[ | Maximum errors to transfer data file.

[ | Minimum objects to transfer data file.

] Synchronize objects hidden from address lists
] Synchronize Manager

] Support cross-forest delegation

] Synchronize Picture

] Medify existing contacts with source domain

® 6 6 6 66 6 6

] Synchronize disabled user accounts

It is recommended to read the manusl for detailed information

o Lpply

€3 Cancel

D Export Settings

o Add & Edit

x Remove

extensiondtiibute 1-15

oA

o spply

€3 Cancel
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Export (Exchange Online)

]

General Cbject Filter

U Synchronize Manager

[ | Maximum errors to transfer data file.
[ | Minimum ohjects to transfer data file.

] Synchronize objects hidden from address lists

Export ‘MasteredOnPremise’ objects

] Compatible with version 7 and earlier versions

Export Settings

® 6 606 6 6 6

] Medify existing contacts with source domain @

It is recommended to read the manusl for detailed information

o Lpply €3 Cancel
[:l Export Settings
General  Object Filter
+ | Exclude all objects fron a5 one of the f 0 d 5 @
P Add &7 Edit 9 Remave
Property | Value
Cuztomdbttibute 1-15 nogalsyn
Custarmdtinbute 1-15 alllUser can be deleted
Cuztomdtiribute 1-15 Guestlser can be deleted
o Lpply €3 Cancel




Maximum errors to transfer data file

In the Directory Settings of an export policy, a limit can be set for how many errors are
tolerated when creating a data file, before it is sent. If this limit is exceeded, the affected
data file will not be sent to the target.

Minimum objects to transfer data file

In the Directory Settings of an export policy, you can define a minimum number of
objects to be written to the data file before sending to the recipient. If the data file
contains less than the specified humber of objects, it will not be sent.

For example, if you expect to export over 11000 objects, you can set a minimum number
of objects to 11000. Assuming that a network error occurs at runtime and GALsync
identifies only 8000 objects for export (because of unavailability of your domain
controller). The data file will not be sent to the recipient. Otherwise, in the target
environment the missing number of contacts would have been deleted even though they
still exist in the source.

Disabled objects (on-premises only)

GALsync will export all mailboxes, or mail-enabled objects regardless of whether they are
enabled or not. User or groups must have an SMTP proxy address value; contacts must
have a target address value.

Synchronize objects hidden from address lists.
Formerly known as Include hidden objects.

If this option in the Directory Settings of an export policy is selected, objects that are
hidden from the address lists, will also be exported.

Synchronize Manager

If this option in the Directory Settings of an export policy is selected GALsync will also
export the manager’s object (if there is a value present). The manager will be exported
even if the object is not in the scope of the export query.

For example, if all users in the Developers OU are exported, but a manager of one object
therein is located in the Managers OU which has not been selected for export, This
manager is also exported.

If this option in the Directory Settings TAB General of an import policy is selected
GALsync will set the manager property of the imported contact and imported mail-user.

Export ‘MasteredOnPremise’ objects (Exchange Online only)

This option allows you to export objects from Microsoft 365 Exchange Online, which are
synchronized with Microsoft Azure Active Directory Connect tool. Microsoft Azure Active
Directory Connect allows identities to be mastered on-premises and all updates to that
identity are synchronized to Microsoft 365.
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Compatible with version 7 and earlier versions (Exchange Online only)

In GALsync version 7, when exporting from an Exchange Online tenant, the
ExternalEmailAddress / targetAddress was set as the primary SMTP address in the
EmailAddresses / proxyAddresses. This can cause problems, if the
ExternalEmailAddress and the primary SMTP address are different.

As of GALsync version 8, the primary SMTP address of the EmailAddresses will not be
changed by default when a new policy is created.

If the Compatible with version 7 and earlier versions option is enabled, GALsync will
change the primary SMTP address of the EmailAddresses to the
ExternalEmailAddress as with GALsync version 7.

In case of an upgrade from a GALsync version 7 and earlier to a current GALsync version
8, the Compatible with version 7 and earlier versions option is enabled.

Policies with enabled Compatible with version 7 and earlier versions option have
warning symbol at the tree view node.

L1 &) Export Policies
' > £ Export Company A
- (] Export Exchange Online

]'Eu:umpatil:ule with wergion ¥ option iz enabled. Please check the Export Settings on the Directory tab. |

Please note, after disabling the option during importing on your partner's side,
GALsync will modify existing objects that are being synchronized in order to possibly
adjust the primary SMTP address and the value of the source domain property.

Please take a look at the Incompatibility chapter of the GALsync 8 Upgrade
Instructions for further information:

https://www.netsec.de/en/products/galsync/documentation.html

Synchronize Picture (on-premises only)

If this option in the Directory Settings of an export policy is selected the user’s photos
stored in the source directory are exported as well. Photos usually are stored in attribute
thumbnailPhoto. This option is only available in an on-premises export policy.

If this option in the General tab of the Directory Settings of an import policy is
selected the transferred photos are stored in the thumbnailPhoto attribute in the target
directory.

Please set the permissions Read thumbnailPhoto and Write thumbnailPhoto for the
GALsync service account in the Active Directory, so GALsync can synchronize the
thumbnailPhoto attribute.


https://www.netsec.de/en/products/galsync/documentation.html

Support cross-forest delegation (on-premises only)
Cross Forest Delegation was introduced in Exchange 2007. It enables a user in
environment A to manage a calendar of a user in environment B.

Prerequisites are

e GALsync
e Forest Trust between Forests
e Cross-Forest Availability

An object with the Recipient Type of Cross-forest mail contact is created and you
can use this contact to assign delegated permissions.

You may create this type of contact manually - some attributes need to have certain
values, described in the article Exchange Server 2010 Cross Forest Delegation of
the MCS UK Unified Communications Blog.

https://docs.microsoft.com/en-us/archive/blogs/msukucc/exchange-server-2010-cross-
forest-delegation

GALsync supports to sync all attributes which you need to realize a Cross Forest
Delegation.

If the option Support cross-forest delegation in the Directory Settings of an export
policy and of an import policy is selected, GALsync handles the contact sync according to
the chapter Manually Creating a cross-forest mail contact of the article Exchange
Server 2010 Cross Forest Delegation of the MCS UK Unified Communications
Blog.

https://docs.microsoft.com/en-us/archive/blogs/msukucc/exchange-server-2010-cross-
forest-delegation

Note: If you have a shared address space between the source and target forest, you
must also use the option “"Modify target address with domain” (on-premise only)
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Modify existing contacts with source domain
Please note, that the importing partners also need GALsync version 8.2 or later,

if you enabled this option. Otherwise, the importing partners will get warnings or
errors and GALsync cannot import the data file.

Enable the Modify existing contacts with source domain option at the Export
Settings dialog and add old source domain values to the list.

|

General Object Filter

Maximum errors to transfer data file. @
Minimum objects to transfer data file. \L"
Synchronize Manager \y
+| Export 'MasteredOnPremise’ objects \Lu'
Compatible with version 7 and earlier versions \‘y

| Modify existing contacts with source domain L_f) Mo source domain

It is recommended to read the manual for detailed information

o 2pply

X

Source Domain

'9 Cancel

GALsync - Old Source Domains o

Adter migrating objects, the source domzin may change.

For example. objects were exported from an on-premises Exchange, migrated to
Exchange Online and are now to be exported from Exchange Online without their
primary SMTP address having changed.

This option additionally allows to transfer the old source domain and will modify
the corresponding synchronized objects in the target environment, which are still
marked with the old source domain.

Flease use the notation of the on-premises Active Directory domain
(e.g. de=company dc=local)

or the notation of the domain name of the Microsoft 365 Exchange Online tenant
(e.g. company .onmicroseoft.com).

Please note:
The corresponding target environments must be also use version 8.2 and later!

Source Domain

| DC=netsecdemo DCocal

f Meodify x Remove

Old Source Domain

v’ Apply '9 Cancel

Insert the old source domain value, which is the Active Directory domain name,
e.d. DC=netsecdemo, DC=1ocal, or the Microsoft 365 Exchange Online tenant domain name,

€.9. netsecdemo.onmicrosoft.com.

Source Domain

P Add

Qld Source Domain

DC=netzecdemo,DC=local

&7 Modify

x Remove




Please note, the source domain syntax netsecdemo.onmicrosoft.com Will be added as
DC=netsecdemo, DC=onmicrosoft, DC=com t0 the Old Source Domain list.

Source Domain

Source Domain

|nei5ecdemo.onmiuosoﬂ.com

| o Add ‘ | £ Modify | | 3 Remove | | o Add

|‘ & Modify ‘| 9 Remove ‘

Old Source Domain

| 0ld Source Domain

D C=netzecdema D C=onmicrosoft,D C=com

After that click Apply.

GALsync - Old Source Domains o

Ldter migrating objects, the source domain may change.

For example, objects were exparted from an on-premises Exchange, migrated to
Exchange Online and are now to be exported from Exchange Online without their
primary SMTP address having changed.

This option additionally allows to transfer the old source domain and will medify
the corres ponding synchronized objects in the target environment, which are still
marked with the old source domain.

Flease use the notation of the on-premises Active Directory domain
(e.g. de=company,de=local)

or the notaticn of the domain name of the Microsoft 365 Exchange Online tenant
(e.g. company.onmicrosoft com).

Please note:
The

fing target envi must be also use version 8.2 and later!
Source Domain
| dpass | | 2 Modity | | 98 Remove |

DC=netsecdemo,DC=local

| o fpply | | &Cﬂnﬂel|

|

General Object Filter

[~ Maximum errors to transfer data file.
["] Minimum obiects to transfer data file.
["] Synchronize Manager

Export "MasteredOnFremise objects

Export Settings

® 6 6 6

O Compatible with version 7 and earlier versions ®

di

Medify existing

@ 1

Itis recommended to read the manual for detailed information

source domain

| of Apply ‘ | 3 Cancel |
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GALsync will add the old source domain values to the data file during the export, so that
existing synchronized objects, which are marked with such old source domain value at
the target environment, will be synchronized.

Hybrid Exchange Environment
Export from the Exchange

Online part of the hybrid
Exchange

i
J Office 365

Microsoft 365 Exchange Online Tenant Domain:
_netsecdemo.onmicrosoft.com

Exported Source Domain values:
DC=netsecdemo,DC=onmicrosoft,DC=com
DC=netsecdemo,DC=local

: 2-|9
[ ) ad
Source Domain value:
' A - E DC=netsecdemo,DC=local
DC Exchange
& n

GALsync Server

Active Directory Domain: DC=netsecdemo,DC=local

Please note, that the importing partners also need GALsync version 8.2 or later,
if you enabled this option. Otherwise, the importing partners will get warnings or
errors and GALsync cannot import the data file.

Please take a look at detailed description of this option in chapter

How to migrate the source of the export policy in a hybrid Exchange
environment

Synchronize disabled user accounts (on-premises)
If this option in the Directory Settings of an export policy is selected, user account
objects that are disabled in the on-premises Active Directory, will also be exported.



Export Settings: Object Filter

This option excludes all objects in the data file from export that meet one of the
conditions. This feature allows you to exclude objects from the export process. Here you
may add conditions containing a name of the property of which value is compared to the
given value using your chosen comparison operator. During an export every object will
be analyzed to determine whether one or more properties match these conditions. If at
least one condition is fulfilled, the object will not be exported.

Two default rules allow MailUsers and GuestUsers, that are marked for deletion, will
not be exported by GALsync.

Default rules for export from on-premises
extensionAttribute 1-15 contains nogalsync
extensionAttribute 1-15 contains MailUser can be deleted:

extensionAttribute 1-15 contains GuestUser can be deleted:

] Export Settings *

o Add &7 Edit 9 Remove

Property Condition Value

Default rules for export from Exchange Online
CustomAttribute 1-15 contains nogalsync
CustomAttribute 1-15 contains MailUser can be deleted:

CustomAttribute 1-15 contains GuestUser can be deleted:

| Export Settings x

=0

o Add &7 Edit I Remove

Property Condition Value
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Import Policy

Filter and Modify objects for import

Configure all import related directory settings.

Choose (on-premises only)
Choose an Organizational Unit you want to store the imported directory information in.

Recommendation: Create an Organizational Unit which is specifically dedicated for
import.

Do not bind any group policy to this OU, which could lead to unexpected results.
The GALsync service account needs additional permissions for this OU.

Please take a look at the Active Directory Permission for the Import OU (on-
premises) chapter.

Properties
Modify the values for the Import Policy.

Usually in your import list, there are different classes of objects (e.g user, contact and
group). Because these classes have different attributes rules are applied related to the
object class. For example, the attribute displayName the first rule displayed in the
screenshot will be applied only to users and contacts, because a group does not have an
attribute givenName.

For more information, please take a look at the chapter
How to build the displayName attribute during the import.

I:,I GALsync - Property Rule Editor - 0 =
ﬁ bl ore Lp \ITI/ howve Down '{] Modify rule xDelete rule
Property to modify €8]
dizplayN ame
dizplayM ame -
Build ZgivenM ame? Zani 0 user.contact
Add value €4
Find and replace @
® ) Build property '\j:,'
|gnore this property '\j:,'
Build property (€5
ZogivenMame® Zank
@ Add property
Ruleis only valid for source object
| User | Contact Group
DynamicDistributionList
o Add
P | | LI \f Apply @ Cancel

4




Please note that Public Folder means the old object class of Exchange 2003
technology and not the current Public Folder mailbox technology.

Property to modify
These attributes can be modified before import:

Exchange On-Premises

Company, Department, DisplayName, DisplayNamePrintable, ExtensionAttributel,
ExtensionAttribute2, ExtensionAttribute3, ExtensionAttribute4, ExtensionAttribute5,
ExtensionAttribute6, ExtensionAttribute7, ExtensionAttribute8, ExtensionAttribute9,
ExtensionAttribute10, ExtensionAttribute11, ExtensionAttribute12, ExtensionAttributel3,
ExtensionAttributel4, ExtensionAttributel5, FacsimileTelephoneNumber, GivenName,
HomePhone, Info, Initials, IpPhone, L, Mobile, Pager, PersonalTitle,
PhysicalDeliveryOfficeName, PostalCode, Sn, St, StreetAddress, TelephoneNumber, Title,
WWWHomePage, msRTCSIP-PrimaryUserAddress

Exchange Online
We support this matrix to transform the property between Exchange On-Premises and
Exchange Online:

Active Directory Active Directory
(Exchange on-premises) (Exchange Online)
Guid Guid
DistinguishedName DistinguishedName
TargetAddress ExternalEmailAddress
ObjectClass ObjectClass
ProxyAddresses EmailAddresses
GivenName FirstName

Sn LastName
MailNickname Alias

Initials Initials
PhysicalDeliveryOfficeName Office
TelephoneNumber Phone
WWWHomePage WebPage

L City

St StateOrProvince
Title Title

PostalCode PostalCode
PostOfficeBox PostOfficeBox
FacsimileTelephoneNumber Fax
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DisplayName

Info

Department

Company
StreetAddress
DisplayNamePrintable
Name

HomePhone

Mobile

Pager

ExtensionAttributel -
ExtensionAttributel5

OtherFacsimileTelephoneNumber
OtherHomePhone
OtherTelephone

Manager

Member

GroupType

SAMAccountName

ObjectCategory

DisplayName

Notes

Department
Company
StreetAddress
SimpleDisplayName
Name

HomePhone
MobilePhone

Pager

CustomAttributel - CustomAttributel5

OtherFax
OtherHomePhone
OtherTelephone
Manager

Member
GroupType
SAMAccountName

ObjectCategory



Add Value
You can add a text to a property. Choose the property that you want to add a value to,

and then choose the option Add Value.

You then have the option to add your value before the property (Prefix) or after it
(Suffix).

L—] GALsync - Property Rule Editor - 0 =
ﬁ Mlowe up \I_/I Mowe Down 1§:] Maodify rule xDeIete rule
Property to modify '\j:,'
phyzicalDeliveryOfficeM ame
phwsicalDelivernyOfficeM ame -
Add [Estermal] 0 usger.contact,grd
®) Add value (€5
Find and replace (€5
Build property I
|gnore this property '\j:,'
Prefix
Suffix
[External]
Ruleis only valid for source object
| ser + | Contact | Group
| DynamicDistnbubionbist
o Add
P | | LI « Apply @ Cancel
A

Please note that Public Folder means the old object class of Exchange 2003
technology and not the current Public Folder mailbox technology.
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Find and Replace

You can replace a specific string with a new value. Choose the property, then select Find
and replace.

In the Find textbox insert the text which you wish to replace and in the Replace textbox
insert the new text.

L—] GALsync - Property Rule Editor - 0 =
ﬁ Mlowe up \I:L Mowe Down 1§:] Maodify rule xDeIete rule
Property to modify '\j:,'
telephoneMumber
telephonetumber -
Replace 02421 +49 242 0 usger.contact,grd

Add value (€5
® ) Find and replace (€5

Build property I

|gnore this property '\!:,'
Find
02421
Replace
+49 2421

Ruleis only valid for source object
| ser + | Contact | Group
| DynamicDistnbubionbist
o Add
P | | LI « Apply @ Cancel
A

Please note that Public Folder means the old object class of Exchange 2003
technology and not the current Public Folder mailbox technology.



You can use Regular Expressions.

For example, you have the string Dueren Germany however want to switch the words
and separate them with a comma.

You expect the following string as the outcome Germany, Dueren and then insert into
the Find field:

(?<first>\S+) (?<last>\S+)

In the Replace field, add the following text:

S{last},${first}

Here are a few Regular Expressions, which are allowed to be used:

S& matched text

$_ original source string

$° text before match

s! text after match

${group_ name} text matched by named group
$1, $2 text matched by numbered group
S the literal "S$"
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188

Build Property

You can create values by concatenating other property values. Choose the property and

select the option Build Property.

In the textbox Build Property, add a string, how the property value should be built. Via
the Add Property button, you can choose which properties are used.

For example, you want to generate the property displayName from the last name and
first name separated by comma. Choose the property sn and the property givenName

and insert a comma and space between them in the textbox Build Property.

Thereafter, all values in property displayName will be created from a comma separated

sn and givenName.

The complete steps to create a displayName attribute correctly can be found in the

chapter:

How to build the displayName attribute during the import

ﬁ hloee up \I_I/ howve Down '{] Modify rule xDelete rule

dizplayd ame

Build ZaivenM amelk Hani

4] |

L-] GALsync - Property Rule Editor

0 user.contact

i

- B
Property to modify e 4]
dizplayM ame
Add value (€ 4]
Find and replace £ 4]
® ) Build property I
|gnore this property £ 4]
Build property €3]
ZgivenMame? Xanik
@ Add property

Ruleis only valid for source object

| User | Contact
DynamicDistributionList
o Add
\, Apply & Cancel

4

Please note that Public Folder means the old object class of Exchange 2003
technology and not the current Public Folder mailbox technology.



Ignore this Property
If you do not want to import a specific property, then you can select Ignore this
property.

Note: Values that are already assigned to the object’s property will not be modified
by GALsync.

Tip: You Export a property and you want to import a different property in the target
environment. By combining the options 'Build property’ and ‘'Ignore this property’
you can either copy or move a property value to a different property.

Remove Property
You can remove the value of a property which was previously synchronized.

For example, you want to remove the value of the pager attribute.
Select the property to modify pager and select the option Find and replace.

The value for the Find and replace rule:

A N * s
|:| GALsync - Property Rule Editor - O X
ﬁ Move up \I—} Mowve Down ':g_'] Maodify rule xDelete rule
Property to modify QJ
Pager, pager
Replace ™% 0 user.contact group, msExchDy Pager . pager h
Add value @
® Find and replace @
Build property t,_i_)
lgnore this property L,_I_)
Find
~eg
Replace
Ruleis only valid for source object
| User | Contact + | Group
o | DynamicDistributionList | PublicFolder
o Add
< | m | I fﬂppl:.r 9 Cancel

After the next synchronization the value of the pager attribute will be removed.
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Copy Property

You can copy a property by choosing the target property and selecting the option Build
property. Then choose the property you wish to copy via the Add property dialog. Add
the rule with the Add button.

Move Property
You can move a property by doing the following:

1. Choose the target property and select the option Build property. Then choose the
property you wish to copy via the Add property dialog. Add the rule with the button
Add.

2. Choose the initial property and select the option Ignore this property, and add the
rule by clicking the Add button.

Ergo, the property value moved from the initial property to the target property.



Special Options for Import

Import Settings: General (Exchange on-premises)

M| Import Settings x

General | E-Mail Addresses E-Mail Addresses 2 Address Lists ObjectFilter Synchronize Group Syn 4 P

distinguishedName - |

[ | Create sub-0OUs for each sending domain

[ Use MAPI rich text format

[ | Include hidden objects

] Support cross-forest delegation

U Synchronize Picture

@
@
@
| Synchronize Manager @
@
@
@

["] Build the cn of the disti nguishedMams

It iz recommended to read the manual for detailed information ¢ Apply ﬁ Cancel

Import Settings: General (Exchange Online)

] Import Settings x

General | E-Mail Addresses E-Mail Addresses 2 Object Filter Synchronize Group  Synchronize User < #

] Synchronize Manager @
|| Synchronize Guest User @;‘ Guest User Rule Editor
It is recommended to read the manual for detailed information ¢ Apply ﬁ Cancel
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Please take a look at the description of the export settings for these options:

e Synchronize Manager
e Support cross-forest delegation

e Synchronize Picture

Synchronize Guest User (Exchange Online only)

GALsync synchronizes existing Guest User (GuestMailUser) of a Microsoft 365 tenant.
GALsync will not create Guest User (GuestMailUser) nor delete Guest User
(GuestMailUser) in a Microsoft 365 tenant.

For GALsync to synchronize existing guest users in the target Microsoft 365 tenant they
must be marked accordingly.

Note: GALsync cannot update Phone and Mobile Phone for Guest User in Exchange
Online. Microsoft has changed the Exchange Online PowerShell command Set-User
and excluded updating Phone and Mobile Phone for security reasons.

How to tell GALsync which existing Guest Users should be synchronized in the
target Microsoft 365 tenant.

SyncWithGALsync (internal mark)

If you want to synchronize an existing Guest User (GuestMailUser) by GALsync, you may
insert the value SyncWithGALsync in any of the custom attributes (Exchange Online:
customAttributel - customAttributel5).

Define further rules for additional Guest Users (GuestMailUser) to be
synchronized.

The option exists to define further rules for GALsync to identify which Guest Users
(GuestMailUser) should be synchronized.

] Import Settings x
General E-Mail Addresses E-Mail Addresses 2 Object Filter Synchronize Group  Synchronize User
Synchronize Manager '\.!,:-'
o< S}rnchr@nize Guest User '\‘!;.' Guest User Rule Editor
A guest user rule is defined.
Mark synchronized guest users to delete '-._!.,'..-'
It is recommended to read the manual for detailed information (Apply '@ Cancel




After you have enabled the Synchronize Guest User option, you can open the Guest
User Rule Editor to configure rules.

Guest User Rule Editor x

Here you can manange the rules according to which the existing guest users should be synchronized.

Fleaze note, that guest users will nat be created and will not be deleted.

o Add £ Edit 9 Remove

Property Condition Walue

[tis recommended to read the manual for detailed information « Apply '@' Cancel

This option includes all existing Guest Users (GuestMailUser), which meet one of the
conditions. This feature allows you to include existing Guest Users (GuestMailUser) for
synchronization.

Here you may add conditions containing a name of the property of which value is
compared to the given value using your chosen comparison operator. During an import
every existing Guest User (GuestMailUser) will be analyzed, if one or more properties
match these conditions. If at least one condition is fulfilled, the existing Guest User
(GuestMailUser) will be synchronized.

GALsync 8.5 Manual




GALsync 8.5 Manual

Mark synchronized guest users to delete
Synchronized guest users will not be deleted in the target environment, if no
corresponding object is in the data file.

In addition, the Mark synchronized guest users to delete option can be enabled and
configured, if the Synchronize Guest User option is enabled.

T Impaort Settings x
General  E-Mail Addresses E-Mail Addreszes 2 Object Filter 5 zeGroup 5 ze llze
Synchronize Manager & )
#| Synchronize Guest User e 4] Guest User Rule Editor

A guest user rule is defined.

4’ Mark synchronized guest users to delete \i)  Property for deletion mark.

extensionittribute12 | Custombttnibute12 | -

It is recommended to read the manual for detailed information J Apply @ Cancel

One of the CustomAttribute 1-15 can be selected, where GALsync will write the value,
which starts with GuestUser can be deleted ...

The screenshot below displays an example of CustomAttributel2 of an existing Guest
User:

EN Windows PowerShell

CustomAttribute?

erMailbox

mAittributel2 : GuestlUser can be deleted:
CustomAttributel3

Please note, that guest users will not be deleted by GALsync.



It is recommended to use the same CustomAttribute / extensionAttribute for Mark
synchronized guest users to delete as configured for the option Mark synchronized
mail-enabled users / mail users to delete, if the option is enabled on the
Synchronize User tab.

1 Import Settings x

General E-Mail Addresses E-Mail Addresses 2 ObjectFilter  Synchronize Group | Synchronize User

J| Synchronize mail-enabled user ! mail user

Existing mail-enabled users  mail users are updated by default, but not created or marked for deletion,
provided the existing mail-enabled users fmail users match the synchronization conditions.

The option to mark synchronized mail-enabled users / mail users to delete can be configured, but mail-
enabled users / mail users will not be deleted.

Create mail-enabled users  mail users can also be configured optionally.

Synchronize existing mail-enabled user / mail user

Synchronize existing mail-enabled user / mail user Mail User Rule Editor (€8]

A mail user ruleis defined.

i+ | Mark synchronized mail-enabled users / mail users todelete

Mark synchronized mail-enabled users ! mail users to delete

Property for deletion mark. extensionAttribute1? | Customdttributel2 - '-...!,J
Create mail-ensbled user / mail user '\L'
W
It is recommended to read the manual for detailed information q’ Apply 'Q' Cancel

Create sub-OUs for each sending domain (on-premises only)

You find this option in the Directory Settings -> General tab of an import policy. You
can choose to import all objects into one import OU with different sub-OUs. GALsync
creates sub-OUs depending on the original Active Directory domain names. Therefore,
you are able to create one Import OU and GALsync will create a sub-OU for each received
domain. GALsync also can read the names of the sub-OUs from a Custom Attribute

(Settings of an Import-Policy, Property for source domain). In this case the name
must be present at time of export.
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Use MAPI rich text format (on-premises only)

This option is found in the Directory Settings -> General tab of an import policy. Here
you choose whether to use MAPI-RTF for the contacts you will import. The following
options are available:

Never: If you select this option, messages sent to this recipient convert to plain text.

Always: If you select this option, messages sent to this recipient will be in the MAPI rich
text format (RTF).

Use Default Settings: If you select this option, messages sent to this recipient are in
either MAPI RTF or plain text, depending on the settings of the client computer.

See the article Configure Mail Contact Properties:

http://technet.microsoft.com/en-us/library/aa997434.aspx

Note: If the option "Support cross-forest delegation" is enabled, it is not possible to
change this option.

Build the cn of the distinguishedName (on-premises only)

GALsync uses cn of the distinguishedName from the source object when it creates a
new contact or group. The option Build the cn of the distinguishedName allows for
the possibility to choose the value for cn of the distinguishedName from
mailNickname, display name, email address (using the mail attribute) or the
combination display name (email address). When enabled, GALsync uses the value of
the selected attribute to create the cn of the distinguishedName, when GALsync
creates a new contact or group.

E.g.: Using the combination display name (email address):

Mame Class Distinguished Mame
| CM=John Dale (jdole@contoso.com) contact CM=lohn Dole (jdole@contoso.com), OU=Import,
| CN=John Smith (jsmith@contoso.com) contact CM=John Smith (jsmith@contoso.com), OU=Impc

Note: The cn cannot be longer than 64 characters. GALsync limits the created cn to
62 characters, so that it is possible to append a number to the end of the CN. If
there are objects with the same cn, GALsync will add a subsequent number as suffix
(e.g smithjohn, smithjohnl1, smithjohnZ2).

Allowed characters are case-sensitive alphanumeric and .-()@,+<> and space. All
other characters will be removed via a filter. Should the newly generated cn be
empty, GALsync will use the cn of the distinguishedName from the source object.


http://technet.microsoft.com/en-us/library/aa997434.aspx

Import Settings: E-Mail Addresses (Exchange on-premises)

1 Import Settings X

General | E-Mail Addresses | E-Mail Addresses 2 Address Lists ObjectFilter  Synchronize Group Syr 4 P

@

[ | Modify target address with domain

U Modify primary SMTP address with domain

[ | Modify mail address with domain

] Impart anly primary SMTP address
] Import #5500 addresses
O |mpart legacyExchangeDN as X500 address

] Import SIP addresses

[ | Add suffixto MailNickname

[ | Retain targetiddress of users and contacts

® 6 66 66066 66 6

[ | Retain targetfiddress for original remote objects

It iz recommended to read the manual for detailed information ¢ Apply ﬁ Cancel
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Import Settings: E-Mail Addresses (Exchange Online)

0 Import Settings »
General | E-Mail Addresses | E-Mail &ddresses 2 Object Filter Synchronize Group  Synchronize User < #
Modify target address with domain @
Modify primary SMTF address with domain '\_L'
|mpart only primary SMTF address k_y
Import X500 addresses I\L.I
Impart legacyBExchange0N as X500 address kL-'
Import SIP addresses k_L'
Retain targetiddress of users and contacts @
Retain targetfddress of original remote cbjects k_!J
It iz recommended to read the manual for detailed information « Apply ﬁ Cancel

Modify target address with domain

This option is available in the Directory Settings -> Email Addresses tab of an import
policy. To modify the targetAddress attribute correctly it may be necessary to take a
value from of the proxyAddresses attribute from the source, which is not the primary
SMTP address.

For Example, the mailbox in the source has multiple SMTP Addresses. The main domain
is: @export.com and secondary domain is: @second.biz. You would like to use the
@second.biz domain as the targetAddress attribute after the import.

Insert the filter @second.biz into the textbox next to the option Modify target address
with domain.



GALsync will use the first found instance of @second.biz in the proxyAddresses and

set it as the targetAddress for the imported contact.

Export
ProxyAddresses
SMTP: John.smith@export.com
smtp:John.smith@second.biz

smitp:jsi@second. biz

TargetAddress

Mail

John.smith{@export.com

Modify primary SMTP address with domain

Import

ProxyAddresses
SMTP: John.smith@export.com
smtp:John.smith@second.biz

smtp:js@second.biz

TargetAddress

SMTP: lohn.smith@second.biz
Mail

Jlohn.smith@export.com

This option is available in the Directory Settings -> Email Addresses tab of an import
policy. To modify the primary SMTP address correctly. we will need to take a value from
the proxyAddresses attribute from the source. For Example, the mailbox in the source
has two smtp Addresses, the primary SMTP address is: @export.com and a secondary
smtp address: @second.biz and you would like to use the @second.biz address as the

primary SMTP after the import.

Example: If you insert @second.biz in the textbox then GALsync will look for the first
instance of @second.biz in the proxyAddresses and will set it as primary SMTP

address for the imported contact.

Export
ProxyAddresses
SMTP: John.smith@export.com
smtp:John.smith@second.biz

smip:js@second.biz
TargetAddress

Mail
lohn.smith@export.com

Import

ProxyAddresses

smtp: John.smith@export.com
SMTP:John.smith@second.biz
smtp:js@second.biz

TargetAddress
SMTP:John.smith@second.biz

Mail
Jlohn.smith@export.com

Note: If you activate the option "Modify primary SMTP address with domain”, then
run an export/import and then deactivate the option, a warning message appears.
Deactivation would lead to a total deletion and recreation of the objects imported.
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galsync:joe.dole@netsec.de (internal mark)

If you change the primary SMTP address of already synchronized objects GALsync cannot
match the appropriate contact during the import. It will delete the existing contact and
create a new one with the modified SMTP address.

To prevent this behavior, you can change the primary SMTP address of an object in the
source environment and note the old primary SMTP address in one of the custom
attributes (on-premises: extensionattributel - extensionattributel5 or Exchange
online: customAttributel - customAttributel5) using the prefix galsync:

For example:

galsync:joe.dole@netsec.de

The existing contact in the target environment will now not be deleted and recreated, but
GALsync will match the contact and change the primary SMTP address.

Modify mail address with domain (on-premises only)

You find this option in the Directory Settings -> Email Addresses tab of an import
policy. To modify the mail attribute correctly, we may need to take a value from the
proxyAddresses attribute of the source object, which is not the primary SMTP address.
For Example, the mailbox in the source has two smtp Addresses, the primary address is:
@export.com and a secondary address: @second.biz and you would like to use the
@second.biz address as the mail attribute after the import.

Insert the filter @ second.biz into the textbox next to the option Modify mail address
with domain. GALsync will use the first found instance of @second.biz in the
proxyAddresses and set it as mail attribute for the imported contact.

Export Import

ProxyAddresses ProxyAddresses
SMTP: John.smith@export.com SMTP: John.smith@export.com
smtp:John.smith@second. biz smip:lohn.smith@second.biz
smtp:js@second.biz smitp:js@second.biz
TargetAddress TargetAddress

SMTP: John.smith@export.com
Mail Mail
John.smith@export.com John.smith@second.biz



Import only primary SMTP address

If this option in the Directory Settings -> Email Addresses tab of an import policy is
selected you will import the primary SMTP address only. This is required in some
scenarios (e.g., if more than one smtp address is present within the proxyAddresses).

Export Import
ProxyAddresses ProxyAddresses
SMTP: lohn.smith@export.com SMTP: John.smith@export.com

smtp:John.smith@second.biz

smtp:js@second.hiz

TargetAddress TargetAddress

SMTP: John.smith@export.com
Mail Mail
John.smith@export.com John.smith@export.com

Import X500 addresses

This option is available in the Directory Settings -> Email Addresses tab of an import
policy. Sometimes it is required to synchronize the X500 addresses in the
proxyAddresses. This helps if you get NDRs (Non-Delivery Reports) due to earlier
migrations.

Import legacyExchangeDN as X500 address
This will import the legacyExchangeDN of the source object as X500 address in the
proxyAddresses.

Note: Do not forget to enable the export of the legacyExchangeDN property in the
source environment.

Important: All legacyExchangeDN values must be unique in the Exchange
environment.

The legacyExchangeDN value can be the value of the legacyExchangeDN property or
an X500 address in the proxyAddresses.

Import SIP addresses

This option is available in the Directory Settings -> Email Addresses tab of an import
policy. Sometimes it is necessary to synchronize the SIP addresses in the
ProxyAddresses. This will import all of the addresses in the ProxyAddresses attribute
marked as a SIP address.
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Add suffix to MailNickname (on-premises only)

This option is available in the Directory Settings -> Email Addresses tab of an import
policy, which allows the MailNickname to be extended. This is sometimes necessary to
prevent duplicate MailNickname values from being created, because the
LegacyExchangeDN is derived from the Exchange Administrative Group and the
MailNickname. GALsync will only add a suffix to the MailNickname when a new
contact is created, which does not apply to previously created objects.

Note: Please notice that the MailNickname has a limit of 64 characters and allowed
characters are: a-z A-Z 0-9 and . _ - +.

Retain targetAddress of users and contacts
GALsync exports the values found in attribute proxyAddresses as well as the value of
the attribute targetAddress.

By default, during import the targetAddress of mailbox-users, mail-users and contacts
is stamped with the value of the source primary SMTP address value.

If the option Retain targetAddress of users and contacts is selected the
targetAddress of the source object with object class user and contact is retained in the
case that the data file object has the object class user or contact.

Retain targetAddress of original remote objects
GALsync exports the values found in the proxyAddresses attribute as well as the value
of the targetAddress attribute.

By default, during import the targetAddress of mailbox-users, mail-users and contacts
is stamped with the value of the source primary SMTP address value.

If the Retain targetAddress of original remote objects option is selected, the
targetAddress is retained while importing an object that has a remote
RecipientTypeDetails value, e.g. RemoteUserMailbox, in the RecipientTypeDetails tag
or in the original RecipientTypeDetails tag of the data file object.

This is useful for obtaining free/busy information between Exchange environments, e.g.
when a hybrid Exchange environment is involved.

Please note, this option is enabled for newly created import policies by default.



Import Settings: E-Mail Addresses 2

1 Import Settings *
General E-Mail Addresses | E-Mail Addresses 2| Address Lists Object Filter Synchronize Group
[ | Add additianal secondary smtp addresses to proxyAddresses @
Build an additional secondary smtp address i.e LgivenName® Lan¥ Enetsec.de
| | 12g Add propert
‘v’-f' | Conta < | Group + | DynamicDistrib Li + | PublicFolder
I
It iz recommended to read the manusal for detailed information ¢ Apply ﬁ Cancel

Add additional secondary smtp addresses to proxyAddresses
Use this to add custom secondary smtp addresses to certain object types, as needed.

Please make sure not to use attributes on object types that don 't have them.

Important: smtp addresses must be unique in the environment
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Import Settings: Address Lists (Exchange on-premise)

] Import Settings *
General E-Mail Addresses E-Mail Addresses 2 | Address Lists | Object Filter Synchronize Group

Hide From Address Lists (3l Objects) k_!,,-'

Default Settings &) Custom Settings k_y

& [ ) All Global Address Lists

S Wl &) Default Global Address List
O ) Al Address Lists

* '-I.rj Al Contacts

- [] ) All Distribution Lists

-] &iJ All Rooms

'i_rj Al Users

~-[ 1 %5 Public Folders

It iz recommended to read the manual for detailed information ( Apply ﬁ Cancel

Assign Address Lists to imported objects (on-premises only)

Default Settings
Default Settings is the setting, if you have nothing changed at the recipient filters of
the address lists on the Exchange server.

GALsync sets the address lists of the Active Directory configuration partition to the
showInAddressBook property of the imported contacts.

Custom Settings
Custom Settings helps at an on-premise Exchange environment, if you have changed
the recipient filters of the address lists on the Exchange server.

GALsync sets the selected address lists, which you selected on the tree view, to the
showInAddressBook property of the imported contacts.

Note: This will not change any recipient filters of any address lists. You may want to
change your global address lists (GALs) recipient filter to not include these objects,
and the recipient filter of the chosen to include them.



Hide from Address Lists (all Objects) (on-premise only)

If you select this option all imported contacts are hidden from your address book. If you
unselect this option all hidden (this is the default), imported contacts will be visible after
running the policy.

We recommend concerning this requirement to configure a different export policy
containing only the affected objects. In the target forest create a special OU which is
used to import all contacts which should be hidden from your address book.

Important: With the synchronization of objects that are also hidden from the GAL, it
is possible for problems to develop, because GALsync cannot correctly determine
whether or not the contact of the imported object already exists.

Import Settings: Object Filter

| Import Settings x
General E-Mail Addresses E-Mail Addresses 2 Address Lists | Object Filker| Synchronize Group
J Exclude all objects from the impaort, which match one of the following conditions £ S
op Add &7 Edit P Remove
Property Condition Walue
It is recommended to read the manual for detailed information ( Apply '@' Cancel

Object Filter: Exclude all objects of the data file from import, which has one of
the following conditions

This feature allows you to exclude objects from the import process similar to object
exclusion during export. For example, objects, which contain NoGALsync in one of their
extensionAttribute, will not be exported.

This feature may help you to optimize the performance during an import during a
scenario in which several organizations export their users and import them on a common
Active Directory from which exports are performed towards all importing organizations.

In this case the import-object filter should be set to prevent objects coming from the
organization’s Active Directory from being analyzed.
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If you enable this feature inside the Import Setting on the Directory Tab, you may add
conditions containing a name of the property (1), which value is compared to the given
value (2), and choose the comparison operator (3).

| Import Settings x
General E-Mail Addresses E-Mail Addresses 2 Address Lists | Object Filter
| Exclude all objects from the import, which match one of the following conditions k_!,,-'
o Add ¢ Edit 9 Remove
Property Condition Value
1 Object Filter Rule »

Create a new rule.
Choose a property, the condition and set the value, which is not case sensitive for the rule,

Property @ Condition @ Value @

Primary SMTP address - | |contains - @netsec.del
(Appl}' ﬁ Cancel
It is recommended to read the manual for detailed information f Apply 'g Cancel

During an import every object will be analyzed, if one or more properties matches these
conditions.

If at least one condition is fulfilled, the object will neither be imported into the Active
Directory nor be analyzed any further.

Note: Objects, which already exist inside the import OU of the environment or which
are stamped for the source domain in Microsoft 365, will be deleted.

Please keep in mind, that objects, which already exist inside the import environment,
will be not be added to imported groups as members, if they are filtered by this
feature. Normally GALsync would add them as members to the group, even if they
are not located inside the chosen import OU.



Synchronize Group (Exchange on-premises)

]

Import Settings

] Synchronize imported contacts as members to existing group {'ﬁ

Diefine the allocation of imported contacts a5 members to existing groups Group Rule Edito

Mo group ruleis defined.

Mote: Group members are created and synchronized as mail contacts
and added as members of an existing group,
but groups are not crested in the target environment.

*

General E-Mail Addresses E-Mail Addresses 2 Address Lists Object Filter | Synchronize Group | Syr 4 P

DSyn{:hanize group as group [NOT RECOMMENDED] @ -
Groups will be created and synchronized as group
®| Create groups without members as contact
It iz recommended to read the manual for detailed information ( Apply ﬁ Cancel
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Synchronize Group (Exchange Online)

] Import Settings *

General E-Mail Addresses E-Mail Addresses 2 ObjectFilter | Synchronize Group| Synchronize Use 1 P

] Synchronize imported contacts as members to existing group @
Diefine the allocation of imported contacts as members to existing groups Sroup Rule Edito

Mo group ruleis defined.

Mote: Group members are created and synchronized as mail contacts
and added as members of an existing group,
but groups are not created in the target environment.

U Synchronize group as group [NOT RECOMMENDED] @
Groups will be created and synchronized as group
It is recommended to read the manual for detailed information { Apply ﬁ Cancel




Synchronize imported contacts as members to existing group
GALsync synchronizes imported contacts as members to existing groups. Define the
allocation of imported contacts as members to existing groups in the Group Rule Editor.

Please note, the GALsync Service Account needs the corresponding permissions to
manage the members of existing groups, e.g. permissions for the Active Directory
OUs, where the groups are located, and all descendant objects.

Group Rule Editor
A list of rules defines which imported contacts should be added as members of existing
groups.

GALsync - Group Rule Editor - [ X
Here you can manage the rules according towhich the imported contacts are synchronized as members in existing groups.
ﬁ Maove up \l_/l Mowve Down *ﬂdd rule 'ﬁ Madify rule xDelete rule
Source objects with property value Existing group with smtp address
o Apply & Cancel

Here you can manage the rules according to which imported contacts are synchronized
as members in existing groups.

You can create two types of rules:

1. If the source environment exports a group and their members, you can define a rule
that imports the members of this group as mail-contacts and adds these imported
mail-contacts as member to an existing group.

2. If the exported objects in the data file contain a specific value, you can define a rule
that adds the corresponding imported mail-contacts as member to an existing
group.

The Add a value option for the selected objects of the corresponding export policy
of the source side can be helpful, if the source objects have no suitable value.
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GALsync - 0 X

Please choose the rule

Add group members from a source group to 2n existing group, |

The ruleis that the smtp address of the source group is

and the existing group has the smtp address

Add source objects, that have a specific property value, a5 members to an existing group.

The ruleis that = | property value contains

and the existing group has the smtp address

f Apply '@ Cancel

Add group members from a source group to an existing group
Imported contacts, which are members of an exported group, will be synchronized as
members to an existing group.

Note: This option does not work with nested groups and their members. You need to
create a separate rule for each group whose members are to be synchronized.

By default, the exported group will not be created or synchronized in the target
environment.

The exported group can optionally be synchronized as mail-contact in the target
environment.

Add source objects, that have a specific property value, as members to an
existing group

Imported contacts, which have a specific property value in the source object, will
synchronize as members to an existing group.

Note: The “"Add a value” option for the selected objects of the corresponding
export policy of the source side can be helpful, if the source objects have no
suitable value.



Synchronize group as group [not recommended]

Important: The "Synchronize group” option is incompatible to GALsync versions
lower than GALsync version 7.2.0, otherwise you will get an error if GALsync tries to
import an Office 365 group as group.

Export groups and members

If a mail-enabled group is selected for export (local, global, universal of the types
security or distribution) or a dynamic distribution group, you will be prompted to
choose from the below options:

Only Group: Only the group by itself is exported. If the group is not mail-enabled the
option is deactivated. Members of the group will not be exported.

Only membership: Only the mail-activated members of the group are exported. The
group by itself will not be exported.

Group + Membership: Both, group and group members will be exported.

Include nested groups: If a group has other groups as members also the nested
groups (and their members) are exported. This feature is not available for the option
Only Group.

| GALsync *
&4 Help Desk

Group Ophion | Exportable RecipientTypeletails  Add value for export
Only group @
Only Membership @

® Group + Membership @

i+ Include nested groups, | @

Setting for all groups 1 «Dk xl:anoel
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Import Groups and Members (Exchange on-premises)

By default, a group will be created in the target as mail-enabled contact referring to the
original SMTP-address of the source group. If someone writes to the group, the
membership will be resolved in the source Exchange organization.

If the option Synchronize group as group is selected GALsync creates the group as
mail-enabled group with the same type and scope as in the source. But you can also
choose the type and the scope, the group should have in the target. If the option
Synchronize group as group is not selected GALsync will create groups and members
as contacts.

If the sub-option Create groups without members as contact is selected (default), all
groups without members will be created as contacts.

If the option Create groups without members as groups is selected, all groups
without members will be created as groups.

If you select Only group in the export policy configuration for mail-enabled groups or
distribution lists for synchronization, only the objects themselves will be exported. Users
will be able to see these objects in the GAL and can send email to these addresses but
they are not able to look up their memberships.

Groups and Members (Exchange Online)

If a group is imported to Exchange Online, it will be created as a contact by default. If
someone writes to this object, the members will be resolved in the source Exchange
organization.

If the option Synchronize group as group is selected, GALsync creates the group as a
mail-enabled distribution group. If someone writes to the group, its members will be
resolved in Exchange Online.

Normally GALsync synchronizes groups as contacts, but with this option it will create
MailDistributionGroups and assign the synchronized contacts to these groups. If you
choose to import groups as groups, the targetAddress of the created group will change
according to Exchange Online restrictions.

The resulting email-address will be:

<groupname>.<subdomain>.<topleveldomain>@<Exchange Online Domain>.onmicrosoft.com

For example: Importing the group users@netsec.de to Exchange Online
(@netseconline.onmicrosoft.com) will become

users.netsec.de@netseconline.onmicrosoft.com

Please keep in mind this is the only way to permit successfully synchronized group
members to receive email sent to this particular group.



Synchronize User

Synchronize User (Exchange on-premises)

] Import Settings x

gl Addresses E-Mail Addresses 2 Address Lists Object Filter Synchronize Group | Synchronize User

i+ | Synchronize mail-enabled user | mail user

Existing mail-enabled users  mail users are updated by default. but not crested or marked for deletion.
provided the existing mail-enabled users ' mail users match the synchronization conditions.

The option to mark synchronized mail-ensbled users [ mail users to delete can be configured. but mail-
enabled users | mail users will not be deleted.

Create mail-enabled users / mail users can also be configured optionally.

Mark synchronized mail-enabled users / mail users to delete

Create mail-enabled user / mail user i

Synchronize user with Recipient TypeDetails as mail-enabled user

It is recommended to read the manual for detailed information ( Apply '@' Cancel

Existing mail-enabled users / mail users are updated by default, but not created or
marked for deletion.

The existing mail-enabled users / mail users must be located in the import OU of the
policy, if they are to be synchronized.

The option Mark synchronized mail-enabled users / mail users to delete can be
enabled and configured.

One of the extensionAttribute 1-15 can be selected, where GALsync will be write the
value starts with MailUser can be deleted ...

Please note, that mail-enabled users / mail users will not be deleted by GALsync.

Create mail-enabled users / mail users can also be configured optionally.
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Synchronize User (Exchange Online)

] Import Settings X

zeneral E-Mail Addresses E-Mail Addresses 2 ObjectFilter Synchronize Group | Synchronize User

i+ | Synchronize mail-enabled user { mail user §

Excisting mail-enabled users [ mail users are updated by default. but not crested or marked for deletion.
provided the existing mail-enabled users  mail users match the synchronization conditions.

The option to mark synchronized mail-ensbled users [ mail users to delete can be configured. but mail-
enabled users / mail users will not be deleted.

Create mail-enabled users / mail users can also be configured optionally.

Synchronize existing mail-enabled user / mail user

Synchronize existing mail-enabled user / mail user Mail User Rule Editar @

A mail user ruleis defined.

Mark synchronized mail-enabled users / mail users to delete

Create mail-enabled user | mail user ES ]

[t is recommended to read the manual for detailed information « Apply 'a Cancel

Existing mail users are updated by default, but not created or marked for deletion.

For GALsync to synchronize existing mail users in the target Microsoft 365 tenant they
must be marked accordingly.

Note: GALsync cannot update Phone and Mobile Phone for Mail User in Exchange
Online. Microsoft has changed the Exchange Online PowerShell command Set-User
and excluded updating Phone and Mobile Phone for security reasons.

The option Mark synchronized mail-enabled users / mail users to delete can be
enabled and configured.

One of the CustomAttribute 1-15 can be selected, where GALsync will be write the value
starts with MailUser can be deleted ...

Please note, that mail-enabled users / mail users will not be deleted by GALsync.
Create mail users can also be configured optionally.

Note: It will take more time, if the Exchange Online PowerShell command Set-User
fails after the New-MailUser command. If this is the case, do the synchronization
again to update the new existing mail users in Exchange Online.



How to tell GALsync which existing Mail Users should be synchronized in the
target Microsoft 365 tenant.

SyncWithGALsync (internal mark)

If you want to synchronize an existing Mail User by GALsync, you may insert the value
SyncWithGALsync in any of the custom attributes (Exchange Online:
customAttributel - customAttributel5).

Define further rules for additional Mail Users to be synchronized.
The option exists to define further rules for GALsync to identify which Mail Users should
be synchronized.

| Import Settings x
General E-Mail Addresses E-Mail Addresses 2 ObjectFilter Synchronize Group | Synchronize User | 4 ¥
”

i+ | Synchronize mail-enabled user | mail user |

Existing mail-enabled users / mail users are updated by default, but not created or marked for delefion,
provided the existing mail-enabled users  mail users match the synchronization conditions.

The option to mark synchronized mail-enabled users / mail users to delete can be configured. but mail-
enabled users / mail users will not be deleted.

Create mail-enabled users / mail users can also be configured optionally.

Synchronize existing mail-enabled user / mail user

Synchronize existing mail-enabled user / mail user Mail User Rule Editor I.LL.I

A mail user ruleis defined.

After you have enabled the Synchronize mail-enabled user/ mail user option, you
can open the Mail User Rule Editor to configure rules.

Mail User Rule Editor o

Here you can manage the rules according to which the existing mail users should be synchronized.

P Add &7 Edit I Remove

Property Condition Value

[tis recommended to read the manual for detailed information ¢ Apply 'a Cancel

GALsync 8.5 Manual




GALsync 8.5 Manual

This option includes all existing Mail Users, which meet one of the conditions. This feature
allows you to include existing Mail Users for synchronization.

Here you may add conditions containing a name of the property of which value is
compared to the given value using your chosen comparison operator. During an import
every existing Mail User will be analyzed, if one or more properties match these
conditions. If at least one condition is fulfilled, the existing Mail User will be synchronized.

Note: GALsync cannot update Phone and Mobile Phone for Mail User in Exchange
Online. Microsoft has changed the Exchange Online PowerShell command Set-User
and excluded updating Phone and Mobile Phone for security reasons.

Mark synchronized mail-enabled users / mail users to delete
| Mark synchronized mail-enabled users / mail users to delete

Mark synchronized mail-enabled users / mail users to delete

Property for deletion mark. extensionAttribute12 | CustomAttributel2 - {1

Created and synchronized mail-enabled users will not be deleted in the target
environment, if the corresponding object is not in the data file.

Mail-enabled users / mail users can be optionally marked for deletion in one of the
extensionAttribute 1-15 / CustomAttribute 1-15 as illustrated above.

The mark starts with MailUser can be deleted ...

CustomAttribu
C ~1bu

: MailUser

Please note, that mail-enabled users / mail users will not be deleted by GALsync.

It is recommended to use the same CustomAttribute / extensionAttribute for Mark
synchronized mail-enabled users / mail users to delete as configured for the option
Mark synchronized guest users to delete, if the option is enabled on the General
tab.



Create mail-enabled user / mail user

] Import Settings X
zeneral E-Mail Addresses E-Mail Addresses 2 ObjectFilter Synchronize Group | Synchronize User
FIGEE I 101 GEIEL0G gl A 3 A R PR T L L § L L T - -

pei Ly = A
| Create mail-enabled user / mail user e )

Create mail-enabled user / mail user

Synchronize user with Recipient Type Details as mail-enabled user

IJzer Mailbow
Mail User
Add/Remove RecipientTypeletails .. L §)
Accepted domain of the target environment contoso.com @
Initizl password @

®) Set random initial password

Set this imitial password for all users oz

[t is recommended to read the manual for detailed information f Apply '@' Cancel

Mail-enabled users and mailbox-enabled users from the source will be created and
synchronized as mail-enabled users / mail users in the target Exchange environment.

Restrictions for Synchronize User option

Please note, creating and synchronizing mail-enabled users / mail users in the target
environment have more limitations as if you create and synchronize them as mail-
enabled contacts in the target environment.

GALsync does not synchronize or change any password for imported mail-enabled users.

A mail user always needs a smtp address with an accepted domain in the
proxyAddresses / EmailAddresses of the target Exchange environment.

GALsync will not remove any smtp address(es) with the accepted domain in the
proxyAddresses / EmailAddresses of a synchronized mail user.

GALsync will not delete a synchronized mail user in the target environment, because the
mail user is a security object.
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Well known issues while creating mail users in Exchange Online

GALsync uses the New-MailUser, Set-MailUser and set-User cmdlets while creating a new
mail user. All these commands are necessary to write all the properties to the newly
created mail user.

It will take more time, if the Exchange Online PowerShell command set-user fails after
the New-MailUser command.

On occasion the set-User command fails during creating the mail user, so that some
properties are not synchronized. If this is the case, do the synchronization again to
update the new existing mail users in Exchange Online.

User with RecipientTypeDetails
Only users which contain a corresponding RecipientTypeDetails value in the data file
object, will be synchronized as mail-enabled users / mail users.

Add/Remove RecipientTypeDetails ...

Modify the selection (based on RecipientTypeDetails) which mail-enabled users and
mailbox-enabled users in the data file should be created as mail-enabled users in the
target environment.

Accepted domain of the target environment

An accepted domain of the target environment is needed to create the login name for the
imported mail-enabled user in the target environment. GALsync will not remove any
smtp address(es) with the accepted domain in the proxyAddresses / EmailAddresses
of a synchronized mail user.

Initial password
The initial password is needed for the login of the mail-enabled user to the target
environment.

Set random initial password
GALsync generates a random password for each created mail-enabled user.

Set this initial password for all users
GALsync sets the same defined password for all created mail-enabled users.

Please be aware of the target environment’s password policy and use only passwords
that meet its requirements.

Note: The GALsync Service Account needs the "All extended rights” permission for
the import OU and all descendant objects to set the password for a mail-user, which
will be created in an on-premises environment.



How to
How to build the displayName attribute during the import
Sometimes Exchange environments have different syntax for the display name.

The syntax can be firstname lastname or lastname, firstname
and now you want to adapt the syntax to your environment.

It should be noted that not every object has a first name and a last name e.g., room
mailboxes. For such objects the existing display name should be used.

The example changes the displayName to the syntax lastname, firstname

Three rules are needed.

Step 1: Build Property rule for displayName attribute

Select the property to modify displayName and select the option
Build property.

Exchange on-premises: The value for the Build property rule:

)

%$sn%, %$givenName$|%$displayName$

Please note that we use the pipe character | as separator in these rules, so that it must
not exist in the values of the attributes givenName, sn and displayName.

The rule should only be valid for source objects, which are User or Contact, because
Group, DynamicDistributionList and Public Folder have no firstname and no
lastname.
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ﬁ‘ Move up @r Mowve Down ‘{l] Madify rule xDelete rule

[:] GALsync - Property Rule Editor

- 0O X
Property to modify @
dizplayMName E"
) Add value
_'Find and replace
® ) Build property

Build property

_!lgnore this property

® 660606

s, YgivenMName % idisplayMName % |

| F Add property |

—| Ruleis only valid for source object |——

User Contact [ Group

{...| DynamicDistributionlist | [ | PublicFolder

e ndd |

‘ o Beply ‘ ‘ ﬁCa"DB||

After that, add the rule to the list.




Exchange Online: The value for the Build property rule:

$LastName%, $FirstName%|%$DisplayName$

Please note that we use the pipe character | as a separator in these rules, so that it must
not exist in the values of the attributes FirstName, LastName and DisplayName.

The rule is only valid for User or Contact source objects, and should not be applied to
Group, DynamicDistributionList and Public Folder, because they do not have a
Firstname or Lasthname.

L-.l GALsync - Property Rule Editor - M X

ﬁl\"lnve up @ane Down "g]l'\-"lodify rule xDelete rule

Property to modify d:;.
DisplayMame  displayMame -
Add value G;.
Find and replace @
® ) Build property d:;.
Ignore this property @
Build property G;.

“iLastMName ., “FirstMame %I% DisplayMame .

@ Add property

Ruleis only valid for source abject

7| User | Contact Group
DynamicDistributionlist PublicFolder
o Add
# Apply -9 Cancel

After that, add the rule to the list.
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Step 2: Remove the first part, if firstname and lastname attribute are empty.

Select the property to modify displayName and select the option
Find and replace.

Exchange on-premises: Remove the first part with Regular Expression, if the
givenName attribute and the sn attribute are empty.

The value for the Find rule:

AN

The rule is also only valid for User or Contact source objects.

|:| GALsync - Property Rule Editor - M
ﬁ Move up \Hy Mowve Down g Modify rule xDelete rule
Property to modify QJ
displayMName -
Build %an’, givenMame®| LdisplayNamei 0 user contact displayhame hd
Add value @
@) Find and replace @
Build property k_l_)
Ignore this property QJ
Find
N
Replace
Ruleiz only valid for source object
7| User 7| Contact Group
i... BynamicDistibutionbist ; PublicFolder
o Add
< m | > o Apoly &9 Cancel

After that, add the rule to the list.



Exchange Online: Remove the first part with Regular Expression, if the FirstName
attribute and the LastName attribute are empty.

The value for the Find rule:

AN

The rule is also only valid for User or Contact source objects.

M| GALsync - Property Rule Editor - 0 x
ﬁ Move up \l_ly Maowve Down 15:] Madify rule xDelete rule
Property to modify '\i,'
DisplayMame, displayMName - -
Build % LastName¥, % FirstName¥| % DisplayMameit 0 user.contact Displayhame . displayhiame hd
Add value '\j",'
@) Find and replace '\L'
Build property '\j.','
|gnore this property '\L'
Find
M
Replace
Ruleis only valid for source object
4| zer #| Contact Group
DynamicDistributionlist PublicFolder
o Add
< ] > o Aeply & Cancel

After that, add the rule to the list.
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Step 3: Remove the second part, if firsthname and lastname attribute are not
empty

Select the property to modify displayName and select the option
Find and replace.

Exchange on-premises: Remove the second part with Regular Expression, if the
givenName attribute and the sn attribute are not empty.

The value for the Find rule:

\.*$

The rule is also only valid for User or Contact source objects.

1 GALsync - Property Rule Editor - M
ﬁ Maove up \Hy Mowve Down "g_'] Madify rule xDeIete rule
Property to modify k_l_)
displayMame
. . ) displayl -
Build %an¥%, %givenMName|displayNamei 0 user.contact IsplEyiiame
Replace ™ 1 user contact Add value ®
®)Find and replace QJ
Build property q;
lgnare this property k_l_)
Find
N
Replace
Ruleis only valid for source object
4| zer | Contact Group
DynamicDistributionlist § PublicFolder
o Add
<| m | > o Apply @ Cancel

After that, add the rule to the list.



Exchange Online: Remove the second part with Regular Expression, if the FirstName
attribute and the LastName attribute are not empty.

The value for the “Find” rule:

\.*$

The rule should also only be valid for source objects, which are User or Contact.

Lh.l GALsync - Property Rule Editor - [ x
ﬁ Move up \l_ly Mowve Down '*E:] Modify rule xDelete rule
Property to modify '\i}'
DisplayMame, displayMame - -
Build “LastName™, % FirstName| % DisplayMameil 0 user contact Displayhame. displayName hd
~ .II ‘] =,
Replace 7.l user,contact Add value ®
@) Find and replace @
Build property '\L'
Ignore this property '\j.','
Find
RS
Replace
Ruleiz only valid for source object
7| User 7| Contact Group
DynamicDistributionlist ; PublicFolder
o Add
< m > « Apply 'g Cancel

After that, add the rule to the list.
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There should now be three rules listed:
Exchange on-premises:

D GALsync - Property Rule Editor

ﬁ Move up @ Mowve Down E Madify rule x Delete rule

| | Il
displayMName
Build %an%, %givenName¥|%displayName’ 0 user.contact
Replace ™\ 1 user contact
Replace '|°S 2 user contact
<| m

Property to modify

@

displayName

-]

) Add value
_'Find and replace
_'Build property

_lgnore this property

666

—| Ruleis only valid for source object |

User Contact Group

DynamicDistributionList FublicFolder

| of Lpply ‘ ‘ €3 Cancel |

Exchange Online:

D GALsync - Property Rule Editor

ﬁ Move up @ Mowve Down m Modify rule x Delete rule

| | | |
DisplayMame, displayMame
Build “LasthName®, %Firsthameis | DisplayNamei 0 user,contact
Replace ™ 1 user,contact
Replace "% 2 user,contact
< m >

Property to modify

@

DisplayName , displayName

]

_Add value
__'Find and replace
_ Build property

_!lgnore this property

@666

——| Ruleis only valid for source object |——

User Contact Group

DynamicDistributionList PublicFolder

| o Apply ‘ ‘ €3 Cancel ‘




How to Book a Room Mailbox with GALsynced Contacts

Room Mailboxes are fundamentally the same as regular User Mailboxes (a user account
in Active Directory and an associated mailbox in Exchange Server). A Room Mailbox is a
special type of mailbox:

e The user account password is generated automatically, and the account is
disabled by default (preventing interactive logons).

¢ The Room Mailbox object has special attributes that are used for automated
processing of bookings etc.

GALsync allows a room mailbox to be synchronized from the source forest to the target
forest the same way a mailbox-enabled user is synchronized. At the target, the room
mailbox is created as a mail-enabled contact. A user in the target environment performs
a meeting request by picking the GALsynced contact (representing the source room
mailbox) from the GAL and adding it as a resource to the request.

On-premises Implementations

I—. [
AlUser « .‘ galsynced e AlUser
\
[ AlRoom
[ V]
AlRoom
] ]
GALsync Server GALsync Server
— — [ )
i _'|‘
A |
LN L BlUser
Exchange AD Exchange
Forest A Forest B

Booking
Can people in the target forest book a meeting?

1. Yes, by inviting the contact which represents the room mailbox from the source
forest.

2. People in target forest can pick the contact (which represents the source room
mailbox) and place it as "resource" into an invitation.

3. The room mailbox in the source forest replies to the conference/meeting originator
(in the target forest) with a message (e.g., if the room is available at the required
period).

Note: By default, the room mailbox does not reply. So, it will be necessary to
configure Exchange and the mailbox as described below.
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Booking a Reply
Presumably the booking of the room mailbox works in the originating forest by verifying
that automatic or manual replies work, and attendees and the organizer are visible.

By default, Exchange will not reply to external meeting requests So, if a user in the
target forest performs a meeting request to the galsynced contact, the parameter Allow
Automatic Replies needs to be configured in the source forest for the remote domain
Default, or a specified domain.

Exchange 2013 or Later:

From Exchange Management Shell, run:

Get-RemoteDomain Default | f1

Set-RemoteDomain Default -AutoReplyEnabled S$true

The parameter AutomateProcessingAutoAccept must be configured for the room
mailbox in the source forest.

Set-CalendarProcessing "Room 1" -AutomateProcessing AutoAccept

The parameter ProcessExternalMeetingMessages must be configured for the room
mailbox in the source forest

Exchange 2013 or Later:

Set-CalendarProcessing -Identity "Room 1" -ProcessExternalMeetingMessages Strue

Free/Busy / Attendees
Can people in the target forest see Free/Busy or attendee information?

e Assuming GALsync 8 has been installed, the Free/Busy information can only be
seen by contacting the room mailbox in the source forest.
No Free/Busy information is physically stored in the target within the galsynced
contact object.

Microsoft Exchange Federation can be configured additionally between both
environments to see the Free/Busy information. Exchange Federation is a service
provided by Microsoft.



Office365 Exchange Online implementations

galsynced

s

GALsync Server

AlUser

galsynced

& AlRoom
AlRoom
:@ BlUser
] Office 365 ] Office 365

Booking

In the admin center for Exchange Online > Organization > Organization Sharing, it
is only necessary to add the Microsoft 365 organization to the list. No further
configuration is required since a federation trust has already been implemented.

Note: The room mailbox must not be licensed.

I:lOfﬁce365 Outlook Calendar People ... Admin ~

Exchange admin center

dashboard sharing apps
recipients
ermissions
PEIMISsSIons Organization Sharing
compliance management Enable free/busy and other calendar information sharing between federated Exchange organizations. Learn more
organization + /7o e
an HAME & | DOMAINS
protection
I} nel@ming. onmicrosoft.com net limmmail.onmicrosoft.com; nelmmg @i .onmicrosoft.com
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Booking a Reply
By default, the room mailbox in Microsoft 365 does not reply to an external sender. So,
you may configure Exchange-Online and the mailbox as described below.

## Logon to Office365 with Exchange PowerShell
## Use the Exchange Online PowerShell V2 module
## https://docs.microsoft.com/en-us/powershell/exchange/exchange-online/exchange-

online-powershell-v2/exchange-online-powershell-v2?view=exchange-ps
Connect-ExchangeOnline;

## Configure the room mailbox

Set-CalendarProcessing -Identity ,Room 1% -ProcessExternalMeetingMessages Strue;
## or do it for all room mailboxes

get-mailbox | Where {$ .RecipientTypeDetails -eq “RoomMailbox”} | set-

CalendarProcessing -ProcessExternalMeetingMessages Strue;

Free/Busy / Attendees
Can people in the target forest see Free/Busy or attendee information?

1. Assuming GALsync 8 has been installed, the Free/Busy information can only be seen
by contacting the room mailbox in the source forest.
No Free/Busy information is physically stored in the target within the galsynced
contact object.

2. Microsoft Exchange Federation can be configured additionally between both
environments to see the Free/Busy information. Exchange Federation is a service
provided by Microsoft.



How to export guest users

GALsync will not export guest users by default.

A guest user has the recipientType MailUser and the recipientTypeDetails Guest Mail
User in Microsoft 365.

GALsync will export guest users if the Guest Mail User recipientTypeDetails is added to
the Exportable RecipientTypeDetails list, while selecting objects to be exported.

For example:

Click the Add/Remove RecipientTypeDetails ... button.

] Select RecipientTypeDetails *

&4 Maillser

Exportable RecipientTypeDetails | 244 value for export

Exportable Recipient Type Details of Maillser
ser Mailbox

Linked Mailbox

Shared Mailbox

Legacy Mailbox

Foom Mailbox

Equipment Mail box

Mail Contact

Mail User

Public Folder
Cross-Forest Mail Contact

Add/Remove RecipientTypeletails .. '».L-'

o Ok 98 Cancel
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Select the Guest Mail User in the Available Recipient Type Details list on the left
side.

Add/Remove RecipientTypeDetails 5
Awvailable Recipient Type Details ~ Exportable Recipiert Type Details
M ail-E nabled Univerzal Security Graup ser Mailbox
Dynamic Digtribution Group Linked Mailbox
Dizabled Uzer Shared Mailbox
Linked User Legacy Mailbox
Room List Room Mailbox
Remate User Mailbox Add - Equipment Mailbaox
Femote Room kailbo: Mail Contact
Rermate Equipment kailbos Mail User
Remote Shared M ailbox <- Remove Public Folder

Public: Folder b ailbox

Tearn Mailbox

Remote Team Mailbox
Monitonng M albox

Group Mailbox [Office 365 Group)
Linked Room kailbos:

Rermote Group M ailbox
Scheduling M ailbos

Cross-Forest Mail Contact

Guest Mail User e
< m »
Restore Default J Ok x Cancel

Click the Add -> button to add the Guest Mail User to the Exportable
RecipientTypeDetails list on the right side and click Ok.

Add/Remove RecipientTypeDetails 5
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Awvailable Recipient Type Details

Mail-Enabled Universal Distribution Group

Mail-Enabled Mon-Universal Distribution Group

Mail-Enabled Universal Security Group

Dynamic Distribution Group

Disabled User

Linked User Add -
Room List

Remaote User Mailbox

Remote Room Mailbox

Remote Equipment Mailbox
Remote Shared Mailbox

Public Folder Mailbox

Team Mailbox

Remote Team Mailbox

Monitoring Mailbox

Group Mailbox (Office 265 Group)
Linked Room Mailbox

Remote Group Mailbo
Scheduling Mailbox

<- Remove

Restore Default

Exportable Recipient Type Details
Uzer Mailbox

Linked Mailbos

Shared Mailbox

Legacy Mailbaox

Foom kailbox

E quipment k ailbos

b ail Contact

b il L zer

Public: Folder
Crogz-Forest Mail Contact

Guest Mail User

o Ok 9 Cancel




How to tell GALsync to match non-GALsynced objects in Exchange
Online (Microsoft 365) for synchronization.

The possibility exists contacts might already be present in the target environment which
were not created by GALsync. By default, GALsync does not have the ability to match the
previously created objects to the contents of the data file. Following the described
procedure, you will be able to teach GALsync to match the exported source objects
against the existing target contacts.

Basically, GALsync only checks for contacts in Exchange Online (Microsoft 365) if the
contacts are marked by a former GALsync import. In the general settings for Property
for source domain (see screenshot below) select a customAttribute
(extensionAttribute) which is used as a "watermark". CustomAttribute9
(extensionAttribute9) is configured by default.

@Emriru:unmen’s

@:,i Settings Lﬂ Exchange @ Environments & Policies Eﬂ Status g Help

(General settings

Log file directory
C:\ProgramData*METsec GmbH & Co. KGWGALsync oa files m

=

Property settings for import to an on-premises Active Directory or an Office 365 tenant

Property for source domain. | estensionAttibuted | Custom Attributed - @
Property for marks. extensionAtribute 10, Custom Attribute 10 - @
b=t

Only mark to delete @D

Mark as changed @

Mark as created '\.!.J

GALsync matches a source object against an existing target object if two conditions are
true

1. The configuration of the Property for source domain uses the same
extensionAttribute while exporting and importing

2. The target contact(s) are stamped with a special value in the configured
extensionAttribute

As a result, GALsync will consider the target contact for synchronization even if the
object was not originally created by GALsync.

You have to prepare your environment before you run export and import:

Connect to your Exchange Online (Microsoft 365) environment via Exchange Online
PowerShell with an account, which is an Exchange Administrator of Exchange
Online.
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For how to do this check the following article Connect to Exchange Online PowerShell

https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-
powershell

Example to connect to Exchange Online PowerShell:

Connect-ExchangeOnline;

After you are connected copy the text below and paste it into the PowerShell window with
the established session. After pasting press return twice. This will only define a filter
which will be used later.

filter setGALsyncFlag ($customAttributeNumber, $dnDomainPart)

{
if ((SdnDomainPart -ne Snull) -and ($_.PrimarySmtpAddress -ne Snull))

{
[string] $flag = $dnDomainPart + " |SMTP:";
$flag += $ .PrimarySmtpAddress + "|" + "GALsync";

[string] $id = $ .Identity;

[string] $cmd = "Set-MailContact -Identity " + $id;

Scmd += " -CustomAttribute" + S$ScustomAttributeNumber + " " + $flag;

Write-Host $cmd;

switch ($ScustomAttributeNumber)

{

1 { Set-MailContact -Identity $id -CustomAttributel $flag };
2 { Set-MailContact -Identity $id -CustomAttribute2 $flag };
3 { Set-MailContact -Identity $id -CustomAttributeld $flag };
4 { Set-MailContact -Identity $id -CustomAttributed $flag };
5 { Set-MailContact -Identity $id -CustomAttribute5 $flag };
6 { Set-MailContact -Identity $id -CustomAttributeé6 $flag };
7 { Set-MailContact -Identity $id -CustomAttribute7 $flag };
8 { Set-MailContact -Identity $id -CustomAttribute8 $flag };
9 { Set-MailContact -Identity $id -CustomAttribute9 $flag };

10 { Set-MailContact -Identity $id -CustomAttributel0 $flag };
11 { Set-MailContact -Identity $id -CustomAttributell $flag };
12 { Set-MailContact -Identity $id -CustomAttributel2 $flag };
13 { Set-MailContact -Identity $id -CustomAttributel3 $flag };
14 { Set-MailContact -Identity $id -CustomAttributeld $flag };
15 { Set-MailContact -Identity $id -CustomAttributel5 $flag };


https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell
https://docs.microsoft.com/en-us/powershell/exchange/connect-to-exchange-online-powershell

To mark the objects, you now use the just defined setGALsyncFlag filter.
In the first example we mark a contact assuming that

3. The configuration of Property for source domain is extensionAttribute9
4. The target contact has the primary SMTP address support@netsec.de

5. The object (from on-premise) should be originated from the source Active Directory
domain netsec.local

Get-MailContact "support@netsec.de" | setGALsyncFlag 9 "dc=netsec,dc=local"

Note: The distinguishedName of the object (from Exchange Online / Office365) is
modified by GALsync export, because Microsoft has a unique part in the dn for all
tenants.

GALsync cuts this part as shown in the example below:

Example for the original distinguishedName:

CN=support, OU=netsectest.onmicrosoft.com,OU=Microsoft Exchange Hosted

Organizations, DC=EURPRO3A001, DC=prod, DC=outlook, DC=com

Example how GALsync transforms the distinguishedName:

CN=support, DC=netsectest, DC=onmicrosoft, DC=com

Use the domain part of the transformed dn to stamp the contact in the target Exchange
Online / Office365

Get-MailContact "support@netsectest.onmicrosoft.com" | setGALsyncFlag 9

"dc=netsectest,dc=onmicrosoft,dc=com";

In the second example we mark a contact assuming that

1. The configuration of Property for source domain is extensionAttribute9
2. The target contact’s display name is Adam Smith

3. The object should be originated from the source Active Directory domain
netsec.local

Get-MailContact "Adam Smith" | setGALsyncFlag 9 "dc=netsec,dc=local"

If you use Microsoft 365 Exchange Online as source please see the transformation note in
the first example.
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In the third example we stamp all contacts which have the smtp domain netsec.de as
ExternalEmailAddress (target address)

Get-MailContact | where{$ .ExternalEmailAddress -like "*@netsec.de"} |

setGALsyncFlag 9 "dc=netsec,dc=local";

If you use Microsoft 365 Exchange Online as source please see the transformation note in
the first example.

After doing so you can validate the modification by checking the appropriate
extensionAttribute

Get-MailContact | f1;

As a result, you can now export objects from the source, import them into the target,
and GALsync will find matching objects and synchronize them.

You do not need to repeat this procedure for the objects being in the same export scope.



How to tell GALsync to modify GALsynced objects in Exchange
Online (Microsoft 365) again

Modify all objects at the next execution
As of GALsync version 7.2.5, we added the option Modify all objects at the next
execution. on the General tab of the import policy for Microsoft 365 Exchange Online.

This option allows to modify GALsynced objects in Exchange Online (Microsoft 365)
again.

After this option is enabled the next import policy run will modify all GALsynced objects
in the Microsoft 365 tenant.

This option is only valid for the next policy execution.
After the policy has been executed, the option is automatically deactivated.

Please keep in mind that enabling this option will extend the amount of time for the
policy to complete its cycle, similar to an initial synchronization.

£  Exchange Online Import

@Delete @Clane @Test bHun El—_l Status

£g General ﬁ Synchronisation mode & Credentials ! Data transfer mode
General

Policy Name (1)

Exchange Online Import

Description (1)

Medify all ohjects atthe nextexecution. (i)
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How to change the primary SMTP address of users in the source
environment, which are synced to partners with GALsync

If the primary SMTP address of a user, contact, or group is changed which is
synchronized to partners with GALsync, your partners will experience NDR issues,
because the primary SMTP address is the matching criteria of GALsync. GALsync cannot
find the synchronized contact in the partners’ environment if the primary SMTP address
of the user, contact, or group has been changed, so GALsync will delete the old contact
and create a new one. After that the Outlook clients of your partner cannot find the
contact anymore, because the legacyExchangeDN has changed, causing the NDR issue.

To prevent this behavior, save the old primary SMTP address in one of the custom
attributes (extensionAttributel - extensionAttributel5) of the applicable user,
contact, or group in source environment using the prefix galsync:

Example:

galsync:joe.dole@netsec.de

If the old primary SMTP address has been saved in one of the custom attributes
(extensionAttributel - extensionAttributel5) of the user, contact, or group, then
GALsync can find the old contact in the target environment, change the primary SMTP
address for it and has not to delete the old contact.



How to check existing application access policy for the application

Get existing application access policies for the registered application (App registrations),
that limit the access to Exchange Online mailboxes.

To do this, connect to Exchange Online via Exchange Online PowerShell as an
Exchange Administrator.

Connect-ExchangeOnline;

EN Administrator Windows PowerShell

PS C:\Windows\sy » Connect-ExchangeOnline

The Get-ApplicationAccessPolicy command takes the Application ID of the
registered application (App registrations) as a parameter.

] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Office 365 Azure AD that enables
access to Exchange Online.

Crganization ! Tenant 1
netsectest.onmicrosoft.com
Application Display Name a

GALsync Enterprise Application

Application 1D 4
Joldf 4 4-e0e5-43ch-aa77-2a a6 3cfchl

Certificate

Get existing application access policy for the application.
For example:

Get-ApplicationAccessPolicy | Where{$ .AppId -Match "<Application ID>" };

EN Administrator: Windows PowerShell — O X

> Get-ApplicationAccessPolicy | Where{$ .AppId

Please note, if contactSync policies are configured, the application needs access to all
the Exchange mailboxes, which should receive the contacts.
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How to restrict access to specific mailboxes for the application

The registered application (App registrations) for GALsync only needs access to the
Exchange Online mailbox, which GALsync uses to send and receive email.

Please note, if contactSync policies are configured, the application needs access to all
the Exchange mailboxes, which should receive the contacts.

The configuration of an application access policy restricts access to certain Exchange
Online mailboxes.

1. Configure a mail-enabled security group

2. Configure Application Access Policy

The following description is based on the Microsoft Documentation article:

Microsoft Learn: Limiting application permissions to specific Exchange Online
mailboxes

https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access

Configure a mail-enabled security group

A mail-enabled security group is needed in Exchange Online for the restriction. The
application has access to the mailboxes of such a mail-enabled security group, if an
application access policy is configured for the application.

A mail-enabled security group can be created in the Microsoft 365 admin center or the
Exchange admin center of Exchange Online.

Microsoft 365 admin center

Home > Active teams & groups

fat  Home .
Active teams and groups
,Q Users e
Microsoft Teams suppeorts collaboration through chat, calls, and online meetings. The teams you
' Teams & groups -~ add are collections of people, content, and tools. Groups are a collection of people, and are useful
I . if you only need a group email address. It can take up to an hour for new distribution groups and
Active teams & groups mail-enabled security groups to appear here. To see them immediately, go to Exchange admin
Deleted groups center
Shared mailboxes Learn about Microsoft Teams
&= Billing v
. D Microsoft 365 Distribution list ~ Mail-enabled security  Security
Show all

A, Addagroup & Export () Refresh


https://learn.microsoft.com/en-us/graph/auth-limit-mailbox-access

Add a group and select Mail-enabled security.

= Active teams and groups > Add a group

Choose a group type

@ Group type

O Basics .
Choose the group type that best meets your team’s needs. Learn more about
group types

O Owners

O Microsoft 365 (recommended)

O Members Creates a group email to collaborate. You can also add Microsoft Teams
for group conversations, files, and calendars.

Settings
O g
O Distribution

Creates an email address for a group of people.

O Finish

@ Mail-enabled security

A distribution list that can also be used to control access to OneDrive and
SharePoint.

O Security

Controls access to OneDrive and SharePoint and can be used for Mobilg 0
Device Management for Microsoft 385.

il -

Next Cancel

GALsync 8.5 Manual




GALsync 8.5 Manual

Insert a Name and a Description for the group.

A description helps to know, which mailboxes this mail-enabled security group should
contain.

= Active teams and groups > Add a group

Set up the basics

@ Group type

, To get started, fill out some basic info about the group you'd like to create.
@® Basics
O Owners
MName *
GALsync App Access Mailboxes Group
() Members
Description
(O Settings — — — — . .
Group to limit application permissions to specific Exchange Online mailboxes
(O Finish

Back Cancel



Assign owners for this group

= Active teams and groups > Add a group

© Groun ype Assign owners

© o Group owners have unique permissions to manage the group. They can add and
asics : .
remowve members, change group settings, rename the group, update its
description, and more.
@ Owners
() You have to have at least one owner. We recommend adding twe, so one can help
O Members out in the other's absence,
() Settings - Assign owners
(O Finish Add group owners

MNew owners will receive an email when you add them

Back Next Cancel

Click Assign owners to select the owner of the group.

Assign owners

Select up to 20 people to join this group as owners. You can add more later from
Active teams &L groups.

administratoq X

E Display name

= Administrator
administrator @ netsectest.anmicrosoft.com

Add (1) Cancel
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For example, the owner of this group is the Administrator. Click Next

= Active teams and groups > Add a group

® Group type Assign owners

© & Group owners have unigque permissions to manage the group. They can add and
asics : .
remove members, change group settings, rename the group, update its
description, and more.
@ oOwners
@ You have to have at least one owner. We recommend adding two, so one can help
O Members out in the other's absence.
(O settings -+ Assign owners
O Finish O Display name

0 Administrator
administrator@netsectest.onmicrosoft.com

Back Next Cancel



Click Add members and search for only the mailboxes, which the application should
have access to.

= Active teams and groups > Add a group

Add members

@ Group type

© Basics Group members have access to everything the group can access, and will receive
email messages sent to the group email address. By default, they can invite
guests to join your group, but they can't edit group settings.
& Owners
—+ Add members
@® Members
O Settings Add your first group member
Mew members will receive an email when you add them
O Finish

Back Next Cancel

Add the mailbox account(s) as member(s) of the group.

Add members

Select up to 20 people to join this group as members. You can add more later from
Active teams & groups.

| 2 galsync e

Display name

GALsync
galsynci@netsectest.onmicrosoft.com

Add (1) Cancel

Please note, if contactSync policies are configured, the application needs access to all
the Exchange mailboxes, which should receive the contacts.
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For example, the GALsync mailbox is the only member of this mail-enabled security
group. Click Next

= Active teams and groups > Add a group

Add members

@ Group type

© Basics Group members have access to everything the group can access, and will receive
email messages sent to the group email address. By default, they can invite
guests to join your group, but they can't edit group settings.
@ Owners
-t= Add members
@® Members
(O Settings O Display name
O GALsync
(O Finish galsync@netsectest.onmicrosoft.com

Back Next Cancel

Insert the Group email address

= Active teams and groups > Add a group

Edit settings

@ Group type

o Basics Mail-enabled security group
Has all the functionality of a distribution list and additionally can be used to
control access to OneDrive and SharePoint.
& Owners
© Members Group email address *
| GALsyncAppAccessMailboxesGroup‘ (@| netsectest.onmicrosoft.com e
@ Settings
Communication
D Allow people outside of my organization to send email to this Mail-enabled
() Finish security group
(1]
=

Back Next Cancel



Review and confirm the configuration is correct and click Create group.

= Active teams and groups > Add a group

© Grouw type Review and finish adding group

© Basics You're almaost there - make sure everything locks right before adding your
new group.
@ Owners
Group type
Mail-enabled security
Members ,
© Edit
& Settings Basics
Mame: GALsync App Access Mailboxes Group
Description: Group to limit application permissions to specific Exchange
@ Finish Online mailboxes
Edit
Owners

Adrministrator
Edit

Members
GALsync
Edit

Settings
Email: GALsyncAppAccessMailboxesGroup@netsectest.onmicrosoft.com Q
Communication: Disabled

Edit =

Please note, if contactSync policies are configured, the application needs access to all
the Exchange mailboxes, which should receive the contacts.
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If the mail-enabled security group is created successfully, it can be used for the
Application Access Policy.

= Active teams and groups > Add a group

© Group type @ GALsync App Access Mailboxes

Q Basics Group group creatEd

It can take up to an hour for GALsync App Access Mailboxes Group group to appear

a Ouiners in your Active teams & groups list. If you don't ses your new group yet, go to the
Exchange admin center

& Members
Next steps

@ Settings

Add another group

@ Finish

[=]
= Home > Active teams & groups ) Dark mode
Active teams and groups
Microsoft Teams supports collaboration through chat, calls, and online meetings. The teams you
add are collections of people, content, and tools. Groups are a collection of people, and are useful
if you only need a group email address. |t can take up to an hour for new distribution groups and
mail-enabled security groups to appear here. To see them immediately, go to Exchange admin
center
Learn about Microsoft Teams
Microsoft 365 Distribution list ~ Mail-enabled security  Security O Search all teams and groups
A, Addagroup 4 Export () Refresh 6items =
Name T Email Sync status
O GALsync App Access Mailboxes Group GALsyncAppAccessMailboxesGroup@netsectesta ©



Configure Application Access Policy
To configure an application access policy and limit the scope of application permissions.

The application access policy for the application can be created via Exchange Online
PowerShell module.

To do this, connect to Exchange Online via Exchange Online PowerShell as an
Exchange Administrator.

Connect-ExchangeOnline;

EN Administrator Windows PowerShell

PS C:\Windows'system32> Connect-ExchangeOnline

The New-ApplicationAccessPolicy command takes the Application ID of the
registered application (App registrations) and the mail-enabled security group created
as parameters.

For example:

] Exchange Online App Registration X

Corresponding settings for the Enterprise Application in the Office 365 Azure AD that enables
access to Exchange Online.

Crganization ! Tenant 1
netsectest.onmicrosoft.com
Application Display Name a

GALsync Enterprise Application

Application 1D 4
Jcldf 4 4-e0e5-43ch-aa77-Fadalblcichl
Certificate

For example, get the name of the mail-enabled security group:

EN Administrator: Windows PowerShell

\system32> get-group GALsync®

DisplayMame

ess Mailboxes Group282211156 GALsync App Access Mailboxes Group
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Create the application access policy.

For example:

New-ApplicationAccessPolicy -Appld '<Application ID>' -PolicyScopeGroupld '<group
name>' -AccessRight RestrictAccess -Description "Restrict this application to the

members of mail-enabled security group GALsync App Access Mailboxes Group.";

EN Administrator: Windows PowerShell - O *

PS C:\Windows E > Mew-ApplicationAccessPolicy

The application can only access the mailboxes that are member of the mail-enabled
security group by the created application access policy.

In this example only the mailbox of the service account is a member of the group.

Get existing application access policy for the application
The Get-ApplicationAccessPolicy command takes the Application ID of the
application (App registrations) as parameter.

For example:

Get-ApplicationAccessPolicy | Where{$ .AppId -Match "<Application ID>" };

EN Administrator: Windows PowerShell - O *

s\Window Get-ApplicationAccessPolicy | Where{

The application can only access the mailboxes that are a member of the mail-enabled
security group by the existing application access policy.

In this example only the mailbox of the service account is a member of the group.

Please note, if contactSync policies are configured, the application needs access to all
the Exchange mailboxes, which should receive the contacts.




How to re-configure certificate-based authentication in the
Environment Configuration

Someone has configured the certificate-based authentication via App Registration in the
Environment Configuration with a different account other than the local service account.

You also notice GALsync fails to complete successfully when it runs on a schedule. But it
completes successfully when you run it manually.

| NETsec GALsync - [ X

FILE ACTION  OPTIONS HELP

0 [ Galsyne ®  NETsecDemo EXO Export =] I & |
=8 @ NETsecDemo Hybrid Exchange

D& Export Policies @Environmens £ Create Policy
- (4 NETsecDemo EXO Export @8 Settings [ Exchange @) Environments (& Policies | [il]] Status | @@ Help
- i Import Palicies
o P g |NETsecDemo &  Hide: & Completed /1\Canceled €3Ermors ) Reload

D--@ contactSync

@ NETsecDeme Hybrid Exchange Policy Name Start Time Operation Emors Analyzed Added Modffied Upod... Deleted
Export Policies
@ NETsecDemo EX.. 4/17/2024 10:30:41.. Canceled 2 o o ] 0 0
! €3 NETsecDemo EX. 4/17/2024 10:45:46. Canceled 3 0 0 0 0 0
| ) NETsecDemo EX. 4/17/2024 10:48:50. Completed 0 13 12 0 0 0

The bottom of the GUI displays the logged-on user on the left and the user of the
GALsync Service on the right. When creating a certificate, it must always be created
under the context of the GALsync service account. It is apparent in this example; the
certificate was created under the context of the Administrator account.

% | NETSECDEMO\administrator | ® x64 & GALsyncServiceisRunning % NETsecDemolsvc_galsync

To resolve the issue, logon to the GALsync Server as the GALsync service account.
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Open the Environment Configuration, and from Exchange Online tab, select the GALsync
application then click Modify.

A new window opens which provides details that will be needed to create a new
certificate. The private key for self-signed certificate created by GALsync is saved in the
current logged on user’s certificate store. In this example, this makes it impossible for
GALsync to decrypt and authenticate as shown in the error message below.

GALsync - Environment Configuration: Application Credential

L-I Decrypting Error! Application 1d. This application credential is
encrypted by NETSECDEMO'\administrator
— Application Credential
General Exchange Scenario Exchange Server on-premises | Exchange Online QOrganization,/Tenant: netsecdemotenant.onmicrosoft.com
Application Display Mame: GALsync Enterprise App

- Primary Account: True
Exchange Online Email Address: sve_galsync@netsecdemo.com

Manage the settings for the Exchange Online tenant. Ei tad by: METSECDEMO administrat:
All accounts of the Micresoft 365 tenant have Exchange Administrator role permission for Ex Cziziteuse f NETSECD EMO'\\Isa\rcmgI:IIssy;ac or

Credentials In the event of a migration to a new server, the Application
Credential must be recreated. Please make a note of this

fhndd | @ | Godd | @) A Modity @ | FRemove | @ information!

Isemame _Connection Key not valid for use in specified state,
Primary Mailbox Account

Do you want to copy the message to Notepad?
OGALsync Enterprise App 2

Yes Ma

Organization Settings

Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud v
o Ok &3 Cancel =

Click Yes to copy the message to Notepad.

The details highlighted below will need to be used to create a new credential account for
the GALsync application on the Exchange Online tab of the Environment Configuration.

7 *Untitled - Notepad — O X

File Edit Format View Help

FALsync 8.4.1.0

Envirconment Configuration: Application Credential
Created at 2024-84-17 11:06:09

Decrypting Error! Application Id. This application credential is encrypted by NETSECDEMO\administrator
Application Credential

Organization/Tenant: netsecdemotenant.onmicrosoft.com

Application Display Mame: GALsync Enterprise App

Primary Account: True

Email Address: swvc_galsync@netsecdemo.com

Encrypted by: NETSECDEMO\administrator
Current user: NETSECDEMO\svc_galsync

In the event of a migration to a new server, the Application Credential must be recreated. Please make 2 note of this information!

Key not valid for use in specified state.

Ln1, Col1 100%  Windows (CRLF) UTF-8




Select the credential account of the GALsync application and click Remove.

| NETsecDemo Hybrid Exchange - Environment Configuration - [ x®
General Exchange Scenario Exchange Server on-premises | Exchange Online
~
Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

| Credentials |
TR IR TRl Wl £ |
Uzemame Max. Connection
Primary Mailbox Account
ﬁGALsync Enterprise App il 2
| Organization Settings |
| Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud w
‘ ka | ﬁCanceI | Q-:: y

Next click the Add button on the left to create a new credential account for the GALsync
application.
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The Exchange Online App Registration dialog window opens.

|:| Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Crganization / Tenant

@

Application Display Name @
Application 1D O
| Certificate |
Friedly Name FriedlyName
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has PrivateKey
User User
- 3 ey
Choose Certificate | | Create Certificate | e 5
Mazdi . a
v [ ] @ ERR—
Email Address @

| fﬂ\pply | ‘ ﬁCanﬂel ‘

Copy and paste the highlighted details from notepad to the relevant fields shown below

] Untitled - Notepad - [m]
n x File Edit Format View Help
|ALsync 8.4.1.0
Environment Configuration: Application Credential
C ttings for the 1D (fe ly Az
D) et encbis o Exchange Oni formerbyfawre || Created at 2024-04-22 09:22:54
Orgarization Tenant @ ||pecrypting Errort Application Td. This application credential is encrypted by NETSECDEMO\administrator
h
! rmicroscft com -+ | || Application Credential
Agplication Display Name @ Organizat T *_netsecdemotenant.onmicrosoft. con
Application Display Name: GALsync Enterprise App
|GALsme Enterpse Aop e — T [[Primary Account: True
Email Address: svc_galsync@netsecdemo.com
Application ID @ —galsync@
I | ||Encrypted #5: NETSECDEMO\adninistrator
Cartione Currenglser: NETSECDEMO\sve_galsync
etviiar Rzt the event of a migration to a new server, the Application Credential must be recreated. Please make a note of this information!
Not After Not After v
Subject Subject Key not valid for use in specified state.
Thembpint Thumbprint tn1, Col 1 100%  Windows (CRLF)  UTF-8
Has PrivateKey Has FrivateKey
User User
®
Choose Certficate | [ Create Centicate @
@
i @ 4] Setas primary account (D)
Email Address @
SVC_ om Ll




To obtain the Application ID, Logon to Microsoft Entra ID, and go to Applications >
App Registrations > All Applications then select the GALsync application.

TN s S e e e _
a

Home > NETssc Demo » App registrations > GALsync Enterprise App > Enterprise applications | All applications >

@ overview . .
App registrations » - X
8 Users
A Groups ~ t New registration (0 endpoints /7 Troubleshooting () Refresh & Download [& Preview features A7 Got feedback?
£ Devices %
@ Sterting June 30th, 2020 we will no longsr add any new festures to Azure Active Directory Authentication Library (ADAL) and Azure Active Directory Graph. We will continus to provide
B applications ~ technical support and security updates but we will no langer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsaft

Gragh. Learn more

Enterprise applications

I App registrations All applications  Owned applications Deleted applications
& Protection a4 P Start typing a display name or applicatien (client) 1D to filter these r... e add filters
Identity governance ~
2 applications found

EP  External Identities N Display name T Application (client) ID Created on Ty  Certificates & secrets

Hreo e contactsync Enterprise App 14026243-a793-4430-bad 1-f905f3118df0  7/19/2023 @ Current

H GALsync Enterprise App 9hs5ih788-77e1-4225-af74-a96fTcafedsd  7/12/2023 @ current

& Protection ~

Copy the Application ID into clipboard, then paste it in the relevant field in the
Exchange Online App Registration dialog window.

Microsoft Entra admin center P search resources, services, and docs (G+/) _
a

Home > NETsec Demo > App registrations > GALsync Enterprise App > Enterprise applications | All applications > App registrations >
Overview

=2 GAlsync Enterprise App # - x

Use| [1 Exchange Online App Registration x

[ Delete @ Endpoints [l Preview features
AD) App registrations that enables access to Exchange Online.
De:

Organization / Tenant [és) A Essentials

' Gro|  Carresponding settings for the Enterprise Application in the Microscft Entra 1D (formerly Azure
o
@

Apy| |netsecdemotenant onmicrosoft.com Display name Client credentials
GA erprise App 6 certificate, 0 secret

@

Application Display Name
Ent Application (client) ID Redirect URIs
GALsyn Enterprise App ob5(b788-77e1-4225-al74-a96TcBed5d sdd a Redirect URJ

APH  spplication 1D / m—— i
- - . - Add a plicats
S5 788-77e 1-4225-af 7496 TcBedSd| 8b7f64a5-68a3-4eco-84eb-16dca3bdael Add an Application D URI

Pro
& o Directory ftenant) ID Managed application in lacal directory
e9148e42-2027-4845-8c11-8c056e5acbac GALsync Ents App

£23 ide] | FriedyName FriedlyName

ot After ot After Supported account ‘t:,'pes
o My FEIT only
{1 extq | subject Subject My organization only

Thumbprint Thumbprint

Shol | Has PrivateKey Has PrivateKey GetStarted  Documentation

User User E—

& Pro Choose Certificate Create Certificate @ . . . . . . .
Build your application with the Microsoft identity platform
. Maximum
I T 2H® v @ ;
&) Idey  Connection @ Setssprimary sccount 1 The Microsoft identity platform is an authentication service, open-source libraries, and
application management tools. You can create modern, standards-based authentication
= Email Address @ solutions, access and protect APIs, and add sign-in for your users and customers. Learn
R Ver| recf

svc_galsyne@netsecdemo.cam morecs

& Pe o Apply ) Cancel — .
L - Y
e & m :
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After all details have been inserted into their relevant fields, click Create Certificate

L-l Exchange Online App Registration x
Corresponding settings for the Enterprize Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Crganization / Tenant @
netsecdematenant onmicrosoft.com
Application Display Name @
GALsync Enterprise App
Application 1D @
b 5h 788772 1-4225-2f 74-a 96 7 fed5d|
Certificate

Friedly Name FriedlyName

Mot After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has PrivateKey

User User

Choose Certificate IL Create Certificate '\,!;'
Mazximum o= = 7] Set . 1T
Connection = @ as primary account ey
Email Address @
svc_galsync@netsecdemo.com
o Aeply €3 Cancel

A self-signed certificate will be created and saved in the current user’s certificate store.

We suggest the subject field contains the Exchange Organization and the server where
the connection is to be established.



For example: The Exchange Organization is NETsecDemo and the name of the

GALsync Server is GALsyncServer.

Subject: NETsecDemoFromGALsyncServer

The friendly name can be expanded by adding spaces.

Friendly Name: NETsecDemo From GALsyncServer

Click the Create button.

1

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (forn|
AD) App registrations that enables access to Exchange Online.

Organization / Tenant

netsecd 1ant.onmi ft.com

Application Display Name
GALsync Enterprise App

Application D
Sb 5 788-77e 1-4225-af 74-a 536 7 Bfed 5d

MNETsec GALsync

Create certiicates in cunent user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: METsecDemoFromGALsyncServer

Friendly Name:  |NETsecDemo from GALsync Server

Not&fter: 4/23/2026
KeyLength: 4096 - k,!) keySpec: |KeyExchange
FilePath: C:\ProgramData‘MNETsec GmbH & Co. KGNGALsync certificate

files \NETsecDemoFromGALsyncServer_2026-04-23 cer

x

6 666

The certificate has been created.

Certificate
: : Creating self-signed certificate is only
puedvline A s possible starting with Windows Server 2016 * Create
Mot After Mot After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
Choose Certificate Create Certificate
. G Certificate Directory Q’.f’\ €3 Close
Maximum 2= @ .
Connection = 3 | Set as primary accou
Email Address @
svc_galsync@netsecdemo .com
¢ Apply '9 Cancel
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MNETsec GALsync - M

Create certficates in curent user store

Create a self-signed certificate for the Azure AD Enterprise Application registration.

Subject: |NI:—I'secDemoFromGAL5yncSenter | ‘jj
Friendly Name: |NI:—I'secDerno from GALsync Server | KTJ
NotAfter: |4.l'23.l'2ﬂ25 E” ‘jj
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync'\certfficate \—1 @

files\NETzecDemoFromGALsyncServer_2026-04-23.cer

Creating self-signed certificateis only -
possible starting with \Windows Server 2016 m

“METsecDemoFromGALsyncServer_2026-04-23 cer’ ~

Code: 0

Message: The public part of Cerificate C1EA3S142A5FFD2165BE4AD4ERT17DFEDS0EINL05 is
exported to the file C:\ProgramData*NETsec GmbH & Co. KGVGALsync \certificate files
“METsecDemoFromGALsyncServer_2026-04-23 cer.

Code: 0
Message: Operation successfully completed| W

I '@Certiﬂcate Directony ‘ prpl\,r ‘ | gCInse |

Click the Certificate Directory button to open the directory where the certificate was
saved.

The default path is:

C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files



certificate files

- v 4 <« Local Disk (C:) * ProgramData » MNETsec GmbH & Co. KG » GAlsync » certificate files v
Documents o MName Date modified Type
=] Pictures 5] NETsecDemoFromGALsyncServer_2026-04-23  4/23/2024 7:37 AM Security Certificate

certificate file #

GALsync ‘

g This PC
W
1 item
- X
Create cerificates n cument user siore
Create a self-signed certificate for the Azure AD Enterprise Application registration.
Subject: |NI:—I'secDemoFromGAL5yncSenter | @
Friendly Name: |NEI'secDemo from GALsync Server | @
NotAfter: 472312026 - ®
KeyLength: @ keySpec: |KeyExchange | O
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync'\certfficate @

files\NETzecDemoFromGALsyncServer_2026-04-23.cer

Creating self-zigned certificate iz anly -
possible starting with \Windows Server 2016 m

“METsecDemoFromGALsyncServer_2026-04-23 cer’ ~

Code: 0

Message: The public part of Cerificate C1EA3S142A5FFD2165BE4AD4ERT17DFEDS0EINL05 is
exported to the file C:\ProgramData*NETsec GmbH & Co. KGVGALsync \certificate files
“METsecDemoFromGALsyncServer_2026-04-23 cer.

Code: 0
Message: Operation successfully completed W

5] Certificate Directary ‘ of Apply ‘ | € Close |

Copy the certificate directory path into clipboard.
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In Microsoft Entra ID, go to Certificates and Secrets and click Upload certificate.

Microsoft E admin center £ Search resources, services, and docs (G+/)

-
@ overview
R Users N
" o v :
B Devices N B overview
& Quickstart
i) Applications s
# Integration assistant
Manage
App registrations = .
I PR e B3 eranding & properties
B Pprotection ' 3 Authentication
CrR e e e &g Certificates & secrets
- 1l Token canfiguration
{8 External Identities v
8- AP| permissions
Shy
ovmers @ Expose an API
EL App roles
& Protection Y
&8 Owners
O Ry ~ . Roles and administrators
Manifest
B Verified ID ~

Support + Troubleshooting

£ Troubleshooting

4  Permissions Management

b Naw cinnnrt remact

,‘5? Got feedback?

Home » NETsec Demec > App registrations > GALsync Enterprise App > Enterprise applications | All applications > App registrations > GALsync Enterprise App

GALsync Enterprise App | Certificates & secrets = %

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web
addressable location (using an HTTPS scheme). For a higher level of assurance, we recommend using 2 certificate (instead of 2 client

secret) as a credential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (6)

Client secrets (0)

Federated credentials (0

Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to a5 public keys.

Thumbprint

BDEB5782A2035F6C...

B459B9E5374B4B6B0...

3DD2543C84335FBD0.

SEFT9GFFATOFIATZA.,

C78FIDDTCOEIB204.

CAE32BABDFFEAQZC...

Description Start date Expires Certificate ID

CN=NETsecDemaoFro... 7/20/2023 7/20/2025 5053215-317f-43.. [ [I]
CN=GALsyncEnerpris 9/7/2023 9/7/2025 D @
GALsync Enterprise A... 9/8/2023 9/8/2025 0fd95fc2-gafc-478.. 1 [
CN=GALsyncFromGA..  4/8/2024 4/9/2026 5b38e710-d607-4.. [ [H]
CN=GALsyncEntApp 4/17/2024 4/17/2026 23dcdf67-77bd-4.. T [@
CN=GALsyncentApp... 4/18/2024 4/18/2026 04085fa2-f869-43.. I [&

Paste the copied path from clipboard into the directory field in the search window.

Select the certificate file, then click Open.

Microsoft Entra admin cent R search resources, services, and docs (G+/)

® s Home > NETsec Demo > App registrations > GALsync Enterprise App > Enterprise a Upload certificate 1%
GALsync Enterprise App | Certificates & secrets
A [ @ open x )
p .
Upload a certificate (public key) with one of the following file types: .cer, .pem, crt*

AR + C:\ProgramData\NETsec GmbH & Co. KG\GALsync\certificate files| # = } . .
)=} Organize +  Mew folder =~ M @ Description
5 r—— R ~ Date modiie e e | [ Enter a description for this certificate |

certificate files 55 NETsecDemoFromGALsyncServer_2026-0..,  4/23, AM Security Certificate 2KB

GALsync

| [ This PC
& Network v

8 File name: | | | Customfiles v
Uplosd from mobile Cancel
BB External Identities

9 API permissions

T TORETT COTgWTa T
~

Click Add to save the certificate.

T uUpload certificate



Microsoft Entra admin center L search resources, services, and docs (G+/) _

Home > NETsec Demo > App registrations > GALsync Enterprise App > Enterprise a i
B @i Upload certificate g upioaa completeaor x
GALsync Enterprise App | Certificates & secrets NETsecDemoFromGALsymicServer. 2026-.
8 users ~ 1.29 KiB | "Streaming upload”
Upload a certificate (public key) with oneurmerenowmgmmenypesscerspemmons
2 Groups v « A Got feedback? \ "NETsecDemoFromGALsyncSenver_2026-04-23.cer”
L Devices v B overview Description
& Quickstart Credentials enable confidential applications toi | Enter a descriptian for this certificate
B Applications ~ location {using an HTTPS scheme). For 2 higher
#" Integration assistant
Enterprise applications
Manage
I N it @ Application registration certificates, secrets
P I SIS B eranding & properties
B Protection v 3 authentication
2 Certificates (7)  Client secrets (0) Fec
Certificates & secrets
Identit v
&) identity governance Certificates can be used as secrets to prove th
N 1l Token configuration
B External Identities v B
9 AP| permissions T Uplead certificate
Show more
& Expose an AP Thumbprint Description
N . L App roles BDB65782A2035F6C046..  CN=NETsecl
£ Protection v
ds Owners B459BOESI74B426B0357..  CN=GALsyn
[ Identity governance ~ dl. Reles and administrators 3DD2543C84335FBDBED..  GALsync Ent
Hl manifest BEF1G6FFATOFTAT3AA2S...  CN=GALsyn
B Verified ID 7 Support + Troubleshooting C7BFODDTCOESB204A52 CN=GALsyn
& Troubleshooting CAE32BABDFFEA03C6C..  CN=GALsyn
4  Permissions Management
& New support request FFB4F804CECEB2B36A4E... CN=NETsecl
. Global Secure Access -
& Learn & support ~

In the Create certificates in current user store window, click Apply

MNETsec GALsync - M

Create certificates n curent user store

Create a self-signed certificate for the Azure AD Enterprize Application registration.

Subject: METsecDemoFromGALsync Server QJ
Friendly Name:  |NETsecDemo from GALsync Server @
Notfter: 4/23/2026 -] @
KeyLength: 4056 - keySpec: |KeyExchange QJ
FilePath: ProgramData*METsec GmbH & Co. KG\GALsynccerificate 1\_1_)
files\NETzecDemoFromGALsyncServer_2026-04-23.cer
posaibi strimg i vincons Semer 2015 | P Create

“METsecDemoFromGALsyncServer_2026-04-23 cer’ ~
Code: 0

Message: The public part of Cerificate C1EA3S142A5FFD2165BE4AD4ERT17DFEDS0EINL05 is
exported to the file C:\ProgramData*NETsec GmbH & Co. KGVGALsync \certificate files
“METsecDemoFromGALsyncServer_2026-04-23 cer.

Code: 0
Message: Operation successfully completed W

o Apply €3 Close

'f__,‘? Certificate Directory
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In the Exchange Online App Registration window, click Apply

El Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

(Organization / Tenant @

|ne°tsecdemotenant .onmicrosoft.com |

Application Display Name @
|GﬁLs)'nc Enterprize App |

Application ID O
| 90578877 142251 74-a96f 7cfedSd |
Certficate]

Friedly Name NETsecDemo from GALsync Server
Mot After 2026-04-23
Subject CH=NETsecDemoFromGALsyncServer
Thumbprint C1EA35142A3FFD2169BE4AD4EST7DFED50EI0405
Has Privatekey True
User NETSECDEMO\sve_galsync
Choose Certificate | [ Create Certificate. | @

Comecton @ 4] Setas primary acoount. @

Email Address @

svc_galsync@netsecdemo.com |

| o Aeply | ‘ €3 Cancel ‘




To expand the Exchange Online tab, click the £ icon, marked below.
Click the Test button to test the PowerShell connection to Exchange Online.
A green circle with a check mark indicates a successful connection has been established.

If the connection fails, please click the Show log button to locate and identify any errors
which have occurred.

L-.l NETsecDemo Hybrid Exchange - Environment Configuration - [ x®
General Exchange Scenario Exchange Server on-premises | Exchange Online m

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

Credentials

fargd @ | Gad @ | Auediy | @ | FRemove @

Uzemame Max. Connection

Primary Mailbox Account
'@GALS}"I’TC Enterprise App 2

Organization Settings

&ance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

=

Exthange ‘Web Services URL https /loutlook . office 365. com/EWS/Exchange asmo

rganization Settings

Remaote PowerShell Connection Test

Flease test the Remote PowerShell connection to Exchange Online

% |Warning | Mo remote PowerShell connections is available anymore. ~
Connection test was successful fo Lzync Enterpnze App
Test finished.
W

Exchange Mailbox Test

Send a test email to the recipient:

Email address

Send test email \y

of Ok 3 Cancel =]

To save the changes, click Apply then OK
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How to migrate the source of the export policy in a hybrid
Exchange environment

GALsync synchronization set up

The GALsync export policy exports mail-enabled objects from the on-premises
component of a hybrid Exchange environment for the partners. The partners import
these objects as mail contacts with the source domain value of the on-premises Active
Directory domain name of the source environment.

Hybrid Exchange Environment

Export from the on-premises

i part of the hybrid Exchange

] Office 365
®
al

Microsoft 365 Exchange Online Tenant Domain:
netsecdemo.onmicrosoft.com

Exported Source Domain value:

DC=netsecdemo,DC=local
' ) =D
Source Domain value:
. 2 . E DC=netsecdemo,DC=local
DC Exchange E

GALsync Server

Active Directory Domain: DC=netsecdemo,DC=local



Changed requirement for export policy

The export of the mail-enabled objects for the partners should change from the on-
premises component of a hybrid Exchange environment to the Exchange Online
component of the hybrid Exchange environment.

Problem of changed requirement at export for the importing partners

GALsync exports the corresponding objects from the Exchange Online component of the
hybrid Exchange environment instead of the mail-enabled objects from the on-premises
component of a hybrid Exchange environment. The source domain of the exported
objects are also changed from the Active Directory domain name to the Microsoft 365
Exchange Online Tenant domain name.

The partners import these objects and the existing mail contacts of these objects will not
be synchronized, because the source domain values are different.

Hybrid Exchange Environment

Export from the Exchange
Online part of the hybrid
Exchange

Exported Source Domain value:
DC=netsecdemo,DC=onmicrosoft,DC=com

Microsoft 365 Exchange Online Tenant Domain:
netsecdemo.onmicrosoft.com

e

a &

Source Domain value:
i & . E DC=netsecdemo,DC=local
DC Exchange E

GALsync Server

Active Directory Domain: DC=netsecdemo,DC=local
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Configuration of the export to prevent the problems with the importing partners
If the source domain changed in the source environment, GALsync will not synchronize
existing objects with the same primary SMTP address in the target environment, because
the source domain value is different. The exporting partner must configure the Modify
existing contacts with source domain option in the Export Settings to inform the
old source domain to the importing partners.

Modify existing contacts with source domain

Please note, that the importing partners also need GALsync version 8.2 or later.
Otherwise, the importing partners will get warnings or errors and GALsync cannot
import the data file.

Enable the Modify existing contacts with source domain option at the Export
Settings dialog.

Click Source Domain to open the GALsync - Old Source Domains dialog.

L-.l X GALsync - Old Source Domains »

General | Object Filter Adter migrating objects, the source domzin may change.
For example. objects were exported from an on-premises Exchange, migrated to
Exchange Online and are now to be exported from Exchange Online without their
primary SMTP address having changed.

This option additionally allows to transfer the old source domain and will modify

Maximum errors to transfer data file. @ the corresponding synchronized objects in the target environment, which are still
marked with the old source domain.

Minimum objects to transfer data file. @ Please use the notation of the on-premises Active Directory domain
(e.g. dc=company.dc=local)

Synchronize Manager @ or the notation of the domain name of the Microsoft 365 Exchange Online tenant
(e.g. company.onmicrosoft.com)

| Export ‘MasteredOnPremise’ objects i
Po ! & Please note:

The corresponding terget environments must be also use version 8.2 and later!

Compatible with version 7 and earlier versions '\.i.;'
Source Domain

| Modify existing contacts with source domain '\i) Mo source domain Source Domain | DC=netsecdemo, DC-local

& Modify I remove

It is recommended to read the manual for detailed information

Old Source Domain

¢ Apply '9 Cancel

4 Apply '9 Cancel

Insert the old source domain value, which is the Active Directory domain name,
€.g. DC=netsecdemo, DC=local, Or the Microsoft 365 Exchange Online tenant domain name.

Source Domain

o Add &7 Modify ¥ Remove

Qld Source Domain

DC=netzecdemo,DC=local




Please note, the source domain syntax netsecdemo.onmicrosoft.com Will be added as
DC=netsecdemo, DC=onmicrosoft, DC=com tO the list of Old Source Domain.

Source Domain

Source Domain

|nei5ecdemo.onmiuosoﬂ.com

| o Add ‘ | £ Modify | | 3 Remove | | o Add

|‘ & Modify ‘| 9 Remove ‘

Old Source Domain

| 0ld Source Domain

D C=netzecdema D C=onmicrosoft,D C=com

After that click Apply.

GALsync - Old Source Domains o

Ldter migrating objects, the source domain may change.

For example, objects were exparted from an on-premises Exchange, migrated to
Exchange Online and are now to be exported from Exchange Online without their
primary SMTP address having changed.

This option additionally allows to transfer the old source domain and will medify
the corres ponding synchronized objects in the target environment, which are still
marked with the old source domain.

Flease use the notation of the on-premises Active Directory domain
(e.g. de=company,de=local)

or the notaticn of the domain name of the Microsoft 365 Exchange Online tenant
(e.g. company.onmicrosoft com).

Please note:
The

fing target envi must be also use version 8.2 and later!
Source Domain
| dpass | | 2 Modity | | 98 Remove |

DC=netsecdemo,DC=local

| o fpply | | &Cﬂnﬂel|

|

General Object Filter

[~ Maximum errors to transfer data file.
["] Minimum obiects to transfer data file.
["] Synchronize Manager

Export "MasteredOnFremise objects

Export Settings

® 6 6 6

O Compatible with version 7 and earlier versions ®

di

Medify existing

@ 1

Itis recommended to read the manual for detailed information

source domain

| of Apply ‘ | 3 Cancel |
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GALsync will add the old source domain values to the data file during the export, so that
existing synchronized objects, which are marked with such old source domain value at
the target environment, will be synchronized.

Hybrid Exchange Environment

Export from the Exchange
Online part of the hybrid
Exchange

B
] Office 365

Microsoft 365 Exchange Online Tenant Domain:
_netsecdemo.onmicrosoft.com

Exported Source Domain values:
DC=netsecdemo,DC=onmicrosoft,DC=com
DC=netsecdemo,DC=local

: =9
£ ad
Source Domain value:
' A - E DC=netsecdemo,DC=local
DC Exchange
— 3

GAlsync Server

Active Directory Domain: DC=netsecdemo,DC=local



Warnings and Errors in old GALsync 8.1 versions and earlier at the import site
Please note, that the importing partners also need GALsync version 8.2 or later.
Otherwise, the importing partners will get warnings or errors and GALsync cannot import
the data file.

Here are some possible warnings and errors, which can be occur during the import policy
run:

19132 - Warning - Decompress failed

Waming  [19132 |1 H GALsynclibrary DataFileTransfer.Decompress() Decompress failed. Cannot read that os a ZipFile
Bad signature (0x003CFEFF) at position 0x00000000

Warning occurs, if an uncompressed data file (.xml) with additional source domain values
should be imported.

38002 - Error - Error reading data file. This is no data file: ...

Information [19127 [187 |12 GALsyncLibrary.DataFileTransfer.Decompress() Data file is compressed. File size: 2888
Information 19128 [187 |12 GALsyneLibrary.DataFile Transfer.Decompress[) Decompress starting.

Information 19182 [187 |12 GALsyncLibrary.DataFileTransfer.DeleteDataFile() Delete data file from CA\Users\galsync\AppDataiLocal\Temp\impSDDE.tmp

Information 19183 [187 |12 GALsyncLibrary.DataFileTransfer.DeleteDataFile() Delete data file finished,

Information 38001 [187 |12 GALsyncLibrary. ADOhjectNodeRepository.ReadDataFile) | Start reading data file,

Error 3z002 [187 |12 GALsyncLibrary. ADObjecthodeRepository.ReadDataFile) | Error reading data file. This is no data file: CAUsers\galsync\AppData\Local\Temp\tmpSDDC.tmp

ProcessData| 17050 [187 |12 GALsyncLibraryPolicyState.cancel] Cancelling the palicy. The cancel method was called from: GALsyncLibrary.ADObjectNodeRepositary ReadDataFile()
Information 41042 |187 |12 NETsec RematePowerShellLibrary RemotePawerShellManagei| 0 scripts are in the queve.

ProcessData| 41043 [187 |12 NETsec.RematePowerShellLibrary.RemotePowerShellManagei| The disconnectAll method was called from: GALsyncLibrary. EQlmportHandler. PolicyCancel()

Error occurs, if a compressed data file (.zip) with additional source domain values should
be imported.

19229 - Error - Data file options available. Please check if a newer version is
available.

Information | 19066 5 GALsynclibrary.DataFileTransfer.CopyDataFile() Copy file finished,

Error 19229 5 GALsynclibrary.DataFileTransfer.CkeckFileType() Data file options available, Please check if a newer version is available.
Information | 19127 5 GALsynclibrary.DataFileTransfer.Decompress() Data file is compressed, File size: 55786

Information | 19128 5 GALsynclibrary.DataFileTransfer.Decompress() Decompress starting.

Warning 19132 5 GALsynclibrary.DataFileTransfer.Decompress() Decompress failed.

Error occurs, if the export partner uses a newer GALsync version with a new data file
option, which the GALsync version at the import site cannot handle.

Please update to the latest GALsync version.
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How to create a Dynamic Distribution Group by using the
Exchange PowerShell

On-premises Exchange
Use the Exchange Management Shell of the on-premises Exchange to create the Dynamic
Distribution Group

13 Machine: CompanyEx2019.CompanyDemo.local — O =

or <cmdlet name> -?
<command> | Format-List
Ref

©19 . CompanyDemo. local.
.CompanyDemo.local.

tributionGroup 2ssList Users ecipie 1ter {(RecipientType
Enabled SR A

Create Dynamic Distribution Group for Mailbox Users Which are Shown in the
Address List

A Dynamic Distribution Group containing Mailbox users which are not hidden from the
Address List is created in the CompanyGroups OU, and will search the entire Active
Directory.

Please adjust the Active Directory domain name and the OU name to your environment.

New-DynamicDistributionGroup -Name "AddressList Users" -RecipientFilter
{ (RecipientType -eq 'UserMailbox' -and (HiddenFromAddressListsEnabled -eq $false))}

-RecipientContainer "CompanyDemo.local" -OrganizationalUnit "CompanyGroups"

Check it in the on-premises Active Directory:

] Active Directory Users and CompL # AddressList Users Properties 2 %
| Saved Queries
v i CompanyDemo.local General Object Securty Atribute Editor
| Accounts
7 Builtin Attributes:
| CompanyGroups Atribute Value ~
| Computers maExchDynamicDLB... DC=CompanyDemo, DC=ocal
a| Conference Rooms mzExchDynamicDLFil... (&{}{}{objectClass=user)))objectCategory=per:
2] Contacts msExchEdgeSyncCo...  <not set>

msExchDynamicDLBaseDN start searching at this point of the Active Directory

msExchDynamicDLFilter corresponding LDAP-Filter for the AD search




For example: mailbox users not hidden from the Address List

(& (! (! (objectClass=user))) (objectCategory=person) (mailNickname=*) (msExchHomeServerN
ame=*) (! (msExchHideFromAddressLists=TRUE)) (! (name=SystemMailbox{*)) (! (name=CAS {*))
(! (msExchRecipientTypeDetails=16777216)) (! (msExchRecipientTypeDetails=536870912)) (!
(msExchRecipientTypeDetails=68719476736)) (! (msExchRecipientTypeDetails=8388608)) (! (
msExchRecipientTypeDetails=4398046511104)) (! (msExchRecipientTypeDetails=70368744177
664)) (! (msExchRecipientTypeDetails=140737488355328)))

To verify membership of the group, please run the following script:

$ddg = Get-DynamicDistributionGroup -Identity "AddressList Users”;
Get-Recipient -RecipientPreviewFilter ($ddg.RecipientFilter) | ft

name, recipienttype, recipienttypedetails

Output displayed below:

Bl Machine: CompanyEx2019.CompanyDemo.local - O X

tributionGroup
7. RecipientFilter) ft name,recipienttype

Modify Dynamic Distribution Group for mailbox users which are shown in the
address list excluding resource mailboxes

The recipient filter is modified to also exclude Resource Mailboxes by running the Set-
DynamicDistributionGroup cmdlet

Set-DynamicDistributionGroup Set-DynamicDistributionGroup -Identity "AddressList
Users" -RecipientFilter { (RecipientType -eq 'UserMailbox'-and (IsResource -eq
S$false) -and (HiddenFromAddressListsEnabled -eq $false))} -RecipientContainer

"CompanyDemo.local"
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Create Dynamic Distribution Group for mailbox users and mail users which are
shown in the address list

Bl Machine: CompanyEx2019.CompanyDemo.local - O

mdlet name> or <cmdlet name» -?

Show qu de:
VERBOSE ny 19.CompanyDemo. local.

VERBOSE nany .CompanyDemo.local.
[PS] C:\Wi
[PS] C:\Win \syste ew-DynamicDistributi oup

esslis = ecipie RecipientType
ientType (HiddenFromAddress sEnabled ecipi ;

New-DynamicDistributionGroup -Name "AddrssList Users" -RecipientFilter
{ (((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(HiddenFromAddressListsEnabled -eq $false))} -RecipientContainer

"CompanyDemo.local" -OrganizationalUnit "CompanyGroups"

Modify Dynamic Distribution Group for mailbox users and mail users which are
shown in the address list excluding resource mailboxes

The recipient filter is modified to also exclude Resource Mailboxes by running the Set-
DynamicDistributionGroup cmdlet

Bl Machine: CompanyEx2019.CompanyDemo.local — O

tem32>Set-DynamicDistributionGroup

(RecipientType (IsResource )] (HiddenFromAd

Set-DynamicDistributionGroup -Identity "AddressList Users" -RecipientFilter

{ (((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(IsResource -eq $false) -and (HiddenFromAddressListsEnabled -eq $false))} -

RecipientContainer "CompanyDemo.local"



Exchange Online
Use the Exchange Online PowerShell to create the Dynamic Distribution Group in
Exchange Online

Windows PowerShell 5.1 with the Exchange Online PowerShell module:

Connect-ExchangeOnline

EN Windows PowerShell - O *

y ew-Dyr istributionGroup {(RecipientType
iddenFromAddr sEnabled

Create Dynamic Distribution Group for Mailbox Users Which are Shown in the
Address List
Mailbox users which are not hidden from the Address List

New-DynamicDistributionGroup -Name "AddressList Users" -RecipientFilter

{ (RecipientType -eq 'UserMailbox' -and (HiddenFromAddressListsEnabled -eq $false))}

To verify membership of the group, please run the following script:

$ddg = Get-DynamicDistributionGroup "AddressList Users";
Get-Recipient -ResultSize Unlimited -RecipientPreviewFilter $ddg.RecipientFilter |

ft name,recipienttype,recipienttypedetails

Output displayed below:

EN Windows PowerShell — O =

Unlimited
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Create Dynamic Distribution Group for Mailbox Users and Mail Users which are
Shown in the Address List
Mailbox users and Mail Users which are not hidden from the address list.

EN Windows PowerShell - O X

New-DynamicDistributionGroup

(HiddenFromAddressListsEnabled

New-DynamicDistributionGroup -Name "AddressList Users" -RecipientFilter
{ (((RecipientType -eq 'UserMailbox') -or (RecipientType -eq 'MailUser')) -and
(HiddenFromAddressListsEnabled -eq $false)) }

To verify membership of the group, please run the following script:

$ddg = Get-DynamicDistributionGroup "AddressList Users";
Get-Recipient -ResultSize Unlimited -RecipientPreviewFilter $ddg.RecipientFilter |

ft name,recipienttype,recipienttypedetails

Output displayed below:

EN Windows PowerShell - O X

Get-Dynami
> Get-Recipient t Unlimited




Modify Dynamic Distribution Group for Mailbox Users and Mail Users which are
Shown in the Address List to Exclude Resource Mailboxes

The recipient filter is modified to also exclude Resource Mailboxes by running the Set-
DynamicDistributionGroup cmdlet

EN Windows PowerShell - O x

et-DynamicDistributionGroup RecipientType
cipientType (IsResource )] (HiddenFromAd istsEnabled

Set-DynamicDistributionGroup -Identity "AddressList Users" -RecipientFilter
{ (RecipientType -eq 'UserMailbox'-and (IsResource -ne $true) -and

(HiddenFromAddressListsEnabled -ne S$true))}
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How to switch to Microsoft Graph to access mailboxes in Exchange
Online

As of version 8.5, GALsync supports Microsoft Graph to access mailboxes in Exchange
Online.

The following changes in the assigned API permissions of the App Registration in the
Microsoft Entra ID are necessary to use Microsoft Graph to access mailboxes in
Exchange Online.

The registered Application in App registrations
In the Microsoft Entra admin center menu, go to Identity, expand Applications and
select App registrations.

Microsoft Entra admin center P Search resources, services, and docs (G+/)

Home »
ﬂ Home
App registrations = - X
*  Favorites ~
T~ New registration @ Endpoints ég Troubleshooting ':_:' Refresh + Download [ Preview features Qj Got feedback?
S Identity All applications Owned applications  Deleted applications
® overview s
P Start typing a display name or application {client) ID to filter these r... 5 Add filters
,Q Users N
1 applications found
" Groups S
Display name T Application (client) ID Createdon T) Certificates & secrets
i 4 ALsyne Entarprice AD
B Devices GALsync Enterprise App 9b5fo788-7721-4225-5F74-3.., 7/12/2023 @ Current
fa Applications ~

Enterprise applications

| IAppregistrahons

8. Roles & admins e
Roles & admins

Admin units -

]

Learn & support N




Select the registered Application to see the API permissions.

Microsoft Entra admin center B Search resources, services, and docs (G=/) _

ome » App registrations » GALsync Enterprise App

Identity 2 = GALsync Enterprise App | APl permissions =

>
@ Overview
2 Search O refresh | 57 Got feedback?
R uses ~
B Oveniew . *
Admin consent required” column shows the default value for an crganization. However, user consent can be customized per
o Groups i o gt - ser, or app. This column may not reflect the value in your organization, o in arganizations where this app will be
iy used. Learn more
B Devices b4 & Integration assistant
- i
B applications ~ Manage Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the co

B Branding & prop P t Nistio
Enterprise applications = EBranding & properties configured permissions should include all the permissions the application needs. Learn more about permissas
D Authentication
I App registrations + Add a permission 7 Grant admin consent for NETsec Demo
Certificates & secrets
8 Protection ~ APl Permissions n...  Type Daéscription Admin consent réq...  Status
il Token configuration
{8 1dentity governance v I S AP permissions I
pplication  Manage Exchange As Apphication  Yes @ Granted for NETsec Demo ===
gl Exernal identities e @ Expose an AP ;
sas_app Application  Use Exchange Web Services with fu.. Ves @ Granted for NETsec Dema »e»
HL App roles
+  Show more
&2 Cwners
= To view and manage consented permissions for individual apps, as well as your tenant’s consent settings, try Enterprise applications
& Protection N i Roles and administrators
M Manifest
Support + Troubleshooting
& Learn & support S £ Troubleshooting
« & Mew support request

The Exchange.ManageAsApp permission is also required to access Exchange Online
mailboxes via Microsoft Graph.

APl / Permissions name Type Description Admin consent requ... Status
v Office 365 Exchange Online (2)
Exchange ManagsAsApp Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ««»

full_access_as_app Application  Use Exchange Web Services with full access to zll mailboxes  Yes @ Granted for NETsec Demo s«

The full_access_as_app permission allows to access Exchange Online mailboxes via
Exchange Web Services and is not needed to access Exchange Online mailboxes via
Microsoft Graph.

Remove API permission for Exchange Web Services, if applicable

The full_access_as_app permission can be removed, except you use contactSync
policies, which are synchronizing contacts from a Public Folder, that are located in
Exchange Online, which at the moment need the full_access_as_app permission for
Exchange Web Services.

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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If the full_access_as_app permission is not be needed anymore, it is necessary to
Revoke admin consent first and then to Remove permission at the context menu of
the permission entry.

API / Permissions name Type Description Admin consent requ... Status

v Office 365 E»

hange Online (2) wes
Exchange.ManageAsApp Application  Manage Exchange As Application Yes @ Granted for NETsec Demo ==«

TR ST S N

full_access_as_app Application  Use Exchange Web Services with full access to all mailboxes  Yes ]
Remove permission h

Revoke admin consent
To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

API permissions for Microsoft Graph
Go to API permissions, then select Add a permission

Microsoft Entra admin center [T ey _

Home > App registrations > GALsyn

Enterprise App

S Identity R - GALsync Enterprise App | APl permissions = - s
@ overiew

¢ O et | A Gotfeedback?
2 users v

B Overview
R V & Quickstart

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per

& Devices ~ # Integration assistant ﬁiz’usiiE:;rr\nu:‘ir’:rapp‘ This column may not reflect the valuz in your organization, ar in arganizations where this app will be
) Applications o~ Manage

= . N Configured permissions
Enterprise applications = eranding & properties 9 ’

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the cansent process. The list of
configured permissions should include all the permissions the application needs, Learn more about permissions and consent

3 Authentication
I App registrations
Certificates & secrets

B erotection N - T Add a permission |

il Token configuration
P APl / Permissions n... Type Description Admin consent req...  Status
Identity governance ~ 9 API permissians ! ® i !
. P No permissions added
9F  External Identities ~ Expose an API

App roles

0 lemaepmm A 2R Owners Other permissions granted for NETsec Demo

These permissions have been granted for NETsec Demo but aren't in the configured permissions list. If your application reguires these

& Roles and administrators permissians, you should censider adding them to the configured permissiens list. Learn mars

Select the Microsoft APIs and click on Microsoft Graph

et e e _
i ~ " -~ > GALsync Enterprise App | AF tecl
> iy yne Enterprise A0 147 Raquest APl permissions x
@ overview = GALSynC Enterprl
Select an API -
A Y Esme ]
se Microsoft APIs  APls my organization uses My APls
A Groups ~ B Overview .
Commonly used Microsoft APls
£ Devices v & Quickstart
% applications A~ # Integration assistant \ Microsoft Graph
‘ Take advantage of the tremendous amount of data in Office 365, Enterprise Mobility + Security, and Windows 10.
Enterprise applications K. Diagnose and sofve problems " Access Microsoft Entra ID, Excel, Intune, Outlook/Exchange, OneDrive, OneNote, SharePoint, Planner, and mare
prise 2pp - ’ through 3 single endpoint
Manage @
I App registrations
EE Branding & properties
~
o Roles & admins 2 Authentication
Azure Communication (") Azure Rights Management .
Roles & admins Certificates & secrets B Services . Services f\ Azure Service Management
" Rich communication experiences with Allow validated users to read and write Programmatic access to much of the
Admin units Il Token configuration the same secure CPaaS platform used protect=d content functionality available through
by Microsoft Teams: the Azure portal
- API permissions
Delegated admin partners
@ Expose an AP




Select Application permissions

Search for mail and expand the Mail in the result list.

Select
Mail.ReadWrite
and

Mail.Send

Microsoft Entra admin center P search resources, services, and docs (G+/) _
B Identity ~ » GALsync Enterprise App | AF Request API| permissions X
® ovenview - GALsync Enterpri

<Al APIs
A users N i
@ [oscncrach
https://graphmicrosoft.com/ Docs =
o G ~ B Overview .
. What type of permissions does your application require?
) Devices Y% & Quickstart
Delegated permissions Application permissions
B3 applications ~ # Integration assistant Vour spplication nesds to access the APl a5 the signed-in user. Vour application runs as 2 background service or dasmen without =
signed-in user,
. Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
4% B Branding & properties |ﬂ Start typing a permission to filter these results
Roles & admins N P
D Authentication Permission Admin consent required
Roles & admins Certificates & secrets
" > AccessReview
. il! Token configuration
2 APl permissions > Acronym
Delegated admin partners
@ Expose an AP

Microsoft E admin center P Search resources, services, and docs (G+/) @netsecdemoter
DEMO (NETSECDEMO.
D Identity ~ " > GALsync Enterprise App | AF Request API permissions %
D Emmn = GALsync Enterpri
<Al APIs
Users ~
. & oo oravh
hitps://graph.microsoft.com/ Docs !
' Groups e B overview -
- What type of permissions does your application require?
£ Devices v & Quickstart
Delegated permissions Application permissions
@ applications 2 # Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as a background service or daemon without a
signed-in user,
X Diagnose and solve problems
Enterprise applications
Manage Select permissions expand all
I App registrations
B eranding & properties ‘ 5 mail "
& Roles & admins ~ .
D authentication Permission Admin consent required
Roles & admins Certificates & secrets
> MailboxFolder
Admin units ill Token configuration
9 API permissions > Mailboxitem
Delegated admin partners
@ Expose an API
& Pprotection ~ > Mailboxsettings
App roles
@ Identity Governance N & Owners ' Mail 2)
BB External Identities ~ dl. Roles and administrators isilead ()
- Yes
M Manifest g Read mail in all mailboxes
Show mare :
Support + Troubleshaoting 0 MailReadBasic ¢ Yes
Read basic mail in all mailboxes
& Newsupport request Mail. ReadBasic Al ©
o Yes
- D Read basic mail in all mailboxes
Mail.Readwrite O
B ves
Read and write mail in zll mailboxes
Mail.send @
ves
send mail as any user
> User-Mail
£ Learn& support N
i pemisirs
«

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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Click Grant admin consent for your tenant.

Microsoft Entra admin center £ Search resources, services, and docs (G+/)

$ & 4 » O ¢

Identity o~
Oveniew

Users bt
Groups s
Devices N
Applications ”~
Enterprise applications

App registrations

Roles & admins e
Rebes & adming

Admin units

Delegated admin partners

Protection v
Identity Governance b
External Identities e
Show more

Learn & support ~

App registrations

5 GALsync Enterprlse App | APl permission

A search

Overview
& Quickstant
# Integration assistant

X Diagnose and solve problems

Manage

B randing & properties

Certificates & secrets
1l Teken configuration
& API permissions

& Expose an AP

App roles

& Qwners

d. Roles and acministrators
M Manifest

Support + Troubleshooting

& New support request

O Refresh | /& Got feedback?

rprise App | API permissions

App registrations

GALsync Enterprise App

A\ ou are editing permission(s) to your application, users will have to consent even if they've already done 50 previously.

@ The “Admin consent required” column shows the default value for an organization. However, user consent can be customized per

permission, user, or app. This column may not reflect the value in your organzation, of in organizations where this app will be

used. Leam moes

Configured permissions

Applications are authorized to call 4% when they are granted permissions by
cenfigured permissions should include all the permissions the application needs. Learn

t+ Add a permission

AP1 / Permissions n...  Type

application

Application

ExchangeMana Application

~ Grant admin consent fer NETsec Demo

Description

Read and write mail in all mailb...  ve:

Send mail as any user e

Manage Exchange As Application i

5

Admin consent req...

users/admins as part of the consent process. The list of

Status

Ak Mot granted for NETsee | «ee

A Mot granted for NETsec | ==»

@ Granted for NETsec Demo =e»

To view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications.

Click Yes to confirm the consent.

Microsoft Entra admin center £ Search resources, services, and docs (G+/)

Identity o~
Qverview

Users bt
Groups s
Devices N
Applications ”~
Enterprise applications

App registrations

Roles & admins e
Rebes & adming

Admin units

Delegated admin partners

Protection v
Identity Governance e
External Identities e
Show more

Learn & support ~

App registr

rise App | API permissions

5 GALsync Enterprlse App | APl permissions  #

F Search
B overvew
& Quickstant

# Integration assistant

X Diagnose and solve problems
Manage
B randing & properties

D Authentication

Certificates & secrets
1l Teken configuration
& API permissions

& Expose an AP

App roles

& Qwners

d. Roles and administrators
M Manifest

Support + Troubleshooting

& Mew support request

O Refresh | /& Got feedback?

Grant admin consent confirmation.

pp registrations

Do you want to grant consent for the requested permissions for all accounts in NETsec Demao? This will update any
existing admin consent records this application already has to match what is listed below.

@ The “Admin consent required” column shows the defsult value for an organization. However, user consent can be customized per

permission, user, or app. This column may nat reflect the value in your organ

used. Leam mong

Configured permissions

ation, or in organizations where this app will be

Applications are authonzed to call A%1s when they are granted permissions by users/adming as part of the consent process, The list of

configured permissions should include all the permissions the application needs. Learn mare about permis:

+ Add a permission

AP/ Permissions n...  Type

Apgplication

Application

ange

ExchangeMana Application

To view and manage consented permissions for individual apps, as well a3 your tenant’s consent settings, try En

' Grant admin consent for NETsec Demo

Description

Read and write mail in all mailb...  ve:

Send mail as any user et

Manage Exchange As Application  ve:

s

3

Admin consent req...

s and consent

Status.

A Not granted for NETses | =ev

dh Mot granted for NETsec | =+e

@ Granted for NETsec Demo =e»




API permissions are assigned to the registered Application.

3
(0]
]
A
5=}
i)

& O

)

B

Identity

Qverview

Users

Groups

Devices

Applications

Enterprise applications

App registrations

Roles & admins

Roles & admins

Admin units

Delegated admin partners

Protection

Identity Governance

External Identities

- Show more

Learn & support

Microsoft Entra admin center P Search resources, services, and docs (G+/)

~

> GALsync Enterprise App | API permissions > App registrations > GALsync Enterprise App | APl permissions » App registrations > GALsync Enterprise App

- GALsync Enterprise App | API permissions = %

B Overview
& Quickstart

#  Integration assistant

¥ Diagnose and solve problems

Manage

= Branding & properties

2 Authentication
Certificates & secrets

1I! Token configuration

2 API permissions

& Expose an AP

EL App roles

&8 Owners

di. Roles and administrators

M Meanifest

Support + Troubleshooting

& New support reguest

() Refresh 27 Got feedback?

@ successfully granted admin consent for the requested permissions.

@ The "Admin consent required” column shows the default value for an organization. However, user consent can be customized per
permission, user, or app. This column may not reflect the value in your organization, or in organizations where this app will be
used. Leam more

Configured permissions
Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process, The list of

configured permissions should include all the permissions the application needs. Learn more about permissions and consent

{ Add a permission /" Grant admin consent for NETsec Demo

API/ Permissions n... Type Description Admin consent req...  Status

v Microsaft Graph (2)

MailReadWrite Application Read and write mail in all mailboxes  Yes @ Granted for NETsec Demo «++
Mail Send Application  Send mail as any user Yes @ Granted for NETsec Demo +++
v Office 365 Exchange

ExchangeMana Application Manage Exchange As Application e @ Granted for NETsec Demo s+

Te view and manage consented permissions for individual apps, as well as your tenant's consent settings, try Enterprise applications,

Update the Environment Configuration in GALsync

Accordingly, select Microsoft Graph at the Assigned API permissions group box in
the Exchange Online App Registration dialog and uncheck the Exchange Web
Services, if you have removed the full_access_as_app permission.

| Microsoft Graph

Assigned AF| permissions

Exchange \Web Services

Please note, if you also use contactSync policies in GALsync, it will be necessary to
configure additional API permissions. Please take a look at the Assign API
permissions to the registered Application chapter in the contactSync manual.
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General Exchange Scenario Exchange Server on-premizes | Bxchange Online

Exchange Online

Manage the settings for the Exchange Onlineg tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator role permission for Exchan

[
| G | @] G | @ | Prodty | @ | KRemove| @
lzemame Max. Connection
Primary Mailbox Account
8 GALsync Erterprise App 2
] Exchange Online App Registration X

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Lzure
ADY App registrations that enables access to BExchange Online.

Organization ! Tenant @

|ne‘tsecdemotenarrt.unmimsuﬁ.cnm |

Application Display Mame @

|GAL5§.rnc Enterprise App |

Application 1D @
| 3b5b788-77e 1-4225-af 74-a96f T Bed5d |
Certfiats |
Friedly Name METsecDemo from DemoGALsyncl3
Mot After 2026-04-25
Subject CH=NETsecDemoF romDemoGALsyncl3
Thumbprint 1F2A8447707 212120361 7D6ATDACDCZECMTC D4R
Has Privatekey True
User METSECDEMO \svc_galsync
Choose Certficate | | Crete Certficate @

Maxi
Cﬂa:ll'br:cutrirclm @ | Set as primary account @

| Assigned APl permissions |

Microsoft Graph @

|| Exchange \web Services @




How to switch from user-based authentication to certificate-based
authentication

As of February, 2025 Microsoft has mandated MFA to authenticate to Microsoft 365.

Microsoft 365 Blog - Announcing mandatory multifactor authentication for the
Microsoft 365 admin

https://techcommunity.microsoft.com/blog/microsoft 365blog/announcing-mandatory-
multifactor-authentication-for-the-microsoft-365-admin-cent/4232568

Due to this requirement, user credentials will need to be removed from the GALsync
Environment Configuration, and replaced with certificate authentication via App
Registration.

Note the e-mail address of the service account used and delete the user-based

credential
To make this switch, please open the Environment Configuration and select the

Exchange Online tab.

| PartnerDemc Exchange Online - Envirenment Configuration - 0 X
General Exchange Scenario | Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Micresoft 365 tenant have Exchange Administrator role permission for Exchange Online.

| Credentials |
e @ Ga | @ PModty | @ | HRemove @
lUsemame Max. Connection
Primary Mailbox Account
{E) seviceaccount @netsecdemo.com 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud
‘ o Ok | €9 Cancel | ‘ = 2eply ‘

Then double-click the Primary Mailbox Account to open the Exchange Online
Credentials dialog window, and note the primary E-mail address which has been used.
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1 Exchange Online Credentials x

User-10: |seviceaccourrt@netsecdemo.cnm | @
Password: |................ | @
IE-maiI: |se\riceaccourrt@ﬂetsecdemo.com| I | @

R
Cannection 25 @ #| Set a5 primary accou t @

——| The authentication method for Exchange \web Services of the Microsoft 365 tenant |

Please login for the Modern Authentication OAuth 2.0

& Modern Autheniication OAuth 2.0 @

‘ o Apply ‘ | €3 Cancel |

After noting this, please close the dialog window and select the primary mailbox account,
then click the remove button

METsec Demo - Environment Configuration - 0 =

General Exchange Scenario | Exchange Online

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Bxchange Administrator rale permission for Exchange Online.

(Credentials |
C Gad | @ Gad | @ | Aredy | @ | B Remove

Max. Connection

|lsemame

Prirnary Mailbkox Account

serviceaccount @netsecdemo com

| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 365 GCC
Microsoft Azure public cloud i

o Ok €9 Cancel = 2oph




Create a certificate-based credential and use the mailbox of the service account
Next, click the Add button on the left to open the Exchange Online App Registration
dialog window, shown below. Check the Set as Primary account in the checkbox and
insert the previously noted email address into the Email Address field.

For further instructions, please see the section titled Exchange Online certificate-
based authentication via App Registration.

| Exchange Cnline App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra |D (formerly Azure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant (_fj
Application Display Name L,T,l
Application 1D (€3]
| Certificate |
Friedly Name FriedlyMame
Mot After Not After
Subject Subject
Thumbprint Thumbprint
Has Privatekey Has Privatekey
User User
. . T
Chocse Certificate | | Create Certificate ey

| Assigned AP| permissions |

Microsoft Graph @

[ | Exchange Web Services @

Mazximum

Connection @ Set &s primary account L.T,l

Email Address @

serviceaccount @netsecdemo com| |
| ¢ Apply | ‘ ﬁ Cancel ‘
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After switching to certificate-based authentication, remove the permission of the
user-based authentication in Microsoft Entra ID

Remove Enterprise Application NETsec GALsync, which was created by Modern
Authentication OAuth 2.0.

To accomplish this, in the Microsoft Entra Admin Center, go to Applications >
Enterprise Applications > All applications, and search for GALsync.

ft Entra admin center P Search resources, services, and docs (G+/)

g 8 4 ©» 0 ¢

m

2]

Home
What's new

Diagnose & solve problems

Favorites v
Identity ~
Overview

Users v
Groups ~
Devices v
Applications ~

Enterprise applications

App registrations

Protection v
Identity Govemance v
External Identities v

- Showmore

Enterprise app

Enterprise applications | All applications

+ New application () Refresh & Download (Export)

Overview
0O Overview

X Diagnose and solve problems

Manage Search by application name or object ID

B Al applications 9 applications found

Nam N L
B private Network connectors ame 4 ObjectiD

& User settings B04cbbSS-f865-43ab.

B app lunchers af3cbaed-adcd-4386,

The list of applications that are maintained by your organization are in applica

@ ereviewinfo

Application type == Enterprise Applications

Application ID
63e83ed3-a878-47c.

2376cH4c-816¢-4b87.

2

Columns | [ Preview features Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider

application ID stats with X T Add filters

Homepage URL Created on T4 Certificate Expir. Active Certificat...

271572022

hitps://www.netsec.

& Custom authentication
extensions

Security
® Conditional Access

@ Consent and permissions
Activity

D sign-in logs

dd Usage & insights

& Audit logs

Select NETsec GALsync, then go to Properties, and click Delete.

Microsoft Entra admin center R search resources, services, and docs (G+/)

L

*

& &5 2 » 0 ¢

%

Home
What's new

Diagnose & solve problems

Favorites

Identity

Overview

Users

Groups

Devices

Applications
Enterprise applications
App registrations

Roles & admins

a . i a —
Roles and administrators | All roles > Exc
1! NETsec GALsync | Properties
B30 Enterprise Application
H overview =
View and mg
v m Deployment Plan settin
inistrator reles. Learr
A Diagnose and solve problems
2% Manage home tenant.
Enabled for users to sign-in?
v & oOwners Name ©
&, Roles and administrators §
v Homepage URL ©
& Users and groups
v Logo G
D single sign-on
X > Provisioning
C  self-service
Application ID ©
Securi ObjectiD ©
A ty

% Conditional Access Accinnmant recuiirad? (

&7 Got feedback?

o€ application settings for your organization. Editing properties like display information, user sign-in
d user visibility settings requires Global Administrator, Cloud Application Administrator, Application

Some of the displayed properties that are not editable are managed on the application registration in the application's

Yes No

‘ https://www.netsec.de/en/products/galsync/overview.html D

‘ 63e8aed3-a878-47c4-8c38-33ad7d5f5b87

(v )

‘ 804cbb55-f865-43ab-9c00-3ffa88e6e268

[

vac  EEEYER

Identifier U

63e8aed3-a

2376cH4c-8

»




Next, remove the service account from the Exchange Administrator role and/or
Exchange Recipient Administrator.

To accomplish this, go to Roles and Admins > Roles and Admins > All Roles, then
search for Exchange and select the relevant role (Exchange Administrator or
Exchange Recipient Administrator).

Microsoft Entra admin center [T s _

Home > NETsec GmbH & Co. KG >

B Identity ~
Roles and administrators | All roles X
© overview &l
R Users v < + Newcustomrole [i] © ole L Download assignments () Refresh S Preview features A7 Got feedback?
- &, Allroles
hvd
Hes N @ Gotjust-in-time sccess 1 a role when you nesd it using PIM. Learn more about PIM =
& Protected actions
I Devices v .
K Diagnese and solve prablems (D Your Role: Global Administrator and 1 ther roles
~ . -
8 applications Activity Administrative roles
) ) Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access
Enterprise applications I= Access reviews to manage broad application configuration permissions without granting access to manage other parts of Microsoft Entra 1D not related te application
configuration. Leam mare.
App registrations & Auditlogs i
Learn more about Microsoft Entra ID role-based access control
& Roles & admins ~ Troubleshooting + Support
- [© exchange | add filters
& New support request
| Rotes & acmins
Role Ty Description Privileged Ty Ass.ty Type T

Admin units Can manage all aspects of the -
[ Exchange Administrator Exchange product 5 Built-in
Delegated admin partners Can create or update Exchange Online
[ Exchange Recipient Administrator recipients within the Exchange Online 4 Built-in
B eiling ~ organization.
& settings s .
& Learn & support A

On the Assignments page, check the checkbox which corresponds to the GALsync
account then click Remove assignments.

Microsoft Entra admin center P search resources, services, and docs (G+/)

B Diagnose & solve problems A Enterprise applic Al Tsec GA Properties > R
g5 Exchange Administrator | Assignments - X
Favorites Vv All role:
Add assignments ¥ Download assignments (O Refresh (' Manage in PIM
i e
®  identity K Diagnose and solve problems
Search
® overview Manage B
Type
R users N & Assignments
All v
Descript
A Groups W N Name UserName Type Scope
Bl beice v Activity [ sve_contactsync svc_contactSync@PartnerDemo.de  User Directory
ﬂ % Bulk operation results Svc_GALsync Svc_GALsync@PartnerDemo.de User Directory
Applications A

Troubleshooting + Support
Enterprise applications -
& New support request

App registrations

| & roles & admins ~
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Remove the service account from the Application Impersonation Role in the
Exchange Admin Center of Exchange Online, if contactSync policies are configured in

GALsync.

Important: the Application Impersonation Role in the Exchange Admin Center of the
on-premises Exchange Server are still necessary for service account to synchronize
contacts into mailboxes with contactSync policies in GALsync.

B Exchange admin center R Search (Preview)

@ Home
8 Recipients
Mailboxes
Groups
Resources
Contacts
BE  Mail flow
S Roles
| Admin roles

User roles

Outlook web app policies

[ Migration
df  Mobile

[ Reports

~

[ Copy role group [ii] Delete

Role group 1

HelpdeskAdmins_-1602052503

Hygiene Management

Impersonation Role

Information Protection

Information Protection Admins

Information Protection Analysts

Information Protection Investigators

Description
group

Membership in
role group is n¢
include cross-st
and Microsoft §
member of the
that group.

Members of thi
permissions for

For intenal apg

Full control ove
policies, DLP, al

Create, edit, ant
Manage endpo

Access and mat
sensitivity labek

X

Impersonation Role

General  Assigned  Permissions

These are the admins assigned to this role. You can add or remove admins from this
role group here.

1selected X | O Search

Admin name Type

sve_contactSync UserMailbox

E Svc_GALsync UserMailbox

There are no members added to this role group.

Something went wrong and members failed to load. Please try again later.



How to recreate an expired App registrations Certificate

If the App Registrations certificate has expired, the associated Environment
Configuration and policies will be tagged with a red X, and it will be necessary to
generate a new certificate to be uploaded to the App Registration in Microsoft Entra
ID.

| MNETsec GALsync

FILE ACTION  OPTICNS HELP

= D GALsyne .| GALsync
0 @ PartnerDemo Exchange Online
Drﬁ Export Policies @ Create Environment &4/ Create Palicy @ Edit @ Delete

- {5g PartnerDemo Export to NETsec {58 Settings [ Exchange | B Environments | & Policies [ill] Status @ Help
. g PartnerDemo NetworkShare Ex
D& Import Policies

>@ NETsecDeme FTP Import to P:

Name Certificate expires =~ Description
{4 PartnerDemo Exchange Online 2025-01-28

L8 NETsecDemo Import to Partner

----- L@ Partnerdemo import
[ [E] contactSync

The log entry below confirms the certificate has expired and a new one will need to be
linked to the application.

- 0O %
m log20250129061658 011x09251.txt - NETsec LogViewer Details

Timestamp A
20250129_061701_934

Policy

PartnerDemokxporttoMETsecDemoandCompanyDemo.xml

Typ

Error

Code

40145

Task

&84

Thread

18

Source

MNETsec.RemotePowerShellLibrary. RemotePowerShellConnection TaskConnectToRemotePowerShell()

Message

85cel055-c212-4444-3e5e-7670a4a3bd %4 | Connect-ExchangeOnline command execution Exception: The certificate is expired. Please link a
new certificate to your app and pass the valid value,

Exmessage

The certificate is expired, Please link a new certificate to your app and pass the valid value.

Exsource
Microsoft.Exchange Management. AdmindpiProvider

Extarnstsite
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To create a new certificate, go to the Environment Configuration and select the
Account used for App registration (GALsync Enterprise App), then click Modify.

| PartnerDemo Exchange Online - Environment Configuration - [ x®
General Exchange Scenario  Exchange Online
Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

| Credentials |

Gl @ Gl (@ AMedy | @ | HRemoe| @

Uzemame Max. Connection

Primary Mailbox Account

| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud
‘ ka | ﬁCanceI | EI;::_




In the Exchange Online App Registration window, click Create Certificate.

[:l Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

(Organization / Tenant @

| artnerdemotenant .onmicrosoft.com |

Application Display Name @
|GﬁLs)'nc Enterprise App |

Application ID O
[2376cf4c-816c-4b87-87d6-7013d 7d6ab5e |
Certficate]|

Friedly Name GALsync PartnerDemo From PartnerGALsync05

Mot After 2025-01-28

Subject CH=GALsyncPartnerDemoFromPartnerGALsynclb
Thumbprint SEQBEFO2093FB23457AC2507635EEGFCS3D5CTAB
Has Privatekey True

User PARTMERDEMO\sve_galsync

Choose Certificate | I Create Certificate I @

| Assigned APl permissions |

Microsoft Graph @

[| Exchange Wieb Services @

Maxi
Coaﬁ:nr;cutrirc.:n @ /| Set as primary accou @
Email Address @
sve_galsync@partnerdemo de |

| of Lpply | ‘ &3 Cancel ‘
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In the Create certificates in current user store dialog, insert Subject and Friendly
Name, afterwards click the Create button.

MNETsec GALsync - M

Create certficates in curent user store

Create a self-signed certificate for the Microsoft Entra 1D Enterprise Application registration.

Subject PartnerDemo TenantFromGALsync2025 | @
Friendly Name: | PartnerDemo Tenant From GALsync2025| @
Notdfter: 217512027 @
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync'cettficate || .. | @

files"PartnerDemo Tenant FromGALsync 2025 _2027-02-25.cer

Creating self-zigned certificate iz anly -
possible starting with \Windows Server 2016 m

Y

'CES]‘ Certificate Directary Q;f) Apply




After the operation has been successfully completed, click the Certificate Directory
button to open the certificate files directory in the Windows Explorer.

MNETsec GALsync - M

Create certficates in curent user store

Create a self-signed certificate for the Microsoft Entra 1D Enterprise Application registration.

Subject: |PartnerDemoTenarrtFromGAL5)'nc2025 | @J
Friendly Name: |F‘artnerDerno Tenant From GALsync2025 | KTJ
Notéfter: 217512027 - @
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync'\certfficate \—1 ('_i'j

files"PartnerDemo Tenant FromGALsync 2025 _2027-02-25.cer

Creating self-signed certificateis anly -
possible starting with \Windows Server 2016 m

“PartnerDemo Tenant FromGALsync2025_2027-02-25 cer’

Code: 0

Message: The public part of Cerificate 2B14665420E7AS234BAECEB 1BOBADBF3575580483 s
exported to the file C:\ProgramData*NETsec GmbH & Co. KGVGALsync \certificate files
“PartnerDemoTenantFromGALsync 2025 _2027-02-25 cer. |

Code: 0
Message: Operation successfully completed|

| 5 Certificate Directory | ‘ prpl\,r ‘ | gCInse |

The Windows Explorer with the certificate files directory will be open.

_ certificate files * +
&= = T &} J > -+ ProgramData > MNETsecGmbH & Co.KG > GAlsync > certificate files
@ New ~ Tl Sort ~ = View ~ aae
/} Home MName Date modified Type Size
[ PartnerDemoTenantFromGALsync2025_2...  2/25/2025 2:41 AM Security Certificate
El Gallery

2KB
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Afterwards click Apply to close the Create certificates in current user store dialog to
save changes.

MNETsec GALsync - M

Create certficates in curent user store

Create a self-signed certificate for the Microsoft Entra 1D Enterprise Application registration.

Subject PartnerDemo TenantFromGALsync2025 | @
Friendly Name:  PartnerDemo Tenant From GALsync2025 @
Notdfter: 217512027 @
KeyLength: @ keySpec: |KeyExchange | @
FilePath: C:\ProgramData\NETsec GmbH & Co. KG\GALsync'cettficate || .. | @

files"PartnerDemo Tenant FromGALsync 2025 _2027-02-25.cer

Creating self-zigned certificate iz anly -
possible starting with \Windows Server 2016 m

“PartnerDemo Tenant FromGALsync2025_2027-02-25 cer’

Code: 0

Message: The public part of Cerificate 2B14665420E7AS234BAECEB 1BOBADBF3575580483 s
exported to the file C:\ProgramData*NETsec GmbH & Co. KGVGALsync \certificate files
“PartnerDemoTenantFromGALsync 2025 _2027-02-25 cer. |

Code: 0
Message: Operation successfully completed

| < Certificate Directory | @ Close




Also click Apply on the Environment Configuration window to save the changes.

[:l Exchange Online App Registration x

Corresponding settings for the Enterprize Application in the Microsoft Entra 1D (formerly Azure
AD) App registrations that enables access to Exchange Online.

(Organization / Tenant @

|partnerdemotenarrt.onmic:'osoﬂ.com |

Application Display Name @
|GﬁLs)'nc Enterprise App |

Application D O
[2376cf4c-816c-4b87-87d6-7013d 7d6ab5e |
Certficate]|

Friedly Name PartnerDemo Tenant From GALsync2025
Mot After 2027-02-25
Subject CH=PartnerDemoTenantFromGALsync2025
Thumbprint 2B14665420ETARZI4BAECE1BOBADEF397558D483
Has Privatekey True
User PARTMERDEMO'\sve_galsync
Choose Certificate | [ Create Certificate. | @

| Assigned APl permissions |

Microsoft Graph @

[| Exchange Vieb Services @

Maxi
Comeion | 2 @ 7] Set as primary account. @)
Email Address @
sve_galsync@partnerdemo de |

| of fpply | ‘ &3 Cancel ‘
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Go back to the Windows Explorer with the certificate files directory again and copy
the path of the certificate files directory into clipboard.

certificate files X +
= ™ c
) New - Tl Sort ~ = View -
2 Home Mame Date modified Type Size
El Gall @ PartnerDemoTenantFromGALsync2025_2...  2/25/2025 8:41 AM Security Certificate 2KB
allery

Login to Microsoft Entra admin center with a Global Administrator account, and go
to Applications > App registrations.

If the GALsync application is not displayed, click All Applications.

Microsoft Entra admin center XL Search resources, services, and docs (G+/)

Home >
ﬂ Home
App registrations  # - P
* Favorites g
T New registration @ Endpoints é’ Troubleshooting ':_) Refresh 4 Download [E Preview features Q1 Got feedback?
i A
D Identity All applications Owned applications  Deleted applications
® overview .
2 Start typing a display name or application (client) 1D to filter these .., ¥ Add filters
R users v
1 applications found
"% Groups ~
Display name T Application (client) ID Created on T  Certificates & secrets
i v .
1 Devices H GALsync Enterprise App Ob5fh788-77e1-4225-3T4-3... 7/12/2023 @ Current
% Applications ~

Enterprise applications

I App registrations

3. Roles & admins I
Roles & admins

Admin units -

]

Learn & support LA

Click onto the GALsync Enterprise App.



Go to Certificates & secrets or click on the notification which prompts you to create a
new certificate.

Microsoft Entra admin center e e e ) _

% Favorites v * Home > Partner Demo > App registrations >

GALsync Enterprise App = X

D Identity ~
© oveniew ¢ T Delete @ Endpoints [ Preview features
Q users ~ L\ e | € Acertificate or secret has expired. Create a new one —
& Quickstart
& Groups v . a
A Integration assistant A Essentials
v .
B e K Diagnose and solve problems Display name : GALsync Enterprise App Client credentials : 5 centficate, 0 secret
@ Applications ~ Manage Application (cient) [0 2376cf4c-816c-4b87-87d6-701307d6abse Redirect URIs : Add a Redirect URI
Object ID : d0d12519-b420-400c-3265-e3afesd256fe Aapplication 1D URI  Add an Application ID URI
Enterprise applications = Branding & properties
Directory (tenant) D : e8710f0b-1cbf-4cdc-a573-2ddcadbags2f Managed application in I, : GALsync Enterprise App
, . D Authenticat
| App registrations 3 D authentication Supperted account types : My organization only
&) Pprotection ~
Token configuration GetStarted  Documentation

Go to Certificates & secrets and click onto the Certificates tab.

Microsoft Entra 2dmin center Lo e e s ) _

K Favorites s~ *  Home > Partner Demo > App registrations > GALsync Enterprise App

GALsync Enterprise App | Certificates & secrets < x
Identity ~
Overview Search < &7 Got feedback?

Overview

Users ~

>
(0]
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable loeation using an HTTPS
5 Groups O scheme). For 3 higher level of assurance, we recommend using a certficate (instead of a dlient secret) as a credential.

7 Integration assistant

=]

EeiEE e K Diagnose and solve problems .
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Applications ~ Manage

Enterprise applications B2 Branding & properties

Certificates (5)  Client secrets (0)  Federated credentials (0)

] a jistrati D Authentication
e Certificates can be used as secrets to prove the application's identity when requesting a token. Also can be referred to as public keys.

Certificates & secrets

B Protection ~ _
iIt Token configuration T Upload certificate
{8 identity Govemance 3} - APl permissions Thumbprint Description Start date Expires Certificate ID
D: External Identities v & Expose an API 88D763EC336B06A08FO05FFO7DFFC. CN=PartnerDemoTenantFromDemaG. 2/19/2025 2/20/2025 @ 308abb72-be86-48d6.. 1 [@
Show mare i App roles FEEDF546A05FEFS4E7063D89E280E4. CN=PartnerDemoFromPartnerGALsy... 4/21/2023 4/21/2025 6017280¢-6021-4dcc-.. D [@

Delete the expired certificate then select Upload certificate.

crosoft Entra adrmin center e e e S o2 _

K Favorites ~ ® Home > Partner Demo > App registrations > GALsync Enterprise App

GALsync Enterprise App | Certificates & secrets = x

D Identity ~
® Overview Search « A Got feedback?
/Q Users ~ Overview
& Quickstart Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
5 Groups e scheme). For 2 higher level of assurance, we recommend using a certificate (instead of a dlient secret) as a credential.
# Integration assistant
B Devices e X Diagnose and solve problems .
@ Application registration certificates, secrets and federated credentials can be found in the tabs below.
B3 Applications ~ Manage
Ent: licati B2 eranding & properties
nterpfise applications 9 &prep Certificates (5)  Client secrets (0)  Federated credentials (0)
I N D Authentication
App registrations .
Certificates can be used as secrets to prove the application’s identity when requesting a token. Also can be referred to s public keys.
Certificates & secrets
B Protection v o
Il Token configuration
Identity Ge N N N
{8 Identity Governance 9 APl permissions Thumbprint Description Start date Expires Certificate ID o
BB External Identities v @ Expose an API 88D763EC336B06A08FOCSFFOTDFFC, CN=PartnerDemeTenantFromDemoG.. 2/19/2025 2/20/2025 @ 308abb72-be86-48d6.. 1 [H] |
Show more % App roles FEEDFS46A0SFEFS4E7063D89E280E4. CN=PartnerDemoFromPartnerGALsy...  4/21/2023 4/21/2025 6017a80c-6021-4dcc-... D
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Click onto the folder icon for upload a certificate (public key), paste the copied path in
the Open dialog, select the new certificate, then click Open.

| g
|
’ »

>~ A <« NETsec GmbH & Co.KG > GALsync > certificate files [} Search certificate files

Upload certificate X
Organize v Mew folder =- o @
Name Date modified Type Size o
NETszc Saftwan Upload a certificate (public key) with ane of the following file types: .cer. .pem, .crt *
|I§! PartnerDemoTenantFromGALsync2025 2...  2/25/2025 8:41 AM Security Certificate 2 KB‘ e | Select a file ‘ E
Deseription
| [ Enter a description for this certificate |
v I ThisPC

> % Local Disk (C)

File name: | PartnesDemoTenantFromGALsync2025_2027-02-25 e it ~
Upload from mobile | Open | Cancel

After the certificate upload has been successfully completed, click Add.

Upload certificate g upioad completed for X
PartnerDemoTenantFromGALsync2025_2...

1.3 KiB | "Streaming upload"
Uplead a certificate (public key) with oneommesonowmgnnenypesscenspemysee.

| "PartnerDemoTenantFromGALsync2025_2027-02-25.cer"

Description

| Enter a description for this certificate |

Log out from the Microsoft Entra admin center.



The app registration has a new valid certificate.

Microsoft Entra admin center R Search resources, services, and docs (G+/)

*

g § 3 » O ¢

M m

{h

Favorites

Identity

Overview

Users

Groups

Davices

Applications

Enterprise applications

App registrations

Protection

Identity Governance

External Identities

Show more

Protection

e

a

Home > Partner Demo > App registrations > GALsync Enterprise App

GALsync Enterprise App | Certificates & secrets =

O Se,

Overview
& Quickstart
# Integration assistant
K Diagnose and solve problems
Manage
B2 Branding & properties
D Authentication
Certificates & secrets
Il Token configuration
APl permissions

@ Expose an API

App roles
& Owners
&, Roles and administrators

M Manifest

A7 Got feedback?

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web addressable location (using an HTTPS
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a cradential.

@ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates (5)  Client secrets (0)

Certificates can be used as secrats to prove the application's identity when requesting a teken. Also can be referred to as public keys

T Upload certificate
Thumbprint

FEEDF546A0SFEFS4E7063D89E:

Federated credentials (0)

Description

484A41031D11A139DFD137806...

F50E577238AFB0BET6634ECAT3.

O0ET105FBCATFAFFEOEAZAGEF...

CN=PartnerDy ync2
CN=PartnerDemoFromPartnerGALsync1
CN=PartnerDemo from PartnerGALsync3

CN=PartnerDemoTenantFromPartnerGALsync.

Start date
4/21/2023
4/25/2024
9/3/2024

1/29/2025

Expires
4/21/2025
4/25/2026
9/3/2026

1/29/2027

Certificate ID

6017a80c-6021-4.

b5468220-b9b6-d...

65213269-bed5-4,

27223280-062a-4...

I 2B14665420E7A5234BAECBBO...

CN=PartnerDemoTenantFromGALsync2025

2/25/2025

2/25/2027

3480e3e8-f64b-4.

Log out from the Microsoft Entra admin center.
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Go back to the Exchange Online tab of the Environment Configuration to test the
Exchange Online PowerShell connection and send a test email with the new certificate.

| PartnerDemo Exchange Online - Environment Configuration - [ x®

General Exchange Scenario  Exchange Online o
Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchange Online.

| Credentials |

Gl @ Gl (@ AMedy | @ | HRemoe| @

Uzemame Max. Connection

Primary Mailbox Account
@GALMC Enterprise App 2
| Organization Settings |
Instance hosted by Microsoft 365 or Microsoft 3656 GCC
Microsoft Azure public cloud

Exchange ‘Web Services URL https /loutlook . office 365. com/EWS/Exchange asmo
Crganization Settings

| Remote PowerShell Connection Test |

Flease test the Remote PowerShell connection to Exchange Online

e Test @ Warning | Mo remote PowerShell connections is avalable anymore.
Connection test was successful for GALsync Enterpnze App

Test finished.

| Exchange Mailbox Test |

Send a test email to the recipient:

Email address |admini5trator@partnerdemo.de

e| Send testemail | (@)

‘ o Ok ‘ | t:f-::anoe|| =

Afterwards, click Ok to save and close the Environment Configuration window.



How to create and configure an Environment Configuration and an
migrate existing policy to it

It is recommended to configure an Environment Configuration with a certificate-based
authentication for Exchange Online and the existing policies to ensure continued
problem-free access to Exchange Online.

To create an Environment Configuration, switch to the Environments tab and click
Create Environment

Enter a name for the Environment Configuration, e.g. company name.

@Create Enviranment @Edit @Delete
@,! Settings E_ﬂE:f.:l'Er;- @ Environments & Folicies ET] Status ﬁHst
D Environment Configuration - 0 =
General | Exchange Scenario
General
Name @
MNETsec Demo
Description @
a
L4
| o Ok | ‘ €3 Cancel ‘ | = 2eply |

GALsync 8.5 Manual




GALsync 8.5 Manual

Switch to the Exchange Scenario tab and select the appropriate radio button which
matches your Exchange environment, Hybrid Exchange or Exchange Online.

If the GALsync Server is member of the on-premises Active Directory, which is connected
with the Microsoft 365 Exchange Online tenant via Microsoft Azure Active Directory
Connect, also enable the option The GALsync Server is member of on-premises
Active Directory.

| Environment Configuration - [ %

Seneral | Exchange Scenano | Exchange Cnline e E 3
Exchange Scenaro

Please choose the Exchange scenario

On-premises Exchange environment

Hybrid Exchange environment

°

Exchange Online environment

of Ok €& cancel =




Switch to the Exchange Online tab and create a certificate-based account using the
Exchange Online App Registration dialog.

1

General Exchange Scenaric Exd'la'lqe[)rlil-'g

Exchange Online

Manage the settings for the Exchange Online tenant.
All accounts of the Microsoft 365 tenant have Exchange Administrator rale permission for Exchan

e Credentials

fangd | @ | Gad @ | Arediy | @ | FRemove @

Lh,l Exchange Online App Registration x

Carresponding settings for the Enterprise Application in the Micrasoft Entra 1D (formerly fzure
AD) App registrations that enables access to Exchange Online.

Organization / Tenant QJ
Application Display Mame k_l_)
Application 1D @
Certificate

Friedly Mame FriedlyName

Not After Mot After

Subject Subject

Thumbprint Thumbprint

Has Privatekey Has Privatekey

User User

Choose Certificate Create Certificate ‘JJ

Assigned APl permissions

| Microsoft Graph QJ

Exchange \WWeb Services @
Maximum 2= @ .
Connection ~| &) | Set as primary account LE 4]
Email Address l\_l_)

svc_galsync@netsecdemo com

How to carry out an App Registration is described in the Exchange Online certificate-
based authentication via App Registration chapter.

In the Exchange Online App Registration dialog, you can use the email address of
your GALsync service account so that the status notification emails can continue to be
sent via its mailbox.
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Once you have created the Environment Configuration and the Exchange Online
PowerShell and Microsoft Graph connections are working, you can migrate the
existing policies to the Environment Configuration.

Migrate an existing policy
Policies created by GALsync Version 7 or earlier versions are not part of an Environment
Configuration.

o :L-'I GALsync £  Export Company A =] I by

- ¥ Export Policies =

: @Environmenh LR Delete S Clone LZTest gCDUnter DHun EI—J Status
D@ METsec Demo &g General @ Synchronisation mede E Data transfer mode [_-/j Via email % Directory @’ Status notificatione 4 P
¥ Export Policies
- @ Import Policies General
B[] contactSyne Policy Name @
Export Company A
| Description K.!J
Environment Configuration \‘y

You can migrate such a policy to a corresponding Environment Configuration.
Please note that a policy can only be migrated once.

Select the corresponding Environment Configuration on the General tab of the policy
and click Migrate to Environment Configuration.

Environment Configuration I\y

METsec Demal -

Migrate to Environment Configuration



Once you are sure you have selected the correct Environment Configuration for the
policy migration, click Yes to migrate the policy to the selected Environment
Configuration.

Please note that a policy can only be migrated once.

(V3]

tus notification &

g General @ Synchronisation mode Q Data transfer mode [_ﬂ Via email % Directony @

General
Policy Name @
Migrate Policy to Environment Configuration
@
Do you want to migrate the 'Export Company A" policy to the
‘METsec Demao’ environment configuration?
Yes Mo

Envirgnment Configuration @
METsec Demo -

Migrate to Environment Configuration

Afterwards, please save the policy.

The policy now belongs to the corresponding Environment Configuration, and uses the
settings of the Environment Configuration for the Exchange environment.

= L-'I GALsync £  Export Company A =] I s
D@ MNETsec Demo

D§ Export Policies [@]Environment G Delete FClore CZTest sgCounter Dﬂun ﬁ[l Status

i &g General @ Synchronisation mede E Data transfer mode E_-/_J Via email % Directory @ Status notification e
- @i Import Policies
=3 T_| contactSync General
Policy Name \‘y
Export Company A
| Description ké,'

Environment Configuration k.!,)
MNETsec Demo -
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After switching to certificate-based authentication, remove the permission of the
user-based authentication in Microsoft Entra ID

Remove Enterprise Application NETsec GALsync, which was created by Modern
Authentication OAuth 2.0.

To accomplish this, in the Microsoft Entra Admin Center, go to Applications >
Enterprise Applications > All applications, and search for GALsync.

ft Entra admin center P Search resources, services, and docs (G+/)

g 8 4 ©» 0 ¢

m

2]

Home
What's new

Diagnose & solve problems

Favorites v
Identity ~
Overview

Users v
Groups ~
Devices v
Applications ~

Enterprise applications

App registrations

Protection v
Identity Govemance v
External Identities v

- Showmore

Enterprise app

Enterprise applications | All applications

+ New application () Refresh & Download (Export)

Overview
0O Overview

X Diagnose and solve problems

Manage Search by application name or object ID

B Al applications 9 applications found

Nam N L
B private Network connectors ame 4 ObjectiD

& User settings B04cbbSS-f865-43ab.

B app lunchers af3cbaed-adcd-4386,

The list of applications that are maintained by your organization are in applica

@ ereviewinfo

Application type == Enterprise Applications

Application ID
63e83ed3-a878-47c.

2376cH4c-816¢-4b87.

2

Columns | [ Preview features Got feedback?

View, filter, and search applications in your organization that are set up to use your Microsoft Entra tenant as their Identity Provider

application ID stats with X T Add filters

Homepage URL Created on T4 Certificate Expir. Active Certificat...

271572022

hitps://www.netsec.

& Custom authentication
extensions

Security
® Conditional Access

@ Consent and permissions
Activity

D sign-in logs

dd Usage & insights

& Audit logs

Select NETsec GALsync, then go to Properties, and click Delete.

Microsoft Entra admin center R search resources, services, and docs (G+/)

L

*

& &5 2 » 0 ¢

%

Home
What's new

Diagnose & solve problems

Favorites

Identity

Overview

Users

Groups

Devices

Applications
Enterprise applications
App registrations

Roles & admins

a . i a —
Roles and administrators | All roles > Exc
1! NETsec GALsync | Properties
B30 Enterprise Application
H overview =
View and mg
v m Deployment Plan settin
inistrator reles. Learr
A Diagnose and solve problems
2% Manage home tenant.
Enabled for users to sign-in?
v & oOwners Name ©
&, Roles and administrators §
v Homepage URL ©
& Users and groups
v Logo G
D single sign-on
X > Provisioning
C  self-service
Application ID ©
Securi ObjectiD ©
A ty

% Conditional Access Accinnmant recuiirad? (

&7 Got feedback?

o€ application settings for your organization. Editing properties like display information, user sign-in
d user visibility settings requires Global Administrator, Cloud Application Administrator, Application

Some of the displayed properties that are not editable are managed on the application registration in the application's

Yes No

‘ https://www.netsec.de/en/products/galsync/overview.html D

‘ 63e8aed3-a878-47c4-8c38-33ad7d5f5b87

(v )

‘ 804cbb55-f865-43ab-9c00-3ffa88e6e268

[

vac  EEEYER

Identifier U

63e8aed3-a

2376cH4c-8

»




Next, remove the service account from the Exchange Administrator role and/or
Exchange Recipient Administrator.

To accomplish this, go to Roles and Admins > Roles and Admins > All Roles, then
search for Exchange and select the relevant role (Exchange Administrator or
Exchange Recipient Administrator).

Microsoft Entra admin center [T s _

Home > NETsec GmbH & Co. KG >

B Identity ~
Roles and administrators | All roles X
© overview &l
R Users v < + Newcustomrole [i] © ole L Download assignments () Refresh S Preview features A7 Got feedback?
- &, Allroles
hvd
Hes N @ Gotjust-in-time sccess 1 a role when you nesd it using PIM. Learn more about PIM =
& Protected actions
I Devices v .
K Diagnese and solve prablems (D Your Role: Global Administrator and 1 ther roles
~ . -
8 applications Activity Administrative roles
) ) Administrative roles are used for granting access for privileged actions in Microsoft Entra ID. We recommend using these built-in roles for delegating access
Enterprise applications I= Access reviews to manage broad application configuration permissions without granting access to manage other parts of Microsoft Entra 1D not related te application
configuration. Leam mare.
App registrations & Auditlogs i
Learn more about Microsoft Entra ID role-based access control
& Roles & admins ~ Troubleshooting + Support
- [© exchange | add filters
& New support request
| Rotes & acmins
Role Ty Description Privileged Ty Ass.ty Type T

Admin units Can manage all aspects of the -
[ Exchange Administrator Exchange product 5 Built-in
Delegated admin partners Can create or update Exchange Online
[ Exchange Recipient Administrator recipients within the Exchange Online 4 Built-in
B eiling ~ organization.
& settings s .
& Learn & support A

On the Assignments page, check the checkbox which corresponds to the GALsync
account then click Remove assignments.

Microsoft Entra admin center P search resources, services, and docs (G+/)

B Diagnose & solve problems A Enterprise applic Al Tsec GA Properties > R
g5 Exchange Administrator | Assignments - X
Favorites Vv All role:
Add assignments ¥ Download assignments (O Refresh (' Manage in PIM
i e
®  identity K Diagnose and solve problems
Search
® overview Manage B
Type
R users N & Assignments
All v
Descript
A Groups W N Name UserName Type Scope
Bl beice v Activity [ sve_contactsync svc_contactSync@PartnerDemo.de  User Directory
ﬂ % Bulk operation results Svc_GALsync Svc_GALsync@PartnerDemo.de User Directory
Applications A

Troubleshooting + Support
Enterprise applications -
& New support request

App registrations

| & roles & admins ~
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Remove the service account from the Application Impersonation Role in the
Exchange Admin Center of Exchange Online, if contactSync policies are configured in

GALsync.

Important: the Application Impersonation Role in the Exchange Admin Center of the
on-premises Exchange Server are still necessary for service account to synchronize
contacts into mailboxes with contactSync policies in GALsync.

B Exchange admin center R Search (Preview)

@ Home
8 Recipients
Mailboxes
Groups
Resources
Contacts
BE  Mail flow
S Roles
| Admin roles

User roles

Outlook web app policies

[ Migration
df  Mobile

[ Reports

~

[ Copy role group [ii] Delete

Role group 1

HelpdeskAdmins_-1602052503

Hygiene Management

Impersonation Role

Information Protection

Information Protection Admins

Information Protection Analysts

Information Protection Investigators

Description
group

Membership in
role group is n¢
include cross-st
and Microsoft §
member of the
that group.

Members of thi
permissions for

For intenal apg

Full control ove
policies, DLP, al

Create, edit, ant
Manage endpo

Access and mat
sensitivity labek

X

Impersonation Role

General  Assigned  Permissions

These are the admins assigned to this role. You can add or remove admins from this
role group here.

1selected X | O Search

Admin name Type

sve_contactSync UserMailbox

E Svc_GALsync UserMailbox

There are no members added to this role group.

Something went wrong and members failed to load. Please try again later.



Troubleshooting and Support Guide

How to analyze object matches in the log file which GALsync uses
during the import to update existing objects

The matching of data file objects with existing objects in the target environment will be
logged during the import policy run.

There can be different matches, for example the primary SMTP address of the data file
object to the primary SMTP address of the existing object in the target, the primary SMTP
address of the data file object to the secondary SMTP address of the existing object in
the target and even more combinations.

The default match is the primary SMTP address of the data file object with the primary
SMTP address of the existing object in the destination.

A counter for each combination, so each matched combination that occurs during the
policy run will be counted. The result of these counters will be added to the detailed
summary in the log file and the status notification email. This will help you find
mismatches, because the counter will indicate if other matches were logged than the
default match. The default match is the primary SMTP address of the data file object with
the primary SMTP address of the existing object in the destination.

If you suspect a mismatch has occurred, the log will provide you the details to be able to
check the object in the source environment to ensure the changes to the target object
were correct.

Bl Open : Save Set Filter Clear Filter | % Clear Search

Message

Exchange Online scenario is configured,

Organization: partnerdematenant.onmicrosoft.com

App Registration Display Name: GALsync Enterprise App

Exchange Web Services URL: hitps)//outlook.office365.com/EWS/Exchange.asmx
Email address: sve_galsync@partnerdemo.de

Exchange Web Services URL: hitps:y//outlook.office365.com/EWS/Exchange.asmx
Exchange Versiom: V2018_01_08

Sending mail to asolis@netsec.de successful,

GALsync Summary of From Company Demo
Operation finished

Policy run 1.
Analysed 1 Objects.
Add 0 Objects.
Modify 1 Objects.
Delete 0 Objects,

Up-to-date O Objects.
lgnore 0 Objects.
0 mastered-on-premises Objects.

Matched secondary smtp address to pnimary SMTP address 1 Objects.

No Errors.
Policy runtime 0:00:17

Policy run 1

0 up-to-date objects.

0 objects were ignorad.
operation:Completedjanalysed:1|add:0)madify: 1 Juptodate:0delete:0]errors:0|Mastered OnPremiseSkipped:0

GALsync 8.5 Manual




GALsync 8.5 Manual

Double-click on the log entry of the detailed summary to open the NETsec LogViewer
Details dialog of this entry.

- O X
m log20240312125816_111x04747.txt - NETsec LogViewer Details

GALsynclibrary. SummaryWriter. WriteSummary()
Message
GALsync Surmmary of From Company Demo

Operation finished

Pelicy run 1.

Analysed 1 Objects.

Add 0 Objects,

Maodify 1 Objects.

Delete 0 Objects.

Up-to-date 0 Objects.

lgnore 0 Objects.

0 mastered-on-premises Objects,

Matched secondary smtp address to primary SMTP address 1 Objects.

Mo Errars,
Pelicy runtime :00:17

Search for the log entries of the matched objects by using the text part of the counter
after Matched until the number of the counter.

Insert it into the search field and click the search icon.

B8 Open T§ Save Set Filter (o=l W sccondary smitp address to primary SMTP address 0 [Jhall@SETgS eI )

Message ‘
GALsync Summary of From Company Demo

Operation finished

Policy rum 1.

Analysed 1 Objects.

Add 0 Objects.

Maodify 1 Objects,

Delete 0 Objects,

Up-to-date O Objects.

lgnore 0 Objects.

0 mastered-on-premises Objects,

Matched secondary smtp address to primary SMTP address 1 Objects.

Mo Errors,
Pelicy runtime 0:00:17

Policy rum 1

0 up-to-date objects. -

2 results found

20240312_125823 371 mwﬂmm GALsynclibrary.EOlmportHandler.GetPowerShellResultObjectFor

20240312_125834_385 | FromCompanyDemoxml | Information | 47008 GALsyncLibrary Summan/Writer, WriteSumrmany()

The result list shows the log entries of the matched objects with the matching criteria of
the counter.



Double-click on a result entry to jump to the corresponding log entry in the main view
and open the NETsec LogViewer Details dialog of the entry with a double-click,

or open the NETsec LogViewer Details dialog directly from the context menu of the log
entry in the result list.

The source object and the target object are logged with the used matching criteria in the
NETsec LogViewer Details dialog of the log entry.

secondary smtp address to primary SMTP address O ‘ Clear Search

2 Open : Save Set Filter Clear Filter

Message
The source object 'CN=Andrew Contact1,OU=5ales,OU=Employees, DC=CompanyDemo,DC=local' matched with the object 'CN=Carsten Contact2 38

L3 umopTd imem dsen oo LT 4 1

21 e P L . 1 = - Lo Bl L I

- O x
m log20240312125816_111x04747.txt - NETsec LogViewer Details

Timestamp

20240312_125823_371

Policy

FromCompanyDemao.xml

Typ

Infarmation

Code

34218

Task

2011

Thread

58

Source

GALsynclibrary.EQImportHandler.GetPowerShellResultObjectFarMadify(

Message

The source object 'CM=Andrew Contact1,OU=5ales, OU=Employees DC=CompanyDemeo,DC=local' matched with the object 'CM=Carsten
Contact2834cf281923a2b281661bbd81135eadc, OU=partnerdemotenant.onmicrosoft.com,OU=Microsoft Exchange Hosted
Organizations, DC=DEUP2814005,DC=PROD,DC=0UTLOOK, DC=COM' in the target environment based on secondary smtp address to primary
SMTP address matching: SMTP:CarstenContact2@bla.com.

2 results found

20240312 _125823 371 || FromCompany D eim . i GALsyncLibrary EQImportHandler.GetPowerShel IResultObjectFor
20240312_125834_385 | FromCompanyDemey Show line in main view GALsyncLibrary Summan/Writer, WriteSummary()

| 0O Open details [I:

+*  Add to Search
H  Sawve results to file

Please check the objects in the respective environment to verify if the matching is
correct.
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How do I resolve NDR (Non-Delivery Report) problems?

If you have NDRs then Outlook / Exchange cannot bind a legacyExchangeDN to a
contact.

Please read the blog article The Attribute, the Myth, the legacyExchangeDN by
Michel de Rooij to get general information about the legacyExchangeDN attribute:

https://www.enowsoftware.com/solutions-engine/exchange-center/bid/151745/the-
attribute-the-myth-the-legacyexchangedn

https://eightwone.com/2013/08/12/legacyexchangedn-attribute-myth/

The first solution is to reconstruct the old legacyExchangeDN and to save it as X500
address in the proxyAddresses attribute of the contact.

For Example:

You want to send an email to Ron Smith and receive the following NDR:

IMCEAEX- O=TEST OU=First+20administrative+20Group cn=Recipients cn=Ron.Smith
#550 5.1.1 RESOLVER.ADR.ExRecipNotFound; not found ##

Then the X500 address within the proxyAddresses should be:

X500:/0=TEST/OU=First administrative Group/cn=Recipients/cn=Ron.Smith

The legacyExchangeDN must be unambigious within an Exchange Forest. During the
check, all legacyExchangeDNs and X500 addresses must be checked.

The second solution is clearing the NK2-Cache, this must be done for all affected clients.
For more information read:
How to reset the nickname and the automatic completion caches in Outlook

http://support.microsoft.com/kb/287623

Clearing AutoComplete and other Recipient Caches

https://www.enowsoftware.com/solutions-engine/exchange-center/bid/184025/clearing-
autocomplete-and-other-recipient-caches



https://www.enowsoftware.com/solutions-engine/exchange-center/bid/151745/the-attribute-the-myth-the-legacyexchangedn
https://www.enowsoftware.com/solutions-engine/exchange-center/bid/151745/the-attribute-the-myth-the-legacyexchangedn
https://eightwone.com/2013/08/12/legacyexchangedn-attribute-myth/
http://support.microsoft.com/kb/287623
https://www.enowsoftware.com/solutions-engine/exchange-center/bid/184025/clearing-autocomplete-and-other-recipient-caches
https://www.enowsoftware.com/solutions-engine/exchange-center/bid/184025/clearing-autocomplete-and-other-recipient-caches

How to check the PowerShell version on the GALsync server

Please log in on the GALsync server with your GALsync service account.

Open the Windows PowerShell and check the result of the following two PowerShell
cmdlets:

Get-Host

and

Spsversiontable

EN Windows PowerShell - O x

e

P on
PSEdition
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How to Troubleshoot PowerShell

Failure to Establish Connection to Exchange Online
If an error such as the one below has been generated while connecting to Exchange
Online, please follow the troubleshooting steps outlined below.

Background thread error -

|"/ "\-.I An application error occurred:

e

Method not found:

'System.Management.Autemation. PSDataCollection™ < System.Manage
ment.Automation.nformationRecord>

System.Management. Automation.P5DataStreams.get_Information()'.

Stack Trace:
at
METsec.RemotePowerShellLibrary.PowerShellHelper.ClosePowerShell()
at METsec.RemotePowerShellLibrary. PowerShellHelper.Finalize()

1. Verify Windows PowerShell 5.1 has been installed on the GALsync server by
opening Windows PowerShell and running

Get-Host;

2. Verify Exchange Online Management module for Exchange Online PowerShell v2
has been installed on the GALsync server.
The install instructions (from an Administrator PowerShell session) are as
follows:

Install-Module -Name ExchangeOnlineManagement -Force;

Import-Module ExchangeOnlineManagement; Get-Module ExchangeOnlineManagement;

Connect to Exchange Online:

Connect-ExchangeOnline;

Get some recipients from Exchange Online:

Get-Recipient;

Disconnect from Exchange Online:

Disconnect-ExchangeOnline;

Additional details relating to Exchange Online PowerShell v2 module are available here:

https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-
v2?view=exchange-ps#prerequisites-for-the-exo-v2-module

Important: GALsync does not support Exchange Online PowerShell V2 module for
PowerShell 7.


https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps
https://docs.microsoft.com/en-us/powershell/exchange/exchange-online-powershell-v2?view=exchange-ps

11021 - LegacyExchangeDN of the GALsync service account is in
the old syntax. Please update this by re-mailenabling the service
account or create a new GALsync service account.

Your current GALsync service account mailbox was previously migrated from an
Exchange 2003 environment. The legacyExchangeDN of the GALsync service account is
in the old syntax, which was used up to Exchange 2003. However, GALsync needs a
service account with a mailbox which has the new legacyExchangeDN syntax which is
used by Exchange 2007 and later.

Please create a new GALsync service account with a new mailbox and the same
permissions as the old one.

After that log on with the new GALsync service account, run the GALsync GUI with the
new GALsync service account and change the GALsync service to the new GALsync
service account.

ACTION  OPTIONS HELF
@ Create Environment

&4 Create GALsync Policy

&4 Create contactSync Policy
-:& Export Configuration

& Import Configuration

Export Status

Import Status

Tl

Caonfigure Servics

Use Configure Service to start the wizard for changing the service account of the
GALsync service.

19031 - Not all mails arrived ...

In this case the sender sent his data file split between multiple emails. The error
indicates that GALsync on the receiving side tries to contact Exchange Online before all
sent objects are really present in Exchange Online - even if you can see the mail within
your OWA App.

Solution
Wait up to 5 minutes between receiving the data and running the import policy.
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28104 - Error adding value of property showInAddressBook to the
contact.
This issue occurs, if you use the Custom Settings at the Address Lists tab of Import

Setting and you have selected an address list, which is not available anymore in your
environment.

| Import Settings X
General E-Mail Addresses E-Mail Addresses 7 | Address Lists | Object Filter

Hide From Address Lists (all Objects) k_!_:-'

Default Settings &) Custom Settings k_j:-'

&[] ) All Global Address Lists

“..[7] 5 Default Global Address List
0| ) All Address Lists

- [] G All Contacts

'-T_"_,E Al Groups

--[] i All Rooms

'i_rj All Users

“.[ 175 Public Folders

It iz recommended to read the manual for detailed information f Apply @ Cancel

Solution
Please check the Custom Settings of the Address Lists tab of the Import Setting and
save the import policy again, so that the wrong entry is removed.

Otherwise use the Default Settings.



12010 - Error getting Exchange Online connection

T
Typ EFP

rror
Error Cod
Code 1;3:::'
12010 Task
Task 1?1
244 Thread
Thread - rea
16

Source
Source

GALsynclibrary. EWShManager.getExchangeService() GALsynclibrary EWSManager.getExchangeservice()
Message
Message Error getting Exchange Onli i
Error getting Exchange Online connection. ror getiing Bxcnange Liine connechion.
Exmessage
Exmessage

Cne or more errors ccourred.

Current user cannot decrypt the token.

Key not valid for use in specified state.

One or more errors cccurred.
Key not valid for use in specified state.

This error occurs, if the policy was configured with the credentials of a different user as
the policy was executed.

Please run the policy in the credentials of the user, who configured the policy. We
recommend to run the GALsync GUI in the credentials of the local GALsync service
account.

You can encrypt the token for Modern Authentication OAuth 2.0 for Exchange Web
Services (EWS) again, if you click the Login button for OAuth 2.0 and delete the token
cache.

ser-10: GALsync
Fasswiord: 0Auth2 authentication failed.
E-mail: Code: 52002
Message: Error acquining access token:
Maxamum Exception: One or more errors occurred.
Connection
Code: 62003
The aut Message: Error acquining access token:
Exception: Current user cannot decrypt the token.
Exchange Onl Would you like to delete the token chache and try it again?
Basic
M
e Ofuth 2.0 =

Please take a look at the chapter Modern Authentication OAuth2 for Exchange Web
Services (EWS) to access Exchange Online
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Support: What to do when I notice an error / bug?

We always try to provide a very responsive, solution orientated and effective support.
Should you encounter any issue, bug or inconvenience please do not hesitate to contact
us.

Please send us an email to support@netsec.de.

So that we can provide you the best quality support, please provide us with the following
information:

Environment Overview

e Which Exchange version do you use?
e Which GALsync version do you use?

e Does the GALsync service account have an Exchange mailbox and where it is
located?

Description of the issue

Please describe your issue/bug/inconvenience thoroughly, in detail, what you wanted to
achieve and what you were doing as it occurred.
A screenshot of the issue often helps us to understand.

Configuration and log files

We also require the configuration and the logs, preferably zipped.

Please take a look at the chapter Open and export log files.

In menu Action -> Export Configuration you can zip the policies.
In menu Action -> Export Status you can zip the log files.

ACTION  OPTIONS HELF
@ Create Environment

Ly Create GALsync Policy

|:§ Export Configuration
._-% Impart Configuration
|:§ Export Status

@ Import Status

Configure Service


mailto:support@netsec.de

The log files of a police can be also compressed on the Status tab:

’{';@ Settings [_ﬂ Exchange @ Environments & Policies Eﬂ Status '@ Help

P All = ﬂ:ﬁ Hide: @CDmpleted /% Canceled &3 Errors @Heluad
Policy Mame Start Time Operati... | Emors Analy... | Added Modifi... = Upto-..  Deleted
Export Policies
@ Export Compa... g

.\ Open log file
; Export log file
E, Export all log files

Please send an email to support@netsec.de with a description of the issue and attach the
compressed file with the configuration and the compressed file with the log files.

Alternatively you could also upload the compressed files for us at the
NETsec Support Dropzone

https://transfer.netsec.de/dropzone/support

Do you have more questions or need further support than please do not hesitate to
contact the GALsync Support Team.

GALsync Support Team

By phone +49 2421 998 78 16 or via e-mail support@netsec.de
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