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General

What is Archive Users?

ArchiveUsers is our solution to assist you archiving users that left your
company. This task includes their mailbox, profile path, home folder,
Active Directory user-object. This way you may meet all challenges you
face regarding regulatory compliances such as HIPAA, FDA, PCI or SOX.

Each process will end up including an audit-safe log-file showing all tasks
that have been done. The whole user information will be zipped into one
single file you may store where you want.

Where do I install Archive Users?

You can install Archive Users on any server or workstation within your
Windows domain. You will need to have access to the Exchange Server
and the Active Directory with the corresponding permission.
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System Requirements
We have designed Archive Users to work with all Exchange versions
starting at 2007 SP11,

It is also possible to install Archive Users in a virtual environment. Here is
a complete list of what is necessary for the successful usage of.

1. Processor
A minimum of a dual-core processor is required
2. Memory
A minimum of 2 GB RAM is required to run Archive Users
3. Disk Space
Archive Users requires about 20 MB of HDD space, excluding
the generated user archives which vary in size.
4. Operating System
Archive Users supports the following Operating Systems:
Windows 7 SP1
Windows 10
Windows Server 2008 SP2
Windows Server 2008 R2 SP1
Windows Server 2012
Windows Server 2012 R2
Windows Server 2016
5. Other Requirements
.NET Framework 4.5.1

All recommended Windows Updates

Mapi32 must be available, either
e Microsoft Messaging API and Collaboration Data Objects
1.2.1

Note: You should reboot your computer after installing
MAPI/CDO 1.2.1
or
e Outlook
A 32-bit version of Outlook is required, because we do
not support 64-bit Outlook.

Note: Outlook must be configured so that the Default
Profile opens the ArchiveUsers account mailbox.

1 MICROSOFT WILL STOP SUPPORTING EXCHANGE 2007 ON THE 11TH APRIL 2017.
AS MUCH AS WE WOULD LIKE TO KEEP COMPATIBILITY UP FOR ALL VERSIONS, WE
CANNOT SUPPORT AN ENVIRONMENT, WHICH IS NO LONGER SUPPORTED BY THE
MANUFACTURER.
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Exchange Impersonation in Exchange 2007
The service account user must have the following permissions:

o Ms-Exch-EPI-Impersonation
o Ms-Exch-EPI-May-Impersonate

Note: The following Exchange-Management-Shell command must be run:

Get-ExchangeServer | where {$_.IsClientAccessServer -eq $TRUE} |
ForEach-Object {Add-ADPermission -Identity $_.distinguishedname -User
(Get-User -Identity Userl | select-object).identity -extendedRight ms-
Exch-EPI-Impersonation}

Note: Replace Userl with the AchiveUsers service account.

Get-MailboxDatabase | ForEach-Object {Add-ADPermission -Identity
$_.DistinguishedName -User Userl -ExtendedRights ms-Exch-EPI-May-
Impersonate}

Note: Replace Userl with the AchiveUsers service account

For more information, see

Exchange Impersonation in Exchange 2010 & 2013 & 2016

Note: The following Exchange-Management-Shell command must be run:

New-ManagementRoleAssignment —Name:impersonationAssignmentName
—-Role:ApplicationImpersonation —User:serviceAccount

Exchange Impersonation enables a caller to impersonate a given user
account. This enables the caller to perform operations by using the
permissions that are associated with the impersonated account, instead of
the permissions that are associated with the caller's account.

For more information, see
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http://msdn.microsoft.com/en-us/library/bb204095(v=exchg.80).aspx
http://msdn.microsoft.com/en-us/library/bb204095(v=exchg.140).aspx

Setup

This will install and register all the components necessary to run Archive
Users on your server or workstation. Setup will place a shortcut on your
desktop.

The executables are stored by default in C:\PROGRAM FILES
(X86)\NETsec ArchiveUsers, but you may change this during setup
routine. This folder will be removed if you uninstall the software.

Files containing your configured policies, logfiles and so on are placed in
folder % PROGRAMDATA%\NETsec\ArchiveUsers.

NOTE: The folder %PROGRAMDATA% usually is hidden. You may activate
the option SHOW HIDDEN FILES, FOLDERS, AND DRIVES in folder
OPTIONS of the WINDOWS EXPLORER.
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Configuration

ObjectPicker
First of all you should select users which should be archived.
a9 METsec ArchiveUsers - 0 =

FILE OPTIOMS HELP
ﬂ ArchiveUsers = & Cancel
D Run

& ObjectFicker @S Settings L_D_J Exchange ﬂ' Target Ci Logs @ Help
Objects to process (1)

@Choose ﬁSearch @Getinfo xﬂemo

MName Dizplay Mame kel ail Logon Ma... Qption Dig|

sith randorn res

Choose
By clicking on Choose you can select users by OUs.

ArchiveUsers - B8 x
Select omganizatonal unit

Lnactive directory tree with all organizational units of every domaininthe forestandis listed. All
mail objects included in a selected OU (and all nested OUs) will be recognized for export at
runtime. Mote: You don't need to tick the nested OUs.

= o

.E:_. System

._f_“_, Users

O £ DC=entwickler
B[] &5 Betrieb

: .Eq_. Gruppen

Lo -
) Service Accounts

&

Computers

M
=
7]

Domain Computers

Domain Controllers

FareignSecurityPrincipals

Managed Service Accounts

| Microsoft Exchange Security Groups

| Microsoft Exchange System Objects

\/ Program Data -

566

o

iy Ny

]

( Apply '@' Caticel
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Search

A click on Search allows you to search individual objects. You can choose
user, container, public folder, contact, OU, group and query based group.

Archivelsers - 0 x

Search Actve Dvectory

You can search an object by inserting an expression. Uncheck all object types which you do not
want to have as aresult. The scope of the query is the complete forest your exchange
organization belongs to. The result listcontains all objects found. Select certain or all objects to
be gathered for export and press apply.

| p Search

| User (V) Contact (i) v/ Group Ley)
Container (e 4] ou Ay ¥ Query Based Group i
Public Folder & Y]
MName Display Mame b ail Logo.. | Distinguizhedh
Select all

q" Apply @ Cancel

ArchiveUsers -8 x
Search Active Diectory
*You cansearch anobject by inserting an expression. Uncheck all object types which you donot want to have as a result. The
scope of the query is the complete forest your exchange organization belongs to. The result list contains all objects found.
Select certainor all objects to be gathered for exportand press apply.
suppart 2 Search
#| User 3[4 Contact X v Group @
+| Container i vlou &) ¥/ Query Based Group D
| Public Folder @
Mame Dizplay Name tail Logon M. Distinguished arme i
User
Spsbox Support Syshox Support supportiE@sysbox. .. sysboxsupp.. CM=Spsbox Support,0U:
Contact E
Support & Technolagy Dire. Support & Technolagy Dire.. SupporthTechnol CH=Support & Technale
Ca5D Email (RHD-RIC) Support Center [Service D.. RHD-SupportCen... CHN=CA5D Email [RHD-
SUPPORT SERYICES AT.. SUPPORT SERVICES AT.. SUPPORTSERWI.. CN=SUPPORT SERWIC
SupportServicesOfficeStaff . SupportServicesOfficeStaff SupportServices... CH=SupportServicesOffi
support Patrick Ghys supportE@netseco... CN=support,0U=Import A
A . mena e o . A o i
Select all
Q! Apply @ Canecel

Get info

Here you will get specific information about size of mailbox, homefolder
and profile.

Remove
Removes the selected objects from list
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Settings
After selecting the objects you can go to Settings, where you choose what
shall happen with the selected objects.

%] METsec ArchiveUsers - O »r
FILE OPTIOMNE HELP

u] ArchivelUsers =

b Run

& ObjectFicker :83 Settings '_j Exchangs ﬂ Target q Logs @ Help
Exportmailbox & ] Mailbox setting: Prohibitsend and receive at (KB) €3]
Expotieses i b @ Mail Flow Settings: Message Size Restrictions
Move Home Eolder @ Sending message size: Maximum message size (in KE) i
Move Profile Path @ Receiving message size: Maximum message size (in KB) €3]
ZIP all Data (&4 Move stored data from group based network drive V)
Move User to OU @) [OU=Archivellsers, OLU=Projekte, DC=test DC=local

Hide From Address Lists (1)

Deactivate User eV Markwhen deactivated (1)
Delete User (&4

§ chartwig 86 4 Trial version with random results, Restricted to 5 ME. For purchase please contact sales@netsec.de

Export Mailbox

The mailbox will be exported into a PST-file. Each mailbox should not have
more than 500 folders per level, this can cause issues during the export
and the PST-file will not be complete.

Mailbox settings: prohibit send and receive at (KB)
If the mailbox exceeds the configured size then send and receive is
prohibited.

Mail Flow Settings: Message Size Restrictions
With this options you can control the maximum message size of outgoing
and incoming mails.

Sending Maximum Message Size

This option limits the maximum message size of the outgoing mails.

Use this setting to control the size of email messages that can be sent by
the user.

You can set the limit in KB.

Note: The sending message size is controlled with the , delivContLength®
attribute.
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Receiving Maximum Message Size

This option limits the maximum message size of the incoming mails.

Use this setting to control the size of email messages that can be received
by the user.

You can set the limit in KB.

Note: The receiving message size is controlled with the
~SsubmissionContLength"™ attribute.

You set this options with ArchiveUsers or manually in the mailbox
properties in the Exchange Management Console:

Exchange 2010:
2 0soh Sxtang: %m

=] :A_; Microsoft Exchange On-Premises (g o
‘_J Organization Configuration -L? Create Filter
= Server Configuration — - — - 2 Modify the Max
[ #, Redpient Configuration Administrator Properties X|| R t Type Details & nd
@3 Mailbox ; . User Mailbox s
N General | User Information l Address and Phone I Organization I Account L Mailbo: = i
£ Distribution Group i - egacy X &3 New Maibox...
2] Mail Contact Mo anCs EMai Addresses | MaiboxSetings | | {er maibox :
3 Disconnected Mailbox Mai Flow Settings | Maibox Features | Calendar Settings Discovery Maibox i Exporttistyy;
4 Move Request _ _ User Mailbox View
=8 Toolbox ¥4Propertis... User Mailbox e
. " G, Refre:
- Delivery Options User Mailbox ]
| Message Size Restrictions User Mailbox Help
= Size Restrich x| User Mailbox
At
ek e & Disable
I Maximum message size (in KB): I /4 Remove
Receiving size 54 New Local Move
™ Maximum message size {in KB): I &2 New Remote Mi
5 Manage Send A
,TI Cancel I #3 Manage Full Ac
Message size restrictions control the maximum message size for this recipient. 7 Send Mail
D Properties
Help
= ok | Cancel Poply Hep |
2| | | Kl | i
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Exchange 2013 & 2016:

Exchange admin center

recipients mailboxes groups resources contacts shared migration
permissions

. - 2 F< ey
compliance management +-s£re

DISPLAY NAME A MAILBOX TYPE EMAIL ADDRESS

organization

Administrator

Administrator@hspies.local

protection | Message Size Restrictions -- Webpage Dialog User Mailbox - Internet Explorer
mail flow Help Help
message size restrictions
mobile
ublic folders You can set a maximum size for messages Disable ~
public faiders sent and received by this mailbox. Leam
more Litigation hold: Disabled

Enable

unified messaging Use this setting to control
the size of email messages

that can be sent by the

Sent messages
Maximum message size (KB):

Archiving: Disabled

e I user. Enable
. Received messages
hybrid [ Maximum message size (KB):
| Mail Flow
tools

Delivery Options
Delivery options control forwarding and recipient limits.
View details

Message Size Restrictions
Message size restrictions control the maximum size of
messages that the recipient can send and receive.
View details

Message Delivery Restrictions
Message delivery restrictions define which senders can
and can't send messages to this recipient.

View details

<

ok || cancel

save ‘ ‘ cancel ‘

| ®100% - |

Export user to txt
AD-information (attribute values) are written to a text file.

Hide from Address Lists
The mailbox will be hidden in Exchange address lists.

Move Home Folder
The Home-Folder will be moved into the folder configured in TAB ,Target".
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Move stored data from group based network drive

For each member of the selected groups ArchiveUsers looks in the
specified path if a folder exists using the user’'s sAMAccountname as the
folder name. If the folder exists for the selected user, ArchiveUsers will be
archived this folder.

%] Archivellsers [ - 4

\wfith this function itis possible to move all data of @ specific user from a group based network drive to your target folder.
Flease choose a group first, setthe path to the network: drive and add it to the list.

For each member of the selected groups Archivellsers looks in the selected paths if a folder exists using the users sAMAccounthlame as the folder
name. If the folder exists for the selected user, Archivellsers will archive this folder.

Group

Uzer Mame Path GUID

M anagement LDAP: AACH=Management OU=tccountz, 0 .. da930055-1e55-4f77-aeb7-debalahc0Mb

a | || A seanch
Falder path

\wheteechDFS WM anagement',

x Remove

Falder Path M ame

WinetzechDFS\Developed, Developer

WwnetzechDFS W anagement, td anageme

WhnetzechDF S YSdesh Sales

4 [T 3

Qf Apply @ Cancel

Example:

John Dole is a member of the group Sales and has the sAMAccountName
jdole.

ArchiveUsers will export the folder \\netsec\DFS\Sales\jdole\ for John
Dole, because ArchiveUsers found a folder with the sAMAccountName
“jdole” on the network share “\\netsec\DFS\Sales\".

Move Profile Path
The Profile-Folder will be moved into the folder configured in TAB , Target".

ZIP all Data
All archived data is zipped.

Move User to OU

The selected Active Directory user objects are moved to the configured
Ou.

Deactivate User
The selected Active Directory user objects are deactivated.



Mark when deactivated
The deactivated objects are also tagged with a note (in attribute
description).

Delete User
The selected Active Directory user objects are deleted from AD.

This action should only be taken if all other actions are done without indicating
errors.
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Exchange

Working with Exchange On-Premise you can choose USE AUTODISCOVER to find
the EXCHANGE WEB SERVICE (EWS). If Autodiscover does not work you may set
the value for EWS manually. If you click the SEARCH icon then ArchiveUsers
tries to discover the Autodiscover settings.

(%] METsec Archivelsers - 0 x
FILE OPTIONE HELP

d ArchiveUsers E Save & Cancel
b Rurn

= ObjectFicker 2233 Settings i._';_j Exchange L= Target qf Logs @ Help

®|Jse Autodiscover to find Exchange Web Service URL

Manual setting O @

1.e. https:licasserver domain local/lEWS/Exchange asmx

§ chartwig  ®xB6 4 Trial version with random results, Restricted to 5 MB. For purchase please contact sales




Target
Now you have to choose the path where the data will be stored. The folder
can be selected in the TAB Target.

% ] NETsec ArchiveUsers - 0O x
FILE OPTIOMS HELP

d ArchiveUsers =

bRun

& ObjectFicker ’;&\S Settings L’_D_J Exchange S Target q: Logs @ Help

Path to store the data

CharchiveJzers (&4

§ charbwi g & whn

You may also insert a share (i.e. \\storageserver\archive).
If the target folder is not available at runtime, no action is performed
(i.e. no deletion, no move ...)
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Save & Run

After this, the configuration is done, and you only need to click on “Save”.
You can start the procedure by clicking “Run”.
) METsec ArchiveUsers - B x

L] Stop

Status

000 OOOGCOOOOOQROO

-

FILE OQPRTIONS HELP
h] ArchiveUsers 1

(-] Running

Tazk Info

[2014-03-11-15.33.24.062] Root Damain Marme: entwickler local
[2014-03-11-15.33.24.068] All Domainsz in Forest: daneben.local
[2014-03-11-15.33.24.069] All Damains in Forest: entwickler local
[2014-03-11-15.33.24.070] All Domainsg in Forest: sub.entwickler local
[2014-03-11-15.33.24 107] Exchange verzion: 15137

[2014-03-11-15.33.24.108] Exchange 2013 RTh

[2014-03-11-15.33.24.109] Startresolving objects to process (This mavtake awhilg)...
[2014-03-11-15.33.24 444] Found1 objects.

[2014-03-11-15.33.24 47 2] Start proceszing Antan Meise (1 of 1)
[2014-03-11-15.33.24 476] Exportfolder created: C:larchivellserslameise (Anton Meise)_20140311153324475
[2014-03-11-15.33.24 479] Starting exportmailboxof users to PET...

m

[2014-03-11-15.33.24 483] ExchangeWebSerice UBL: https:#iDevExchangel 0. entwickler.locallEWSiExchange.asmi

[2014-03-11-15.33.25.289] Exchange On-Premises Yersion: Exchange2010_SF2

[2014-03-11-15.33.30.896] Exported: 265KE (14 iterns)
[T

& charbwi g &

I

m

%] METsec ArchiveUsers

FILE OPTIOME HELP

B] ArchiveUsers =
JCIDSE

B> Finizhed

Status Tazk Info

o [2014-03-11-15.33.54.068] Found1 objects.

@ [2014-03-11-15.33.54.105] Start proceszzing Anton heize {1 of 1)

@ [2014-03-11-15.33.54.117] Exportfolder created:; Clarchivellserslameize (Anton heize)_20140311153354116
@ [20714-03-11-15.33.54.1 30] Starting exportmailbox of users to PST..

@ [2014-03-11-15.33.54.14 3] Exchange WebSerice LUBL: https:fiDevExchange1 0.entwickler.locallEWSIExch ange.asrs
@ [2014-03-11-15.33.54.371] Exchange On-Premises Yersion: Exchange2010_SF2

@ [2014-03-11-15.33.59.915] Exported: 265KE (24 iterns)

@ [2014-03-11-15.34.00.14 2] Export PET done:

@ [2014-03-11-15.34.00.166] Done exporting mailboxfordnton Meise, Expored 265 KB

@ [2014-03-11-15.34.00.179] Starting export uzerto TXT..

@ [2014-03-11-15.34.00.254] Done exporting Anton Meise to TXT,

@ [2014-03-11-15.34.00.267] Done proceszing Anton beize

@ [2014-03-11-15.34.00.281] Policy finished

Q@ [2014-03-11-15.34.00.295] aperation: Completed|archived:1 warnings:0|emors:0

4




When finished there will be a summary of everything that happened while
exporting.

If the home folder or the profile path doesn’t exist, the user will not be
deleted, because Archive Users interprets this as an error.

»Close” brings us back to the main menu.

Logs
Summary of all runs that have been started

Help
Here you can get contact-details, support and this manual.
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Licensing
Our sales team is available by phone +45 2421 998 78 20 or e-mail
sales@netsec.de

Trial Mode

In trial mode you are able to archive a maximum of 5 MB. The mailbox,
the profile and the home folder must not be larger than 5 MB. Deleting
users or moving users to another OU are not possible in the trial mode.

The trial mode is automatically active unless you replace it with a
purchased license.

Add a License
To add a license you have received, simply open the About Box (Help-
>About), click “*Add License”, and select the lic-file you got.

) Archivelsers = |

Archivelsers Version 3.0.0.0

METsec Software Sclutions GmbH & Co KG 2010-2014.
Al rights reserved.

Contact: sales@netsec.de

Pleaze contact us for a license, -

Archive

Add License ok



tel:+4924219987820/
mailto:sales@netsec.de

Commandline parameters
If you execute ArchiveUsers.exe without a parameter then the GUI is
started.

If you execute ArchiveUsers.exe from command line with parameter —-run
then the last saved configuration is used.

[z+.] Administrator: Command Prompt

C=“Program Files {(xB6>“~METsec Archivelsersrarchiveusers —run

C:~Program Files {(xB6>~METsec Archivelsers>Starting Archive Users ...

4-A4-28-13 .49 .35. Start at 4-28-2014 1:49:35 PH
4-A4-28-13 .49 .35. Product: Archivelsers 3.5.8.08
1d 7681 Plattform 1

4-A4-28-13 .42 .35. Environment 05 Uersion Major 6 Minor 1 Revision 65536
32HT ServicePack Service Pack 1

4-A4-28-13 .49 .35. Win? WinZB@85erver R2

4-A4-28—-13 .49 .35.

4-A4-28—-13 .49 .35.

Procesz x86
Company:
4-A4-28-13 .49 .35. fAddress:
4-A4-28-13 .49 .35, Contact:
14-84-28-13.49_.35.18 Email:
14-84-28-13.49_.35.18 Contact:

4-A4-28-13 .49 .35, Forests: @

4-A4-28-13 .49 .35. Limit date: False

4-@4-28-13 .49 .35. Limit number: True
661

4-@4-28-13 .49 .35. Limit number: @

4-34-28-13 .49 .35. Support: 1-1-1

4-A4-28-13 .49 .35. Current User: Administrator

4-A4-28- 13 49 .35, AD version: 47

4524—23 .492.35.366]1 Current Domain Path: LDAP://DirSyncLeft.com DC=DirSync
DC=com

4-A4-28-13.49.35.366]1 Current Domain Hame: DirSynclLeft.com

4-A4-28-13.49.35.3661 Current Forest Hame: DirSyncLeft.com

c4—ﬂ4—28—13.49.35.366] Root Domain Path: LDAP:-//DirSvncLeft.comsDC=DirSyncLef
=com

4-A4-28-13.42.35.366]1 Root Domain Mame: DirSyncLeft.com

4-A4-28-13.492.35.3811 A1l Domains in Forest: DivSyncLeft.com

4-A4-28-13 .42 .35.3811 Exchange verszion: 14734

4-A4-28-13 .49 _.35_.3811 Exchange 2818 5P3

4-@4-28-13 .49 _.35_.3811 Start reszoluving objects to processz (Thiz may take a wh

2014-84-28-13 .49 .35.724]1 Found 1 ohjects.

28014-84-28-13 .49 _.35.748]1 Start processing Adam Adamski <1 of 12

2@14 A4-28-13.472.35.748]1 Export folder created: C:»_archivedObjects“aa C(Adam Ad
a i)_20140428134935748

4-A4-28-13.49.35.748]1 Starting export user to HT...

4-04-28-13.49.35.756] Done exporting Adam Hdamukl to THT.
4-A4-28-13.49.35.771]1 Done processing Adam Adamski

4-A4-28-13 .49 .35.771]1 Policy finished

4-A4-28-13.492.35.7711 operation:Completediarchived:1 lwarnings:Bierrors:@_
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If you execute ArchiveUsers.exe from command line with parameter -run
and the sAMAccountName of users then the last saved configuration is
used for these users.

B Administrator: Eingabeaufforderung = | G| [eESm]

C:“Program Filez {(xB&6)>-NETzec Archivelszsersz>*Archivellzersz.exe —run chartwig hukren
£ ACIEREeYr

C:wProgram Filesz (xB6)\NETzec Archivelzersz>Starting Avrchive Users

-B6—-17-11 .45 .55 ..
14-B6-17-11.45.55

T 3.5 A
[2814-B6-17-11 .45 .55. . = 085 2 » b Minor 1 Revision 65536
Build 7681 Plattform : ice
[2814-B6—-17-11.45.55. i
[2814-B6=17=11 .45 .55. ss xB6

[2014-B6—-17-11.45.56.122 ‘xchange version:
[2814-B6-17-11.45.56. 2813 RIH
[2814-B6-17-11.45.56.124] Start arching ohjects to process (Thiz may take a wh
iled. ..
[2814-B6-17-11.45.56.124] Searching for chartwig ...
[2814-86-17-11.45.56 searching for hwkremer ...
[2814-B6-17-11 .45 .57 Searching for acremer ...
14-B6-17-11 .45 .57 F d 3 obhjec

4-B6-17-11.45.57. ; c 1né Carsten Hartwig <1
[2014-86-17-11.45.57.652] t fol created: C:vArchivells
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Troubleshooting and Support
Archive Users technical support team would be happy to assist you if you
have any questions or comments.

Please contact us via email:
or by phone:

Known Issues
Here you can find known issues using ArchiveUsers and how to solve
these.

MAPI_E_NOT_FOUND

This error in ArchiveUsers happens if you have multiple MAPI versions
installed. If you have installed Microsoft Outlook please uninstall the
Standalone MAPI (Microsoft Messaging API and Collaboration Data
Objects).
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The message exceeds the maximum supported size

As we use EWS to communicate with the Exchange Server, there is a
client-specific message size limit. To solve this issue you have to change
these limitations on the Exchange Server.

Follow the link and do the modifications from the section "Exchange Web
Services”.

https://technet.microsoft.com/en-
us/library/hh529949(v=exchg.150).aspx

Please note that changes are only applied after you restart the IIS.
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